
 

 

 أحترف برمجة الشبكات والنظم الموزعة
(6002الإصدار  –)النسخة الورقية الكاملة   

 

 

2006 

 
 

SocketCoder.COM 
 



~ 2 ~ 
 

 
 

 :License PublicSocketCoder  –L PSCاٌشخظخ ٚدمٛق إٌشش 

 
ٚل١بِه ثزذ١ًّ أٚ اعزخذاَ   License SocketCoder Public  –SCPLرغّٝ ٘زٖ اٌشخظخ  1

٠ؼزجش ِٛافمخ ِغجمخ ِٓ لجٍه ثبلاٌزضاَ ثزؼ١ٍّبد ٘زٖ  SocketCoder.Comأٞ ِٕزج ِٓ ِٕزجبد  

 اٌشخظخ.

 

ػ١ٍّخ رٛص٠غ إٌّزجبد اٌخبػؼخ ٌٙزٖ اٌشخظخ اٌىزش١ٔٚب عٛاء ِٓ خلاي لا ٠ٛجذ أٞ ششٚؽ رم١ذ  2

 اٌجش٠ذ الإٌىزشٟٚٔ أٚ إٌّزذ٠بد أٚ ِٛالغ الإٔزشٔذ ثششؽ روش اٌّظذس ٚٚػغ اٌشاثؾ اٌشئ١غٟ ٌٍّٕزج.

  

ج١ّغ اٌّشبس٠غ ٚاٌّىزجبد ٚالأوٛاد ٚاٌٛصبئك اٌخبػؼخ ٌٙزٖ اٌشخظخ ِجب١ٔخ ثبٌىبًِ رؼزجش  3

 ١ّ١ٍخ فمؾ ٌزٌه لا ٠ّىٕه اعزخذاِٙب ثشىً رجبسٞ دْٚ إرْ ِٚٛافمخ ِٓ إٌبشش.ٌلأ٘ذاف اٌزؼ

 

وزبة )ادزشف ثشِجخ اٌشجىبد ٚإٌظُ اٌّٛصػخ ثبٌذٚد أخؼبع رُ  1/11/2009ِٓ ربس٠خ  أثزذء 4

ثشىً أٌىزشٟٚٔ ِجبٟٔ ثبٌىبًِ اٌىزبة ِبفٟ  ٚثزٌه ع١ىْٛ وً SCPLإٌٝ سخظخ ( ١ٔ2006ذ 

, وزٌه لا ٠ذك ٌه ث١ؼٗ ثشىً ٚسلٟثٙذف أٚ إػبدح ؽجبػزٗ ٗ أٚ ث١غ جضء ِٕٗ زٌه لا ٠ذك ٌه ث١ؼٚث

الزجبط أٞ جضء ِٕٗ دْٚ ِشاعٍخ إٌبشش ثج١بْ سغجزه ثزٌه ٚروش اٌّظذس ثشىً اٌزبٌٟ )ادزشف 

, فبدٞ ػجذ اٌمبدس, إٌبشش 2006ثشِجخ اٌشجىبد ٚإٌظُ اٌّٛصػخ ثبٌذٚد ١ٔذ 
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 اٌّمذِخ:
 

ـش حٌشزىخص رخعظخذحَ ٌغخص حلأِٛس حٌّظعٍمش رزشِ ِعظ٠ُٕخلش ٘زح حٌىظخد 

عٍظ ٚرغ١ؾ ار ٠ٕظمً ره ِٓ حٌّغظٜٛ حٌّزظذة اٌٝ  ؤعٍٛدحٌذٚص ١ٔض ر

ٚ ٠زذأ حٌىظخد رّمذِش عخِش عٓ  ،ؿ١ًّ ِّٚظع ؤعٍٛدؾ اٌٝ حٌّظمذَ رحٌّظٛع

TCP/IP Models  ٚططز١مخصClient/Server  ٌَغخص حٌذٚص ١ٔض رخعظخذح

 Socket Programmingوّخ ٠ٚلظٛٞ عٍٝ ششف ِفظً عٓ 

 Network Layerحٌـٚ Transport Layer Protocolsحٌـٚ

Programming ٌـٚرٕخء أٔظّش ِظمذِش رخعظخذحَ حMulticasting  وؤٔظّش

٠ٚلظٛٞ حٌىظخد عٍٝ ششف لأُ٘  Voice Chat Systemsٚحٌـ حٌّئطّشحص 

 TAPIٚحٌـ Voice Over IP Programmingحلأِٛس حٌّظعٍمش رخٌـ 

Telephony ٌـٚرشِـ١خص ح Remote Desktop  ٚأٔظّش حٌظلىُ عٓ رعذ

حٌّشعٍش  Packetsرخلإػخفش اٌٝ ؽشق طل١ًٍ ٚحٌظظٕض عٍٝ حٌـ ٚغ١ش٘خ 

وّخ ٠ٚلظٛٞ  ، Packet Sniffingٚحٌـ Raw Programmingرخعظخذحَ حٌـ 

طظ١ُّ ٚ ٚ  Application Layerـعٍٝ ششف ِفظً لأُ٘ رشطٛوٛلاص حٌ

ٚأخ١شح ششف  ،شِـ١خص حٌشزىخصٚحعظخذحِخطٙخ فٟ ررٕخء حٌٕظُ حٌّٛصعش 

ِفظً عٓ ؽشق حٌلّخ٠ش ٚٚػع حٌظلاك١خص ٚحٌغ١خعخص فٟ رشِـ١خص 

 .حٌشزىخص
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 لجً اٌجذء ثمشاءح اٌىزبة:

٠غظخذَ حٌىظخد حٌطش٠مش حٌّظغٍغٍش فٟ ؽشف ِٕٚخلشش حٌّٛحػ١ع ٚ حلأوٛحد  ٌزٌه لارذ ِٓ 

ُ ششف حلأوٛحد حٌـذ٠ذس حٌزذء رمشحءس حٌّٛحػ١ع رشىً ِظغٍغً ار أٔٗ ٚفٟ وً فظً ٠ظ

ٌغخص حٌذٚص عخع١خص حٌزشِـ١ش طلض أٞ ٌغش ِٓ ٠ٚـذ أْ ٠ّظٍه حٌمخسة حلأ وّخ، فمؾ

 ١ٔض لزً حٌزذء رمشحءس حٌىظخد.  

 

 

 ِب ٟ٘ الأِٛس اٌجذ٠ذح فٟ ٘زا اٌىزبة ٌّٚٓ ٘ٛ ِٛجٗ:

رؤعٍٛد ِزغؾ  ٠طشف حٌىظخد ِعظُ حٌّٛحػ١ع حٌّظعٍمش رزشِـش حٌشزىخص ٚحٌٕظُ حٌّٛصعش

، ٠ٚعظزش حٌىظخد حلأٚي ٚحٌزٞ ٠ٕخلش حٌّٛحػ١ع حٌّظعٍمش رزشِـش رشِـ١خص ٍغخ٠ش ٌ

 Video Conference Systemsٚحٌّشث١ش  Voice Over IPحٌّلخدػش حٌظٛط١ش حٌـ 

طلض   Remote eLearning Systemsٚرٕخء أٔظّش حٌظع١ٍُ حلإٌىظشٟٚٔ عٓ رعذ 

١ٓ حٌّٙظ١ّٓ رّـخي رشِـش ِٕظش حٌذٚص ١ٔض ، خظض ٘زح حٌىظخد ٌطلاد ٚحٌّزشِـ

 .حٌشزىخص ٚحٌٕظُ حٌّٛصعش
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 Create an Advanced Distributed eLearning System (Remote 

Class Room)  

 Create an Advanced Remote Desktop Application With 

Remote (Mouse/Keyboard) Control Features 

 

Chapter 16 SMTP & POP3 Programming   
 - SMTP Protocol 

- SMTP Concept 

- Using SMTP in Dot Net  

- Advanced SMTP Programming  

- POP3 Protocol Programming 

 

Chapter 17 FTP Programming   
 - Introduction to FTP – File Transfer Protocol 

- Create a Simple Application to Transfer Files By Using COM  

- Create a Simple Application to Transfer Files By Using Web Classes         

- Create a Simple Application to Transfer Files By Using Socket 

Programming & Streaming Libraries 

 



~ 01 ~ 
 

Part5 Network Security Programming: 
 

Chapter 18 Cryptography   
 - Cryptography in Dot Net: 

 Symmetric Encryption 
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Chapter 1  

TCP/IP Layers & Message Encapsulation Overview & 

Introduction to Network Programming 

 

 

- TCP/IP Layers Encapsulation Overview 

 

- TCP / UDP Connection Establishment   

 

- TCP & UDP Header Encapsulation  

 

- Using TCP Connection Oriented in Dot Net to Send 

Unicast Messages 

 

- Introduction to Binary Streaming in Dot Net  

 

- Using UDP Connectionless in Dot Net to Send Uni & 

Broadcast Messages 
 



~ 03 ~ 
 

1.1  :TCP/IP Layers Encapsulation Overview  

 

ِٓ حٌّعشٚف أْ حٌشزىش ٟ٘ ِـّٛعش ِٓ حلأؿٙضس ِظظٍش ِع رعؼٙخ عزش ٚع١ٍش حطظاخي ِع١ٕاش 

ٌع١ٍّش حلاطظخي ٚحٌظٟ طّش رغزعش ؽزماخص  OSIِٚٓ ٕ٘خ ع١ٕذسؽ ٌذ٠ٕخ حٌظمغ١ُ حٌّعشٚف ٌّٕظّش 

ٚطُ حخظظخس٘خ اٌاٝ .عٍٝ حٌز١خٔخص حٌّشعٍش ١Headersفش ِع١ٕش ٠ظُ اػخفظٙخ وـٌىً ؽزمش ِٕٙخ ٚظ

 ٚطز١ٓ حٌظٛسس حٌّشفمش ٘زٖ حٌطزمخص: TCP/IPخّغش ؽزمخص فٟ رشطٛوٛي 

 
 

ٚٚظ١فظٙاخ ٕ٘اخ حٌظعخِاً ِاع  Application Layerطزاذأ ع١ٍّاش ط١ٌٛاف حٌشعاخٌش حٌّشعاٍش فاٟ حٌاـ 

ففاٟ رشِـ١اخص  ،٠ّىٓ اسعخٌٙخ عزش حٌشزىش  Dataٝ حٌشعخٌش ٔفغٙخ ٚطل٠ٍٛٙخ ِٓ ط١غش ٔظ١ش اٌ

 Binaryػاُ اٌاٝ ِـّٛعاش ِآ  ٠ASCII Codeظُ طل٠ًٛ حٌٕض حٌّىظٛد اٌٝ  Chatحٌذسدشش 

Code  أٚ حٌـBits  طٛػاع فاٟ ِظافٛفش ٌظـ١ٙض٘اخ ٚاسعاخٌٙخ عزاشSocket  ٚحٌازٞ ٠اشرؾ ؽزماش

٠ٚٛػاق حٌشاىً  Internet Layerأٚ حٌاـ  Network Layerِاع حٌاـ  Transport Layerحٌاـ

 : Socketحٌظخٌٟ ؽز١عش عًّ حٌـ
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فاااٟ  Destination IPِاااع  Transport Layerحٌّلاااذد فاااٟ  Portك١اااغ ٠اااشرؾ سلاااُ حٌاااـ

Network Layer ٠ٚمَٛ حٌـServer رخٌطشف حٌّمخرً رخٌّٛحفمش عٍٝ ؽٍذ حٌاـClient  ٚطمظظاش

حٌظاٟ ٠ااظُ  Socket Optionِاع حٌاـ Portعٍاٝ سراؾ سلااُ حٌاـ Serverفاٟ حٌاـ Socketٚظ١فاش حٌاـ

٠ّٚىآ فاٟ ٘ازٖ حٌّشكٍاش ٚػاع  ،حٌازٞ طاُ طلذ٠اذٖ Portطلذ٠ذ٘خ ػُ حٌزذء رع١ٍّش حٌظظٕض عٍٝ حٌـ

أٚ ِاخ شاخرٗ أٚ حٌّٛحفماش  Authenticationششٚؽ ِع١ٕش ٌمزٛي حٌـٍغش ِؼً ع١ٍّاخص حٌظلماك حٌاـ 

 رشىً ِزخشش.

  

 ص: اٌٝ ػلاػش ؽزمخ upper Layersطُ طمغ١ُ حٌـ  OSIفٟ ّٔٛرؽ 

 

Application  ٌّٝظعخًِ ِع حٌزشٔخِؾ ٔفغٗ أٚ ِخ ٠غUser Interface  

 

Presentation  َفاٟ  ،أعاخ١ٌذ ٌؼاغؾ حٌز١خٔاخص أٚ طشاف١ش٘خطّؼ١ً حٌز١خٔخص حٌّشعاٍش أٚ حعاظخذح

 Encodingحٌااـ  ػاآّ Classesأٞ ِاآ حٌااـ  حٌااذٚص ١ٔااض طااظُ ع١ٍّااش طّؼ١ااً حٌشعااخٌش رخعااظخذحَ

Class  ػّٓ حٌـSystem.Text Namespace  حٌــٚوّؼخيASCIIEncoding Class: 

 

C# 

String str=Console.ReadLine(); 

ASCIIEncoding asen= new ASCIIEncoding(); 

   byte[] ba=asen.GetBytes(str); 

  

VB.NET 

Dim str As String = Console.ReadLine 

Dim asen As ASCIIEncoding = New ASCIIEncoding 

Dim ba As Byte() = asen.GetBytes(str) 

 

Session فظق حٌـٍغش) ( حٌظعش٠ف رزعؼُٙ حٌزعغء رع١ٍّش حٌظخخؽذ ر١ٓ حٌـٙخص٠ٓ ٚٚف١ٙخ حٌزذ

أِخ فٟ  Three Way Hand Shakeرّـّٛعش ِٓ حٌّشحكً طغّٝ  TCPٚطظُ عخدس فٟ حٌـ

 …لإسعخي دْٚ اؿشحء أٞ ِٓ ع١ٍّخص حٌظلمك حٌغخرمشخر ءف١ظُ حٌزذ UDPحٌـ

 

ٚحٌظٟ طمَٛ رعًّ  Layer  Applicationفىظفخ رٛؿٛد ؽزمش TCP/IPشٚطٛوٛي حٌـ أِخ فٟ ر

ق حٌـٍغش رعذس ٠ظُ حٌظعشف ٚفظ Session Layerفٟ  ، OSIحٌطزمخص حٌؼلاع حلأٌٚٝ فٟ 

 :خطٛحص ٟٚ٘ وّخ ٠ٍٟ

 

حٌّلذد ٚرٌه رعذ طلذ٠ذ ع١ٍّش  Portحٌـ ٚ IPعزش حٌـ  Serverاؿشحء حلاطظخي حٌّزذثٟ رخٌـ  -1

 .TCP حٌـ أٚ عزش UDP حٌـ ظخي عٛحء عزشحلاط

 رٌه Serverارح ططٍذ حٌـ Authenticationحٌظعش٠ف رٕفغٗ ٚعًّ حٌـ  -2

 لزٛي أٚ سفغ حٌـٍغش ٠ٚظُ رٌه ربسعخي حٌّٛحفمش عٍٝ فظق حٌـٍغش أٚ سفؼٙخ  -3

 حٌخخص رخٌزشٔخِؾ  Portعٍٝ حٌـ Listeningرعًّ  Serverرذأ حٌـٍغش ٚل١خَ حٌـ -4

 : TCP Protocol ـ٠ٛػق عًّ ٘زٖ حٌطزمش رخعظخذحَ حٌ ٕٚ٘خ ِؼخي

C#: 

TcpClient tcpclnt = new TcpClient("192.168.0.2",8001); 

 

VB.NET: 

Dim tcpclnt As TcpClient = New TcpClient("192.168.0.2", 8001) 

 

 Client حٌـ عٕذِخ ٠ظُ حٌّٛحفمش عٍٝ فظق حٌـٍغش ٚحٌزذء رع١ٍّش حٌظخخؽذ ٠مَٛ ؿٙخص حٌّشعً

ٚفٟ ٘زٖ حٌطزمش ٠ظُ طلذ٠ذ  Transport حٌـ رظل١ًّ حٌشعخٌش اٌٝ حٌطزمش حلأخشٜ ٟٚ٘ ٕ٘خ ؽزمش
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-UDPأٚ عزش حٌـ TCP - Connection Protocolؽز١عش حلاطظخي عٛحء عزش 

Connectionless Protocol  ًففٟ حٌزشٚطٛوٛي حلأٚي ٠ظُ طلذ٠ذ ؽشف١ٓ ّٚ٘خ حٌّشع

ف١ّىٓ أْ ٠ىْٛ حٌطشف حٌّغظمزً وً حلأؿٙضس  UDPحٌـ  حلاطظخي أِخ Portٚحٌّغظمزً ٚ

Broadcast ٚ٘زح ٠عٕٟ أْ أٞ شخض ٠مَٛ رظظٕض عزش ٘زح حٌـPort   ٠غظط١ع حعظمزخي حٌشعخٌش

٠ٚظُ رٌه رٛػع  ،)Group(حلإسعخي اٌٝ ِـّٛعش  Multicastingوّخ ٠ّىٓ ِٓ عًّ حٌـ ،

(ٌّعشفش و١ف١ش  Socketفٟ حٌـ Portِع سلُ حٌـ Multicast IPأٚ حٌـ Broadcast IPحٌـ

 .ٔظش حٌفظً حٌؼخٟٔ)أ Multicast IPٚحٌـ  Broadcast IPحعظخشحؽ حٌـ 

 

ؿاخ٘ض ٠مااَٛ  Classٔغاظخذَ فاٟ حٌااذٚص ٔاض  TCPرخعاظخذحَ حٌااـ ٚلإسعاخي حٌشعاخٌش عزااش حٌشازىش 

ٚ٘ااٛ حٌّغااجٛي عاآ حٌظعخِااً ِااع ٚعاا١ٍش حلاطظااخي  NetworkStreamرٙاازٖ حٌع١ٍّااش ٠ٚغااّٝ 

ٔفغااٗ  Socket ـأٚ رخعااظخذحَ حٌاا ،Stream Dataش اٌااٝ حٌطااشف حٌّعٕااٟ رشاىً ٚاسعاخي حٌشعااخٌ

 ٚوّؼخي عٍٝ رٌه:

 

C#: 
NetworkStream mynetsream = tcpclnt.GetStream ();  

StreamWriter myswrite = new StreamWriter (mynetsream); 

myswrite.WriteLine("Your Message"); 

myswrite.Close (); 

mynetsream.Close (); 

tcpclnt.Close (); 

 

VB.NET: 

Dim mynetsream As NetworkStream = tcpclnt.GetStream 

Dim myswrite As StreamWriter = New StreamWriter(mynetsream) 

myswrite.WriteLine("Your Message") 

myswrite.Close () 

mynetsream.Close () 

tcpclnt.Close () 

 

ار طظُ عٕٛٔش حٌشعخٌش ٚٚػع عٕٛحْ حٌّشعً  Network Layer حٌـ ٌٝٚرعذ رٌه طغٍُ ا

٠لظٛٞ ٚ Physical Tunnel ـٚحٌّغظمزً ع١ٍٙخ ٚطغٍُ اٌٝ حٌطزمش حلأدٔٝ ١ٌظُ اسعخٌٙخ عزش حٌ

 IP,IPv6,ARB-Address عٍٝ ِـّٛعش ِٓ حٌزشٚطٛوٛلاص ِٕٙخ Network Layerحٌـ

Resolution Protocol ٕؤطٟ عٍٝ ششكٙخ لاكمخٌٚىً ِٕٙخ ٚظ١فش ِع١ٕش ع... 

 

ف١مَٛ رخٌّشٚس عٍٝ ٔفظ حٌطزمخص ٌٚىٓ رخٌعىظ ك١غ  Server ـحٌ أِخ رٕغزش ٌٍـٙخص حٌّغظمزً

 ػُ Network Layer اٌٝ حٌـ ػُ Data link Layerٌظلٛي اٌٝ  Bitsـ٠غظٍُ وشص حٌشزىش حٌ

 ASCIIاٌٝ  Binaryِٕٚٙخ طلٛي ِٓ  Application Layerحٌـ ػُ Transport Layerحٌـ

 ِٓٚASCII  ٌٝاText ٚفٟ كخٌش حعظخذحَ حٌـStream Classes  ًفبْ ٘زٖ حٌع١ٍّش طظُ رشى

 : Serverٌـِزذأ عًّ ح حٌظخٌٟحٌىٛد  ٠ٚٛػق..  آٌٟ
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C#: 

using System.IO; 

using System.Net.Sockets; 

using System.Threading; 

 

TcpListener mylistener; 

NetworkStream myntl; 

public void Listener() 

{ 

mylistener = new TcpListener(8001); 

mylistener.Start(); 

Socket mysocket; 

StreamReader str; 

while (true) 

 { 

 mysocket  = mylistener.AcceptSocket(); 

 myntl = new NetworkStream(mysocket); 

 str = new StreamReader(myntl); 

 textbox1.Text = str.ReadToEnd(); 

 } 

} 

} 

 

VB.NET: 

Imports System.IO 

Imports System.Net.Sockets 

Imports System.Threading 

 

Private mylistener As TcpListener 

Private myntl As NetworkStream 

Public Sub Listener() 

    mylistener = New TcpListener(8001) 

    mylistener.Start() 

    Dim mysocket As Socket 

    Dim str As StreamReader 

        Do While True 

            mysocket  = mylistener.AcceptSocket() 

            myntl = New NetworkStream(s) 

            str = New StreamReader(myntl) 

            textbox1.Text = str.ReadToEnd() 

        Loop 

    End If 

End Sub 
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 ِلادظخ ٘بِخ جذا:

ٚحٌغزذ أْ  حلاعظـخرشعٓ  حٌزشٔخِؾ طٛلفٚحٌزٞ ٚػعٕخٖ اٌٝ  Infinity Loop ـعٛف ٠ئدٞ حٌ

ار ٌٓ ٠ٕفز اٞ شٟء الا رعذ  Formٌٍـ  ٚحٌّخظض Thread ـحٌ ٔفظ ٠عًّ عٍٝ Loopحٌـ 

لذِض ٌٕخ حٌذٚص ١ٔض حٌلً ، Infinity Loopٚ٘ٛ ِخ ٌٓ ٠لذع أرذح ار حٔٗ  Loop ـحٔظٙخء حٌ

ٚحٌظٟ طغّق رخٌّعخٌـش حٌّظٛحص٠ش  Multithreading ـٌٙزٖ حٌّشىٍش ٟٚ٘ رخعظخذحَ طىٌٕٛٛؿ١خ حٌ

ِٕفظٍش ٌىً  Sessionعٍٝ ٔفظ حٌّعخٌؾ ٚرٌه ِٓ خلاي طمغ١ُ حٌّٙخَ عٍٝ حٌّعخٌؾ ٚعًّ 

وّخ ٌٓ  حسد حٌٕظخ٠َئػش حٌزشٔخِؾ عٍٝ ِٛ ٌٓ ٚ٘ىزح.. Multitaskingرشٔخِؾ ٚ٘ٛ ِخ ٠غّٝ رخٌـ 

 حٔظش حٌشىً حٌظخٌٟ : عٍٝ حدحء حٌزشٔخِؾ حٌعخَ Infinity Loopٌـ ٠ئػش ح

 

 
 

ٚ٘زح ٘ٛ  ٠Global Areaعًّ عٍٝ ِٕطمش حٌـ  Loopوخْ حٌـ  Threadلاكع حٔٗ لزً اػخفش حٌـ 

ذحٌش حٌظٟ خخص ٌ Pipeأٚ  Sessionطُ عًّ  Threadٚرعذ حعظخذحَ حٌـ ،  حلاعظـخرشعذَ عزذ 

٠ٍضَ  Threadٚلاعظخذحَ حٌـ  ،ً رشىً ِظٛحصٞ ِع حٌزشٔخِؾعّطرل١غ  Loop طلظٛٞ عٍٝ حٌـ

 : Namespace System.Threadingأٚلا طعش٠ف حٌـ

 

C#: 
using System.Threading; 

 

VB.NET: 

imports System.Threading 

 

 Delegate ـٌٙاخ فاٟ حٌا Threadحٌظاٟ طش٠اذ عّاً  ذحٌاشِٕاٗ ٚادسحؽ حعاُ حٌ Instanceػُ حشظمخق 

 : ٠ٍٟوّخ  حٌخخص رٙخ

 

C#: 
Thread myth; 

myth= new Thread  (new System.Threading .ThreadStart(Listener)); 

myth.Start (); 

 

VB.NET: 

Imports System.Threading 

Dim myth As Thread 
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myth = New Thread(New System.Threading.ThreadStart(Listener))  

myth.Start 

 

  :وّخ ٠ٍٟ Closing Form ـفٟ كذع حٌ ()myth.Aportح٢ْ لُ ربػخفش 

 

   C#: 
private void Form1_Closing(object sender, 

System.ComponentModel.CancelEventArgs e) 

{ 

mylistener.Stop(); 

   myth.Abort(); 

 } 

VB.NET: 

Private Sub Form1_Closing(ByVal sender As Object, ByVal e As 

System.ComponentModel.CancelEventArgs) 

    Try 

        mylistener.Stop() 

        myth.Aport()  

    Catch ex As Exception 

        Msgbox(ex.Message) 

    End Try 

End Sub 

 

فاٟ ٔفاظ حٌٛلاض  Threadأوؼاش ِآ ٚادحسس سحثعاش ؿاذح ار طّىٕاه ِآ طشاغ١ً  Thread ـ١ِضس حٌا

 حٌعششْٚ...حٔظش حٌفظً ، Multithreadingغّٝ رخٌـ ٚفٟ ٔفظ حٌزشٔخِؾ ٚ٘ٛ ِخ ٠

 

حٌخخص  MAC Addressرعذ اؿشحء ع١ٍّش حٌعٕٛٔش ٠مَٛ حٌّشعً رغئحي عٓ عٕٛحْ حٌـ

 ARP-Address Resolution Protocolٚطظُ ٘زٖ حٌع١ٍّش عزش رشٚطٛوٛي حٌـ Serverرخٌـ

ٚفٟ  MAC Tableفٟ حٌـ ٠ٚMAC Addressمَٛ ٘زح حٌزشٚطٛوٛي رخٌظلمك ِٓ ٚؿٛد حٌـ

حلأؿٙضس  اٌٝ وً Request Broadcast Message ARBكخٌش عذَ ٚؿٛدٖ ٠مَٛ ربسعخي

حٌّشحد حلإسعخي ٌٗ فبرح ٚؿذٖ ٠شعً حٌـٙخص  IP Addressحٌشزىش ٠غؤي ف١ٙخ عٓ طخكذ حٌـ عٍٝ

 ٠MAC Addressخزشٖ ف١ٙخ رعٕٛحْ حٌـ Unicast ARP Replay Messageحٌّعٕٟ 

أٚ  MAC Table حٌـ شعخٌش ٠مَٛ رظخض٠ٓ حٌعٕٛحْ حٌّعٕٟ فٟحٌخخص رٗ ٚرعذ حعظلاَ حٌ

لاكع حٌشىً  ،ٌٚىٟ ٠ظُ حعظخذحِٗ فٟ حٌّشحص حٌلاكمش  حٌّٛؿٛد فٟ حٌـٙخص، MAC Cashحٌـ

 حٌظخٌٟ:
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 Internet٘ااااً عاااا١ىْٛ وااااـ Encapsulationٚرعااااذ ٘اااازٖ حٌّشكٍااااش ٠ااااظُ طلذ٠ااااذ ٔااااٛ  حٌااااـ

Encapsulation  ٚأ Ethernet Encapsulation ُرٌاه فاٟ حٌاـ ٠ٚاظData Link Layer 

 ٚحٌشىً حٌظخٌٟ ٠ٛػق وً ٘زٖ حٌع١ٍّخص:

 

 
 

 

 وّخ ٠ٍٟ: Packetٚفٟ حٌٕٙخ٠ش ٠ىْٛ حٌشىً حٌعخَ ٌٍـ

 

 
 

ٚع١ٍّش حلإسعخي رخعظخذحَ  ٠ٚEthernetـذ حٌظفش٠ك ر١ٓ ع١ٍّش حلإسعخي رخعظخذحَ حٌـ

ُ ع١ٍّش حلإسعخي رعذ طظ Ethernetار أٔٗ فٟ حٌـ Serial Connectionأٚ حٌـ Internetحٌـ

ف١ظُ حٌٛطٛي  Internetأِخ فٟ حٌـ ARPٌطشف حلأخش رخعظخذحَ حٌـ MAC Addressِعشفش حٌـ

 لاكع حٌشىً حٌظخٌٟ: PPP – Point to Point Protocolٚفك ِزذأ حٌـ
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 ٠Controlلظٛٞ عٍٝ ِعٍِٛخص حٌاظلىُ أٚ حٌاـ  Dataعٍٝ حٌـ Headerفٟ وً ؽزمش ٠ظُ اػخفش 

Data  ،ٚف كـاُ حٌاـ٠ٚظاشحHeader  فاٟ حٌاـTransport  ٚحٌاـNetwork Layer  ٓاٌاٝ  22ِا

 .Headerحٌظٟ ٠ظُ اػخفظٙخ اٌٝ حٌـ  Optionsرخ٠ض كغذ حٌـ 62

 Packetٚ٘اٛ رشٔاخِؾ ٠ماَٛ رع١ٍّاش حٌاـ  Etherealفٟ حٌّؼخي حٌظخٌٟ عإمَٛ رخعاظخذحَ رشٔاخِؾ حٌاـ

Sniffing :ٛ٘ٚ ٗٚحٌزٞ ٠ّىٓ طؼز١ظٗ ِٓ حٌّٛلع حٌخخص ر 

 

http://www.ethereal.com/download.html 

 

 : HTTPٚاٌـ DNSٚاٌـ ARBِضبي ػٍٝ اعزخذاَ اٌـ

 

ٌٍز١خٔاخص  ٚحٌظل١ٍاً ظظإضرع١ٍّاخص حٌٚحٌازٞ ٠ماَٛ  Etherealلاكع حٌشاىً حٌظاخٌٟ فاٟ رشٔاخِؾ حٌاـ

ك١ااغ لّٕااخ رطٍااذ حٌااذخٛي عٍااٝ ِٛلااع ،  Network Interface Cardحٌااـ حٌّااخسس ِاآ خاالاي

 :Internet Explorerرخعظخذحَ حٌـ Googleحٌـ

 

 
 

ٚ٘اٛ ٕ٘اخ  Gatewayحٌخاخص رخٌاـ MAC Addressلاكع أْ أٚي ع١ٍّش وخٔاض حٌغائحي عآ حٌاـ

ٚفاٟ حٌع١ٍّااش حٌؼخ١ٔااش لااخَ  Broadcast Messageك١اغ أسعااٍض ٘اازٖ حٌشعاخٌش وااـ 10.0.0.138

حٌخخص راٗ رعاذ  MAC Addressٚأسعً عٕٛحْ حٌـ ARP Requestٌـرخٌشد عٍٝ ح Routerحٌـ

 DNS Requestربسعاخي  Googleعآ عٕاٛحْ حٌاـ رخلاعظفغاخس Client٘ازٖ حٌع١ٍّاش عا١مَٛ حٌاـ

Query  ،لاكاع أٔاٗ فاٟ حٌّؼاخي لاذ ٚؿاذ حٌاـIP Address حٌخاخص رخٌاـGoogle فاٟ حٌاـDNS 

http://www.ethereal.com/download.html
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Table  ُحٌاذخٛي عٍاٝ حٌاـٚحٌّٛؿٛدس ػآّ ٔظاخَ حٌظشاغ١ً ٚ٘ازح ٠عٕاٟ حٔاٗ طاGoogle  ًِآ لزا

ٚرعاذ  DNS Tableِٛؿاٛد فاٟ حٌاـ Googleحٌخخص رخٌاـ IP Addressٚحٌذ١ًٌ عٍٝ رٌه أْ حٌـ

رااخٌشد عٍااٝ حٌطٍااذ ٠خزااشٖ رٛؿااٛدٖ ٚػاآّ حٌعٕااٛحْ حٌّلااذد  Google٘اازٖ حٌع١ٍّااش لااخَ ِٛلااع حٌااـ

طش رّٛلاع ٟ٘ ع١ٍّخص ؽٍذ ٚ اسعخي ٌّلظ٠ٛخص حٌظفلش حٌخخ 22اٌٝ  8لاكع أْ حٌع١ٍّخص ِٓ 

 .   HTTP Protocolٚطظُ رخعظخذحَ حٌـ  Googleحٌـ

 

 
 

1.2  :TCP / UDP Connection Establishment   

 

ٚفاٟ حٌعاخدس ٠ماَٛ حٌطاشف حٌّشعاً ربسعاخي  ،طّش ع١ٍّش أشخء حلاطظاخي رّـّٛعاش ِآ حٌّشحكاً

ذء ربسعاخي ؽٍذ أشخء حلاطظخي اٌٝ حٌطشف حلأخش ٚعٕاذ حٌّٛحفماش عٍاٝ اؿاشحء حلاطظاخي ٠اظُ حٌزا

طاظُ ٘ازٖ حٌع١ٍّاش رؼلاػاش  TCPفٟ رشٚطٛواٛي حٌاـ  ،ِـّٛعش ِٓ حٌّعٍِٛخص اٌٝ حٌطشف حٌّغظمزً

 وّخ ٘ٛ ٚحػق فٟ حٌشىً حٌظخٌٟ:ٚ Three-way hand-shakeِشحكً طغّٝ 

 

 
 

٠ٚشعٍٗ   اٌٝ  Sequence Numberك١غ ٠مَٛ حٌطشف حٌّشعً رظ١ٌٛذ سلُ طغٍغٍٟ  -1

 ٚحكذ ٠ٚىْٛ ٘زح حٌشلُ حٌٌّٛذ  ٔمطش حٌزذء ٌع١ٍّش حلإسعخي رل١غ ٠ظُ ص٠خدطٗ رّمذحس  Serverحٌـ

) increment By One( .عٕذ وً ع١ٍّش اسعخي 

 

اٌاٝ  ٠ٚAcknowledgmentماَٛ ربسعاخي  ٠Sequence Numberغظٍُ حٌطشف حٌّمخرً حٌـ -2

 .حٌّشعً ِؼخف ا١ٌٗ حٌشلُ حٌظغٍغٍٟ حٌزٞ طُ اسعخٌٗ

 

خ ٠مَٛ ربسعخي ؽٍزاٗ ِشفاك ِعاٗ عٕذ ٘زٖ حٌّشكٍش ٠ىْٛ لذ طُ حٌّٛحفمش عٍٝ رذأ حٌـٍغش ٚعٕذ٘ -3

 حٌزٞ أسعً ِٓ لزً حٌّغظمزً. Acknowledgmentحٌـ

 

ِآ  UDPٚلا ٠ظلمك حٌـ Acknowledgmentsفظظُ رذْٚ اسعخي  UDPأِخ فٟ رشٚطٛوٛي حٌـ 

ٚ٘اٛ ِاخ عا١ظُ طٛػا١لٗ فاٟ حٌـاضء حٌظاخٌٟ ِآ ٘ازح  TCPع١ٍّخص حٌٛطٛي وّخ ٘ٛ حٌلخي فٟ حٌاـ

 حٌفظً.
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1.3  :TCP & UDP Header Encapsulation  

ك١غ  UDPأٚ حٌـ ٠TCPظُ حٌظعخًِ ِع اكذٜ حٌزشٚطٛو١ٌٛٓ  Transport Layerفٟ ؽزمش حٌـ

ٚٔٛ  حلإسعخي ٘ٛ  Streamحلإسعخي فبرح وخْ حٌّطٍٛد ٘ٛ حلإسعخي وـف١ٙخ ؽز١عش  عٕلذد

Unicast ف١ظُ حخظ١خس حٌـTCP أِخ فٟ كخٌش وخْ حٌّطٍٛد ٘ٛ حلإسعخي وـBroadcast  ٚأ

Multicast ف١ظُ حخظ١خس حٌـUDP  ٚعٛف ٔز١ٓ فٟ حٌـضء حٌظخٌٟ ِٓ ٘زح  ،ٌع١ٍّش حلإسعخي

 ... UDPٚرشٚطٛوٛي حٌـ TCPوٛي حٌـحٌفظً ِزذأ ع١ٍّش حلإسعخي رخعظخذحَ رشٚطٛ

 

1.3.1  :TCP Encapsulation 

أٚ كـُ  Data Flow حٌـ ع١ٍّخص حٌظلىُ عٛحء عٍٝ ِغظٜٛ رذعّٗ ٌى٠ًظ١ّض ٘زح حٌزشٚطٛوٛي 

 Delivered onوّخ ٠ذعُ ع١ٍّخص حٌظلمك ِٓ حٌٛطٛي ٚفك حٌظشط١ذ حٌغ١ٍُ  Bufferحٌـ

Sequence حٌـ ٚ٘زح ٚحػق ِٓ طشو١ذ Header ٌخخطش رٗ أٔظش اٌٝ حٌشىً حٌظخٌٟ:ح 

 

 
 

1.3.1.1  Source & Destination Port : 

 ٠Source Portاااظُ طلذ٠اااذ حٌاااـ ،  ٚحلاعاااظمزخيحلإسعاااخي  Portفاااٟ حٌّٕطماااش حٌّخظظاااش راااـ 

حٌخخطش رخٌزشٔخِؾ حٌزٞ ٠ـشٞ ع١ٍّش حلاطظاخي ِٚآ حٌّعاشٚف أٔاٗ لا  Destination Portٚحٌـ

٠ّىٓ ٌٍزشٔخِؾ حٌٛحكاذ حعاظخذحَ أوؼاش ِآ  ٌىٓ Portٔفظ سلُ حٌـ٠ّىٓ لأوؼش ِٓ رشٔخِؾ حعظخذحَ 

Port Address ، ٚرظؤو١ااذ فاابْ ع١ٍّااش حخظ١ااخس حٌااـPort ٌ ٠ـااذ حلارظعااخد عاآ  ار١غااض عشااٛحث١ش

ار أٔٙاخ أسلاخَ ٌزشٚطٛواٛلاص ِعشٚفاش ٠ٚاظُ حعاظخذحِٙخ فاٟ  1223ٚطٕظٙاٟ  2حلأسلخَ حٌظٟ طزاذأ راـ 

ٚرشٚطٛواٛي  Port 82ٚحٌازٞ ٠غاظخذَ حٌاـ HTTPٚطٛوٛي حٌـٔظخَ حٌظشغ١ً ِٚٓ حلأِؼٍش ع١ٍٙخ رش

أْ لا ٠زاذأ راشلُ ٠ماً  ٠ٚPortفؼاً عٕاذ حخظ١اخس حٌاـ ،ٚغ١اشٖ Port 21ٚحٌزٞ ٠غظخذَ حٌاـ FTPحٌـ 

 حٔظش اٌٝ حٌشىً حٌظخٌٟ:   49.151عٓ 
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1.3.1.2  Sequence & Acknowledgment Number : 

عٕاذ اسعاخٌٗ أٚ  Packetزح حٌشلُ عٍٝ سلُ حٌظغٍغً ٌٍاـ٠ٚذي ٘ Bits ٠ٚ32لظٛٞ وً ِّٕٙخ عٍٝ 

ف١لظااٛٞ  Acknowledgmentحعااظمزخٌٗ ٠ٚااظُ ط١ٌٛااذٖ عشااٛحث١خ عٕااذ رذح٠ااش حلاطظااخي أِااخ سلااُ حٌااـ 

حٌازٞ طاُ حٌظؤواذ ِآ ٚطاٌٛٗ ٚطاظُ ٘ازٖ حٌع١ٍّاش وّاخ فاٟ حٌشاىً  Packetعٍٝ حٌشلُ حٌظغٍغاٍٟ ٌٍاـ 

 حٌظخٌٟ:

 
 

1.3.1.3  tion ControlsHeader Length & Valida : 

 

ِمغااااّش عٍااااٝ  Bits 32عٍااااٝ TCPحٌخاااخص رخٌااااـ ٠ٚHeaderلظاااٛٞ حٌـااااضء حٌؼااااخٟٔ ِاااآ حٌااااـ

 Header Length + Validationأخاشٜ ٌٍاـ  Windows Size 16 Bits ٚ16Bitsحٌاـ

Controls ٌٟلاكع حٌشىً حٌظخ: 

 

 
 

أٞ  4ِمغااَٛ عٍااٝ  TCPحٌخااخص رخٌااـ Headerعٍااٝ كـااُ حٌااـ ٠ٚHeader Lengthلظااٛٞ حٌااـ

 Validationأِاخ حٌاـ ، 4راـ HLEN (Header Length)ٔؼشد حٌـ Headerٌّعشفش كـُ حٌـ

Controls  ٟٙ6ف Controls  1طؤخز وً ِٕٙخ Bit  ٗفٙزح ٠عٕاٟ أْ ٘ازٖ حلأدحس  2فبرح وخٔض ل١ّظ

 فٙزح ٠عٕٟ أْ ٘زٖ حلأدحس ِغظخذِش ٚوّخ فٟ حٌشىً حٌظخٌٟ: 1غ١ش ِغظخذِش ٚارح وخٔض 

 

 
 

1.3.1.4  Size Window : 

حٌزٞ ٠ّىٓ اسعخٌٗ ِٓ خلاي حٌشزىش رٕخء عٍٝ عشعش حٌٛطٛي را١ٓ  ٠ٚPacketعشف ف١ٗ كـُ حٌـ

 Packetأٞ حٌٛلاض حٌّغاظغشق ٌع١ٍّاش حٌظٛطا١ً ٌىاً  ،SYN Packet  ٚACK Packetواً 

 ٚلذ طض٠ذ أٚ طٕمض رٕخءح عٍٝ أدحث١ش حٌشزىش.
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1.3.1.5  Check Sum : 

 ٟ٘ٚ16 Bits ٌظلمك ِآ ٚطاٛي حٌاـٚطغظخذَ ٌع١ٍّش حTCP Header  ُرشاىً حٌغا١ٍُ  ك١اغ ٠اظ

 Checkٌٛكذ٘خ) ػُ لٍزٙخ ٚٚػع حٌٕاخطؾ فاٟ حٌاـ Bits 16(وً  TCP Headerؿّع وخفش ل١ُ حٌـ

Sum ٚفٟ حٌطشف حٌّغاظمزً ٠ماَٛ رظؤواذ ِآ حٌاـChecksum رؼاشد ل١ّاش حٌاـHLEN ػاُ  4راـ

ٚحٌاازٞ ٠ظٙااش  شااىً حٌظااخٌٟٚوّااخ ٘ااٛ ٚحػااق فااٟ حٌ Checksumِمخسٔااش حٌٕااخطؾ ِااع ِمٍااٛد حٌااـ

 :UDPٚحٌـ TCPرخٌـ  ار حٔٙخ طظُ رٕفظ حٌطش٠مش  IP Protocolفٟ حٌـ  Checksumحٌـ

 

 
 

 

1.3.1.6  Urgent Pointer : 

لزااً أْ ٠ااظُ  ٠Bufferااظُ طـ١ّعٙااخ فااٟ حٌااـ TCPحٌّشعااٍش عزااش حٌااـ Dataِاآ حٌّعااشٚف أْ حٌااـ

ِٚٓ ٕ٘خ ٔلآ رلخؿاش اٌاٝ  Bufferحٌـ حٌمخدِش حٌـذ٠ذس فٟ Dataعشػٙخ ك١غ ٠ظُ طلذ٠ذ ِٛلع حٌـ

لاكاع  Urgent Pointerٚ٘ٛ ٕ٘خ حٌـ Bufferفٟ حٌـ ٠Dataئشش عٍٝ ِٛلع حٌـ Pointerٚؿٛد 

حٌخاخص رخٌـٙاخص  Bufferلخدِاش ؿذ٠اذس اٌاٝ حٌاـ Dataٚػاع ع١ٍّاش حٌشىً حٌظخٌٟ ٚحٌزٞ ٠ٛػاق 

 حٌّغظمزً :
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1.3.2: Overview  Streaming Binary  Dot Net : 

ر١ٕخ عخرمخ و١ف١ش حٌظعخِاً  ٚ، Binary Dataأٚ  Textٔمً  Classes Streamحٌـِٓ خلاي  ٠ّىٓ

ٚفاٟ ٘ازح  Stream Writer ـٚحٌا Stream Reader حٌاـ رخعاظخذحَ Textٌٕماً  Socketِآ حٌاـ

(أٞ ٔااٛ  أخااش ِاآ حٌز١خٔااخص ٠ّٚىاآ أْ ٠ىااْٛ  Objectحٌـااضء عاإز١ٓ و١ف١ااش حٌظعخِااً ِعااٗ ٌٕمااً 

 ،..) Binary Dataأٚ أٞ شاٟء آخاش ٠ّىآ أْ ٠لاٛي اٌاٝ  Voiceأٚ طاٛص  Imageطٛسس 

أِاخ  Binaryػاُ اٌاٝ  Code ASCIIاٌاٝ  Text حٌاـ وٕخ ٔلٛي Text ـٚوّخ ٘ٛ حٌلخي فٟ ٔمً حٌ

أٚ  (حٔظااش حٌفظااً حٌخااخِظ عشااش) Serialization Objectف١ااظُ ٔمٍااٗ اِااخ وااـ Object حٌااـ فااٟ

ٔاٛ   ٚحٌظاٟ طّىٕاه ِآ حٌظعخِاً ِاع أٞ Binary Writer ـٚ حٌا Binary Readerرخعاظخذحَ حٌاـ

 Textٌظعخِاً ِاع حٌاـ  Stream Writerٚحٌاـ  Stream Readerوّخ ٚطغظخذَ حٌاـ ،ِٓ حٌز١خٔخص 

ٚحٌظااٟ  MemoryStreamٌظغاا١ًٙ حٌظعخِااً ِااع حٌٍّفااخص رخلإػااخفش اٌااٝ حٌااـ  FileStreamٚحٌااـ 

طماااَٛ أ٠ؼاااخ رظل٠ٛاااً ٚ ،ٌلفاااع حٌز١خٔاااخص لزاااً اسعاااخٌٙخ أٚ رعاااذ حعاااظمزخٌٙخ  Bufferطغاااظخذَ واااـ 

ِاشس أخاشٜ لاكاع حٌشاىً حٌظاخٌٟ  Streamاٌاٝ  Bitsٚحٌاـ Bitsاٌٝ ِـّٛعش ِآ حٌاـ Streamحٌـ

 فٟ حٌذٚص ١ٔض: Streamِىظزخص حٌـ طغٍغً ٚحٌزٞ ٠ٛػق

   

 
 

ِٓ ؿٙخص  Image طٛسس ٚوّؼخي ططز١مٟ عٍٝ ٘زح عٛف ٔمَٛ رزٕخء رشٔخِؾ ٠مَٛ رع١ٍّش ٔمً

 ء لُ ربٔشخء ِششٚ  ؿذ٠ذ وّخ فٟ حٌشىً حٌظخٌٟ :ٌٍٚزذ Client/Serverاٌٝ أخش 
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 :  شحٌظخ١ٌ Namespaces ـحٌ فٟ حٌزذح٠ش لُ ربػخفش

 

C#: 
using System.Net.Socket; 

using System.IO; 

 

VB.NET: 

Imports System.Net.Socket 

Imports System.IO 

 

 MemoryStreamلاط ِٓ حٌى Instanceٌلإؿشحء ع١ٍّش حلإسعخي لا رذ أٚلا ِٓ حشظمخق 

ٚحٌظٟ عٛف ٔغظخذِٙخ ٌظخض٠ٓ حٌظٛسس دحخً حٌزحوشس رشىً ِئلض ٌىٟ ٔلٌٛٙخ لاكمخ اٌٝ 

اٌٝ  Socket ـعزش حٌ NetworkStreamػُ اسعخٌٙخ رخعظخذحَ    Binaryِظفٛفش 

 :Serverحٌـ

 

C#:  
try 

{ 

openFileDialog1.ShowDialog (); 

string mypic_path =openFileDialog1.FileName ; 

pictureBox1.Image = Image.FromFile(mypic_path); 

MemoryStream ms = new MemoryStream();  

pictureBox1.Image.Save(ms,pictureBox1.Image.RawFormat);  

byte[] arrImage = ms.GetBuffer(); 

ms.Close(); 

TcpClient myclient = new TcpClient (txt_host.Text,5020);//Connecting 

with The server 

NetworkStream myns = myclient.GetStream (); 

BinaryWriter  mysw = new BinaryWriter (myns); 

mysw.Write(arrImage);//send the stream to The above address 

mysw.Close (); 

myns.Close (); 

myclient.Close (); 

} 

catch (Exception ex){MessageBox.Show(ex.Message );} 

 

VB.NET: 

openFileDialog1.ShowDialog  

Dim mypic_path As String = openFileDialog1.FileName 

pictureBox1.Image = Image.FromFile(mypic_path)  

Dim ms As MemoryStream = New MemoryStream 

pictureBox1.Image.Save(ms, pictureBox1.Image.RawFormat)  

Dim arrImage As Byte() = ms.GetBuffer 

ms.Close  

Dim myclient As TcpClient = New TcpClient(txt_host.Text, 5020) 
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Try  

Dim myns As NetworkStream = myclient.GetStream 

Dim mysw As BinaryWriter = New BinaryWriter(myns) 

   mysw.Write(arrImage)  

   mysw.Close  

   myns.Close  

   myclient.Close  

 Catch ex As Exception  

Msgbox(ex.Message)  

 End Try 

 

عزش  Streamٚحعظمزخي حٌـ  Portع١ٍّش حٌظظٕض عٍٝ حٌـ طظُ  Serverفٟ حٌـضء حٌخخص رخٌـ

(ط١غظٗ حٌظٟ وخْ  Objectٚطل٠ٍٛٗ اٌٝ  Binary Readerلشحءطٙخ رخعظخذحَ حٌـ ٚ  Socketحٌـ

فٟ ٘زح حٌّؼخي ٔش٠ذ حعظمزخي طٛسس ٚفٟ ٘زٖ حٌلخٌش ٚفشص  ،ِشس أخشٜ لزً حلإسعخي) ع١ٍٙخ

 Methodحٌّٛؿٛدس ف١ٙخ ِٚٓ ػّٕٙخ  Controls ـٌذ٠ٕخ حٌذٚص ١ٔض خظخثض ؿذ٠ذس فٟ حٌ

Image.FromStream رخٌـ حٌخخطش Picture Box   ٚحٌظٟ طغًٙ ع١ٍٕخ اِىخ١ٔش عشع

اٌٝ طٛسس طعشع عٍٝ  ٠Streamظُ طل٠ٍٛٙخ ِٓ ٌىٟ  Streamحٌظٛسس حٌّشعٍش ِٓ خلاي 

 ٚوّخ فٟ حٌّؼخي حٌظخٌٟ: Pictureboxحٌـ

 

 لُ ربٔشخء ِششٚ  ؿذ٠ذ ٚوّخ فٟ حٌشىً حٌظخٌٟ :

 

 
 

 

 طظُ ع١ٍّش حعظمزخي حٌظٛسس وّخ ٠ٍٟ:

C#: 
using System.Net.Socket ;  

using System.IO; 

 

TcpListener mytcpl; // Declare TCP Listener 

Socket mysocket; // Declare an object from Socket Class 

NetworkStream myns; //  

StreamReader mysr; 
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void Image_Receiver() 

  { 

mytcpl = new TcpListener (5020);// Open The Port 

mytcpl.Start ();// Start Listening  

mysocket = mytcpl.AcceptSocket (); 

myns = new NetworkStream (mysocket); 

pictureBox1.Image = Image.FromStream(myns); // Show The Image 

that Resaved as Binary Stream 

mytcpl.Stop();// Close TCP Session 

if (mysocket.Connected ==true)//if Connected Start Again 

 {  

 while (true)   

 {   

 Image_Receiver();// Back to First Method   

 }   

 }  

} 

 

VB.NET: 

Private mytcpl As TcpListener 

Private mysocket As Socket 

Private pictureBox1 As System.Windows.Forms.PictureBox 

Private mainMenu1 As System.Windows.Forms.MainMenu 

Private menuItem1 As System.Windows.Forms.MenuItem 

Private saveFileDialog1 As System.Windows.Forms.SaveFileDialog 

Private myns As NetworkStream 

 

Sub Image_Receiver() 

    mytcpl = New TcpListener(5000) 

    mytcpl.Start() 

    mysocket = mytcpl.AcceptSocket 

    myns = New NetworkStream(mysocket) 

    pictureBox1.Image = Image.FromStream(myns) 

    mytcpl.Stop() 

    If mysocket.Connected = True Then 

        While True 

            Image_Receiver() 

        End While 

    End If 

End Sub 

 

حٌخاااخص  Threadعااآ حٌاااـ  ِٕفظاااً Threadراااـ Method  Image_Receiverحٌاااـ ٌٚظٕف١اااز

 Thread Classػآّ حٌاـ  Thread Delegate Instanceرظّش٠ش٘اخ اٌاٝ حٌاـ  َٛٔمارخٌزشٔخِؾ 

 ٚوّخ ٠ٍٟ:
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C#: 
Thread myth; 

myth= new Thread  (new System.Threading 

.ThreadStart(Image_Receiver)); 

myth.Start (); 

 

 

VB.NET: 

Imports System.Threading 

Dim myth As Thread 

myth = New Thread(New 

System.Threading.ThreadStart(Image_Receiver))  

myth.Start 

 

ٚوّاخ  Formحٌخاخص رخٌاـ   Closing Eventحٌاـ فاٟ  Socketٚحٌاـ  ٠ٚThreadـذ اغلاق حٌاـ 

:ٍٟ٠ 

 

C#: 
private void Form1_Closing(object sender, 

System.ComponentModel.CancelEventArgs e) 

{ 

 try 

 {  

  mytcpl.Stop (); 

  thread.Aport(); 

 }  

catch (Exception ex) {MessageBox .Show (ex.Message );} 

  } 

 

VB.NET: 

Private Sub Form1_Closing(ByVal sender As Object, ByVal e As 

System.ComponentModel.CancelEventArgs) 

    Try 

        mytcpl.Stop() 

        thread.Aport() 

    Catch ex As Exception 

Msgbox(ex.Message) 

    End Try 

End Sub 

 

 : ٌلفع حٌظٛسس حٌّغظمزٍش Save Button  ـاػخفش حٌىٛد حٌظخٌٟ اٌٝ ح٠ٌّٚىٓ 

 

C#: 
try 

{ 

saveFileDialog1.Filter = "JPEG Image (*.jpg)|*.jpg" ;  

if(saveFileDialog1.ShowDialog() == DialogResult.OK)  
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 {  

string mypic_path = saveFileDialog1.FileName; 

pictureBox1.Image.Save(mypic_path); 

 } 

} 

catch (Exception) 

{ 

} 

 

VB.NET: 

Try  

 saveFileDialog1.Filter = "JPEG Image (*.jpg)|*.jpg"  

 If saveFileDialog1.ShowDialog = DialogResult.OK Then  

Dim mypic_path As String = saveFileDialog1.FileName 

   pictureBox1.Image.Save(mypic_path)  

 End If  

Catch generatedExceptionVariable0 As Exception  

End Try 

 

3.1.3  :Encapsulation -User Datagram Protocol-UDP 

ك١غ ٠ظ١ّض ٘زح حٌزشٚطٛوٛي  UDPعٛف ٔز١ٓ فٟ ٘زح حٌـضء ؽز١عش حلاطظخي رخعظخذحَ حٌـ

حٌزٞ ٠ذعُ حلإسعخي  TCPرعىظ حٌـ Multicast  ٚBroadcastربِىخ١ٔش حلإسعخي وـ 

 ِشىٍش ٘زح حٌزشٚطٛوٛي ٘ٛ عذَ دعّٗ ٌع١ٍّخص حٌظلىُ عٍٝ ِغظٜٛ ٌىٓ ،فمؾ  Unicastوـ

وّخ لا ٠ذعُ ع١ٍّخص حٌظلمك ِٓ حٌٛطٛي ٚفك حٌظشط١ذ  Bufferأٚ كـُ حٌـ Data Flowحٌـ

ٚطعظزش ٘زٖ حلأِٛس ِٓ أُ٘ ع١ٛرٗ ٠ٚٛػق حٌشىً حٌظخٌٟ  Delivered on Sequenceحٌغ١ٍُ 

  حٌظشو١ذ حٌعخَ ٌٙزح حٌزشٚطٛوٛي:

 

 
 

لاكع  ٌىٓ TCPٟ٘ ٔفغٙخ فٟ حٌـ Header Lengthأٚ حٌـ Lengthٚ حٌـ Check Sumحٌـ

 Delivered Onأٚ حٌـ Buffer Managementعذَ ٚؿٛد أٞ ِٓ حلأِٛس حٌخخطش رخٌـ

Sequence فٟ حٌـHeader حٌخخص رخٌـUDP ،  ًّٚحٌّشىٍش ٕ٘خ إٔٔخ لا ٔغظط١ع ع

Fragmentation ٌٍـPackets ١ّعٙخ رخٌظشط١ذ حٌظل١ق أِش غ١ش ِؼّْٛك١غ أْ اعخدس طـ، 

 ، أٚ عذَ ٚطٌٛٙخ ٌظلمك ِٓ ٚطٛي حٌز١خٔخص Acknowledgmentوّخ أٔٗ لا ٚؿٛد لأٞ 

  : ٠UDPٛػق ؽز١عش حٌظشحعً رخعظخذحَ حٌـٚحٌزٞ حٌشىً حٌظخٌٟ لاكع 
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 ٠pacesName System.Netٍااااضَ أٚلا طعش٠ااااف  فااااٟ حٌااااذٚص ١ٔااااض UDP ـلاعااااظخذحَ حٌاااا

ٚحٌعٕاٛحْ  Portـواخْ ٠ٍاضَ طعش٠اف سلاُ حٌا TCP ـلاكاع حٔاٗ فاٟ حٌا System.Net.Socketٚحٌـ

وّااخ ٚطغااظط١ع عّااً  TCPفظغااظط١ع طعش٠فااٗ وّااخ ٘ااٛ فااٟ  UDPٌٍـٙااخص حٌّغااظمزً أِااخ فااٟ حٌااـ 

Broadcast َرخعظخذح IPAddress.Broadcast  رعاذ حشاظمخق واخثٓ ِآ حٌىالاط عٕذ حلإسعخي

IPEndPoint ـٚطغااظط١ع أ٠ؼااخ عااذَ طلذ٠ااذ سلااُ حٌااPort  اٌااٝ  2ٚرٌااه رظّش٠ااش حٌااشلُ طاافش

 .ٌلاعظمزخيحٌّخظظش  Socketفٟ حٌـ  Method Bindحٌـ

 

 Portحٌظظإض ع١ٍٙاخ ػاُ حعاظلاَ حٌشعاخٌش عزاش ٘ازح حٌاـ ٚ Port 5020حٌاـفٟ حٌّؼخي حٌظخٌٟ ٠ظُ فظق 

 :ٚطٛص٠عٙخ عٍٝ حٌىً

 

1) 

C#: 
IPEndPoint ipep = new IPEndPoint(IPAddress.Any, 5020); 

 

VB.NET 

Dim ipep As IPEndPoint = New IPEndPoint(IPAddress.Any, 5020) 

 

 طلذ٠ذ ٔٛ  حٌزشطٛوٛي حٌّغظخذَ وّخ ٠ٍٟ:ٚ Socketٚطظُ ع١ٍّش أشخء حٌـ

2) 

C#: 
Socket newsock = new Socket(AddressFamily.InterNetwork,    

SocketType.Dgram, ProtocolType.Udp) 

 

VB.NET 

Dim newsock As Socket = New Socket(AddressFamily.InterNetwork, 

SocketType.Dgram, ProtocolType.Udp) 

 

 ... Send ذحٌشاٌٝ حٌ  IPEndpoint Objectػُ ّٔشس 

 IPمزً فمؾ  ٠ظُ حعظخذحِٙخ ٌشرؾ حٌـٚحٌظٟ ٠ظُ ٚػعٙخ فٟ حٌطشف حٌّغظ Bind Methodفٟ حٌـ 

Address ٚسلُ حٌـPort  رخٌـSocket  : 

3) 

 C#: 
newsock.Bind(ipep); 

 

VB.NET: 

newsock.Bind(ipep) 
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حٌغااخرمش  Portعٍااٝ حٌاـ  Serverح٢ْ طاُ حعاظمزخي حٌشعااخٌش ٚٔش٠اذ رؼٙااخ اٌاٝ وااً ِآ ٠ظظاً ِااع حٌاـ

 : وّخ ٠ٍٟ IPEndPoint Objectطعش٠ف ٌٚعًّ رٌه ٠ٍضَ أٚلا 

4) 

C#: 
IPEndPoint sender = new IPEndPoint(IPAddress.Any, 0); 

EndPoint Remote = (EndPoint)(sender); 

recv = newsock.ReceiveFrom(data, ref Remote); 

 

VB.NET: 

Dim sender As IPEndPoint = New IPEndPoint(IPAddress.Any, 0) 

Dim Remote As EndPoint = CType((sender), EndPoint) 

recv = newsock.ReceiveFrom(data, Remote) 

 ٌطزخعش عٕٛحْ ِشعً حٌشعخٌش ٚ حٌشعخٌش ٔفغٙخ:ٚ

5) 

C#: 
Console.WriteLine("Message received from {0}:", Remote.ToString()); 

Console.WriteLine(Encoding.ASCII.GetString(data, 0, recv)); 

VB.NET: 

Console.WriteLine("Message received from {0}:", Remote.ToString) 

Console.WriteLine(Encoding.ASCII.GetString(Data, 0, recv)) 

ٌٕخزاشٖ رٙاخ حٔاٗ طاُ  Serverٔمَٛ ٕ٘خ ربسعخي سعخٌش طشك١ز١ش ٌىً ؿٙاخص ؿذ٠اذ ٠ماَٛ رشازه ِاع حٌاـ

 حٌّٛحفمش عٍٝ حٔؼّخِٗ:

C#: 
string welcome = "Welcome Customer ..."; 

data = Encoding.ASCII.GetBytes(welcome); 

newsock.SendTo(data, data.Length, SocketFlags.None, Remote); 

 

VB.NET: 

Dim welcome As String = "Welcome Customer ..." 

Data = Encoding.ASCII.GetBytes(welcome) 

newsock.SendTo(Data, Data.Length, SocketFlags.None, Remote) 

 

عٕاذ حعاظمزخي اٌاٝ أٔاٗ  رخلإػاخفشِغظّشس  مزخيحلاعظارمخء ع١ٍّش :  Infinity Loopحٌٙذف ِٓ حٌـ 

رخعظلاِٙخ ٚطغ١ٍّٙخ اٌاٝ واً ِآ ٘اٛ  ٠Serverمَٛ حٌـ، أٞ سعخٌش فٟ أٞ ٚلض ِٓ لزً أٞ ؿٙخص 

فاٟ حٌاـ  Trueعٍٝ حٌشزىش ... ارح أسدص طلذ٠ذ عذد ِع١ٓ ِٓ حٌشعخثً حٌّغظٍّش طغظط١ع طغ١١ش حٌاـ 

infinity loop .ٖاٌٝ أٞ سلُ طش٠ذ 

C#: 
while(true) 

  { 

    data = new byte[1024]; 

    recv = newsock.ReceiveFrom(data, ref Remote); 

    Console.WriteLine(Encoding.ASCII.GetString(data, 0, recv)); 
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    newsock.SendTo(data, recv, SocketFlags.None, Remote); 

  } 

server.Close(); 

 

VB.NET: 

While True 

Data = New Byte(1024)  

recv = newsock.ReceiveFrom(Data, Remote) 

Console.WriteLine(Encoding.ASCII.GetString(Data, 0, recv)) 

newsock.SendTo(Data, recv, SocketFlags.None, Remote) 

End While 

server.Close() 

 

ٚ ٌٓ ٠ظُ حٌٛطٛي اٌٝ  Infinity Loopفٟ كخٌش ارح طُ حٌخشٚؽ ِٓ  ٠Socketظُ ٕ٘خ اغلاق حٌـ 

 ٚفك ششؽ ِع١ٓ Infinity Loopػّٓ حٌـ  Break٘زٖ حٌٕمطش الا ارح طُ ِمخؽعظٗ رٛػع 

 Loopخعظمزخي سعخٌش أٚ ٔض سعخٌش ِع١ٕش ع١ظُ حٌخشٚؽ ِٓ حٌـ ر ٔلذدٖ لاكمخ ٚوّؼخي ٌٍم١خَ

وّخ ٠ّىٕه ٚػع  عٓ رعذ Serverٚ٘زح ٠عٕٟ حٔه طغظط١ع اغلاق حٌـ  Socketٌـ ٚع١ظُ اغلاق ح

 ...فٟ كخٌش ٚسٚد ٔض ِع١ٓ ٚ٘ىزح Serverـؿٍّش طشغ١ً أٞ ٍِف طٕف١زٞ عٍٝ حٌ

 C#: 
using System; 

using System.Net; 

using System.Net.Socket; 

using System.Text; 

 

class SimpleUdpSrvr 

{ 

    public static void Main() 

    { 

        int recv; 

        byte[] data = new byte[1024]; 

        IPEndPoint ipep = new IPEndPoint(IPAddress.Any, 5020); 

        Socket newsock = new Socket(AddressFamily.InterNetwork, 

                SocketType.Dgram, ProtocolType.Udp); 

        newsock.Bind(ipep); 

        Console.WriteLine("Waiting for a client..."); 

        IPEndPoint sender = new IPEndPoint(IPAddress.Any, 0); 

        EndPoint Remote = (EndPoint)(sender); 

        recv = newsock.ReceiveFrom(data, ref Remote); 

        Console.WriteLine("Message received from {0}:", 

Remote.ToString()); 

        Console.WriteLine(Encoding.ASCII.GetString(data, 0, recv)); 

        string welcome = " Welcome Customer ..."; 

        data = Encoding.ASCII.GetBytes(welcome); 

        newsock.SendTo(data, data.Length, SocketFlags.None, Remote); 
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        while (true) 

        { 

            data = new byte[1024]; 

            recv = newsock.ReceiveFrom(data, ref Remote); 

            Console.WriteLine(Encoding.ASCII.GetString(data, 0, recv)); 

            newsock.SendTo(data, recv, SocketFlags.None, Remote); 

        } 

    } 

} 

 

VB.NET: 

Imports System 

Imports System.Net 

Imports System.Net.Socket 

Imports System.Text 

 

Class SimpleUdpSrvr 

 

    Public Shared Sub Main() 

        Dim recv As Integer 

        Dim data(1024) As Byte 

        Dim ipep As IPEndPoint = New IPEndPoint(IPAddress.Any, 

5020) 

        Dim newsock As Socket = New 

Socket(AddressFamily.InterNetwork, SocketType.Dgram, 

ProtocolType.Udp) 

 

        newsock.Bind(ipep) 

        Console.WriteLine("Waiting for a client...") 

        Dim sender As IPEndPoint = New IPEndPoint(IPAddress.Any, 0) 

        Dim Remote As EndPoint = CType((sender), EndPoint) 

        recv = newsock.ReceiveFrom(data, Remote) 

        Console.WriteLine("Message received from {0}:", 

Remote.ToString) 

        Console.WriteLine(Encoding.ASCII.GetString(data, 0, recv)) 

        Dim welcome As String = " Welcome Customer ..." 

        data = Encoding.ASCII.GetBytes(welcome) 

        newsock.SendTo(data, data.Length, SocketFlags.None, Remote) 

        While True 

            data = New Byte(1024)  

            recv = newsock.ReceiveFrom(data, Remote) 

            Console.WriteLine(Encoding.ASCII.GetString(data, 0, recv)) 

            newsock.SendTo(data, recv, SocketFlags.None, Remote) 

        End While 

    End Sub 

End Class 
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ربٔشااخء ؿٍغااش ِااع  Clientعٍااٝ ل١ااخَ حٌااـ ٕ٘ااخ ٠مظظااش حٌعّااً  ، Clientػخ١ٔااخ حٌـااضء حٌخااخص رخٌااـ 

 .ٚوّخ طُ فٟ حٌغخرك Portـٚسلُ حٌ IPEndPointٚرٌه رعذ طعش٠فٗ رخٌـ  Serverـحٌ

 

C#: 
using System; 

using System.Net; 

using System.Net.Socket; 

using System.Text; 

class SimpleUdpClient 

{ 

public static void Main() 

{ 

 byte[] data = new byte[1024]; string input, stringData; 

IPEndPoint ipep = new IPEndPoint( IPAddress.Parse("127.0.0.1"), 

5020); 

 Socket server = new 

Socket(AddressFamily.InterNetwork,SocketType.Dgram, 

ProtocolType.Udp); 

  string welcome = "Hello, are you there?"; 

 data = Encoding.ASCII.GetBytes(welcome); 

 server.SendTo(data, data.Length, SocketFlags.None, ipep); 

 IPEndPoint sender = new IPEndPoint(IPAddress.Any, 0); 

 EndPoint Remote = (EndPoint)sender; 

 data = new byte[1024];  

 int recv = server.ReceiveFrom(data, ref Remote); 

 Console.WriteLine("Message received from {0}:", Remote.ToString()); 

 Console.WriteLine(Encoding.ASCII.GetString(data, 0, recv)); 

while(true) 

 { 

  input = Console.ReadLine(); 

  Exit   ٔٙخء حٌـٍغش حوظذفٟ كخٌش ارح أسدص ا   

if (input == "exit") 

   break; 

  server.SendTo(Encoding.ASCII.GetBytes(input), Remote); 

  data = new byte[1024]; 

  recv = server.ReceiveFrom(data, ref Remote); 

  stringData = Encoding.ASCII.GetString(data, 0, recv); 

  Console.WriteLine(stringData); 

 } 

 Console.WriteLine("Stopping client"); 

 server.Close(); 

} 

} 
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VB.NET: 

Imports System 

Imports System.Net 

Imports System.Net.Socket 

Imports System.Text 

Class SimpleUdpClient 

    Public Shared Sub Main() 

        Dim data(1024) As Byte 

Dim input As String 

Dim stringData As String 

Dim ipep As IPEndPoint = New 

IPEndPoint(IPAddress.Parse("127.0.0.1"), 5020) 

Dim server As Socket = New Socket(AddressFamily.InterNetwork, 

SocketType.Dgram, ProtocolType.Udp) 

Dim welcome As String = "Hello, are you there?" 

        data = Encoding.ASCII.GetBytes(welcome) 

        server.SendTo(data, data.Length, SocketFlags.None, ipep) 

Dim sender As IPEndPoint = New IPEndPoint(IPAddress.Any, 0) 

Dim Remote As EndPoint = CType(sender, EndPoint) 

        data = New Byte(1024)  

Dim recv As Integer = server.ReceiveFrom(data, Remote) 

        Console.WriteLine("Message received from {0}:", 

Remote.ToString) 

        Console.WriteLine(Encoding.ASCII.GetString(data, 0, recv)) 

        While True 

            input = Console.ReadLine 

            If input = "exit" Then 

                ' break  

            End If 

            server.SendTo(Encoding.ASCII.GetBytes(input), Remote) 

            data = New Byte(1024)  

            recv = server.ReceiveFrom(data, Remote) 

            stringData = Encoding.ASCII.GetString(data, 0, recv) 

            Console.WriteLine(stringData) 

        End While 

        Console.WriteLine("Stopping client") 

        server.Close() 

    End Sub 

End Class 

ٚرٌااه رعااذ طفع١ٍٙااخ ِاآ  UDP Socketعٍااٝ حٌااـ  ٠ٚBroadcast Addressّىاآ ططز١ااك حٌااـ 

أٔظاااش  SocketOption Class(ٌّض٠اااذ ِااآ حٌّعٍِٛاااخص عااآ حٌاااـ  Socket Optionsحٌاااـ

Appendixes  (A)  (وّؼااخي لإسعااخي  وّااخ ٠ٍااٟطااظُ حٌع١ٍّااش ٚفااٟ حٌّشفمااخصBroadcast 

Message حٌّل١ٍش اٌٝ وً حلأؿٙضس حٌّظظٍش عٍٝ حٌشزىش: 
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Client -C#:  

using System; 

using System.Net; 

using System.Net.Sockets; 

using System.Text; 

public class Broadcast 

{ 

 public static void Main() 

 { 

 Socket sock = new Socket(AddressFamily.InterNetwork, 

SocketType.Dgram, ProtocolType.Udp); 

 IPEndPoint iep = new IPEndPoint(IPAddress.Broadcast, 5000); 

 byte[] data = Encoding.ASCII.GetBytes(“Hello All”); 

 sock.SetSocketOption(SocketOptionLevel.Socket, 

SocketOptionName.Broadcast, 1); 

 sock.SendTo(data, iep); 

 sock.Close(); 

 } 

}  

Client -VB.NET: 

Imports System 

Imports System.Net 

Imports System.Net.Sockets 

Imports System.Text 

Public Class Broadcast 

Public Shared Sub Main() 

  Dim sock As Socket = New Socket(AddressFamily.InterNetwork, 

SocketType.Dgram, ProtocolType.Udp) 

 Dim iep As IPEndPoint = New IPEndPoint(IPAddress.Broadcast, 

5000) 

     Dim data As Byte() = Encoding.ASCII.GetBytes(“Hello All”) 

        sock.SetSocketOption(SocketOptionLevel.Socket, 

SocketOptionName.Broadcast, 1) 

        sock.SendTo(data, iep) 

        sock.Close() 

    End Sub 

End Class 

 

C#: - Server 

using System; 

using System.Net; 

using System.Net.Sockets; 

using System.Text; 

public class RecvBroadcst 

{ 

 public static void Main() 
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 { 

Socket sock = new 

Socket(AddressFamily.InterNetwork,SocketType.Dgram, 

ProtocolType.Udp); 

IPEndPoint iep = new IPEndPoint(IPAddress.Any, 5000); 

sock.Bind(iep); 

EndPoint ep = (EndPoint)iep; 

Console.WriteLine("Ready to receive..."); 

byte[] data = new byte[1024]; 

int recv = sock.ReceiveFrom(data, ref ep); 

string stringData = Encoding.ASCII.GetString(data, 0, recv); 

Console.WriteLine("received: {0}  from: {1}",stringData, 

ep.ToString()); 

 } 

}   

 

Server -VB.NET: 

Imports System 

Imports System.Net 

Imports System.Net.Sockets 

Imports System.Text 

Public Class RecvBroadcst 

Public Shared Sub Main() 

        Dim sock As Socket = New Socket(AddressFamily.InterNetwork, 

SocketType.Dgram, ProtocolType.Udp) 

        Dim iep As IPEndPoint = New IPEndPoint(IPAddress.Any, 5000) 

        sock.Bind(iep) 

        Dim ep As EndPoint = CType(iep, EndPoint) 

        Console.WriteLine("Ready to receive...") 

Dim data As Byte() = New Byte(1023)  

Dim recv As Integer = sock.ReceiveFrom(data, ep) 

Dim stringData As String = Encoding.ASCII.GetString(data, 0, recv) 

 Console.WriteLine("received: {0}  from: {1}", stringData, 

ep.ToString()) 

 

    End Sub 

End Class 

 

فتٟ اٌتذٚد  UDPٚاٌتـ TCPاعتزخذاَ اٌتـٚ TCP/IPٚ٘ىزا ث١ٕب ِشادً الارظبي ثبعتزخذاَ اٌتـ

ِٚؼّبس٠تخ  Network Layer Encapsulationع١زُ اٌذذ٠ش فٟ اٌفظً اٌزبٌٟ ػتٓ , ١ٔذ

 ... IPv6ٚاٌـ IPv4ثشٚرٛوٛي اٌـ
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Chapter 2   

IPv4 & IPv6 Architecture Overview 

 

- IPv4 Architecture 

 

- Classful IP Address  

i. Unicast IP 

ii. Broadcast IP 

iii. Multicast IP 

 

- CIDR Nation Overview  

   

- IPv6 Architecture Overview    
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



~ 41 ~ 
 

The Internet Protocol: 

ٚطظُ  ،IPرخعظخذحَ رشٚطٛوٛي حلإٔظشٔض  Packetطظُ ع١ٍّش عٕٛٔش حٌـ Network Layerفٟ حٌـ

فبرح طُ حعظخذحَ  Transport Layerٕخءح عٍٝ حٌزشٚطٛوٛي حٌّغظخذَ فٟ حٌـ٘زٖ حٌّشكٍش ر

أِخ فٟ كخٌش وخْ  Unicast ٘ٛ عٕذ٘خ لا ٔغظط١ع الا أْ ٠ىْٛ حٌعٕٛحْ حٌّغظخذَ TCPحٌـ

أٚ  Multicastأٚ  Unicast٘ٛ حٌزشٚطٛوٛي حٌّغظخذَ عٕذ٘خ ٔغظط١ع ٚػع عٕٛحْ  UDPحٌـ

Broadcast ٘زح حٌفظً عٍٝ ششف طشو١ذ رشٚطٛوٛي ٚعٛف ٔؤطٟ فٟ حٌـضء حٌظخ ِٓ ٌٟ

 ف١ٗ: Broadcastٚحٌـ Multicastٚحٌـ Unicastٚؽشق ٚػع عٕخ٠ٚٓ حٌـ IPv4حلإٔظشٔض 

 

2.1   :IPv4 Architecture 

 : ٠IPv4ٛػق حٌشىً حٌظخٌٟ حٌظشو١ذ حٌعخَ ٌزشٚطٛوٛي حلإٔظشٔض 

 

 
 

 Optionsرٕاخءح عٍاٝ حٌاـ Bytes 60اٌاٝ  22ِآ  IPv4حٌخاخص رخٌاـ ٠Headerظاشحٚف كـاُ حٌاـ

 20ػخرااض ٚ٘ااٛ  Headerعٕااذ٘خ عاا١ىْٛ كـااُ حٌااـ Optionsحٌّغااظخذَ فاابرح ٌااُ ٠ااظُ حعااظخذحَ حٌااـ

Bytes ٚفٟ ٘زٖ حٌلخٌش ٠ّىٕٕخ ِعشفش كـُ حٌـData حٌّشعٍش عزش حٌـTCP :ٍٟوّخ ٠ 

 

Data = total Length – (20 Bytes for IPv4 Header+ 20 Bytes For TCP 

Header)  

 

 وّخ ٠ٍٟ: IPv4 Headerحٌخخطش رخٌـ Bytes 20حٌـٚطمغُ 

 

4 Bits  ٠ٛػع ف١ٙخ حٌـVersion  حٌّغظخذَ ٚ٘ٛ ٕ٘خIPv4  ٍٗفٟ حٌـ ٠ٚ0100ظُ طّؼ١Binary. 

4 Bits  ٌٍـHeader Length ٠ٚٛػع فٟ كـُ حٌـHeader  ٍٝ4ِمغَٛ ع   

8 Bits  ٌٍاـType of Services ٌ ٍزشٚطٛواٛي ك١اغ ٠ّؼاً ف١ٙاخ ِاذٜ ؿاٛدس حٌخذِاش حٌّطٍٛراش

 Maximum أٚ حٌاـ Minimum Delayِٕٚٙاخ  ، Application Layerحٌّغاظخذَ فاٟ حٌاـ

Services ...ٚغ١ش٘خ 

32 Bits  ٚطغظخذَ ٌع١ٍّخص حٌـFragmentation ٚاعخدس طشط١ذ حٌـFragments   

8 Bits    ٚطغااظخذَ ٌظلذ٠ااذ حٌااـTime to Live  –TTL  ٠ٚعزااش عاآ عااذد حٌااـHops  ٚأ

ٚحٌعاذد حلافظشحػاٟ ٌٙاخ  ،حٌّشٚس ِآ خلاٌٙاخ اٌاٝ أْ طٕظٙاٟ  ٠Packetغّق ٌٍـ حٌظٟ Routersحٌـ

16 hops  ًٚعٕذ ِشٚس٘خ رىRouter  ل١ّظٙخ. ٠1ظُ ؽشف ِٓ 
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8 Bits  أخااشٜ ٌظلذ٠ااذ ٔااٛ  حٌزشٚطٛوااٛي حٌّغااظخذَ فااٟ حٌااـUpper Layer  عااٛحءTCP  ٚأ

UDP ... 

16 Bits   ٌٍـChecksum ش حٌّغاظخذِش فاٟ حٌاـٚلا طخظٍف ؽش٠مش كغخرٗ عآ حٌطش٠ماTCP  ٚأ

 ٚحٌظٟ ششكٕخ٘خ فٟ حٌفظً حلأٚي. UDPحٌـ

32 Bits  ًٌظلذ٠ذ عٕٛحْ حٌـٙخص حٌّشع 

32 Bits  ٌٜظلذ٠ذ عٕٛحْ حٌـٙخص حٌّغظمزً  أخش 

 

 Broadcastٚحٌااـ Unicastٚعااف ٔزاا١ٓ فااٟ حٌـااضء حٌظااخٌٟ ِاآ ٘اازح حٌفظااً ؽش٠مااش ط١ٌٛااذ حٌااـ

 :  CIDR - Classless InterDomain Routingٚحٌـ  Classfulرخعظخذحَ حٌـ Unicastٚحٌـ

 

2.1.1   :Classful IP Address 

٠عزاش  ،رغا١طش ؿاذح ٠ٚمغاُ ف١ٙاخ حٌعٕاٛحْ اٌاٝ ؿاضأ٠ٓ Classfulطعظزش ع١ٍّش حٌعٕٛٔش رخعظخذحَ حٌـ 

ٚوّاخ ٘اٛ ِٛػاق  Host IDٚحٌـضء حٌؼاخٟٔ عآ حٌاـ Network IDحٌـضء حلأٚي عٓ عٕٛحْ حٌـ 

 فٟ حٌشىً حٌظخٌٟ:

 
  2طفش  Binaryحلأٚي فٟ حٌـ ٠ٚBitىْٛ ل١ّش حٌـ 126اٌٝ  Class A  ِٓ1غ ٠زذأ حٌـ ك١ 

  1ٚحكذ  Binaryحلأٚي فٟ حٌـ ٠ٚBitىْٛ ل١ّش حٌـ  191اٌٝ  ٠ٚClass B  ِٓ128زذأ 

ٚحكذ  Binaryحلأٚي ٚحٌؼخٟٔ فٟ حٌـ ٠ٚBitىْٛ ل١ّش حٌـ  223اٌٝ  ٠ٚClass C  ِٓ192زذأ 

٠ٚغظخذَ  111حلأٌٚٝ ِٕٗ  Bitsٚطىْٛ حٌؼلاػش  224ف١زذأ ِٓ  Class Dأِخ  ... 1 1ٚحكذ 

 ٚحٌشىً حٌظخٌٟ ٠ٛػق ٘زٖ حٌظمغ١ّخص:... Multicast Groupٌظعز١ش عٓ حٌـ 

 

 
 

حٌخخطاش  Bitsِآ أٞ ِآ حٌظمغا١ّخص حٌغاخرمش ٠اظُ طعزجاش حٌاـ Broadcastٚلاعظخشحؽ عٕاٛحْ حٌاـ 

٠ـاذ أٚلا  10.0.0.1ٌٍعٕاٛحْ  Broadcast Addressرٛحكذ ٚوّؼخي ٌّعشفش حٌاـ  Host IDرخٌـ

لأْ حٌـاضء  Class Aِٚآ حٌٛحػاق أٔاٗ ٠ٕظّاٟ اٌاٝ  ،٠ٕظّاٟ ٘ازح حٌعٕاٛحْ Classطلذ٠ذ اٌاٝ أٞ 

 Host IDارح حٌـاضء حٌخاخص رخٌاـ ،126ٚحٌاـ 1ٚ٘اٛ را١ٓ  ٠10زاذأ راـ Network IDحٌخخص رخٌـ 
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 Hostخخص رخٌـفٟ حٌـضء حٌ 255ٔؼع ل١ّش  Broadcast Addressٌٚظل٠ٍٛٗ اٌٝ  0.0.1٘ٛ 

ID  :ٍٟحٌـ  ٠ٚ10.255.255.255ظزق حٌعٕٛحْ وّخ ٠ ٛ٘ٚBroadcast Address  ٌٍـClass 

A فٟ حٌـClassful Nation ... 

 

أٔٗ ِلذٚد اٌاٝ دسؿاش وز١اشس فّاؼلا حٌم١ّاش حٌعظّاٝ ٌعاذد  Classful Nationحٌّشىٍش فٟ حٌـ ٌىٓ

Class A  ٛ٘2حٌعٕخ٠ٚٓ ٌٍـ 
 32-8 

Host ، ١ٔش دِاؾ حٌاـٚوخْ حٌلً ربِىخSubnets  ٌـعاً اِىخ١ٔاش

 ... Classlessٚ٘ٛ ِخ ٠غّٝ رخٌـ Host Partط١ٌٛذ عٕخ٠ٚٓ أوؼش ٌٍـ

 

2.1.2   :Classless InterDomain Routing IP Address -CIDR  

 

ٚػااّٙخ اٌااٝ  Network Partحٌخخطااش رخٌااـ Bitsٚطااظُ ٘اازٖ حٌع١ٍّااش رخعااظجـخس ِـّٛعااش ِاآ حٌااـ

    192.168.1.0/24عٕٛحْ ؿذ٠ذ ِٓ حٌعٕٛحْ  1024 ٚوّؼخي ٌظ١ٌٛذ Host Partحٌـ

 Subnetعٕاذ٘خ ٠ظازق حٌاـ Network IDحٌخخطاش رخٌاـ Bits 24ِٓ حٌاـ Bits 2ٔمَٛ رخعظجـخس  

 2أٞ  ٠ٚHost ID ، 32-22 = 10 Bitsظاازق ٌٍااـ  192.168.1.0/22وّااخ ٠ٍااٟ : 
10

 

Addresses :ٌٟٚوّخ ٘ٛ ٚحػق فٟ حٌشىً حٌظخ 

 
 

 Bits 22ٔمَٛ رظمغا١ُ حٌاـ  192.168.1.0/22حٌخخص رخٌعٕٛحْ حٌـذ٠ذ  Broadcastٌّٚعشفش حٌـ 

 ٚوّخ ٠ٍٟ: Bits 8عٍٝ حٌعٕٛحْ ك١غ وً ؿضء ٠ؤخز 

 

8                   8                     6    

192              168                  1                0 

11111111 11111111  11111100    00000000 

 

ٚ٘اازح ٠عٕااٟ أْ  252فااٟ حٌـااضء حٌؼخٌااغ اٌااٝ عشااشٞ ٚعاا١ىْٛ فااٟ حٌّؼااخي  one‟sُ ٔلااٛي حٌااـ ػاا

    192.168.255.254ٚعظٕٟٙ رـ 192.168.252.0عظزذأ رـ  Addresses Rangeحٌـ

 ... Broadcast IP  : ٛ٘192.168.255.255ارح ع١ىْٛ حٌـ 

 

ِخصحٌااض  ٌىاآ CIDRَ حٌااـلاكااع أْ ِشااىٍش حٌّلذٚد٠ااش ٌٍعٕااخ٠ٚٓ لااذ كٍااض رشااىً ؿضثااٟ رخعااظخذح

ك١اغ  IPv6ِلذٚدس ارح أسدٔخ ط١ٌٛذ عٕاخ٠ٚٓ ٌّلا٠آ ِآ حلأؿٙاضس ٚواخْ حٌلاً فاٟ حٌاـ ِىخ١ٔخصحلإ

ٚحٌزٞ عا١ظُ حٌلاذ٠غ عٕاٗ فاٟ حٌـاضء حٌظاخٌٟ  Bits 128اٌٝ  Bits 32صحد ف١ٗ كـُ حٌعٕخ٠ٚٓ ِٓ 

 ِٓ ٘زح حٌفظً.

 

2.2   :IPv6 Architecture 

 

 IPv4حٌىؼ١ااش ِاآ حٌّشااخوً حٌظااٟ طٛحؿااٗ حٌااـ IPv6كااً حٌااـ IPv4ـٚ٘ااٛ حٌـ١ااً حٌظااخٌٟ ٌٍاا IPv6حٌااـ

 ٍٚٔخظٙخ رّـّٛعش ِٓ حٌٕمخؽ:

 

طزماٝ ِلاذٚدس ِاع ص٠اخدس  IPv4 Addressحٌلخؿش اٌٝ عٕخ٠ٚٓ أوؼش ك١غ أْ حٌم١ّش حٌعظّٝ ٌٍـ -

 فٟ حٌعخٌُ. IP‟sحٌطٍذ عٍٝ عٕخ٠ٚٓ حٌـ

ٚحٌظٟ لذ طاُ كٍٙاخ  Routing Tableاٌٝ ِـّٛعش ِٓ حٌّشخوً ٚخخطش فٟ  IPv4لذ ٠ئدٞ حٌـ -

   IPv6فٟ حٌـ

ك١غ ٌُ ٠ذعُ أٞ ِٓ ع١ٍّخص حٌظشف١ش ٚحٌظلمك  IPv4فٟ حٌـ Securityِشىٍش حٌـ -

Authentication عٍٝ ِغظٜٛ حٌـNetwork Layer ٚلذ كٍض ٘زٖ حٌّشىٍش فٟ حٌـIPv4 
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 ٌىٓ Socketعٍٝ ِغظٜٛ حٌـ Portٚحٌـ IPك١غ ٠ظُ طشف١ش حٌـ IPSecرخعظخذحَ رشٚطٛوٛي حٌـ

 . Network Layerِذِـش عٍٝ ِغظٜٛ حٌـ Securityأطزلض حٌلخؿش ٍِلش ٌـعً ٘زٖ حٌـ

ار ٠ظُ اسعخي سعخٌش ٚحكذس اٌٝ  any castك١غ طُ طط٠ٛشٖ اٌٝ حٌـ Broadcastطط٠ٛش ِزذأ حٌـ - 

ٚحٌٙذف  ،عٓ حلإسعخي  Routerوً ؿٙخص عٍٝ حٌشزىش ٚفٟ كخٌش ٚؿذ حٌـٙخص حٌّعٕٟ ٠ظٛلف حٌـ

حٌّغظخذَ عٕذ حٌزلغ عٓ ؿٙخص ِخ  Bandwidthٌطش٠مش ا٠ـخد ؽش٠مش طخفغ ِٓ حٌـفٟ ٘زٖ ح

 عٍٝ حٌشزىش. 

 

Addresses 2 وً ٘زٖ حٌّشخوً ك١غ دعُ ِخ ٠عخدي IPv6كً حٌـ
128 

ٚ٘ٛ سلُ وز١ش ؿذح وّخ  

وّخ دعُ ع١ٍّخص  Routingِّخ عش  ع١ٍّخص حٌظٛؿ١ٗ  Routing Tableكـُ حٌـلًٍ ِٓ 

 Type ofوُ طُ كزف حٌـ Network Layerٚحٌظشف١ش عٍٝ ِغظٜٛ حٌـ Authenticationحٌـ

Services ٚكً ِلٍٙخ حٌـPriority ٠ٚٛػق حٌشىً حٌظخٌٟ حٌـ ،أٞ حلأ٠ٌٛٚخصHeader  حٌخخطش

 :  IPv6رخٌـ

 

 
 

ٌظّؼ١ً حٌعٕاٛحْ ٚطىاْٛ  IPv4فٟ حٌـ Decimalرذلا ِٓ حٌـ hexadecimalحٌـ  ٠IPv6غظخذَ  حٌـ

 خ ٠ٍٟ وّؼخي:حٌظ١غش حٌعخِش ٌٗ وّ

 

69dc:8864:ffff:ffff:0:1280:8c0a:ffff 

 

 .Bits 16فٟ وً ِٕضٌش ٠ٛػع رٙخ   ، IPv4رخٌـ 4لاكع حٔٗ ٠ظىْٛ ِٓ ػّخ١ٔش ِٕخصي رذلا ِٓ 

 ٌىً ِٕضٌش ف١ٗ ٚوّخ فٟ حٌشىً حٌظخٌٟ: Digits 4ٔعطٟ  Hexadecimalٌٚظّؼ١ٍٗ فٟ حٌـ

 

 
 

-Provider-Based Addresses  ٚGeographicاٌٝ ٔٛع١ٓ  IPv6ٚطمغُ حٌعٕخ٠ٚٓ فٟ حٌـ

based Addresses ك١غ ٠مَٛ حٌـISP‟s رظٛص٠ع حٌعٕـخ٠ٚٓ عٍٝ حٌـClients  َرخعظخذح

 Geographic-basedٚأِخ حٌـ  Provider-Based Addressesحٌخخص  Standardحٌـ

Addresses  أٞ حٔٗ ع١ىْٛ ٌىً دٌٚش سِض خخص  ،فٙٛ ِخظض لإعطخء حٌعٕخ٠ٚٓ حٌذ١ٌٚش

 ْ فٟ رذح٠ش حٌعٕٛحْ ٚوّخ ٠ٍٟ:٠ىٛ
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- Provider-Based Addresses 

a) Registry ID 

  b) Provider ID 

  c) Subscriber ID 

  d) Subscriber Subnet 

  e) Host Number 

 

- Geographic-based Addresses 

a) Registry ID 

b) World Zone 

  c) Country, City, etc. 

 لاكع حٌشىً حٌظخٌٟ:

 

 
 

 Unicastٚو١ف١ااش ط١ٌٛااذ عٕااخ٠ٚٓ حٌااـ IPv6ٚحٌااـ IPv4ر١ٕااخ فااٟ ٘اازح حٌفظااً ِزااذأ عّااً حٌااـ ىاازحٚ٘

 . CIDR Nationٚحٌـ  Classfulرخعظخذحَ حٌـ  Broadcastٚحٌـ

 

 

ٚاعزخذاِٙب ٌؼًّ  IP Multicasting اٌـ ع١زُ اٌذذ٠ش فٟ اٌفظً اٌزبٌٟ ػٓ

 ...فٟ اٌذٚد ١ٔذ  Multicast Groupاٌـ



~ 45 ~ 
 

 

Chapter 3  

IP Multicasting  Programming Overview 

 

- IP Multicasting Overview  

 

- Using IP Multicasting in Dot Net to Create a Multicast 

Groups  
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3.1:Overview  IP Multicasting : 

 

وخعض  ٚششكٕخ و١ف١ش حعظخذحِٗ ٌعًّ رشٚد UDP ـعٓ رشطٛوٛي حٌطلذػٕخ فٟ حٌفظً حلأٚي 

٠مَٛ رع١ٍّش حٌظظٕض عٍٝ  Serverـٛد رك١غ طغظط١ع عًّ حٌزشٚد وخعض رطش٠مظ١ٓ اِخ 

 ٠غظمزً ِٓ خلاٌٗ أٞ سعخٌش ػُ ٠مَٛ رزؼٙخ اٌٝ وً حلأؿٙضس أٚ رخعظخذحَ ٚحٌّلذد  Portـحٌ

ٚحٌزٞ ِٓ خلاٌٗ ٠ّىٓ عًّ رغ اٌٝ وً فٟ ؽشف حٌّشعً  IPAddress.Broadcastحٌـ

 Portرل١غ أْ حٌىً ٠ّىٕٗ حٌظظٕض عٍٝ حٌـ  Serverٌٛؿٛد ؿٙخص حلأؿٙضس ك١غ لا ػشٚسس 

 Broadcastحٌّلذد ٚ ٠غظمزً ٠ٚشعً ِٓ خلاٌٙخ أٞ سعخٌش اٌٝ وً حلأؿٙضس ٚطشزٗ ع١ٍّش حٌـ

أِخ ارح أسدٔخ طمغ١ُ  ،ع١ٍّش حٌزغ حلإرحعٟ ك١غ أْ حٌـ١ّع ٠غظّع ِٓ حٌىً ٠ٚشعً اٌٝ حٌىً 

ٚرٌه رٙذف حعظخذحِٗ  IP Multicastingذحَ  حٌـ ٠ـذ حعظخحلإسعخي اٌٝ ِـّٛعخص عٕذ٘خ 

٠عظزش ٘زح حٌّٛػٛ  ِٓ حٌّٛحػ١ع حٌّّٙش ؿذح فٟ رشِـ١خص ، Multicast Groupٌعًّ حٌـ 

) ار أْ حغٍذ حٔظش حٌفظً حٌظخععحٌشزىخص ٌٚٙزح خظظض ٌٗ فظً ِٕفظً عٓ حٌزم١ش (

عٍٝ حٔٗ حلإسعخي  Multicastطعظّذ ع١ٍٗ رشىً وز١ش ٠ٚعشف  Conferencesرشِـ١خص حٌـ 

ك١غ ٠ىْٛ  Client/Serverرخعظخذحَ  Managedاٌٝ ِـّٛعش ِٓ حٌّغظخذ١ِٓ عٛحء وخْ 

ػُ اسعخٌٙخ اٌٝ وخًِ  Clientفٟ حٌشزىش ٚظ١فظٗ حعظمزخي حٌشعخثً ِٓ حٌـ  Serverٕ٘خٌه ؿٙخص 

 حٌّـّٛعش ِشس أخشٜ حٔظش اٌٝ حٌشىً حٌظخٌٟ :

 

 
 

 Serverـٚارح ٚحفك حٌ Clients ـحٌّـّٛعش ِٓ لزً حٌ لاكع حٔٗ ٠ظُ اسعخي ؽٍذ حلأؼّخَ اٌٝ

حٌخخطش رٗ ٚطشظشن وً  IP Address List ـعٍٝ حٌطٍذ ٠مَٛ رؼُ عٕٛحْ حٌـٙخص اٌٝ حٌ

٠ٚظُ حلإسعخي اٌٝ ؿ١ّع أعؼخء حٌّـّٛعش حٌظٟ طشظشن  IP Multicast ـِـّٛعش رٕفظ حٌ

 .حٌغخركر١ٕخٖ فٟ حٌفظً  ٚ٘ٛ ِخ Class D ـٚحٌزٞ ٠مع ػّٓ حٌ IP Multicast ـحٌ ظرٕف

ك١غ  أْ وً ؿٙخص    unmanaged- peer-to-peer Technique   ـحٌٕٛ  حٌؼخٟٔ ٠ٚغّٝ رخٌ

ِشوضٞ  ِخظض  Serverفٟ ٔفظ حٌٛلض ٚلا ٚؿٛد ٌـٙخص  server  ٚclient ـ٠عًّ و

خثٟ ٌع١ٍّش حلاعظمزخي ٚحٌظٛص٠ع  ك١غ طظُ حٌّٛحفمش عٍٝ ؽٍذ حلأؼّخَ  اٌٝ حٌّـّٛعش رشىً طٍم

حلإسعخي اٌٝ وخًِ حٌّـّٛعش ٌلك فٟ حلأؼّخَ ػُ  حلاعظمزخي ٚٚأٞ ؿٙخص فٟ حٌّـّٛعش ٌٗ ح

 لاكع حٌشىً حٌظخٌٟ :
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 IP Multicast Addressٚ٘ٛ ِخ ٠غّٝ رخٌـ  Multicastingطُ طخظ١ض عٕخ٠ٚٓ خخطش ٌٍـ 

 ٟٚ٘ وّخ ٠ٍٟ : 

  LANٌشزىخص حٌّل١ٍش  224.0.0.255اٌٝ  224.0.0.0حٌّذٜ ِٓ 

 Internetworkٌٍـ  224.0.1.255اٌٝ  224.0.1.0ٌّذٜ ِٓ ح

   AD-HOC Network blockٌٍـ  224.0.255.255اٌٝ  224.0.2.0حٌّذٜ ِٓ 

 

3.2 :IP Multicasting  ًّٚاعزخذاِٙب ٌؼMulticasting Group  

 

٠ظُ  ك١غ Socket Namespaceرخعظخذحَ حٌـ  IP Multicastلذِض حٌذٚص ١ٔض دعُ ؿ١ذ ٌٍـ 

 IGMP Protocolٚحٌزٞ ٔعشف ِٓ خلاٌٗ حٌـ  SetSocketOption ذحٌشٌفٙخ رخعظخذحَ حطعش٠

  multicast group )joinمَٛ ربدحسس ع١ٍّخص حلأؼّخَ ٚحٌخشٚؽ ِٓ ٚحٌٝ حٌّـّٛعش ٚحٌزٞ ٠

 &leave غظخذَ لإػخفش ٚاٌغخء حٌعؼ٠ٛش  ) وّخ ٠AddMembership  ٚ

DropMembership  ّظعٍمش رخٌـ اٌٝ حٌع١ٍّخص حٌ رخلإػخفشMulticast Routing ،   ٓ٠ّٚى

حعظمزخي حٌز١خٔخص ِٓ خلاٌٗ  ع١ظُ ٚحٌزٞ  Portـٌظلذ٠ذ سلُ حٌ UdpClient Objectَ حٌـحعظخذح

ٚحٌزٞ ِٓ خلاٌٗ طلذد حٌـٙخص حٌظٟ عٛف طغظمزً   IP Multicastingرخلإػخفش اٌٝ طعش٠ف حٌـ

 IP Multicast ـ٠ٚغظخذَ ٔفظ حٌ Portـك١غ ٠غظط١ع أٞ شخض ٠ظٕظض عٍٝ ٘زح حٌ ،حٌشعخٌش 

٠غظخذَ حٌىٛد حٌظخٌٟ لإسعخي سعخٌش  اٌٝ عذس ؿٙخص رل١غ ٔغظخذَ سلُ  ،حعظمزخي ٘زٖ حٌشعخٌش 

 وّؼخي: Group  224.100.0.1 ـٚ ػّٓ حٌ Port 5020ـحٌ

 

C#: 
using System; 

using System.Net; 

using System.Net.Socket; 

using System.Text; 

class MultiSend 

{ 

    public static void Main() 

    { 

        Socket server = new Socket(AddressFamily.InterNetwork, 

                SocketType.Dgram, ProtocolType.Udp); 

IPEndPoint iep = new IPEndPoint(IPAddress.Parse("224.100.0.1"), 

5020); 

        byte[] data = Encoding.ASCII.GetBytes("This is a test message"); 

        server.SendTo(data, iep); 
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        server.Close(); 

    } 

} 

 

 VB.NET: 

Imports System 

Imports System.Net 

Imports System.Net.Socket 

Imports System.Text 

 

Class MultiSend 

 

    Public Shared Sub Main() 

Dim server As Socket = New Socket(AddressFamily.InterNetwork, 

SocketType.Dgram, ProtocolType.Udp) 

Dim iep As IPEndPoint = New 

IPEndPoint(IPAddress.Pars("224.100.0.1"), 5020) 

Dim data As Byte() = Encoding.ASCII.GetBytes("This is a test 

message") 

server.SendTo(data, iep) 

server.Close() 

    End Sub 

End Class 

 

ٚطلذ٠ذ حٌـٙش حٌظٟ عٛف طغظمزً حٌشعخٌش ٟٚ٘ (أٞ  Socketفٟ حٌزذح٠ش لّٕخ رظعش٠ف حٌـ

Socket  ٠ظٕظض عٍٝ حٌشزىش رخعظخذحَ حٌـIP Multicast Group   ٛٔ حٌّلذد) ػُ طلذ٠ذ

 ٚحٌزشطٛوٛي حٌّغظخذَ ... Socketحٌـ

   

 UdpClientحٌـ ٔفغٗ ٚٔؼ١ف  Socketٚلإٔشخء رشٔخِؾ حلاعظمزخي عٛف ٔغظخذَ طعش٠ف حٌـ 

Object  ٚٔغٕذ ٌٗ سلُ حٌـPort ٗ٠ّٚىٓ أ٠ؼخ طلذ٠ذ حٌـ حٌظٟ ٔش٠ذ حٌظظٕض ع١ٍ ،TTL 

رخٌّشٚس ِٓ  Packetحٌظٟ ٠غّق ٌٍـ ٠ٚRoutersعزش عٓ عذد حٌـ Multicast Packetٌٍـ

 :Hops 50خلاٌٙخ ٚفٟ ٘زح حٌّؼخي كذدٔخ٘خ رـ 

C#: 
using System; 

using System.Net; 

using System.Net.Socket; 

using System.Text; 

 

class UdpClientMultiRecv 

{ 

    public static void Main() 

  { 

UdpClient sock = new UdpClient(5020);  

sock.JoinMulticastGroup(IPAddress.Parse("224.100.0.1"), 50); 

 

IPEndPoint iep = new IPEndPoint(IPAddress.Any, 0);  
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byte[] data = sock.Receive(ref iep); 

string stringData = Encoding.ASCII.GetString(data, 0, data.Length); 

Console.WriteLine("received: {0} from: {1}", stringData, 

iep.ToString()); 

sock.Close();}}  

 

VB.NET: 

Imports System 

Imports System.Net 

Imports System.Net.Socket 

Imports System.Text 

 

Class UdpClientMultiRecv 

 

    Public Shared Sub Main() 

        Dim sock As UdpClient = New UdpClient(5020) 

        sock.JoinMulticastGroup(IPAddress.Parse("224.100.0.1"), 50) 

        Dim iep As IPEndPoint = New IPEndPoint(IPAddress.Any, 0) 

        Dim data As Byte() = sock.Receive(iep) 

        Dim stringData As String = Encoding.ASCII.GetString(data, 0, 

data.Length) 

        Console.WriteLine("received: {0} from: {1}", stringData, 

iep.ToString) 

        sock.Close() 

    End Sub 

End Class 

 

لاكع حٔٗ طٛؿذ ؽشق ِظعذدس لاعظمزخي حٌز١خٔخص ٚ اسعخٌٙخ  وّخ ٠ّىٓ حعظخذحَ حٌىٛد١٠ٓ حٌغخرم١ٓ 

اٌٝ ؿخٔذ حٌٕض أٚ أٞ شٟء  طٛسسفٟ ٔفظ حٌزشٔخِؾ ٌلإسعخي ٚ حلاعظمزخي وّخ ٠ّىٕه اسعخي 

ٌظّؼ١ً  memory Streamار ِخ ع١ٍه عٜٛ اػخفش حٌـ   Binaryأخش ٠ّىٓ طل٠ٍٛٗ اٌٝ 

لإسعخي  عًّ رشٔخِؾاٌٝ وٛد حلإسعخي ٚ حلاعظمزخي وّخ ٠ّىٕه  Byte Arrayحٌظٛسس وـ 

ٌـ١ّع حلأؿٙضس حٌظٟ  Shutdownٌظلىُ رُٙ عٓ رعذ ٚوّؼخي عًّ  Clientsاٌٝ حٌـ  أٚحِش

سعخي طٛسس عزش عًّ رشٔخِؾ لإ ٠ؼخأ٠ّٚىٕه  ، Multicast Groupطعًّ عٍٝ ٔفظ حٌـ 

حٌخخط١ش ٚحٌظٟ عآطٟ عٍٝ ششكٙخ فٟ حٌفظً حٌظخعع  حٌىخ١ِشح اٌٝ ؿٙخص ِظعذدس رخعظخذحَ ٔفظ

Advanced Multicast Systems ... 
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Chapter 4  

Streaming in Dot Net  

Managed I/O: Streams, Readers, and Writers 

 

 

- Stream Classes 

- Stream Members 

- Stream Manipulation 
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2.1  :Managed I/O: Streams, Readers, and Writers : 

خش عٛحء آطغ١ًٙ ع١ٍّش ٔمً حٌز١خٔخص ِٓ ِىخْ اٌٝ  Streamاْ حٌٙذف ِٓ أشخء ِىظزخص حٌـ 

ي رظعخًِ ِع حٌٍّفخص أٚ حٌظعخًِ ِع وّخ ٘ٛ حٌلخ Local Computerحٌـػّٓ عزش حٌشزىش أٚ 

حٌطخرعش أٚ أٞ ؽشف١ش أٚ ؿٙخص آخش ِٛطٛي رخٌىّز١ٛطش ك١غ طغًٙ ع١ٍٕخ ع١ٍّش طل٠ٍٛٙخ اٌٝ 

Byte Array  ٟٚاسعخٌٙخ ٚ٘ٛ ِخ كً حٌىؼ١ش ِٓ حٌّشخوً حٌظٟ وخٔض طٛحؿٗ حٌّزشِـ١ٓ ف

 .. Binary Dataحٌظعخًِ ِع 

 

ٚحٌغ١ش ِظضحِٓ    Synchronousٌّظضح١ِٓٓ حؤعٍٛرر ٠Streamّىٓ حٌظعخًِ ِع حٌـ

Asynchronous  ٚرشىً حفظشحػٟ طعًّ ؿ١ّع حٌـIO Streams ٌىٓحٌّظضحِٓ  عٍٛدرخلأ 

فٟ  Processing Unitـحٌع١ذ ف١ٗ ٘ٛ طؤػ١شٖ حٌشذ٠ذ عٍٝ أدحث١ش حٌٕظخَ ار ٠مَٛ ربغلاق حٌ

حلأظٙخء ِٓ حٌع١ٍّش  حٌّخظظش ٌٍزشٔخِؾ رل١غ لا ٠غّق رظٕف١ز أٞ أِش آخش الا رعذ Threadحٌـ

حٌّظضحِٓ فٟ كخٌش ارح وٕض طظعخًِ ِع أؿٙضس لشحءس  عٍٛدحٌـخس٠ش ٚلا ٠ٕظق حرذآ حعظخذحَ حلأ

ٌىٕٙخ ِّٙش ؿذح  Magnetic Tapeأٚ حٌـ Floppy Diskٚوظخرش رط١جش ٔغز١خ ِؼً حٌـ

خ ك١غ أٔٙ Real Time Systemsرخٌزشِـ١خص حٌظٟ طعظّذ عٍٝ أٔظّش حٌضِٓ حٌلم١مٟ أٚ حٌـ

حٌّظضحِٓ فٟ ع١ٍّش اسعخي ٚحعظمزخي حٌز١خٔخص ٚ٘ٛ ِخ ٠ّٕع حٌم١خَ رؤٞ ع١ٍّش  عٍٛدطعظّذ حلأ

أخشٜ اٌٝ ك١ٓ حلأظٙخء ِٓ طٕف١ز حلأِش ِٚٓ حلأِؼٍش ع١ٍٙخ أٔظّش حٌغلذ أٚ حلإ٠ذح  فٟ حٌشط١ذ 

حٌزٕىٟ أٚ أٔظّش كـض حٌظزحوش  أٚ شلٓ رطخلش حٌٙخطف ٚغ١ش٘خ  .. ؽزعخ فٟ كخٌش ارح وخْ 

حٌغ١ش ِظضحِٓ   عٍٛدرشٔخِـه لا ٠لظخؽ اٌٝ ٚؿٛد حٌخٛحص حٌغخرمش عٕذ٘خ ٠ٕظق رخعظخذحَ حلأ

Asynchronous  ْٚك١غ طغظط١ع ِٓ خلاٌٗ طٕف١ز ع١ٍّخص أخشٜ فٟ ٚكذس حٌّعخٌـش ٚرذ

ٌىً ع١ٍّش ؽٍذ ادخخي  Separate threadحٌلخؿش لأظظخس أٙخء حٌع١ٍّش حٌـخس٠ش ار ٠ظُ أشخء  

خ لا ٠ئػش عٍٝ أدحث١ش حٌٕظخَ  ٠ٕٚظق رخعظخذحِٗ ارح وخٔض ع١ٍّش حٌمشحءس أٚ حٌىظخرش ِّ أٚ اخشحؽ 

حٌّظضحِٓ عٓ حٌغ١ش ِظضحِٓ فٟ حٌذٚص  حٌذٚحيطـشٜ ِٓ خلاي أؿٙضس رط١جش ٔغز١خ ٠ّٚىٓ ط١ّض 

حٌغ١ش ِظضحِٓ ٚوّؼخي ع١ٍٙخ  ذحٌشفٟ رذح٠ش حعُ حٌ Endأٚ  ١ٔBeginض رٛؿٛد وٍّش 

BeginWrite  ٚBeginRead حٌـ ٚEndWrite حٌـ ٚEndRead .. 

 

  Stream Classesأٚلا: 
ٚحٌّٕذسؿش طلض  Classesرّـّٛعش ِٓ حٌـ Streamsطذعُ حٌذٚص ١ٔض ع١ٍّخص حٌـ 

Namespace System.IO  . ٚحٌظٟ طغظخذَ ٌع١ٍّخص حلإدخخي ٚ حلإخشحؽ ٌٕمً حٌز١خٔخص

لأِؼٍش ع١ٍٙخ ِٚٓ ح ، Stream Classes ، Backing storageطغظخذَ  رعغ حٌـ

FileStream  حٌـ ٚBufferedStream  ٚحٌـMemoryStream  ٚوزٌه فبْ رعؼٙخ لا

ٚحٌظٟ طغظخذَ ٌٕمً  NetworkStreamِٚٓ حلأِؼٍش ع١ٍٙخ حٌـ ٠Back Storageغظخذَ أٞ 

 Stream Classesٚ طمغُ حٌـ ، Backing Storageعزش حٌشزىش ٚرذْٚ حعظخذحَ   Streamحٌـ

 حٌشىً حٌظخٌٟ : فٟ حٌذٚص ١ٔض وّخ فٟ
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1- BufferedStream Class  ٠ٚغظخذَ رشىً أعخعٟ ٌلـض ِمذحس ِع١ٓ ِٓ حٌزحوشس  :

ٌظلغ١ٓ حلأدحث١ش  Bufferingرشىً ِئلض ٌظٕف١ز ع١ٍّش ِع١ٕش وّخ طغظخذَ رعغ حٌزشِـ١خص حٌـ

ك١ض طىْٛ وزحوشس ٚع١طش ر١ٓ حٌّعخٌـش ٚحلإسعخي أٚ حلاعظمزخي ٚوّؼخي ع١ٍٙخ رشِـ١خص 

ٚ  ،طزخعش ك١غ طغظخذَ حٌطخرعش رحوشس ٚع١طش ٌظخض٠ٓ حٌز١خٔخص حٌّشحد ؽزخعظٙخ رشىً ِئلض حٌ

فٟ حٌع١ٍّخص حٌظٟ ٠ىْٛ ف١ٙخ حٌّعخٌؾ أعش   ٠Bufferingىّٓ حٌٙذف حلأعخعٟ ِٓ حعظخذحَ حٌـ

فٟ حٔظظخس  Bufferِٓ ع١ٍّخص حلإدخخي ٚ حلإخشحؽ ك١غ ٠ظُ ِعخٌـش حٌز١خٔخص ٚٚػعٙخ فٟ حٌـ

عخدطخ  ٠ٚBufferedStreamغظخذَ حٌـ ،٘ٛ ِخ ٠غخُ٘ فٟ طلغ١ٓ حلأدحث١ش رشىً وز١ش اسعخٌٙخ ٚ

ٌظخض٠ٓ حٌز١خٔخص حٌّشحد اسعخٌٙخ عزش حٌشزىش  NetworkStreamفٟ رشِـ١خص حٌشزىخص ِع حٌـ

رشىً وّخ روشٔخ عخرمخ ..  Backing storageفٟ حٌزحوشس ك١غ لا ٠غظخذَ ٘زح حٌىلاط 

٠ّٚىٓ ص٠خدطٙخ أٚ  BufferedStreamعٕذ حعظخذحَ حٌـ bytes 4096حفظشحػٟ ٠ظُ كـض 

 : وّؼخي وّخ ٠ٍٟ BufferedStreamطم١ٍٍٙخ كغذ حٌلخؿش.. ٠ٚغظخذَ حٌـ

 

C# 

using System; 

using System.Text; 

using System.IO; 

 

namespace Network_Buffering 

{ 

    class Program 

    { 

        static void Main(string[] args) 

        { 

            ASCIIEncoding asen = new ASCIIEncoding(); 

            byte[] xx = asen.GetBytes("Hello Buffering");  

 

            MemoryStream ms = new MemoryStream(xx); 

            readBufStream(ms); 

        } 
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  public static void readBufStream(Stream st) 

      { 

       // Compose BufferedStream  

BufferedStream bf = new BufferedStream(st); 

byte[] inData = new Byte[st.Length]; 

 

// Read and display buffered data  

bf.Read(inData, 0, Convert.ToInt32(st.Length)); 

Console.WriteLine(Encoding.ASCII.GetString(inData)); 

        }  

    } 

} 

 

VB.NET: 

Imports System 

Imports System.Text 

Imports System.IO 

Namespace Network_Buffering 

    Class Program 

        Shared Sub Main(ByVal args As String()) 

            Dim asen As ASCIIEncoding = New ASCIIEncoding 

            Dim xx As Byte() = asen.GetBytes("Hello Buffering") 

            Dim ms As MemoryStream = New MemoryStream(xx) 

            readBufStream(ms) 

        End Sub 

 

        Public Shared Sub readBufStream(ByVal st As Stream) 

            Dim bf As BufferedStream = New BufferedStream(st) 

            Dim inData(st.Length) As Byte 

            bf.Read(inData, 0, Convert.ToInt32(st.Length)) 

            Console.WriteLine(Encoding.ASCII.GetString(inData)) 

        End Sub 

    End Class 

End Namespace 

 

ٚطل١ٍّٗ فٟ عزش ASCIIEncoding رخعظخذحَ حٌـ Byte Arrayاٌٝ   ك١غ لّٕخ رظل٠ًٛ ٔض

ٚحٌظٟ حٔشؤٔخ٘خ ك١غ حعظمزٍٕخ  readBufStream ذحٌشػُ حسعٍٕخٖ اٌٝ حٌ MemoryStreamحٌـ

ػُ  BufferedStreamعظخذحَ حٌىلاط حٌـخٚكٍّٕخٖ فٟ رحوشس ِئلظش ر Streamِٓ خلاٌٙخ حٌـ

 Encoding.ASCIIـ حٌ رخعظخذحَِشس حخشٜ  لّٕخ رطزخعش ِلظ٠ٛخطٗ رعذ طل٠ٍٛٗ اٌٝ ٔض

 ..ٚؽزخعظٗ

 

2- MemoryStream Class شز١ٗ رع١ٍّش حٌـ ٛ٘ٚ :Buffring  حٌغخرمش ار ٠عظزش ولً ؿ١ذ

لزً حلإسعخي أٚ حلأعظمزخي ك١غ  Stream Dataوـ ٌظخض٠ٓ حٌز١خٔخص رشىً ِئلض فٟ حٌزحوشس 

ح٠ؼخ لإؿشحء  ً وز١ش ٠ٚغظخذ٠َغ١ٕه عٓ طخض٠ٕٙخ عٍٝ شىً ٍِف ِّخ ٠غش  حٌع١ٍّش رشى

وّخ ٠ٍٟ وّؼخي ك١غ حعظخذِٕٙخ  ٠ٚغظخذَ ،ٚحٌعىظ Streamاٌٝ  Byteع١ٍّخص حٌظل٠ًٛ ِٓ 

 ٌظخض٠ٓ طٛسس فٟ حٌزحوشس :
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C# 

MemoryStream ms = new MemoryStream();  

pictureBox1.Image.Save(ms, 

System.Drawing.Imaging.ImageFormat.Jpeg);  

byte[] arrImage = ms.GetBuffer(); 

ms.Close(); 

 

VB.NET: 

Dim ms As MemoryStream = New MemoryStream 

pictureBox1.Image.Save(ms, 

System.Drawing.Imaging.ImageFormat.Jpeg)  

Dim arrImage As Byte() = ms.GetBuffer 

ms.Close 

 

3- NetworkStream Class :ٌ َظعخًِ ِع حٌـ٠ٚغظخذStream عخٌٗ عزش حٌشزىش لإس

٠ٚعظزش  ٠ٚNamespaces  System.Net.Socketظُ حعظذعخثٙخ ِٓ  Socketرخعظخذحَ حٌـ

 Backing Storageار لا ٠لظٛٞ عٍٝ  unbufferedؤٔٗ ر NetworkStreamحٌىلاط

ٚطغظخذَ وّخ ٠ٍٟ وّؼخي  ِعٗ ٌظلغ١ٓ حلأدحء  BufferedStream Class ٠ٚفؼً حعظخذحَ حٌـ

خش عزش آٛسس حٌظٟ لّٕخ رظخض٠ٕٙخ فٟ حٌّؼخي حٌغخرك رزحوشس اٌٝ ؿٙخص ك١غ ٔش٠ذ اسعخي حٌظ

 : Socketحٌـ

 

C# 

TcpClient myclient = new TcpClient (“localhost”,5020);//Connecting 

with server 

 

NetworkStream myns = myclient.GetStream (); 

BinaryWriter  mysw = new BinaryWriter (myns); 

mysw.Write(arrImage);//send the stream to above address 

mysw.Close (); 

myns.Close (); 

myclient.Close (); 

 

VB.NET: 

Dim myclient As TcpClient = New TcpClient(localhost, 5020) 

Dim myns As NetworkStream = myclient.GetStream 

Dim mysw As BinaryWriter = New BinaryWriter(myns) 

mysw.Write(arrImage)  

mysw.Close  

myns.Close  

myclient.Close 

 

4- FileStream  َ٠ظُ حعظذعخثٙخ رخعظخذح :Namespaces System.IO  ًٚطغظخذَ رشى

٠ٚغظخذَ ح٠ؼخ  حعخعٟ فٟ حٌظعخًِ ِع حٌٍّفخص عٛحء ٌٍىظخرش اٌٝ ٍِف أٚ حٌمشحءس ِٓ ٍِف

 Backingحٌىلاط  ٘زح ٠عظزش ٚٚكظٝ ٠غًٙ ٔمٍٗ عزش حٌشزىش  Byte Arrayٌظل٠ًٛ حٌٍّف اٌٝ 

Storage Class  ك١غ طغظخذَ رحوشسBuffer  ٌٓظلض٠ٓ حٌز١خٔخص رشىً ِئلض فٟ حٌزحوشس ٌل١

حلإٔظٙخء ِٓ ع١ٍّش حٌىظخرش أٚ حٌمشحءس ِٚٓ حلأِٛس حٌٙخِش ف١ٙخ طلذ٠ذ ِغخس حٌٍّف حٌّشحد حٌمشحءس 

 ِٕٗ أٚ حٌىظخرش ع١ٍٗ ٚطغظخذَ وّخ ٠ٍٟ :
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C# 

FileStream FS = new FileStream(@"C:\MyStream.txt", 

FileMode.CreateNew);// Any Action For Example CreateNew to Create 

Folder 

 

VB.NET: 

Dim FS As FileStream = New FileStream("C:\MyStream.txt", 

FileMode.CreateNew) 

 

 : FileModeحٌظخ١ٌش ِع حٌـ ٠Enumerationّىٕٕخ حعظخذحَ حٌـ

 
 

1- Append  لإػخفش ٔض ِخ اٌٝ حٌٍّف حٌّٛؿٛد حطلا 

2- Create  ٍِف ؿذ٠ذ ٠ٚمَٛ رعًّ لإٔشخءoverwriting  فٟ كخٌٝ ارح وخْ حٌٍّف ِٛؿٛد

 رشىً ِغزك

3- CreateNew وّخ فٟ حٌـ ٛ٘ٚCreate  ٟالا حٔٗ ٠عطException  فٟ كخٌش ٚؿٛد حٌٍّف

 رشىً ِغزك

4- Open  ٌٟمشحءس ٍِف ِخ ك١غ ٠عطExcption فٟ كخٌش عذَ ٚؿٛد حٌٍّف حٌّلذد 

5- OpenOrCreate ذ حٌٍّف ٠مَٛ رمشحءطٗ ٚفٟ كخٌش عذَ ٚؿٛدٖ ٠مَٛ فٟ كخٌش ارح ٚؿ

 ربٔشخثٗ.

6- Truncate ٠ٚغظخذَ ٌلزف ِلظ٠ٛخص حٌٍّف ٚؿعٍٗ فخسغخ.   

 

 FTPأظتتش اٌفظتتً اٌغتتبثغ ػشتتش  FileStreamٌّض٠تتذ ِتتٓ اٌّؼٍِٛتتبد دتتٛي اعتتزخذاَ اٌتتـ

Programming .
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 : Stream Membersصب١ٔب : 

حٌظاااٟ طشاااظشن رٙاااخ ِىظزاااخص ) Methods )Membersحٌاااـٚ   ٕ٘خٌاااه ِـّٛعاااش ِااآ حٌخاااٛحص

 ٟٚ٘ وّخ ٠ٍٟ : Streamحٌـ

 
 

1- CanRead  ٚCanWrite ٚطغظخذَ ٌّعشفش ارح وخْ حٌـStream  حٌّغظخذَ ٠مزً ع١ٍّش

فٟ كخٌش أٔٗ لا  Falseفٟ كخٌش ارح وخْ ٠مزً ٚ  Trueحٌمشحءس أٚ حٌىظخرش أَ لا ك١غ طشؿع ل١ّش 

 حٌمشحءس أٚ حٌىظخرش ٌفلض ِذٜ حٌظلاك١ش لزً حٌّلخٌٚش ..٠مزً ٠ٚغظخذَ عخدس لزً اؿشحء ع١ٍّش 

2- CanSeek ك١غ ٠غظخذَ حٌـSeeking عخدس ٌظلذ٠ذ ِٛلع حٌـCurrent Stream  ٚطشؿع

فٟ كخٌش أٔٗ لا  ٠Seeking  ٚFalseذعُ حٌـ Streamفٟ كخٌش وخْ حٌـ Trueل١ّش ٘زٖ حٌخخط١ش 

٘زٖ حٌع١ٍّش  Backing Storageٟ طغظخذَ حٌظ Classesحٌـحٌعخدس طذعُ فٟ ٚ ٠Seekingذعُ حٌـ

 . Trueٚعٕذ٘خ طشؿع ل١ّش  FileStreamِؼً حٌـ

3- CanTimeout  ٚطشؿع ل١ّشTrue فٟ كخٌش ارح وخْ حٌـstream  ٠لظٛٞ عٍٝ خخط١ش

 ٚحٌظٟ طعطٟ ٚلض ِلذد ٌٍع١ٍّش .  Timeoutحٌـ

4- Length ٚطغظخذَ ٌّعشفش كـُ حٌـStream رخٌـByte ِٕٙخ ٌّعشفش ٔٙخ٠ش  ٠ّٚىٓ حلاعظفخدس

 . Streamأٚ ٌظلذ٠ذ كـُ حٌّظفٛفش رٕخء عٍٝ كـُ حٌـ Streamحٌـ

5- Position ٚطغظخذَ حٌـGet  ٚSet  ـٌحِٛلع ٌّعشفش أٚ طلذ٠ذ Stream  

 

 ٟٚ٘ وّب ٠ٍٟ : Methodsاٌـثّجّٛػخ ِٓ  Streamٚرشزشن ِىزجبد اٌـ

 

 :  MethodsSynchronousاٌّزضإِخ  اٌذٚاي  -1

I. Read  ٚReadByte  ٚطغظخذَ ٌمشحءسStream Data  ٟٚطخض٠ٕٗ ف

٠ّٚىٓ طلذ٠ذ عذد حٌزخ٠ظخص حٌظٟ ع١ظُ لشحءطٙخ رخعظخذحَ  Bufferحٌـ

ك١غ طشؿع  Streamوّخ ٔغظط١ع ِٓ خلاٌٙخ ِعشفش ٔٙخ٠ش حٌـ ReadByteحٌـ

 .Streamفٟ كخٌش حٔظٙخء حٌـ 1-ل١ّش  ReadByteٚحٌـ 2ل١ّش  Readحٌـ

II. Write ٚحٌـWriteByte ذَ ٌع١ٍّش حلإسعخي عزش حٌـٚطغظخStream  ٓ٠ّٚى

 .WriteByteطلذ٠ذ عذد حٌزخ٠ظخص حٌظٟ ع١ظُ وظخرظٙخ فٟ وً ِشس رخعظخذحَ حٌـ

 

 :  MethodsAsynchronousغ١ش اٌّزضإِخ  اٌذٚاي -2

I. BeginRead ٚحٌـBeginWrite  َٚطغظخذَ ٌع١ٍّش حٌمشحءس أٚ حٌىظخرش رخعظخذح

 رخس١ِٚظشحص وّخ فٟ حٌشىً حٌظخٌٟ : حٌغ١ش حٌّظضحِٓ ٚطؤخز خّغش Streamحٌـ

 

 
 

 ٚحٌظٟ عٛف طغظخذَ ٌع١ٍّش حٌمشحءس ِٕٗ أٚ حٌىظخرش ع١ٍٗ  Byte Bufferحٌـ -1

ٔغظط١ع طلذ٠ذ ِٛلع حٌمشحءس أٚ حٌىظخرش حٌزٞ ٚ Pointer٘ٛ حٌّئشش أٚ حٌـ ٚ offsetحٌـ -2

 .Bufferِٓ ٚعٍٝ حٌـ
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زخ٠ظخص حٌظٟ ع١ظُ وظخرظٙخ ٚحٌزٞ عٛف ٠ظُ ف١ٗ طلذ٠ذ حٌلذ حلألظٝ ِٓ حٌ numByteحٌـ -3

  .أٚ لشحءطٙخ

ع١ٍّش لإٔٙخء ك١غ ٠ظُ حعظذعخثٗ  AsyncCallback  ٛ٘ٚOptional Delegateحٌـ -4

فٟ ٚػع١ش  Streamٚكظٝ ٠زمٝ حٌـ  Threadرذْٚ كـض حٌـ حٌمشحءس أٚ حٌىظخرش 

 . حلأظظخس

 & Readغظخذَ ٌظ١ّض حٌـ٠ٚ Stateobject ٘ٚٛ User Provided Objectحٌـ -5

Write Request ٖحٌـ ِٓ عٓ غ١شRequests . 

 Streamٚحٌزٞ ٠ّؼً كخٌش حٌـ IAsyncResultحٌـ Begin Methodsطشؿع حٌـ

Operation . 

 

 ٟٚ٘ : Streamٚاٌزٟ رغزخذَ لإداسح اٌـ اٌذٚايٕٚ٘بن ثؼغ 

1-  Flush ٚطغااظخذَ ٌظفش٠اات ِلظ٠ٛااخص حٌااـBuffer  ًرعااذ اطّااخَ حٌع١ٍّااش حٌّلااذدس ك١ااغ ٠ااظُ ٔماا

 .  Stream Object حٌـ حٌزٞ طُ طلذ٠ذٖ فٟ Destinationاٌٝ حٌـ Bufferِلظ٠ٛخص حٌـ

2- Close ٚطغااااظخذَ لإغاااالاق حٌااااـStream ٚطلش٠ااااش حٌااااـResources  ًحٌّلـااااٛصس ِاااآ لزاااا

ٌٚظؤواذ ِآ أْ  Finally block ـ٠ٕٚظق رخعظخذحِٙخ فٟ حٌـضء حٌخخص را Stream Objectحٌـ

اػٕاخء حٌظٕف١از  Exceptionٟ كخٌاش كاذٚع أٞ ع١ظُ اغلالاٗ ٚطلش٠اش وخفاش حٌّاٛحسد فا Streamحٌـ

 ٌٚؼّخْ عذَ رمخء ٘زٖ حٌّٛحسد فٟ حٌزحوشس رعذ اغلاق حٌزشٔخِؾ.

3- SetLength ٚطغااظخذَ ٌظلذ٠ااذ كـااُ حٌااـStream  ٌٗفااٟ  ٌىاآٚحٌاازٞ ٔش٠ااذ اسعااخٌٗ أٚ حعااظمزخ

عااٛف ٠اائدٞ رحٌااه اٌااٝ حٔمطااخ   SetLengthألااً ِاآ حٌّلااذد فااٟ حٌااـ Streamكخٌااش ارح وااخْ حٌااـ

ٌآ طغاظط١ع حعاظخذحَ ٘ازٖ حٌخخطا١ش الا ارح طؤواذص حٔاه  ،ٚعاذَ ٚطاٌٛٗ رشاىً عا١ٍُ  Streamٌـح

ٌااازح ٠ٕظاااق رفلاااض  CanWrite  ٚCanSeekطٍّاااه حٌظااالاك١ش ٌااازٌه ِااآ خااالاي حٌخخطااا١ش 

 . Streamحٌظلاك١ش أٚلا لزً طلذ٠ذ كـُ حٌـ

 

 :  Stream Manipulationصبٌضب : 

ٚفااٟ حٌعااخدس ٠ااظُ حعااظخذحَ  Textأٚ  Binary Dataٌٕمااً  ٠Streamّىاآ حعااظخذحَ ِىظزااخص حٌااـ

٠ٚاااظُ حعاااظخذحَ  Binary Dataٌظعخِاااً ِاااع حٌاااـ BinaryWriterٚ حٌاااـ BinaryReaderحٌاااـ

٠ٚااااااظُ حعاااااااظخذحَ  ، Textٌظعخِااااااً ِاااااااع حٌااااااـ StreamWriterٚحٌااااااـ StreamReaderحٌااااااـ

عٕااااذ  Textاٌااااٝ  Streamٌظل٠ٛااااً ِاااآ  UnicodeEncodingأٚ  ASCIIEncodingحٌااااـ

ٚ٘اٟ وّاخ  حٌاذٚحيعٕذ حلإسعخي ك١غ طغاظخذَ ِـّٛعاش ِآ  Streamاٌٝ  Textِٓ حلاعظمزخي ٚ

 فٟ حٌشىً حٌظخٌٟ :

 

 
 

1- GetByteCount  ٟٚ٘ااOverloaded Method  ك١ااغ طؤخاازCharacter Array  ٚأ

String  ٓٚطشؿع عذد حٌزخ٠ظخص حٌظٟ عٛف ٔلظخؿٙخ ٌٕمً ٔض ِع١.. 
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2- GetBytes ٌظل٠ٛاااً حٌاااـString  ٝاٌاااByte Array   َكظاااٝ ٔغاااظط١ع اسعاااخٌٙخ رخعاااظخذح

 . Streamحٌـ

3- GetCharCount  ك١غ طؤخزByte Array  ٟٚطشؿع عذد حلأكشف حٌظاٟ عاٛف طىاْٛ فا

 . Character Arrayأٚ فٟ حٌـ Stringحٌـ

4- GetChars  ٓٚطغااظخذَ ٌظل٠ٛااً ِااByte Array  ٝاٌااString  ٚطغااظخذَ عٕااذ حعااظمزخي

 ٌٝ ٔض ِشس أخشٜ .ك١غ ٔلٌٛٙخ ا Streamحٌز١خٔخص ِٓ حٌـ

 

 

 

٠ـاذ أٚلا حعااظذعخثٙخ ِاآ  Textٌٕمااً  StreamWriterٚ حٌااـ StreamReaderٌٚظعخِاً ِااع حٌاـ

 ٚطغظخذَ وّخ ٠ٍٟ: System.IO Namespaceحٌـ

 

StreamReader :ٌٍمشحءس ِٓ ٍِف 

 

C# 
StreamReader str = File.OpenText(openFileDialog1.FileName); 

textBox1.Text = str.ReadToEnd(); 

 

VB.NET: 

Dim str As StreamReader = File.OpenText(openFileDialog1.FileName) 

 textBox1.Text = str.ReadToEnd 

 

  StreamWriter :ٌٍىظخرش اٌٝ ٍِف 

 

C# 
string fname = saveFileDialog1.FileName; 

StreamWriter fsave = new StreamWriter(fname); 

fsave.WriteLine(textBox1.Text); 

 

VB.NET: 

Dim fname As String = saveFileDialog1.FileName 

Dim fsave As StreamWriter = New StreamWriter(fname) 

 fsave.WriteLine(textBox1.Text) 

 

حعااظذعخثٙخ ٠ااظُ  Binary Dataٌٕمااً   BinaryWriterٚحٌااـ BinaryReaderٚ ٌظعخِااً ِااع حٌااـ

 Binary Dataٌماشحءس  BinaryReader ، ك١غ طغاظخذَ  System.IO Namespaceِٓ حٌـ

عزااااش  Streamاٌااااٝ حٌااااـ BinaryDataلإسعااااخي  BinaryWriterrٚحٌااااـ  Streamِاااآ حٌااااـ

 ٚوّخ ٠ٍٟ وّؼخي: Socketحٌـ

 

C# 
NetworkStream myns = new NetworkStream(mysocket); 

BinaryReader br = new BinaryReader(myns); 

TcpClient myclient = new TcpClient("localhost", 5020); 

NetworkStream myns = myclient.GetStream(); 

BinaryWriter mysw = new BinaryWriter(myns); 

mysw.Write(arrImage); 
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VB.NET: 

Dim myns As NetworkStream = New NetworkStream(mysocket) 

Dim br As BinaryReader = New BinaryReader(myns) 

Dim myclient As TcpClient = New TcpClient("localhost", 5020) 

Dim myns As NetworkStream = myclient.GetStream 

Dim mysw As BinaryWriter = New BinaryWriter(myns) 

 mysw.Write(arrImage)  

 

ٚاٌفشق ث١ٓ  ,فٟ اٌذٚد ١ٔذ ٚؽشق اٌزؼبًِ ِؼٙب  Streamٚ٘ىزا ث١ٕب أُ٘ ِىزجبد اٌـ

 ِضٍخِجّٛػخ ِٓ الأعٛف ٔطجك فٟ اٌفظً اٌزبٌٟ  ,اٌّزضآِ ٚاٌغ١ش ِزضآِ  Streamsاٌـ

 ...فٟ ث١ئخ اٌذٚد ١ٔذ Steamingػٍٝ اٌـاٌؼ١ٍّخ 
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Chapter 5 

Applied Streaming in Dot Net  

 

 

- Create a Simple Remote Control Application Using 

StreamReader & StreamWriter Classes 

 

- Create a Remote Desktop Application By Using TCP 

Streaming Connection 

 

- Create a Simple Application to Store & Read Images 

(Binary Data) in Microsoft Access & Microsoft SQL 

Server Database Management System By Using Streams 

Library & ADO.NET 
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 اٌّمذِخ:
ِٕٚٙخ  TCP Streamingعٛف ٕٔخلش فٟ ٘زح حٌفظً ِـّٛعش ِٓ حٌظطز١مخص رخعظخذحَ حٌـ 

ٚٔظخَ آخش ٌّشحلزش  ، ٔظخَ ٌظلىُ عٓ رعذ ربؽفخء ٚطشغ١ً حٌزشحِؾ ٚاؽفخء ٚطشغ١ً حلأؿٙضس

 Accessفٟ لٛحعذ حٌز١خٔخص  Binary Dataٚأخ١شح ؽش٠مش طخض٠ٓ حٌـ ،عطق حٌّىظذ عٓ رعذ 

 ٚSQL Server Database رخعظخذحَ ِىظزخص حٌـStreams. 

    

5.1  Remote Control Example ثبعزخذاَ اٌـStream Reader & Writer: 

 

عتت١زُ اعتتزخذاِٗ  ٌىتتٓ Chattingِضتتبي رطج١متتٟ ثغتت١ؾ عتتٛف ٔغتتزخذَ ف١تتٗ ثشٔتتبِج شتتج١ٗ ثتتـ 

 serverإٌتٝ اٌتـ notepadد١ش ٠فزشع إرا لّٕب ثئسعبي وٍّتخ  Serverلإػطبء أٚاِش إٌٝ اٌـ

عتٛف  Serverٚإسعبٌٙب إٌتٝ اٌتـ Calcف١ٗ ٚإرا لّٕب ِضلا ثىزبثخ  notepadثأْ ٠مَٛ ثفزخ اٌـ

 ٠فزخ ا٢ٌخ اٌذبعجخ ف١ٗ ٚ٘ىزا :

  

 Client: لا ٠خظٍااف رشٔااخِؾ حلإسعااخي عاآ رشٔااخِؾ حٌااـ Clientأٚلا : أشااخء رشٔااخِؾ حلإسعااخي 

Chat حٌااازٞ لّٕاااخ ربٔشاااخثٗ فاااٟ حٌاااـChapter1 ًِااآ  ٠ٚغاااظخذَ ف١اااٗ واااTCP Connection 

 ذحٌاااشلإؿاااشحء ع١ٍّاااش حلإسعاااخي فزخعاااظخذحَ حٌ StreamWriterٚ حٌاااـ NetworkStreamٚحٌاااـ

WriteLine حٌّٛؿٛدس ػّٓ حٌـStreamWriter Object  طاظُ ع١ٍّاش طل٠ٛاً حٌإض حٌّىظاٛد

عزاش  ١ٌNetworkStreamظُ اسعخٌٙخ رخعظخذحَ حٌاـ Bytesاٌٝ ِـّٛعش ِٓ حٌـ Textboxفٟ حٌـ

ٌٍٚزاذء لاُ ربٔشاخء  ِشاشٚ  ؿذ٠اذ وّاخ  Serverاٌٝ رشٔخِؾ حٌـ TCP Socket Connectionحٌـ

 فٟ حٌشىً حٌظخٌٟ :

 

 
 

 حٌظخ١ٌش : Namespaces حٌـ ػُ لُ ربػخفش

C# 
using System.Net.Socket ; 

using System.IO; 

VB.NET: 

imports System.Net.Socket  

imports System.IO 

 

 حٌىٛد حٌظخٌٟ:لُ رىظخرش  Send Buttonفٟ 

C#: 

try 

{ 

TcpClient myclient = new TcpClient (txt_host.Text,5020);  

NetworkStream myns = myclient.GetStream (); 

StreamWriter mysw = new StreamWriter (myns); 

mysw.WriteLine(txt_msg.Text); 
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mysw.Close (); 

myns.Close (); 

myclient.Close (); 

} 

catch (Exception ex) {MessageBox.Show (ex.Message );}  

 

VB.NET: 

Try  

Dim myclient As TcpClient = New TcpClient(txt_host.Text, 5020) 

Dim myns As NetworkStream = myclient.GetStream 

Dim mysw As StreamWriter = New StreamWriter(myns) 

 mysw.WriteLine(txt_msg.Text)  

 mysw.Close  

 myns.Close  

 myclient.Close  

Catch ex As Exception  

Msgbox(ex.Message)  

End Try 

 

ِااشس  Textٚطل٠ٍٛااٗ اٌااٝ  Streamٚحٌاازٞ ٠عّااً عٍااٝ حعااظمزخي حٌااـ Serverٚلإٔشااخء رشٔااخِؾ حٌااـ

 أخشٜ .. لُ ربٔشخء ِششٚ  ؿذ٠ذ وّخ فٟ حٌشىً حٌظخٌٟ :

 
 

 حٌظخ١ٌش : Namespacesػُ لُ ربػخفش حٌـ 

C# 
using System.Net.Socket ; 

using System.IO; 

using System.Threading; 

 

VB.NET: 

imports System.Net.Socket  

imports System.IO 

imports System.Threading  

 

 :  Global Declarationاٌٝ ِٕطمش حٌـ  ػُ اػخفش حٌظعخس٠ف حٌظخ١ٌش

C#: 

TcpListener mytcpl; 

Socket mysocket; 

NetworkStream myns; 

StreamReader mysr; 



~ 64 ~ 
 

VB.NET: 

Private mytcpl As TcpListener 

Private mysocket As Socket 

Private myns As NetworkStream 

Private mysr As StreamReader 

 

 : Clientsِٓ حٌـ Commandsٚحٌظٟ عظغظمزً حٌـ Serverٚأشخء دحٌش حٌـ

C#: 

void our_Server () 

  { 

mytcpl = new TcpListener (5020); 

mytcpl.Start (); 

mysocket = mytcpl.AcceptSocket (); 

myns = new NetworkStream (mysocket); 

mysr = new StreamReader (myns); 

string order = mysr.ReadLine(); 

 

// you can add any order and Response Here 

if (order=="notepad") System.Diagnostics.Process.Start("notepad");   

else if (order=="calc") System.Diagnostics.Process.Start("calc"); 

else MessageBox.Show("Sorry Sir Your Request is not in my 

hand",order); 

 

mytcpl.Stop(); 

    

if (mysocket.Connected ==true) { 

 while (true) 

 { 

 our_Server (); 

 } 

} 

} 

 

VB.NET: 

Sub our_Server() 

    mytcpl = New TcpListener(5020) 

    mytcpl.Start() 

    mysocket = mytcpl.AcceptSocket 

    myns = New NetworkStream(mysocket) 

    mysr = New StreamReader(myns) 

    Dim order As String = mysr.ReadLine 

    If order = "notepad" Then 

        System.Diagnostics.Process.Start("notepad") 

    Else 

        If order = "calc" Then 

            System.Diagnostics.Process.Start("calc") 

        Else 
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Msgbox("Sorry Sir Your Request is not in my hand", order) 

        End If 

    End If 

    mytcpl.Stop() 

    If mysocket.Connected = True Then 

        While True 

            our_Server() 

        End While 

    End If 

End Sub 

 

٠مَٛ رخٌّٛحفمش ع١ٍاٗ  Requestفٟ كخٌش ٚسٚد أٞ  Socketرظظٕض عٍٝ حٌـ ذحٌشك١غ طمَٛ ٘زٖ حٌ

٠ظغااٍّٙخ رخعااظخذحَ  Socketـؿذ٠ااذس ِعااٗ ٚفااٟ كخٌااش ٚسٚد أٞ ر١خٔااخص عزااش حٌاا Sessionٚأشااخء 

ٔمااَٛ رفلااض حٌشعااخٌش رخعااظخذحَ حٌـّااً حٌشااشؽ١ش  ػااُ ٠ٚTextلٌٛٙااخ اٌااٝ  StreamReaderحٌااـ

حٌّٛؿااٛدس ػاآّ  Start ذحٌااش٠ااظُ حعااظذعخثٙخ رخعااظخذحَ حٌ notepadفّااؼلا ارح وخٔااض حٌشعااخٌش ٘ااٟ 

 ...Namespaces  System.Diagnosticsٚحٌّٛؿٛدس فٟ  Processحٌىلاط 

 

شااغ١ً ظفااٟ كااذع رااذأ حٌ Threadؿذ٠ااذ لارااذ ِاآ ٚػااع طعش٠ااف حٌااـ Threadٌٚظشااغ١ٍٙخ ػاآّ 

 وّخ ٠ٍٟ :  Formٌٍـ

C# 

Thread myth; 

 private void Form1_Load(object sender, System.EventArgs e) 

 { 

myth= new Thread  (new System.Threading .ThreadStart(our_Server));  

myth.Start (); 

 } 

 

VB.NET: 

Private Sub Form1_Load(ByVal sender As Object, ByVal e As 

System.EventArgs) 

    Dim myth As Thread 

    myth = New Thread(New 

System.Threading.ThreadStart(our_Server)) 

    myth.Start() 

End Sub 

 

 Socketـٚرٌااه ٌظؤواااذ ِاآ اغاالاق حٌااا Form Closingػااُ لااُ ربػااخفش حٌظاااخٌٟ فااٟ كااذع حٌاااـ

 فٟ حٌزشٔخِؾ .. Threadٚأٙخء حٌـ Streamٚحٌـ

 

C#: 

private void Form1_Closing(object sender, 

System.ComponentModel.CancelEventArgs e) 

{ 

try 

{ 

mytcpl.Stop (); 

myth.Aport(); 
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} 

catch (Exception ex) {MessageBox .Show (ex.Message );} 

 

VB.NET: 

Private Sub Form1_Closing(ByVal sender As Object, ByVal e As 

System.ComponentModel.CancelEventArgs) 

    Try 

mytcpl.Stop() 

myth.Aport(); 

    Catch ex As Exception 

Msgbox(ex.Message) 

    End Try 

End Sub 

 

عآ رعاذ  Clients Computerوّخ ٠ّىٕٕخ رٕفظ حٌخطٛحص حٌغخرمش أشخء رشٔخِؾ ٠مَٛ ربؽفخء حٌاـ

أٚ  Shutdown(ٚحٌّشفك ِع حٌىظخد) عٕاذ ٚسٚد وٍّاش  Shutdown.EXEٚرٌه رظٕف١ز حٌٍّف 

 Windowsٚحٌزٞ ٠ؤطٟ ِع ٔظخَ حٌظشغ١ً  RPC – Remote Procedure Callطٕف١ز أِش حٌـ 

2000/XP . 
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 :Serverلإسعبي طٛسح عطخ اٌّىزت إٌٝ اٌـ  Remote Desktopبي لإٔشبء ٔظبَ ِض 5.2

 

رغ١ؾ ٌٕمً طٛسس عطق حٌّىظذ ِٓ  Remote Desktopفٟ ٘زح حٌّؼخي عٕمَٛ ربٔشخء رشٔخِؾ 

 : Stream Libraryٚحٌـ  TCPخش رخعظخذحَ حٌـ آؿٙخص اٌٝ 

 

 : Clientٚلا إٔشبء ثشٔبِج اٌـ أ

   ؿذ٠ذ وّخ فٟ حٌشىً حٌظخٌٟ:ٌظطز١ك عٕمَٛ ربٔشخء ِششٚ

 

 
 

 حٌظخ١ٌش: Namespacesعٛف ٔغظخذَ حٌـ 

System.Net 

System.Net.Socket 

System.IO 

 

ار حٔاٗ لا ٠ٛؿاذ ِىظزاش ِع١ٕاش فاٟ  API دٚحي حٌاـرخعاظخذحَ طٛسس عطق حٌّىظاذ  حٌظمخؽطظُ ع١ٍّش 

 CaptureScreen.dllحٌذٚص ١ٔض لإؿشحء ٘زٖ حٌع١ٍّش ٚلذ لّض رىزغٍش ٘ازٖ حٌاذٚحي فاٟ حٌٍّاف 

طاااااااٛسس عاااااااطق حٌّىظاااااااذ ٔغاااااااظخذَ حٌذحٌاااااااش  ٚلاٌظماااااااخؽ ،لاكماااااااخ  ٌظغااااااا١ًٙ حعاااااااظخذحِٙخ

CaptureScreen.GetDesktopImage()  ك١غ طشؿع طاٛسس عاطق حٌّىظاذ واـImage ، 

لزااً ع١ٍّااش  Bufferٚٚػااعٙخ فااٟ حٌااـ  Streamٚلإسعااخٌٙخ لارااذ ِاآ طل٠ٛااً ٘اازٖ حٌظااٛسس اٌااٝ 

ٚحٌزٞ ششكٕخٖ عاخرمخ ٚوّاخ  MemoryStream Classعظخذحَ حٌـ ٚطظُ ٘زٖ حٌع١ٍّش رخ ،حلإسعخي 

:ٍٟ٠ 

 

C#: 

MemoryStream ms = new MemoryStream();  

Image img  = CaptureScreen.GetDesktopImage(); 

img.Save(ms,System.Drawing.Imaging.ImageFormat.Jpeg); 

byte[] arrImage = ms.GetBuffer();  

 

VB.NET: 

Dim ms As MemoryStream = New MemoryStream 

Dim img As Image = CaptureScreen.GetDesktopImage() 

img.Save(ms,System.Drawing.Imaging.ImageFormat.Jpeg) 

Dim arrImage As Byte() = ms.GetBuffer() 

 

 فٟ كخٌشٚوّخ ٠ٍٟ  Socketٚلإسعخي حٌظٛس حٌٍّظمطش اٌٝ حٌـٙخص  ح٢خش لارذ ِٓ طعش٠ف 

 : TCP Socket حعظخذحَ

 

C#: 

TcpClient myclient; 

MemoryStream ms; 

NetworkStream myns; 
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BinaryWriter  mysw; 

 

myclient = new TcpClient (Server_IP.Text,5020); 

myns = myclient.GetStream (); 

mysw = new BinaryWriter (myns); 

mysw.Write(arrImage); 

 

ms.Close(); 

mysw.Close (); 

myns.Close (); 

myclient.Close (); 

 

VB.NET: 

Dim myclient As TcpClient 

Dim ms As MemoryStream 

Dim myns As NetworkStream 

Dim mysw As BinaryWriter 

 

myclient = New TcpClient (Server_IP.Text,5020) 

myns = myclient.GetStream () 

mysw = New BinaryWriter (myns) 

mysw.Write(arrImage)  

 

ms.Close() 

mysw.Close () 

myns.Close () 

myclient.Close () 

 

ٌٙاخ  New Threadِٚٓ ػُ أشاخء  Infinity Loop Methodػّٓ ػع ٘زح حٌىٛد ٠ّٚىٕٕخ ٚ

ف١اٗ رٕاخء عٍاٝ عاشعش حلإسعاخي حٌظاٟ ٔلظخؿٙاخ ِآ  ٠ٚIntervalلذد حٌـ  Timerفٟ ، أٚ ٔؼعٙخ 

 طعظزش ِّظخصس. MS 100فبْ  LANٚوشزىش  ، أخشٜؿٙش ِٚمذسس حٌشزىش ِٓ ؿٙش 
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 : Serverصب١ٔب إٔشبء ثشٔبِج اٌـ 

 

 ٌٚظطز١مٗ عٕمَٛ ربٔشخء ِششٚ  ؿذ٠ذ وّخ فٟ حٌشىً حٌظخٌٟ:

 

 
 

 حٌظخ١ٌش: Namespacesعٛف ٔغظخذَ حٌـ 

 

System.Net 

System.Net.Socket 

System.IO 

 

 وّخ ٠ٍٟ: TCP Listenerٚحٌـ  Threadٚحٌـ  TCP Socketػُ ٔعشف حٌـ 

 

C#: 

Thread myth; 

TcpListener mytcpl = new TcpListener (5020);     

Socket mysocket; 

NetworkStream myns; 

 

VB.NET: 

Dim myth As Thread 

Dim mytcpl As TcpListener = New TcpListener(5020) 

Dim mysocket As Socket 

Dim myns As NetworkStream 

 

 

 ػُ ٔمَٛ رظعش٠ف دحٌش حلاعظمزخي ٚوّخ ٠ٍٟ:  

C#: 

void ServerMethod () 

{ 

 try 

 { 

 

mytcpl.Start (); 
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mysocket = mytcpl.AcceptSocket (); 

myns = new NetworkStream (mysocket); 

 

pictureBox1.Image = Image.FromStream(myns); 

mytcpl.Stop(); 

     

if (mysocket.Connected ==true)  

 { 

while (true) 

  { 

  ServerMethod (); 

  } 

 } 

myns.Flush(); 

     

} 

catch (Exception){} 

  } 

 

VB.NET: 

Private Sub ServerMethod() 

    Try 

 

        mytcpl.Start() 

        mysocket = mytcpl.AcceptSocket() 

        myns = New NetworkStream(mysocket) 

 

        pictureBox1.Image = Image.FromStream(myns) 

        mytcpl.Stop() 

 

        If mysocket.Connected = True Then 

            Do While True 

                ServerMethod() 

            Loop 

        End If 

        myns.Flush() 

 

    Catch e1 As Exception 

    End Try 

End Sub 

 

 : Formٔؼع حٌىٛد حٌظخٌٟ فٟ كذع رذأ حٌظشغ١ً ٌٍـ  Threadٌٚظشغ١ً حٌـ 

 

C#: 

myth= new Thread  (new System.Threading 

.ThreadStart(ServerMethod)); 

myth.Start (); 
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VB.NET: 

myth= New Thread (New System.Threading.ThreadStart(AddressOf 

ServerMethod)) 

myth.Start () 

 

فتٟ اٌجتضء عتٛف ٔجت١ٓ   ,ٚ٘ىزا ث١ٕب ؽش٠مخ إسعبي طتٛسح عتطخ اٌّىزتت ِتٓ جٙتبص إٌتٝ  ختش 

 Mouse ثبٌتـإػتبفخ خبطت١خ اٌتزذىُ  و١ف١تخ)اٌفظتً اٌختبِظ ػشتش( اٌخبص ثبٌٕظُ اٌّٛصػتخ 

 .APIٚرٌه ثبعزخذاَ دٚاي اٌـ RemoteServerٌٍـ Keyboardٚاٌـ

 

ثبعتتتزخذاَ  Access  ٚSQL Serverِضتتتبي ٌزختتتض٠ٓ طتتتٛسح فتتتٟ لبػتتتذح ث١بٔتتتبد  3.5

 : Streamِٚىزجبد اٌـ ADO.NETاٌـ

 

ٌظّؼ١اً طاٛسس رخٌازحوشس عٍاٝ شاىً   Memory Stream Classٌّؼاخي حٌاـعٕغاظخذَ فاٟ ٘ازح ح

Stream Data  ٝك١ااغ ٠ّىٕٕااخ طل٠ٍٛٙااخ اٌااBytes  َلاكمااخ رخعااظخذحGetBuffer Method 

 ٚوّخ ٠ٍٟ:

 

C#: 

try 

{ 

MemoryStream stream = new MemoryStream(); 

pictureBox.Image.Save(stream,System.Drawing.Imaging.ImageFormat.

Jpeg); 

 byte[] arr = stream.GetBuffer();  

 Store_it (arr); 

 } 

catch(Exception ex) 

 { 

MessageBox.Show(ex.Message); 

 } 

} 

 

VB.NET 

Try 

Dim stream As MemoryStream = New MemoryStream 

pictureBox.Image.Save(stream,System.Drawing.Imaging.ImageFormat.

Jpeg) 

Dim arr As Byte() = stream.GetBuffer() 

Store_it (arr) 

Catch ex As Exception 

MessageBox.Show(ex.Message) 

End Try 

 

 : Microsoft Accessأٚلا حعظخذحَ 

ٚحٌظاٟ عٕغاظخذَ  Method Store_itعٕشعاٍٙخ اٌاٝ حٌاـ  Byte Arrayرعذ طل٠ًٛ حٌظٛسس اٌٝ 

 ٚوّخ ٠ٍٟ: Databaseاٌٝ حٌـ Byte Arrayٌظّش٠ش حٌـ OleDbParameterِٓ خلاٌٙخ حٌـ
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C#: 

public void Store_it (byte[] content) 

{ 

 

try 

{ 

 

oleDbConnection1.Open(); 

OleDbCommand insert = new OleDbCommand( "insert into img values 

(?)",oleDbConnection1); 

insert.Parameters.Add(new OleDbParameter("@pic", 

OleDbType.Binary)).Value = content; 

insert.ExecuteNonQuery(); 

    

} 

catch(Exception ex) 

 { 

 MessageBox.Show(ex.Message); 

 } 

 

finally {oleDbConnection1.Close();} 

 

 } 

 

VB.NET 

Public Sub Store_it(ByVal content As Byte()) 

    Try 

        oleDbConnection1.Open() 

        Dim insert As OleDbCommand = New OleDbCommand("insert 

into img values (?)", oleDbConnection1) 

        insert.Parameters.Add(New OleDbParameter("@pic", 

OleDbType.Binary)).Value = content 

        insert.ExecuteNonQuery() 

    Catch ex As Exception 

        MessageBox.Show(ex.Message) 

    Finally 

        oleDbConnection1.Close() 

    End Try 

End Sub 

 

٠ـاذ أْ ٠اظُ  ٌىٓلشحءس حٌظٛسس ِٓ لخعذس رخعظخذحَ حٌطش٠مش حٌّعظخدس ٌمشحءس حٌز١خٔخص ٚطظُ ع١ٍّش 

ِاشس أخاشٜ ٚطاظُ  Streamاٌاٝ  Datasetٚحٌظٟ عا١ظُ ٚػاعٙخ فاٟ حٌاـ Binary Dataطل٠ًٛ حٌـ

 ٘زٖ حٌع١ٍّش وّخ ٠ٍٟ:

 

C#: 

oleDbDataAdapter1.SelectCommand.CommandText = "select * from 

img"; 
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oleDbDataAdapter1.Fill(dsPictures1); 

byte[] arrPicture = ((byte[]) (dsPictures1.Tables[0].Rows[0]["pic"])); 

MemoryStream ms = new MemoryStream(arrPicture); 

pictureBox2.Image = Image.FromStream(ms); 

 

 

VB.NET 

oleDbDataAdapter1.SelectCommand.CommandText = "select * from 

img" 

oleDbDataAdapter1.Fill(dsPictures1) 

Dim arrPicture As Byte() = 

(CType(dsPictures1.Tables(0).Rows(0)("pic"), Byte())) 

Dim ms As MemoryStream = New MemoryStream(arrPicture) 

pictureBox2.Image = Image.FromStream(ms) 

 

ٚرعااذ رٌااه  Byte Arrayٚطخض٠ٕٙااخ فااٟ  Datasetٌّخشؿااخص حٌااـ Castingك١ااغ لّٕااخ رعّااً 

اٌااٝ  Byte Arrayعاا١ظُ طل٠ٛااً حٌااـ،  MemoryStream Classاٌااٝ حٌااـ Arrayٚرظّش٠ااش حٌااـ

Stream  ٍِٝشس أخشٜ ٚعٕذ٘خ ٠ّىٕٕخ عشػٙخ عPictureBox رخعاظخذحَ حٌاـFromStream 

Method ... 

 

 : SQL Server Microsoftصب١ٔب اعزخذاَ 

عاٜٛ حٔاٗ  Microsoft Accessعٓ حٌـ SQL Serverطخظٍف ع١ٍّش حٌظخض٠ٓ رمخعذس ر١خٔخص  لا

وّااااااخ أْ طاااااا١غش  ، OleDbParameterرااااااذلا ِاااااآ  ٠SqlParameterااااااظُ حعااااااظخذحَ حٌااااااـ 

 SQL Serverٚحٌااـ Access Databaseعااظخظٍف راا١ٓ حٌااـ Connection Stringحٌااـ

Database ٌٍّاف حٌخاخص رمخعاذس حٌز١خٔاخص أِاخ حٌؼاخٟٔ ف١ّاشس ٌاٗ حعاُ ك١غ ٠ّشس ٌلأٚي ِغاخس ح

 ٚوّخ ٠ٍٟ وّؼخي: SQL Serverحٌـٙخص حٌزٞ ٠لظٛٞ عٍٝ حٌـ 

 

 :Connection Stringلإٔشخء حٌـ 

C#: 

string SQL_CONNECTION_STRING  = 

"Server=SQL_SERVER_NAME;DataBase=DB_NAME;Integrated 

Security=SSPI"; 

 

VB.NET 

Dim SQL_CONNECTION_STRING As String = 

"Server=SQL_SERVER_NAME;DataBase=DB_NAME;Integrated 

Security=SSPI" 

 

 وّخ ٠ٍٟ: Connection Objectػُ ٠ّشس اٌٝ حٌـ 

C#: 

SqlConnection My_Connection = new 

SqlConnection(connectionstring); 
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VB.NET 

Dim My_Connection As SqlConnection = New 

SqlConnection(connectionstring) 

 

 : SQL Serverٌظخض٠ٓ حٌظٛسس فٟ لخعذس حٌز١خٔخص 

 

C#: 

public void Store_it (byte[] content) 

{ 

try{ 

My_Connection.Open(); 

SqlCommand insert = new SqlCommand( "insert into img values 

(@pic)",My_Connection); 

insert.Parameters.Add(new SqlParameter("@pic", 

SqlDbType.Binary)).Value = content; 

insert.ExecuteNonQuery(); 

   } 

catch(Exception ex) 

 { 

 MessageBox.Show(ex.Message); 

 } 

finally {My_Connection.Close();} 

} 

 

VB.NET 

Public Sub Store_it(ByVal content As Byte()) 

    Try 

        My_Connection.Open() 

        Dim insert As SqlCommand = New SqlCommand("insert into img 

values (@picID)", My_Connection) 

        insert.Parameters.Add(New SqlParameter("@pic", 

SqlDbType.Binary)).Value = content 

        insert.ExecuteNonQuery() 

    Catch ex As Exception 

        MessageBox.Show(ex.Message) 

    Finally 

        My_Connection.Close() 

    End Try 

End Sub 

 

 ِشس أخشٜ : Picture Boxٌٚعشع حٌظٛسس فٟ 

 

C#: 

SqlDataAdapter.SelectCommand.CommandText = "select * from img"; 

SqlDataAdapter.Fill(dsPictures1); 

byte[] arrPicture = ((byte[]) (dsPictures1.Tables[0].Rows[0]["pic"])); 

MemoryStream ms = new MemoryStream(arrPicture); 



~ 75 ~ 
 

pictureBox2.Image = Image.FromStream(ms); 

 

VB.NET 

SqlDataAdapter.SelectCommand.CommandText = "select * from img" 

SqlDataAdapter.Fill(dsPictures1) 

Dim arrPicture As Byte() = 

(CType(dsPictures1.Tables(0).Rows(0)("pic"), Byte())) 

Dim ms As MemoryStream = New MemoryStream(arrPicture) 

pictureBox2.Image = Image.FromStream(ms) 

 

 Transport Layer & Network Layerع١زُ اٌذذ٠ش فٟ اٌجضء  اٌزبٌٟ ػٓ اعزخذاَ 

Programming .ٚثشِجخ ثشٚرٛوٛلارٙب فٟ ث١ئخ اٌذٚد ١ٔذ 
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6  :TCP & UDP Classes Members : 

ٚح٘اااُ  UDP Classesٚحٌاااـ  TCP Classesعاااٛف ٔظلاااذع فاااٟ ٘ااازح حٌفظاااً عااآ حٌاااـ 

ِٚآ  ، Transport Layer Classesٌىً ِّٕٙخ ٚحٌظٟ ٠ظُ حٌظعخًِ ِعٙخ فٟ حٌاـ  Membersحٌـ

حٌااظلىُ رخظااخثض حلإسعااخي ِٕٚٙااخ ٠ّىاآ  TCPحٌااـحعااظخذِٕخ ارح حٌّعااشٚف أْ فااٟ ٘اازٖ حٌطزمااش 

ٌاذٜ  Destination Portٚ حٌاـ Sourceٚػع ٚطلذ٠ذ حٌـ  ػخفش اٌٝخلإر Flagsٚحٌـ  Offsetحٌـ

 حٌطشف حٌّشعً ٚحٌّغظمزً.

 

حٌٛحكاذ ك١اغ ٠اظُ ف١اٗ طخاض٠ٓ عٕاٛحْ  Packetٌٍاـ  Bits ٠ٚ32ظىْٛ ِٓ  TCP Headerأٚلا حٌـ

Port  ٟ16حٌّشعااً فاا Bits  ٟ16ٚحٌّغااظمزً فاا Bits  ٟ32ٚحٌااشلُ حٌظغٍغااٍٟ فاا Bits  ُٚسلاا

ٚ٘ٛ ِاخ طاُ  ٚفٟ حٌٕٙخ٠ش ٠ظُ ٚػع حٌـضء حٌخخص رخٌز١خٔخص Checksumحٌظلمك رخلإػخفش اٌٝ حٌـ

 :، لاكع حٌشىً حٌظخٌٟرظفظ١ًحٌفظً حلأٚي ششكٗ فٟ 

 
           TCP Header 

 

Data Offset: 4 bits the number of 32 bit words in the TCP Header.  This 

indicates where the data begins.  The TCP header (even one including 

options) is an integral number of 32 bits long. 

Window: The number of data octets beginning with the one indicated in 

the acknowledgment field which the sender of this segment is willing to 

accept. 

 

حٌٛحكاذ ٠ٚلظاٛٞ عٍاٝ  Packetٌٍاـ ز١خٔاخص ِآ حٌ Bits ٠ٚ32ظىاْٛ ِآ  UDP Headerػخ١ٔخ حٌـ

 :  Total Lengthٚحٌـ  Checksumٚ حٌـ Bits 16ٚحٌّغظٍُ  Bits 16عٕٛحْ حٌّشعً 

 
UDP Header 

 



~ 79 ~ 
 

 : Oriented Protocol  TCP Connectionاٌخبطخ ثبٌـ Classesأٚلا اٌـ

 

 
 

1-Class TcpClient:  ٠ٚغااااظخذَ ٌظعش٠اااافSimple TCP Socket  ٗار ٠ّااااشس ٌاااا

عٍاٝ ِـّٛعاش  ٘ازح حٌىالاط لظاٌٍٛٞـٙش حٌظٟ ٔش٠ذ حلاطظخي ِعٙخ ٠ٚ Portٚحٌـ  IPAddressٌـح

 :ٍٔخظٙخ رخٌظخٌٟٚ Propertiesٚحٌـ  Methodsِٓ حٌـ

 

 : TCPClient Methodsأٚلا: 

 

Connectٚطغااظخذَ لأؿااشحء ع١ٍّااش حلاطظااخي ِااع حٌااـ :server ك١ااغ ّٔااشس ف١ٙااخ عٕااٛحْ حٌااـIP 

 ٚوّخ ٠ٍٟ: Portحٌـٚسلُ  Serverحٌخخص رخٌـ

:#C  
TcpClient tcp = new TcpClient(); 

tcp.Connect(IPAddress.Parse("192.168.1.1"),5020); 

 

VB.NET: 

Dim tcp As TcpClient = New TcpClient 

 tcp.Connect(IPAddress.Parse("192.168.1.1"), 5020) 

 

Closeلإٔٙخء حلاطظخي ِع حٌـ :TCP Socket. 

GetStreamذَ ٌمااشحءس حٌااـ: ٠ٚغاظخStream ِاآ حٌاـSocket فااٟ ع١ٍّااش حلإسعااخي ٚ حلاعااظمزخي 

 .NetworkStream Classِع حٌـ  Socketٚطغظخذَ عخدس ٌشرؾ حٌـ

 

 : TCPClient Propertiesصب١ٔب: أُ٘ اٌخظبئض 

 

LingerState  ٚطؤخز :get  ٚأSet ٌظلذ٠ذ أٚ ِعشفش حٌـLinger Time   

NoDelay ٚطؤخز :get  ٚأSet ذ أٚ ِعشفش ارح وخْ ٕ٘خن ٚلض ِع١ٓ ٌظؤخ١ش أَ لاٌظلذ٠ 

ExclusiveAddressUse ٚطؤخز :get  ٚأSet ـحٌا ارح واخْ ٌظلذ٠اذ أٚ ِعشفاشSocket  ٠غاّق

(ٌّض٠اذ ِآ  SocketOption Classأَ لا ، ٚطغاظخذَ عاخدس ِاع حٌاـ  Client Portرخعاظخذحَ حٌاـ

 )Appendixes  (A)حٌّعٍِٛخص أٔظش حٌـ 

SendBufferSize ٚ ReceiveBufferSize ٚطؤخااز :get  ٚأSet  ٌُظلذ٠ااذ أٚ ِعشفااش كـاا

 .TCP Client Objectٚحٌّعشف فٟ  streamحٌّغظخذَ فٟ حٌـ Bufferحٌـ
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SendTimeout ٚ ReceiveTimeout ٚطؤخاااااز :get  ٚأSet  ٌظلذ٠اااااذ أٚ ِعشفاااااش حٌٛلاااااض

٠ـذ حٌطشف حلأخاش فٟ كخٌش أٔٗ ٌُ  Time Outحٌّظخف ٌع١ٍّش حلإسعخي أٚ حلإعظمزخي ك١غ ٠عطٟ 

 خلاي فظشس ص١ِٕش ِع١ٕش.

 

2-Class TcpListener: ك١غ طلظاٛٞ عٍاٝ ِـّٛعاش ِآ حٌاـMethods ٚحٌاـProperties 

 ٟٚ٘ وّخ ٠ٍٟ:

 

 
 

 :TcpListener فٟ اٌـ اٌذٚايأٚلا: أُ٘ 

AcceptSocketٚطغظخذَ ٌمزٛي ع١ٍّش حلاطظخي ِع حٌـ :Client. 

Start  ٟٚ٘ا :Overloaded Method ٔاٗ فاٟ كخٌاش طّش٠اش سلاُ ا١ٌٙاخ ٠اظُ طلذ٠اذ عاذد ك١اغ ح

طظاازق سلااُ ِعاا١ٓ ، ٚفااٟ كخٌااش عااذَ طّش٠ااش  Qoueeحلأؿٙااضس حٌظااٟ طغااّق رٛؿٛد٘ااخ فااٟ حٌااـ

 غ١ش ِلذد. Qoueeحٌـ

Stop ٚطغظخذَ لإغلاق ع١ٍّش حٌظظٕض ٠ٚفؼً ٚػعٙخ فٟ حٌـ :Finally عٕاذ حعاظخذحَ حٌاـTry 

 .Exceptionع أٞ ٌٛ كذكظٝ كظٝ ٠ظُ أٙخء ع١ٍّش حٌظظٕض ٚ Catchٚ حٌـ

 

 :TcpListenerصب١ٔب: أُ٘ اٌخظبئض فٟ 

LocalEndpoint ك١ااغ ٠شؿااع حٌااـ :IP ـٚسلااُ حٌااPort حٌّغااظخذَ فااٟ حٌااـLocalEndpoint 

 حٌّلذد.

Server ٚ فاٟ حٌاـ حٌاذٚحي: ِٚآ خلاٌٙاخ ٔغاظط١ع حٌٛطاٛي اٌاٝ واً حٌخظاخثضTCP Server 

  ٚغ١ش٘خ Receive  ٚListenٚحٌـ Sendtoٚحٌـ Acceptٚحٌظٟ ششكٕخ٘خ عخرمخ ِؼً حٌـ
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 : Protocol  UDP Connectionlessاٌخبطخ ثبٌـ Classesصب١ٔب اٌـ

 

1-Class UdpClient : ٚطغاظخذَ ٌظعش٠افUDP Datagram Protocol Connection 

 لّٕخ عخرمخ رظعش٠فٙخ ٚحٌظعخًِ ِعٙخ ٚفٟ ٘زح حٌـضء عٕز١ٓ أُ٘ ِلظ٠ٛخطٙخ ٟٚ٘ وّخ ٠ٍٟ :، 

 
 

 ٚاٌخظبئض اٌخبطخ ثٙب : ذٚاياٌِٚٓ أُ٘ 

 

JoinMulticastGroup ٚ DropMulticastGroup ٌٚؼااااااااُ أٚ اٌغااااااااخء عٕااااااااٛحْ أ :

 .Multicast Groupِـّٛعش ِٓ حٌعٕخ٠ٚٓ ِٓ حٌـ

EnableBroadcast ٚطؤخز :Get  ٚأSet ٌظفع١ً حٌـBroadcasting فٟ حٌـsocket. 

MulticastLoopback ٚطؤخز :Get  ٚأSet  حٌـٌّعشفش أٚ طلذ٠ذMlticast Loopback. 

 

2-Class MulticastOption :٠ٚغااظخذَ فااٟ حٌااـMulticasting  ُطخااض٠ٓ ك١ااغ ٠ااظIP 

Address List  ٌٟظعخًِ ِعٙخ فMulticast Group  ًٌّعJoin  ٚDrop  ٞلأMulticast 

Group  ًٚطغظخذَ وّخ ٠ٍٟ وّؼخي لإػخفش عؼ٠ٛش لاعظمزخي سعخثMulticast  : 

 ٚوّخ ٠ٍٟ : UDP Socketٔعشف حٌـ أٚلا

 

C#: 
mcastSocket = new 

Socket(AddressFamily.InterNetwork,SocketType.Dgram, 

ProtocolType.Udp); 

  

VB.NET: 

mcastSocket = New Socket(AddressFamily.InterNetwork, 

SocketType.Dgram, ProtocolType.Udp) 

 

أٚ ٔـعاً  Groupفٟ حٌاـػّٗ حٌزٞ ٔش٠ذ  IPـػُ ٔغٕذ ا١ٌٙخ حٌ Address Listٔمَٛ رظعش٠ف  صب١ٔب

 ٚوّخ ٠ٍٟ: Bind حٌذحٌشرخعظخذحَ  Socketخٌـٔشرطٙخ ر رعذ رٌه ٠ذخً حٌعٕٛحْ رٕفغٗ Userحٌـ
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:#C  
IPAddress localIPAddr = IPAddress.Parse(Console.ReadLine()); 

mcastSocket.Bind(IPlocal); 

 

VB.NET: 

Dim localIPAddr As IPAddress = IPAddress.Parse(Console.ReadLine) 

 mcastSocket.Bind(IPlocal) 

 

 ٚٔغٕذ ٌٙخ حٌعٕٛحْ حٌّلذد وّخ ٠ٍٟ: Multicast Optionٔمَٛ رظعش٠ف حٌـ صبٌضب

 

:#C  
MulticastOption mcastOption; 

mcastOption = new MulticastOption(localIPAddr); 

 

VB.NET: 

Dim mcastOption As MulticastOption 

 mcastOption = New MulticastOption(localIPAddr) 

 

ػلاػاااش ذحٌاااش طؤخاااز ٘ااازٖ حٌٚ  SocketOptions Methodٌٚظفع١ٍٙاااخ ٠ـاااذ طعش٠فٙاااخ فاااٟ حٌاااـ 

 TCPأٚ  Socketأٚ عٍااٝ  IPv6أٚ عٍاٝ  IPراخس١ِٚظشحص حلأٚي ٌظلذ٠اذ ِغاظٜٛ حٌظغ١١ااش عٍاٝ 

ٚفٟ كخٌظٕخ ٘ازٖ فٟ حٌّشفمخص)  ،  Appendixes  A(ٌّض٠ذ ِٓ حٌّعٍِٛخص أٔظش حٌـ،  UDPأٚ 

ٚفاااٟ  Multicast Groupاٌااٝ  IPار ِاااخ ٔش٠ااذٖ ٘ااٛ  ػاااُ  IPعااٛف ٔغااظخذَ حٌظغ١اااش عٍااٝ 

راا١ٓ اػااخفش  لاخظ١ااخسحٌزااخس١ِٚظش حٌؼااخٟٔ ٔلااذد ٔااٛ  حٌظغ١١ااش ك١ااغ ٔش٠ااذ اػااخفش عؼاا٠ٛش ٠ّٚىاآ ح

ٚأخ١اااشح ٔغااإذ ا١ٌاااٗ  DropMembershipأٚ اٌغاااخء عؼااا٠ٛش   AddMembershipعؼااا٠ٛٗ 

 ٚحٌزٞ لّٕخ ربٔشخثٗ  ٚ وّخ ٠ٍٟ: MulticastOption Objectحٌـ

 

C#: 
mcastSocket.SetSocketOption(SocketOptionLevel.IP,  

SocketOptionName.AddMembership,mcastOption); 

 

VB.NET: 

mcastSocket.SetSocketOption(SocketOptionLevel.IP, 

SocketOptionName.AddMembership, mcastOption) 

 

 ّزؼٍمتتتخاٌخظتتتبئض ٚاٌزتتتٟ ٠ّىتتتٓ اٌتتتزذىُ ثٙتتتب فتتتٟ ث١ئتتتخ اٌتتتذٚد ١ٔتتتذ ٚاٌأ٘تتتُ ٚ٘ىتتتزا ث١ٕتتتب 

فتٟ اٌفظتً  ,Network Layer Protocolsٚ اٌتـ  Transport Layer Protocolsثبٌـ

ٚاٌزتتٟ ٠تتزُ اٌزؼبِتتً ِؼٙتتب فتتٟ  Membersاٌزتتبٌٟ عتت١زُ اٌذتتذ٠ش ثشتتىً ِفظتتً ػتتٓ ثم١تتخ اٌتتـ 

 Synchronous Socketؼبِتتً ِتتغ اٌتتـ ٚؽتتشق اٌز Network Layer Protocolsاٌتتـ

 .  Asynchronous Socketٚاٌـ
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7 :Programming SocketNetwork Layer & Synchronous  : 

 Network Layerفااٟ ٘اازح حٌـااضء عااٛف ٔزاا١ٓ رشااىً أوؼااش طفظاا١لا عاآ رشِـااش ؽزمااش حٌااـ

ٚ٘ااٟ حٌظااٟ ٠ااظُ حٌظعخِااً ِعٙااخ لإسعااخي ٚحعااظمزخي حٌز١خٔااخص رعااذ طل٠ٍٛٙااخ ِاآ ٚ اٌااٝ  Socketٚحٌااـ

Stream لّٕااخ عااخرمخ رخعااظخذحَ حٌااـ ،عزااش حٌشاازىشTCP ٚحٌااـ UDP  ٌلإسعااخي  ٌٚلاعااظمزخي ٚر١ٕااخ

 Classesٚحٌاـ Socket Programmingحٌفاشق ر١ّٕٙاخ ٚفاٟ ٘ازح حٌـاضء عاٛف ٔظلاذع عآ حٌاـ

 ..Socket Classحٌخخطش رخٌـ Membersٚحٌـ

 

7.1 :Introduction to Socket Programming  

ٙاخص اٌاٝ أخاش ٘اٟ حلأدحس حٌظاٟ ٠اظُ ٔماً حٌز١خٔاخص ِآ خلاٌٙاخ ِآ ؿ Socketـ أْ حٌا ِٓ حٌّعشٚف

ك١ااغ ٠لظااٛٞ  Namespace  System.Net.Socketٚلاعااظخذحِٙخ ٠ٍااضَ فااٟ حٌزذح٠ااش طعش٠ااف 

ٚحٌظاٟ ٠اظُ حعاظخذحِٙخ فاٟ رشِـ١اخص حٌشازىش  Classesِٓ حٌاـوز١ش عٍٝ عذد  Namespace٘زح 

 UDPأٚ حٌاـ TCPار ٠ّىٕٕخ ِٓ حٌظعخِاً ِاع حٌاـ Socket Classخ ٚ٘ٛ ٙٚعٛف ٔظلذع عٓ أّ٘

ِآ  Socket Object Methodخش ِٓ حٌزشطٛوٛلاص رشىً ِزخشش ٠ٚظىاْٛ حٌاـأٚ ِع أٞ ٔٛ  أ

  :ػلاػش رخس١ِٚظشحص وّخ ٠ٍٟ

 

:#C  
Socket MySocket = new Socket(AddressFamily. , SocketType., 

ProtocolType.); 

 

VB.NET: 

Dim MySocket As Socket = New Socket(AddressFamily, SocketType, 

ProtocolType) 

 

ٚحٌزٞ عٛف طظعخًِ ِعاٗ ٠ٚعط١اه  IP Addressك١غ ٠ظُ فٟ حٌزخس١ِٚظش حلأٚي طلذ٠ذ ٔٛع١ش حٌـ

ٚحٌّغظخذَ فاٟ  ATMأٚ  Novelٚحٌّغظخذَ فٟ شزىخص حٌـ IPXعذد وز١ش ِٓ حٌخ١خسحص ِٕٚٙخ 

ٚغ١ش٘خ  ... ِٚٓ أُ٘ ٘ازٖ حٌخ١اخسحص  NetBIOS Addressأٚ  ATM Networksشزىخص حٌـ

ِااخ ٔغااظخذِٗ رشااىً دحثااُ ِااع حٌزشِـ١ااخص حٌخخطااش رخٌشاازىخص ٠ٚعااشف  ٚ٘ااٛ InterNetworkـحٌاا

ٚ٘ااٛ حٌّعظااخد ِااع ٔظااخَ ِخ٠ىشٚعااٛفض ٚأغٍااذ أٔظّااش حٌظشااغ١ً  IPv4٘ااٛ  IP حٌااـ عٍااٝ أْ ٔااٛ 

(ٌّض٠اذ ِآ  IPv6حٌّعشٚفش كخ١ٌخ ٚفٟ حٌّغظمزً حٌمش٠ذ ؿذح ع١ظُ حلإعظغٕخء عٕٗ ١ٌٚلً ِلٍٗ حٌاـ

أٞ ٘اً عاٛف  Socketزخس١ِٚظش حٌؼخٟٔ ٠ظُ طلذ٠ذ ٔٛ  حٌاـفٟ حٌ ،حٌّعٍِٛخص حٔظش حٌفظً حٌؼخٟٔ)

 Raw(٠ٚغاااظخذَ حٌاااـ  Raw Socketلإسعاااخي حٌز١خٔاااخص أٚ  Dgramأٚ  Streamٔغاااظخذَ 

Socket  ِااع حٌزشٚطٛوااٛلاص حٌظااٟ لا ططٍااذ حٌظعخِااً ِااعPort  ِلااذد ِٚاآ حلأِؼٍااش ع١ٍٙااخ حٌااـ

ICMP ُ٠ظُ حعاظخذحَ حٌاـ ٌّض٠ذ ِٓ حٌّعٍِٛخص حٔظش حٌفظً حٌخخِظ عشش) ٚرشىً دحثStream 

ٚأخ١ااشح ٔلااذد ٔااٛ   ، UDPفااٟ كخٌااش حعااظخذحَ حٌااـ Dgramٚحٌااـ   TCPفااٟ كخٌااش اعااظخذحَ حٌااـ 

 أٚ رشٚطٛواٛلاص أخاشٜ ِؼاً TCPأٚ  UDP٘ٛ ِٓ حٌٕٛ  ً٘ حٌزشٚطٛوٛي حٌّغظخذَ ٌلإطظخي 

 IGMP Internet Group حٌاـ أٚ ICMP Internet Control Message Protocol حٌاـ

Management Protocol أٚ حٕٔااخ ٔش٠ااذ ِااؼلا أشااخء حٌااـSocket  ٌظعش٠اافIP Security 

Header  ربخظ١خسIPSecAuthenticationHeader ٕٚ٘خ عٛف ٔخظاخس حٌاـ، ٚغ١ش٘خTCP  ٚأ

UDP ِٚاآ حٌّعااشٚف أْ رشطٛوااٛي حٌااـTCP  ٘ااٛ رشطٛوااٛي ِٛؿااٗ ٚ٘اازح ٠عٕااٟ اؿااشحء ع١ٍّااش

فٙااٛ رشطٛوااٛي  UDPرشطٛوااٛي حٌااـحٌظلمااك ِاآ حٌٛطااٛي ٚحٌظٛطاا١ً اٌااٝ شااخض ِااخ ِلااذد أِااخ 

لا ٠ذعُ ع١ٍّش حٌظلماك ِآ حٌٛطاٛي حٌغا١ٍُ ٌٍز١خٔاخص حٌّشعاٍش ٚ٘اٛ ِف١اذ ؿاذح ٌىٕٗ عش٠ع ٔغز١خ ٚ 

ٚ٘اٛ  Multicast Groupٚأشاخء ِـّٛعاخص حٌزاغ  Broadcastلإؿشحء ع١ٍّش حٌزغ حلإرحعاٟ 

 ِخ ششكٕخٖ فٟ حٌفظً حلأٚي ٚحٌؼخٟٔ ٚحٌؼخٌغ .
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 TCPلإٔشتتتبء   ronous Socket ProgrammingSynchاعتتتزخذاَ اٌتتتـ 7.2 

Connection: 

 

وّاخ ٚرّـّٛعاش ِآ حٌّشحكاً  TCP Socket Connectionطّش ع١ٍّش حلاطظاخي رخعاظخذحَ حٌاـ

 فٟ حٌشىً حٌظخٌٟ :

 
 

 وّخ ٠ٍٟ :ٚ Socketربٔشخء حٌـ serverٚ حٌـ Clientار طزذأ حٌع١ٍّش فٟ حٌـ

 

:#C  
Socket MySocket = new Socket(AddressFamily.InterNetwork, 

SocketType.Stream, ProtocolType.Tcp); 

 

VB.NET: 

Dim MySocket As Socket = New Socket(AddressFamily.InterNetwork, 

SocketType.Stream, ProtocolType.Tcp) 

 

ٚطغاظخذَ فماؾ عٕاذ حلاعاظمزخي  Bind ذحٌاشِاع حٌىّز١اٛطش حٌلاخٌٟ رخعاظخذحَ حٌ Socketػاُ سراؾ حٌاـ

 ٚوّخ ٠ٍٟ :

 

:#C  
IPEndPoint ip = new IPEndPoint(IPAddress.Any, 5020); 

MySocket.Bind(ip); 

 

VB.NET: 

Dim ip As IPEndPoint = New IPEndPoint(IPAddress.Any, 5020) 

 MySocket.Bind(ip) 

 

عااذد  ٠ّٚىٕااه طلااذد listener ذحٌااشحٌّلااذد رخعااظخذحَ حٌ Portحٌااـػااُ حٌم١ااخَ رع١ٍّااش حٌظظاإض عٍااٝ 

ػاُ ٔماَٛ رخٌّٛحفماش عٍاٝ  1-حلأؿٙضس حٌظاٟ عا١ظُ لزٌٛٙاخ ٌٚٛػاع عاذد غ١اش ِلاذد ّٔاشس ٌاٗ حٌاشلُ 

 ٚوّخ ٠ٍٟ : accept ذحٌشحلاطظخي رخعظخذحَ حٌ
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:#C  
MySocket.Listen(-1); 

MySocket.Accept(); 

 

VB.NET: 

MySocket.Listen(-1)  

 MySocket.Accept  

 

ك١اغ طعزات حٌز١خٔاخص فاٟ ِظافٛفش ِآ حٌٕاٛ   Receive ذحٌاش٠ٌٚظُ حعاظمزخي حٌز١خٔاخص ِآ خالاي ح

Byte  : ٍٟٚوّخ ٠ 

 

:#C  
byte[]Received=new byte[1024]; 

MySocket.Receive(Received); 

 

VB.NET: 

Dim Received(1024) As Byte 

 MySocket.Receive(Received) 

 

وّؼااخي)  Port)5222ـٌااٚرظعش٠فٙااخ عٍااٝ ح TCPِاآ حٌٕااٛ   Connectionٕٚ٘ااخ لّٕااخ ربٔشااخء   

 ..1-لا ٔٙخثٟ حٌعذد   Listenٚلّٕخ رظعش٠ف  Bind ذحٌشرخعظخذحَ حٌ Socketك١غ ٠ظُ سرطٙخ رخٌـ

 

 Socketـلارااذ ِآ طعش٠اف حٌاا Socketرخعاظخذحَ حٌاـ TCP Clientٌٚظعش٠اف رشٔاخِؾ حلإسعاخي 

عااخي ػااُ اس IPEndPoint Instance Objectرخٌااـ Portـٚسلااُ حٌاا Serverـٚاعاإخد عٕااٛحْ حٌاا

ك١غ عٕغاظخذَ  socketٚطظُ ع١ٍّش حلإسعخي رّخ طُ طعش٠فٗ فٟ حٌـ Send ذحٌشحٌز١خٔخص رخعظخذحَ حٌ

Stream Socket : ٍٟٚوّخ ٠ 

 

:#C  
String str = Console.ReadLine(); 

ASCIIEncoding asen = new ASCIIEncoding(); 

byte[] msg = asen.GetBytes(str);  

Socket MySocket = new Socket(AddressFamily.InterNetwork, 

SocketType.Stream, ProtocolType.Tcp); 

IPEndPoint remote = new 

IPEndPoint(IPAddress.Parse("192.168.1.101"), 5020); 

MySocket.Connect(remote); 

MySocket.Send(msg); 

MySocket.Close(); 

 

VB.NET: 

Dim str As String = Console.ReadLine 

Dim asen As ASCIIEncoding = New ASCIIEncoding 

Dim msg As Byte() = asen.GetBytes(str) 

Dim MySocket As Socket = New Socket(AddressFamily.InterNetwork, 

SocketType.Stream, ProtocolType.Tcp) 

Dim remote As IPEndPoint = New 

IPEndPoint(IPAddress.Parse("192.168.1.101"), 5020) 
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 MySocket.Connect(remote)  

 MySocket.Send(msg)  

 MySocket.Close 

 

 

 UDPلإٔشبء Socket Programming Synchronousاعزخذاَ اٌـ 7.3

Connectionless : 

 

حٌّشحكاً ٚ٘اٟ رّـّٛعاش ِآ  UDP Socket Connectionطّش ع١ٍّش حلاطظخي رخعظخذحَ حٌاـ

 :وّخ فٟ حٌشىً حٌظخٌٟ

 

 
 

 Serverٚ حٌاـ Clientار طزذأ حٌع١ٍّاش فاٟ حٌاـ الا كذ وز١ش TCPحٌـ UDPحٌـحعظخذحَ ع١ٍّش زٗ ٚطش

 وّخ ٠ٍٟ : Socketربٔشخء حٌـ

:#C  
Socket MySocket = new Socket(AddressFamily.InterNetwork, 

SocketType. Dgram, ProtocolType.Udp); 

 

VB.NET: 

Dim MySocket As Socket = New Socket(AddressFamily.InterNetwork, 

SocketType. Dgram, ProtocolType.Udp) 

 

ٚطغظخذَ فمؾ عٕذ حلاعظمزخي  Bind ذحٌشِع حٌىّز١ٛطش حٌلخٌٟ رخعظخذحَ حٌ Socketػُ سرؾ حٌـ

 ٚوّخ ٠ٍٟ :

:#C  
IPEndPoint sender = new IPEndPoint(IPAddress.Any, 5020); 

MySocket.Bind(sender); 

 

VB.NET: 

Dim sender As IPEndPoint = New IPEndPoint(IPAddress.Any, 5020) 

 MySocket.Bind(sender)  

 

 EndPointك١اااغ ٔعاااشف فاااٟ حٌزذح٠اااش  ReceiveFrom ذحٌاااشٚلاعاااظمزخي حٌز١خٔاااخص ٔغاااظخذَ حٌ

Reference ـّٚٔشسٖ و رٕخء عٍٝ ِخ طُ طعش٠فٗ فٟ حٌغخرك Reference Object  ِع ِظافٛفش
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ِآ خالاي  Stringِٚٓ ػُ ٔغظط١ع طل٠ًٛ حٌّظافٛفش اٌاٝ  ReceiveFrom ٌشذحاٌٝ حٌ Byteحٌـ

 ٚوّخ ٠ٍٟ : Class ASCIIحٌّٛؿٛدس ػّٓ  GetString ذحٌشحٌ

 

:#C  
int recv; 

byte[] data = new byte[1024]; 

EndPoint Remote = (EndPoint) (sender);  

recv = newsock.ReceiveFrom(data, ref Remote); 

Console.WriteLine(Encoding.ASCII.GetString(data, 0, recv)); 

 

VB.NET: 

Dim recv As Integer 

Dim data(1024) As Byte 

Dim Remote As EndPoint = CType((sender), EndPoint) 

 recv = newsock.ReceiveFrom(data, Remote)  

 Console.WriteLine(Encoding.ASCII.GetString(data, 0, recv)) 

 

اٌاٝ  Stringك١غ ّٔشس ٌٙخ حٌز١خٔخص رعذ طل٠ٍٛٙخ ِٓ  SendTo ذحٌش٠ٚظُ فٟ حلإسعخي حعظخذحَ حٌ

Byte Array  حٌخخطا١ش ٚكـاُ حٌز١خٔاخص حٌّشعاٍش ار ٠ّىٕٕاخ ِعشفظاٗ ِآ خالايLength   ٛٚٔا

 Portٚحٌاـ  IP Addressٚحٌازٞ ٠عاشف حٌاـ  EndPointObjectٚحخ١اشح ّٔاشس ٌاٗ حٌاـ Flagsحٌـ

 : Broadcast Messageوّؼخي لإسعخي  ٠ٍٟٚوّخ  Socketٌـ

 

:#C  
string welcome = "Hello All"; 

data = Encoding.ASCII.GetBytes(welcome); 

newsock.SendTo(data, data.Length, SocketFlags.Broadcast, Remote); 

 

VB.NET: 

Dim welcome As String = "Hello All" 

 data = Encoding.ASCII.GetBytes(welcome)  

 newsock.SendTo(data, data.Length, SocketFlags.Broadcast, Remote) 

  

Socket Classes Members7.4 Synchronous: 

 

1- IPAddress Class : حٌاااـ ٠ٚغاااظخذَ ٌظعش٠اااف IPAddress  ٝك١اااغ ٠ّىااآ  اعااإخدٖ اٌااا

ش اسعاخي فاٟ كخٌا ٠ٚArray of Addressّىآ أْ ٔىاْٛ ِآ خلاٌاٗ وّؼاخي  IPEndPointحٌاـ

 وّخ ٠ٍٟ: فٟٙ حٌظ١غش حٌعخِش ٌٗسعخٌش ِخ اٌٝ ِـّٛعش أِخ 

:#C  

IPAddress newaddress = IPAddress.Parse("192.168.1.1"); 

 

VB.NET: 

Dim newaddress As IPAddress = IPAddress.Parse("192.168.1.1") 
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 ر١ٓ حسرعش خ١خسحص فٟ طلذ٠ذ حٌعٕٛحْ ٟٚ٘ وّخ ٠ٍٟ : لاخظ١خس٠ّٚىٓ ح

Any (عٕذ حلإعظمزخي ٠ٚعٕٟ حلإعظمزخي ِٓ حٌىً). ٠ٚغظخذَ ٌظّؼ١ً أٞ عٕٛحْ ِظخف عٍٝ حٌشزىش 

Broadcast ع١اغ ٠ماَٛ رع١ٍّاش  ٠ٚغظخذَ ٌظّؼ١اً حٌزاغ حلإرحعاٟ ٌـ١ّاع حلأؿٙاضس عٍاٝ حٌشازىش)

أٔظاش  Broadcastدْٚ طاذخً حٌّغاظخذَ ، ٌّعشفاش و١ف١اش كغاخد حٌاـ IP Broadcastكغخد حٌاـ

 .حٌفظً حٌؼخٟٔ)

Loopback ٌٍ ـ٠ٚغظخذَ ٌظّؼ١ً حٌعٕٛحْ حٌّعشٚف loopback  ٛ٘ٚ127.0.0.1   

 

 ٚأّ٘ٙخ : حٌذٚحيوّخ ٠ذعُ ِـّٛعش ِٓ 

Equals  ٖرشاىً عاخَ ٌٍّمخسٔاش را١ٓ  حٌذحٌش طغظخذَ ٘زtow Objects  ٌٍّمخسٔاش  عظغاظخذَٕٚ٘اخ

 ارح وخٔخ ِخظٍف١ٓ. Falseارح وخٔخ ِظشخر١ٙٓ ٚ  True ٚطشؿعر١ٓ عٕٛح١ٔٓ 

GetHashCode   ٚطغظخذَ لإسؿخ  حٌعٕٛحْ اٌٝ ط١غشHash Code  

HostToNetworkOrder  ٠ٚشؿع حٌـضء حٌخخص رخٌـNetwork  ْحٌعٕٛح ِٓ 

NetworkToHostOrder  ٠ٚشؿع حٌـضء حٌخخص رخٌـHost ْحٌعٕٛح ِٓ 

IPEndPoint Class : ك١ااغ حعااظخذِٕخٖ ٌظلذ٠ااذ حٌعٕااٛحْ ٚحٌااـPort  ٌٍااـHost  ٚحٌاازٞ ٔش٠ااذ

 ظخي رٗ ٚحٌظ١غش حٌعخِش ٌٗ وّخ ٠ٍٟ :حلاط

:#C  
IPEndPoint end = new IPEndPoint(IPAddress.Parse("192.168.1.1"), 

5020); 

 

VB.NET: 

Dim end As IPEndPoint = New 

IPEndPoint(IPAddress.Parse("192.168.1.1"), 5020) 

 

 ٟٚ٘ وّخ ٠ٍٟ: Socket Classِـّٛعش حٌخٛحص حٌظٟ طذعُ فٟ حٌـ

AddressFamily  ٠ٚشؿع ِـّٛعش حٌعٕخ٠ٚٓ حٌّعشفش عٍٝ حٌـSocket   

Available  ٠ٚشؿع كـُ حٌز١خٔخص حٌـخ٘ضس ٌٍمشحءس ِٓ حٌـSocket   

Blocking   ٟ٠ٚعطGet  ٚأSet ٌّعشفاش ارح واخْ حٌاـsocket ٠غاظخذَ حٌاـBlocking Mode 

 أَ لا

Connected   ْحٌاااـٚطغاااظخذَ ٘ااازٖ حٌخخطااا١ش رىؼاااشس ٌّعشفاااش ارح واااخSocket  ِظظاااً ِاااع

 أَ لا Remote Hostحٌـ

ProtocolType  ٠ٚغظخذَ ٌّعشفش حٌزشٚطٛوٛي حٌزٞ ٠غظخذَ فٟ حٌـSocket   

RemoteEndPoint  ٠ٚشؿااع ِعٍِٛااخص عاآ حٌااـSocket حٌاازٞ ٠غااظخذَ ِااع حٌااـRemote 

Host   
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 ٚوّضبي لاعزخذاِبرٙب:

:#C  

using System; 

using System.Net; 

using System.Net.Socket; 

class Socket_ Properties 

{ 

    public static void Main() 

    { 

        IPAddress ia = IPAddress.Parse("127.0.0.1"); 

        IPEndPoint ie = new IPEndPoint(ia, 8000); 

        Socket fmo = new Socket(AddressFamily.InterNetwork, 

               SocketType.Stream, ProtocolType.Tcp); 

        Console.WriteLine("AddressFamily: {0}", 

               fmo.AddressFamily); 

        Console.WriteLine("SocketType: {0}", 

               fmo.SocketType); 

        Console.WriteLine("ProtocolType: {0}", 

               fmo.ProtocolType); 

        Console.WriteLine("Blocking: {0}", fmo.Blocking); 

        fmo.Blocking = false; 

        Console.WriteLine("new Blocking: {0}", fmo.Blocking); 

        Console.WriteLine("Connected: {0}", fmo.Connected); 

        fmo.Bind(ie); 

        IPEndPoint iep = (IPEndPoint)fmo.LocalEndPoint; 

        Console.WriteLine("Local EndPoint: {0}", 

                iep.ToString()); 

        fmo.Close(); 

    } 

} 

 

VB.NET: 

imports System 

imports System.Net 

imports System.Net.Socket 

 

Public Shared Sub Main() 

    Dim ia As IPAddress = IPAddress.Parse("127.0.0.1") 

    Dim ie As IPEndPoint = New IPEndPoint(ia, 8000) 

    Dim fmo As Socket = New Socket(AddressFamily.InterNetwork, 

SocketType.Stream, ProtocolType.Tcp) 

    Console.WriteLine("AddressFamily: {0}", fmo.AddressFamily) 

    Console.WriteLine("SocketType: {0}", fmo.SocketType) 

    Console.WriteLine("ProtocolType: {0}", fmo.ProtocolType) 

    Console.WriteLine("Blocking: {0}", fmo.Blocking) 

    fmo.Blocking = False 
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    Console.WriteLine("new Blocking: {0}", fmo.Blocking) 

    Console.WriteLine("Connected: {0}", fmo.Connected) 

    fmo.Bind(ie) 

    Dim iep As IPEndPoint = CType(fmo.LocalEndPoint, IPEndPoint) 

    Console.WriteLine("Local EndPoint: {0}", iep.ToString) 

    fmo.Close() 

End Sub 

 د١ش عزشجغ اٌّؼٍِٛبد اٌزب١ٌخ:

AddressFamily: InterNetwork 

SocketType: Stream 

ProtocolType: Tcp 

Blocking: True 

new Blocking: False 

Connected: False 

Local EndPoint: 127.0.0.1:8000 

Press any key to continue . . . 

 

عتٛف ٔزذتذس  ,فتٟ ث١ئتخ اٌتذٚد ١ٔتذ  Synchronous Socketٚ٘ىزا ث١ٕب و١ف١خ ثشِجخ اٌتـ 

 فٟ ث١ئخ اٌذٚد ١ٔذ. Asynchronous Socketٟ اٌفظً اٌزبٌٟ ػٓ ثشِجخ ف
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Chapter 8  

Asynchronous Socket 

 

 

- Asynchronous Socket Class and its members 

 

- Applied Asynchronous Socket in Dot Net 
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8 :Programming SocketAsynchronous  : 

 

رشاىً أوؼاش طفظا١لا  Asynchronous Socketٛف ٔظلذع فٟ ٘زح حٌـاضء عآ حعاظخذحَ حٌاـ ع

عّخ طلذػٕخ راٗ عاخرمخ ٚعاٛف ٔطزاك ِـّٛعاش ِآ حلأِؼٍاش حٌع١ٍّاش عٍاٝ حعاظخذحَ حلاطظاخي حٌغ١اش 

 ِظضحِٓ فٟ رشِـ١خص حٌشزىخص ...

 

عّاً فاٟ حٌاضِٓ ِٓ حٌّعشٚف أْ حلاطظخي حٌّظضحِٓ ُِٙ ؿذح فاٟ حٌزشِـ١اخص حٌظاٟ طلظاخؽ اٌاٝ حٌ

حٌلم١مٟ ك١غ لا ٠غّق رخعظخذحَ حلاطظخي لأِش آخش اٌٝ رعاذ حٔظٙاخء حٌع١ٍّاش حٌـخس٠اش ٚحعاظخذحِٗ 

لا ٠ٕظاق أراذح حعاظخذحِٗ فاٟ كخٌاش ارح  ٌىآُِٙ ؿذح فاٟ حٌع١ٍّاخص حٌظاٟ طظطٍاذ ِؼاً ٘ازٖ حلأِاٛس 

 Dialupحٌاـوخعظّاخد حٌشازىش عٍاٝ  Slow Connectionوخٔض حٌـٙش حٌّغظمزٍش ٌٍز١خٔخص طغظخذَ 

ٌشرؾ حٌـٙخص٠ٓ حٌّشعً ِع حٌّغظمزً أٚ فٟ كخٌش ارح وخْ ٕ٘خٌه ِـّٛعش وز١شس ِٓ حٌّغاظخذ١ِٓ 

حٌّظااضحِٓ رم١ااش حٌّغااظخذ١ِٓ عٍااٝ حٌشاازىش ِاآ اؿااشحء  عااٍٛدك١ااغ ٠ّٕااع حلأ Serverـطغااظخذَ حٌاا

ظق ٚفٟ ٘زٖ حٌلخٌش ٠ٕ  ،٠غظمزً ر١خٔخص ِٓ ؿٙخص آخش  Serverع١ٍّش حلإسعخي فٟ كخٌش وْٛ حٌـ

رخعظخذحَ حلاطظخي حٌغ١ش حٌّظضحِٓ ار ٠عظزش ُِٙ ؿذح فاٟ كخٌاش ارح أسدٔاخ ِآ حٌزشٔاخِؾ حٌم١اخَ رعاذس 

أٚ وّاخ روشٔاخ عاخرمخ فاٟ كخٌاش  ، Connectionٚرخعظخذحَ ٔفاظ حٌاـ Threadِٙخَ ٚعٍٝ ٔفظ حٌـ

 .. Serverارح وخْ حلاطظخي رطٟء ٔغز١خ أٚ حٔٗ ٠ٛؿذ عذد ِغظخذ١ِٓ ٠غظخذِْٛ ٔفظ حٌـ

  

 :  Asynchronous Socket Class and its membersٚلا أ

 

حٌّٛؿاااٛدس ػااآّ  Methodsطاااذعُ حٌاااذٚص ١ٔاااض حلاطظاااخي غ١اااش حٌّظاااضحِٓ رّـّٛعاااش ِااآ حٌاااـ

ٚلاذ  System.Net.Socket Namespacesٚحٌظاٟ ٠اظُ حعاظذعخثٙخ ِآ حٌاـ Socket Classحٌاـ

 Beginٌٚىاً  ،ذحٌاشفاٟ رذح٠اش أعاُ حٌ Beginرٛؿاٛد حٌاـ Methodsحٌاـ١ِاضص حٌاذٚص ١ٔاض ٘ازٖ 

Method  ٠ٛؿااذMethod End   ِمخرٍااش ٌٙااخ ٚحٌظااٟ طغااظخذَ لإسؿااخcallback result  عٕااذ

 ِٓ حٌظٕف١ز ٟٚ٘ وّخ ٠ٍٟ: Begin Methodحٔظٙخء حٌـ

 

 
 

1- BeginAccept طغاااظخذَ ٌمزاااٛي حٌاااـ ٚClient Request ـٚاعااإخدٖ اٌاااٝ حٌاااObject  

AsyncCallback ّىٓ حٌااـٚرخعااظخذحَ ٘اازٖ حٌطش٠مااش عااٛف ٠ااظServer  ِٓاآ حعااظمزخي عااذد ِاا

فاٟ ٔفاظ حٌٛلاض ٚراذْٚ حٌلخؿاش لأظظاخس حلأظٙاخء ِآ حٌع١ٍّاش حٌـخس٠اش  Clients Requestsحٌاـ

ٚطغاظخذَ وّاخ  AsyncCallback Delegateرخعاظخذحَ حٌاـ ذحٌشك١غ ٠ظُ فٟ وً ِشس حعظذعخء حٌ

 ٠ٍٟ وّخ ٠ٍٟ:
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:#C  
m_mainSocket = new Socket(AddressFamily.InterNetwork, 

SocketType.Stream,ProtocolType.Tcp); 

IPEndPoint ipLocal = new IPEndPoint (IPAddress.Any, 5020); 

 

m_mainSocket.Bind (ipLocal); 

m_mainSocket.Listen (10); 

m_mainSocket.BeginAccept (new AsyncCallback 

(Client_request_method), null); 

 

VB.NET: 

m_mainSocket = New Socket(AddressFamily.InterNetwork, 

SocketType.Stream, ProtocolType.Tcp)  

Dim ipLocal As IPEndPoint = New IPEndPoint(IPAddress.Any, 5020) 

 m_mainSocket.Bind(ipLocal)  

 m_mainSocket.Listen(10)  

 m_mainSocket.BeginAccept(New 

AsyncCallback(Client_request_method), Nothing) 

 

ِٕفظً عٓ حٌغخرك ٕٚ٘اخ  Reference  Callbackفٟ Client Requestك١غ ع١ظُ اػخفش حٌـ

 Client Acceptedٚأٙااخء حٌااـ Client Requestلاعااظمزخي حٌااـ methodلارااذ ِاآ أشااخء 

Object ٌذحٌشرخعظخذحَ ح EndAccept: 

 

C#: 
public void Client_request_method(IAsyncResult ar) 

    { 

Socket listener = (Socket)ar.AsyncState; 

Myclient = listener.EndAccept(ar); 

Myclient.Send(/* data to be send*/ ); 

listener.BeginAccept(new AsyncCallback(Client_request_method), 

listener); 

Console.WriteLine("Socket connected to {0}", 

client.RemoteEndPoint.ToString());    } 

 

VB.NET: 

Dim listener As Socket = CType(ar.AsyncState, Socket) 

 Myclient = listener.EndAccept(ar)  

 Myclient.Send  

 listener.BeginAccept(New AsyncCallback(Client_request_method), 

listener)  

 Console.WriteLine("Socket connected to {0}", 

client.RemoteEndPoint.ToString) 
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 رأخز ػذح أشىبي وّب ٠ٍٟ: Method Begin Acceptأطجذذ اٌـ Dot Net 2005فٟ  

 

 AsyncCallBack Delegate  ٚStateٚطؤخز  2225ٚ  2223حٌشىً حلأٚي فٟ حٌذٚص ١ٔض 

Object ٌـلإسؿخ  ِعٍِٛخص عٓ كخٌش ح Request ٌـفٟ ح Socket :ٍٟٚوّخ ٠ 

MySocket.BeginAccept(AsyncCallback , object state)  

 

 :ك١غ ٠ّىٕه ف١ٗ طلذ٠ذ كـُ حٌز١خٔخص حٌّغظٍّش 2225حٌشىً حٌؼخٟٔ فٟ حٌذٚص ١ٔض 

MySocket.BeginAccept(int Data_ Receive_Size , AsyncCallback , 

object state)  

 

  :Accepted Socket ـك١غ رّىٓ ف١ٗ طلذ٠ذ حٌ 2225حٌشىً حٌؼخٌغ فٟ حٌذٚص ١ٔض 

MySocket.BeginAccept(Socket accept_Socket ,int Data_ Receive_Size , 

AsyncCallback , object state) 

 

 2- BeginConnect  ٌَشرؾ حٌـٚطغظخذClient ِع حٌـServer أٚ حٌـRemote Machine 

 IPEndPoint Instance Objectك١غ ٠غٕذ ٌٙخ حٌـ Asynchronous Connectionوـ

 Asynchronous Callbackحٌـ٠غٕذ ٌٙخ أ٠ؼخ ٚ )Portـسلُ حٌٚ IP Address(٠لذد ف١ٗ حٌـ 

 ٚوّخ ٠ٍٟ: State Objectٚحٌـ

 

MySocket.BeginConnect(EndPoint IP,Syncallback Result,object state) 

 

 ٚطغظخذَ وّخ ٠ٍٟ وّؼخي:

 

:#C  
Socket MySocket = new Socket (AddressFamily.InterNetwork, 

SocketType.Stream, ProtocolType.Tcp); 

IPEndPoint ipend = new IPEndPoint(IPAddress.Parse("192.168.1.101"), 

5020); 

 

 MySocket.BeginConnect(ipend, new AsyncCallback(Connect_him), 

MySocket); 
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VB.NET: 

Dim MySocket As Socket = New Socket(AddressFamily.InterNetwork, 

SocketType.Stream, ProtocolType.Tcp) 

Dim ipend As IPEndPoint = New 

IPEndPoint(IPAddress.Parse("192.168.1.101"), 5020) 

MySocket.BeginConnect(ipend, new AsyncCallback(Connect_him), 

MySocket) 

 

 وّخ ٠ٍٟ: ٠CallBack Socketظُ طلذ٠ذ حٌـ Connect_him Method فٟ حٌـ

 

:#C  
        public static void Connect_him (IAsyncResult iar) 

        { 

            Socket sock = (Socket)iar.AsyncState; 

            try 

            { 

                sock.EndConnect(iar); 

            } 

            catch (SocketException) 

            { 

                Console.WriteLine("Unable to connect to host"); 

            } 

} 

 

VB.NET: 

Public Shared Sub Connected(ByVal iar As IAsyncResult) 

    Dim sock As Socket = CType(iar.AsyncState, Socket) 

    Try 

        sock.EndConnect(iar) 

    Catch generatedExceptionVariable0 As SocketException 

        Console.WriteLine("Unable to connect to host") 

    End Try 

End Sub 

 

3- BeginReceive ٚطغاظخذَ لإعااظمزخي ر١خٔاخص ِاآ حٌاـClient  ٟٚطخض٠ٕٙااخ فاByte Array 

 ٚحٌظ١غش حٌعخِش ٌٙخ وّخ ٠ٍٟ:

 

MySocket.BeginReceive(Byte[] buffer,int offset, 

SocketFlags,AsyncCallback, object sate) 

 

 

 غظخذَ وّخ ٠ٍٟ وّؼخي:طٚ

 

:#C  
byte[] data = new byte[1024]; 

 MySocket.BeginReceive(data, 0, data.Length, SocketFlags.None, new 

AsyncCallback(ReceivedData), MySocket); 
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void ReceivedData(IAsyncResult iar) 

        { 

     Socket remote = (Socket)iar.AsyncState; 

     int recv = remote.EndReceive(iar); 

     string receivedData = Encoding.ASCII.GetString(data, 0, recv); 

     Console.WriteLine(receivedData); 

        } 

 

VB.NET: 

Dim data(1024) As Byte 

MySocket.BeginReceive(data, 0, data.Length, SocketFlags.None, New 

AsyncCallback(ReceivedData), MySocket) 

 

Sub ReceivedData(ByVal iar As IAsyncResult) 

    Dim remote As Socket = CType(iar.AsyncState, Socket) 

    Dim recv As Integer = remote.EndReceive(iar) 

    Dim receivedData As String = Encoding.ASCII.GetString(data, 0, 

recv) 

    Console.WriteLine(receivedData) 

End Sub 

 

لإعاااظمزخي حٌز١خٔاااخص ِااآ ِٛلاااع ِلاااذد رخعاااظخذحَ  BeginReceiveFrom ذحٌاااشوّاااخ طغاااظخذَ حٌ

 . IPEndPoint Refrance Objectك١غ ٠ؼخف اٌٝ حٌظشو١ذ حٌغخرك  UDPحٌـ

 

4- BeginSend ٚطغظخذَ لإسعاخي ر١خٔاخص اٌاٝ حٌطاشف حٌّغاظمزً عزاش حٌاـAsynchronous 

Socket :ٍٟٚحٌظ١غش حٌعخِش ٌٙخ وّخ ٠ 

 

MySocket.BeginSend (Byte[] buffer,int offset, 

SocketFlags,AsyncCallback, object sate) 

 

 ٚطغظخذَ وّخ ٠ٍٟ وّؼخي:

 

:#C  
private static void SendData(IAsyncResult iar) 

 { 

            Socket server = (Socket)iar.AsyncState; 

            int sent = server.EndSend(iar); 

  } 

byte[] data = Encoding.ASCII.GetBytes("Hello Word"); 

MySocket.BeginSend(data, 0, data.Length, SocketFlags.None, 

new AsyncCallback(SendData), MySocket); 

 

VB.NET: 

Private Shared Sub SendData(ByVal iar As IAsyncResult) 

    Dim server As Socket = CType(iar.AsyncState, Socket) 

    Dim sent As Integer = server.EndSend(iar) 
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End Sub 

Dim data As Byte() = Encoding.ASCII.GetBytes("Hello Word") 

MySocket.BeginSend(data, 0, data.Length, SocketFlags.None, 

AddressOf SendData, MySocket) 

 

ِلااذد رخعااظخذحَ  Remote Hostلإسعااخي حٌز١خٔااخص اٌااٝ  BeginSendto ذحٌااشوّااخ طغااظخذَ حٌ

 . IPEndPoint Refrance Objectك١غ ٠ؼخف اٌٝ حٌظشو١ذ حٌغخرك  UDPحٌـ

 

 ٟٚ٘: 2005اٌجذ٠ذح فٟ اٌذٚد ١ٔذ  اٌذٚايوّب رُ إػبفخ ِجّٛػخ ِٓ  -5

BegonDiconnect  ٚ لإٔٙااااااااااااخء حلاطظااااااااااااخيBeginSendFile ي ٍِااااااااااااف لإسعااااااااااااخ

ٚحٌظاااٟ طغاااظخذَ لإعاااظمزخي عاااذد ِلاااذد ِااآ حٌز١خٔاااخص  BeginReceiveMessageFromٚحٌاااـ

 .. Buferٚطخض٠ٕٙخ فٟ ِىخْ ِلذد فٟ حٌـ

 

حٌظشو١ذ حٌظخٌٟ:   

 

:BeginSendFile ـ طؤخز حٌ   

MySocket.BeginSendFile(string filename,AsyncCallback Asyn,object 

state) 

 

 

 حٌظشو١ذ حٌظخٌٟ: BeginReceiveMessageFromٚحٌـ

MySocket.BeginReceiveMessageFrom(byte Buffer ,int offset,int 

size,SocketFlags sf,ref EndPoint,AsyncCallback ascb,object state) 

 

 

 حٌظشو١ذ حٌظخٌٟ: BegonDiconnectٚحٌـ

MySocket.BeginDisconnect(bool reuseSocket,AsyncCallback 

ascb,object state) 
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 فٟ اٌذٚد ١ٔذ : Asynchronous Socketصب١ٔب: رطج١مبد اٌـ

 

فٟ  Object Socketـطّش ع١ٍّش حلاطظخي حٌغ١ش ِظضحِٓ رّـّٛعش ِٓ حٌّشحكً طزذأ ربٔشخء حٌ

 Asynchronousٌزذأ   BeginConnectرعذ رٌه ٠ظُ طعش٠ف حٌـ Server Sideحٌـ

Connection عٍٝ حٌـSocket  ك١غ ٠ظُ اعٕخدObject IPEndPoint ٌـٚحMethod 

Asynchronous Callback ٚحٌـState Object  ٌٙخ ٚطزذأ فٟ ٘زٖ حٌلخٌش ع١ٍّش حلاطظخي

ك١غ ٠ظُ  Client Requestٌمزٛي حٌـ BeginAcceptٚرعذ رٌه طّشس اٌٝ حٌـ ، Socketرخٌـ

 ١ٌعٍّٗ ف١ٙخ رمزٛي حٌـٍغش ٚاِىخ١ٔش Clientاٌٝ حٌـ Acknowledgementلزٛي حٌطٍذ ٠ٚشعً 

 ذحٌشرعذ حٌّٛحفمش عٍٝ حٌـٍغش حٌزذء رخلإسعخي رخعظخذحَ حٌ Clientحٌزذء ٌلإسعخي ٚ ٠غظط١ع حٌـ

BeginSend ٠ٚغظمزً حٌـServer حٌشعخٌش ِٓ حٌـClient ٌذحٌشرخعظخذحَ ح BeginReceive 

ٌلاعظعذحد لإؿشحء ع١ٍّش أخشٜ  End ذحٌشطمخرٍٙخ حٌ Beginٚوّخ روشٔخ عخرمخ فبْ ٌىً ع١ٍّش 

 فٟ حٌزشٔخِؾ ٚ٘ٛ ِخ ١ِض حلاطظخي حٌغ١ش ِظضحِٓ عٓ حلاطظخي حٌّظضحِٓ. Threadفظ حٌـعٍٝ ٔ

    

 
 

ظخس ار أٔٗ ٚفٟ وً ع١ٍّش ؽٍذ رٛػع١ش حلإٔظ Serverرمخء حٌـ فٟ حٌشىً حٌغخرك لاكع ٔ

 Methodٚطغظذعٝ ٘زٖ حٌـ Endxxx Methodِخ ٠ظُ أٙخثش رخعظخذحَ حٌـ  Requestٌٍـ

حٌّخظض لإؿشحء ع١ٍّش حلإطظخي حٌغ١ش ِظضحِٓ ٟٚ٘  Delegateرخعظخذحَ حٌـ 

AsyncCallback  ٚطشزٗ ٘زٖ حٌع١ٍّش اٌٝ كذ وز١ش ع١ٍّش حٌذخٛي حٌّزخشش اٌٝ حٌّعخٌـش ار لا

ٌع١ٍّش حٌّعخٌـش حٌلخ١ٌش فٟ كخٌش ٚسٚد ؽٍذ ؿذ٠ذ ٚ٘ىزح ٠غٍُ أٞ ؽٍذ  Serverطٕظظش أٙخء حٌـ 

 رٛػع حلإٔظظخس ... Serverرمخء كخٌش حٌـ لإٔٙخثٗ ٚا Endxxx Methodؿذ٠ذ اٌٝ حٌـ 

 

٠عظّذ  Client/Server Chatting ٚرٕخء عٍٝ حٌّفخ١ُ٘ حٌغخرمش عٛف ٔمَٛ ح٢ْ ربٔشخء رشٔخِؾ 

 لإسعخي ٚحعظمزخي حٌز١خٔخص . Asynchronous Socketعٍٝ حٌـ
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 ٌٍٚزذء لُ ربٔشخء ِششٚ  ؿذ٠ذ وّخ فٟ حٌشىً حٌظخٌٟ:

 

 
 

 اٌزب١ٌخ: Namespacesعٛف ٔغزخذَ اٌـ

 

:#C  
using System.Net; 

using System.Net.Socket; 

using System.Text;  

 

VB.NET: 

Imports System.Net 

Imports System.Net.Socket 

Imports System.Text 

 

(لُ ثئػبفخ اٌزؼبس٠ف Main Class)أٞ ثؼذ رؼش٠ف اٌـ Global Declarationفٟ اٌـ

 اٌزب١ٌخ:  

:#C  
public class Form1 : System.Windows.Forms.Form 

 { 

Socket server = new 

Socket(AddressFamily.InterNetwork,SocketType.Stream, 

ProtocolType.Tcp); 

IPEndPoint iep = new IPEndPoint(IPAddress.Any, 5020); 

private byte[] data = new byte[1024]; 

private int size = 1024; 

 

VB.NET: 

Public Class Form1 Inherits System.Windows.Forms.Form 

 

Private server As Socket = New Socket(AddressFamily.InterNetwork, 

SocketType.Stream, ProtocolType.Tcp) 

 Private iep As IPEndPoint = New IPEndPoint(IPAddress.Any, 5020) 

 Private data As Byte() = New Byte(1024)  

 Private size As Integer = 1024 
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٠ؼزّتتذ ػٍتتٝ  Connectionلتتُ ثئػتتبفخ اٌىتتٛد اٌزتتبٌٟ د١تتش عتتٕؼشف  Form Loadفتتٟ اٌتتـ

صتتتتُ رؼش٠تتتتف ػ١ٍّتتتتخ لجتتتتٛي الارظتتتتبي ثبعتتتتزخذاَ  Port 5020ـ٠ٚؼّتتتتً ػٍتتتتٝ اٌتتتت TCPاٌتتتتـ

 : BeginAcceptاٌـ

:#C  
private void Form1_Load(object sender, System.EventArgs e) 

{ 

server = new Socket(AddressFamily.InterNetwork,SocketType.Stream, 

ProtocolType.Tcp); 

IPEndPoint iep = new IPEndPoint(IPAddress.Any, 5020); 

server.Bind(iep); 

server.Listen(5); 

server.BeginAccept(new AsyncCallback(AcceptConn), server); 

} 

VB.NET: 

Private Sub Form1_Load(ByVal sender As Object, ByVal e As 

System.EventArgs) 

    server = New Socket(AddressFamily.InterNetwork, 

SocketType.Stream, ProtocolType.Tcp) 

    Dim iep As IPEndPoint = New IPEndPoint(IPAddress.Any, 5020) 

    server.Bind(iep) 

    server.Listen(5) 

    server.BeginAccept(New AsyncCallback(AcceptConn), server) 

End Sub 

 

 Acceptedٚاٌتتتزٞ عتتت١زُ ف١تتتٗ إٔٙتتتبء اٌتتتـ Accept Callback Methodصتتتُ إٔشتتتبء 

Request ثبعتتتتتتتتتتزخذاَ اٌتتتتتتتتتتـEndAccept Method  ٚثؼتتتتتتتتتتذ رٌتتتتتتتتتته إسعتتتتتتتتتتبي

Acknowledgement إٌتتتتٝ اٌتتتتـClient ًثبعتتتتزخذاَ  رخجتتتتشٖ ف١ٙتتتتب ثمجتتتتٛي اٌطٍتتتتت ٚرشعتتتت

 وّب ٠ٍٟ: BeginSend Methodاٌـ

 

:#C  
void AcceptConn(IAsyncResult iar) 

{ 

Socket oldserver = (Socket)iar.AsyncState; 

Socket client = oldserver.EndAccept(iar); 

conStatus.Text = "Connected to: " + client.RemoteEndPoint.ToString(); 

string stringData = "Welcome to my server"; 

byte[] message1 = Encoding.ASCII.GetBytes(stringData); 

client.BeginSend(message1, 0, message1.Length, 

SocketFlags.None,new AsyncCallback(SendData), client); 

} 

 

VB.NET: 

Sub AcceptConn(ByVal iar As IAsyncResult) 

    Dim oldserver As Socket = CType(iar.AsyncState, Socket) 

    Dim client As Socket = oldserver.EndAccept(iar) 

    conStatus.Text = "Connected to: " + client.RemoteEndPoint.ToString 

    Dim stringData As String = "Welcome to my server" 
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    Dim message1 As Byte() = Encoding.ASCII.GetBytes(stringData) 

client.BeginSend(message1, 0, message1.Length, SocketFlags.None, 

New AsyncCallback(SendData), client) 

End Sub 

 

 ٚوّب ٠ٍٟ: BeginSendلإٔٙبء اٌـ Send Callback methodصُ إٔشبء 

:#C  
void SendData(IAsyncResult iar) 

{ 

Socket client = (Socket)iar.AsyncState; 

int sent = client.EndSend(iar); 

client.BeginReceive(data, 0, size, SocketFlags.None,new 

AsyncCallback(ReceiveData), client); 

} 

 

VB.NET: 

Sub SendData(ByVal iar As IAsyncResult) 

    Dim client As Socket = CType(iar.AsyncState, Socket) 

    Dim sent As Integer = client.EndSend(iar) 

    client.BeginReceive(data, 0, size, SocketFlags.None, New 

AsyncCallback(ReceiveData), client) 

End Sub 

 

 ٚوّب ٠ٍٟ: BeginReceiveلإٔٙبء اٌـ Receive Callback methodصُ إٔشبء 

:#C  
void ReceiveData(IAsyncResult iar) 

{ 

Socket client = (Socket)iar.AsyncState; 

int recv = client.EndReceive(iar); 

 if (recv == 0) 

 { 

  client.Close(); 

  conStatus.Text = "Waiting for client..."; 

 server.BeginAccept(new AsyncCallback(AcceptConn), server); 

  return; 

 } 

string receivedData = Encoding.ASCII.GetString(data, 0, recv); 

results.Items.Add(receivedData); 

byte[] message2 = Encoding.ASCII.GetBytes(receivedData); 

client.BeginSend(message2, 0, message2.Length, 

SocketFlags.None,new AsyncCallback(SendData), client); 

  } 

 

VB.NET: 

Sub ReceiveData(ByVal iar As IAsyncResult) 

    Dim client As Socket = CType(iar.AsyncState, Socket) 

    Dim recv As Integer = client.EndReceive(iar) 
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    If recv = 0 Then 

        client.Close() 

        conStatus.Text = "Waiting for client..." 

        server.BeginAccept(New AsyncCallback(AcceptConn), server) 

        Return 

    End If 

    Dim receivedData As String = Encoding.ASCII.GetString(data, 0, 

recv) 

    results.Items.Add(receivedData) 

    Dim message2 As Byte() = Encoding.ASCII.GetBytes(receivedData) 

    client.BeginSend(message2, 0, message2.Length, SocketFlags.None, 

New AsyncCallback(SendData), client) 

End Sub 

 

 Clientٚا٢ْ عتتٛف ٔمتتَٛ ثئٔشتتبء ثشٔتتبِج اٌتتـ Serverٕٚ٘تتب لتتذ رتتُ الأزٙتتبء ِتتٓ ثشٔتتبِج اٌتتـ

 ٌٍٚجذء لُ ثئٔشبء ِششٚع جذ٠ذ وّب فٟ اٌشىً اٌزبٌٟ:

 

 
 

 

 اٌزب١ٌخ: Namespacesعٛف ٔغزخذَ اٌـ

 

:#C  
using System.Net; 

using System.Net.Socket; 

using System.Text; 

 

VB.NET: 

imports System.Net 

imports System.Net.Socket 

imports System.Text 

 

(لُ ثئػبفخ اٌزؼبس٠ف Main Class)أٞ ثؼذ رؼش٠ف اٌـ Global Declarationفٟ اٌـ

 اٌزب١ٌخ:  
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:#C  
public class Form1 : System.Windows.Forms.Form 

{ 

 private Socket client; 

 private byte[] data = new byte[1024]; 

 private int size = 1024;   

 

 لُ ثىزبثخ اٌىٛد اٌزبٌٟ: Connect Buttonفٟ اٌـ

 

. 

. 

conStatus.Text = "Connecting..."; 

Socket newsock = new Socket(AddressFamily.InterNetwork, 

SocketType.Stream, ProtocolType.Tcp); 

IPEndPoint iep = new IPEndPoint(IPAddress.Parse(textBox1.Text), 

5020); 

newsock.BeginConnect(iep, new AsyncCallback(Connected), 

newsock); 

 

VB.NET: 

Private client As Socket 

Private data As Byte() = New Byte(1024)  

Private size As Integer = 1024 

. 

. 

conStatus.Text = "Connecting..."  

Dim newsock As Socket = New Socket(AddressFamily.InterNetwork, 

SocketType.Stream, ProtocolType.Tcp) 

Dim iep As IPEndPoint = New 

IPEndPoint(IPAddress.Parse(textBox1.Text), 5020) 

newsock.BeginConnect(iep, New AsyncCallback(Connected), newsock) 

 

 وّب ٠ٍٟ: Callback Connect methodصُ لُ ثئٔشبء 

:#C  
void Connected(IAsyncResult iar) 

{ 

client = (Socket)iar.AsyncState; 

 try 

 { 

client.EndConnect(iar); 

conStatus.Text = "Connected to: " + client.RemoteEndPoint.ToString(); 

client.BeginReceive(data, 0, size, SocketFlags.None, new 

AsyncCallback(ReceiveData), client); 

 }  

catch (SocketException) 

  { 
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 conStatus.Text = "Error connecting"; 

  } 

} 

 

VB.NET: 

Sub Connected(ByVal iar As IAsyncResult) 

    client = CType(iar.AsyncState, Socket) 

    Try 

        client.EndConnect(iar) 

        conStatus.Text = "Connected to: " + 

client.RemoteEndPoint.ToString 

        client.BeginReceive(data, 0, size, SocketFlags.None, New 

AsyncCallback(ReceiveData), client) 

    Catch generatedExceptionVariable0 As SocketException 

        conStatus.Text = "Error connecting" 

    End Try 

End Sub 

 

 ٚوّب ٠ٍٟ: BeginReceiveلإٔٙبء اٌـ Receive Callback methodصُ إٔشبء 

:#C  
void ReceiveData(IAsyncResult iar) 

{ 

Socket remote = (Socket)iar.AsyncState; 

int recv = remote.EndReceive(iar); 

string stringData = Encoding.ASCII.GetString(data, 0, recv); 

results.Items.Add(stringData); 

} 

VB.NET: 

Sub ReceiveData(ByVal iar As IAsyncResult) 

    Dim remote As Socket = CType(iar.AsyncState, Socket) 

    Dim recv As Integer = remote.EndReceive(iar) 

    Dim stringData As String = Encoding.ASCII.GetString(data, 0, recv) 

    results.Items.Add(stringData) 

End Sub 

 

 : Send Buttonصُ إػبفخ اٌىٛد اٌزبٌٟ فٟ اٌـ

:#C  
try 

{ 

byte[] message = Encoding.ASCII.GetBytes(newText.Text); 

newText.Clear(); 

client.BeginSend(message, 0, message.Length, SocketFlags.None,new 

AsyncCallback(SendData), client); 

newText.Focus(); 

} 

catch(Exception ex){MessageBox.Show(ex.Message);} 
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VB.NET: 

Try  

Dim message As Byte() = Encoding.ASCII.GetBytes(newText.Text) 

 newText.Clear  

 client.BeginSend(message, 0, message.Length, SocketFlags.None, New 

AsyncCallback(SendData), client)  

 newText.Focus  

Catch ex As Exception  

Msgbox(ex.Message)  

End Try 

 

 ٚوّب ٠ٍٟ: BeginSendلإٔٙبء اٌـ Send Callback methodصُ إٔشبء 

:#C  
void SendData(IAsyncResult iar) 

{ 

 try 

 { 

 Socket remote = (Socket)iar.AsyncState; 

 int sent = remote.EndSend(iar); 

remote.BeginReceive(data, 0, size, SocketFlags.None, new 

AsyncCallback(ReceiveData), remote); 

   } 

catch(Exception ex){MessageBox.Show(ex.Message);} 

} 

 

VB.NET: 

Sub SendData(ByVal iar As IAsyncResult) 

    Try 

        Dim remote As Socket = CType(iar.AsyncState, Socket) 

        Dim sent As Integer = remote.EndSend(iar) 

        remote.BeginReceive(data, 0, size, SocketFlags.None, New 

AsyncCallback(ReceiveData), remote) 

    Catch ex As Exception 

Msgbox(ex.Message) 

    End Try 

End Sub 

 

 ٚوّب ٠ٍٟ: BeginReceiveلإٔٙبء اٌـ Receive Callback methodصُ إٔشبء 

:#C  
void ReceiveData(IAsyncResult iar) 

{ 

 try 

 { 

Socket remote = (Socket)iar.AsyncState; 

int recv = remote.EndReceive(iar); 

string stringData = Encoding.ASCII.GetString(data, 0, recv); 

results.Items.Add(stringData); 
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 } 

 catch(Exception ex){MessageBox.Show(ex.Message);} 

} 

 

VB.NET: 

Sub ReceiveData(ByVal iar As IAsyncResult) 

    Try 

        Dim remote As Socket = CType(iar.AsyncState, Socket) 

        Dim recv As Integer = remote.EndReceive(iar) 

        Dim stringData As String = Encoding.ASCII.GetString(data, 0, 

recv) 

        results.Items.Add(stringData) 

    Catch ex As Exception 

Msgbox(ex.Message) 

    End Try 

End Sub 

 

د١تش ٔؼتشف فتٟ  Serverلا ٠خزٍف وض١تشا ػتٓ ثشٔتبِج اٌتـ Clientٚوّب لادظٕب فئْ ثشٔبِج اٌـ

 Clientأِتب فتٟ اٌتـ BeginAccept Methodٚاٌتـ Socket Connectionاٌتـ Serverاٌـ

ٚرجمتتتٝ ػ١ٍّتتتخ   BeginConnect Methodٚ اٌتتتـ Socket Connectionفٕؼتتتشف اٌتتتـ

 ... Clientٌـٚا Serverالإسعبي ٚالاعزمجبي ٟ٘ ٔفغٙب فٟ 

 

 Multicasting Conferenceع١زُ اٌذذ٠ش فٟ اٌفظً اٌزبٌٟ ػٓ ؽشق ثشِجخ أٔظّخ اٌـ 

Systems .فٟ ث١ئخ اٌذٚد ١ٔذ 
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Chapter  9  

Advanced Multicasting Systems 

 

 

 

- Architecture of Multicast Socket 

 

- Using Multicast Socket with .NET 

 

- Multicast Conferencing Systems: 

 

1. Full/Half Duplex Multicast Video 

Conferencing System. 

2. Full/Half Duplex Multicast Desktop 

Conferencing System. 

3. Full/Half Duplex Multicast Text 

Conferencing System 
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9:Advanced Multicasting Systems  : 

 

ٚر١ٕخ  Broadcastingٚر١ٕخ حٌفشق ر١ٕٙخ ٚر١ٓ حٌـ  Multicastingلّٕخ عخرمخ رظعش٠ف حٌـ 

أٔٛحعٙخ ٚو١ف١ش حٌظعخًِ ِعٙخ فٟ حٌذٚص ١ٔض ٚفٟ ٘زٖ حٌفظً عٛف ٔظلذع عٕٙخ رشىً أوؼش 

 .Conferencingِـ١خص حٌشزىخص ٚخخطش رشِـ١خص حٌـطفظ١لا ٚرٌه لأ١ّ٘ظٙخ حٌىز١شس فٟ رش

 

 :  SocketArchitecture of Multicastأٚلا :  

 

ٚرخعظخذحَ  UDPعزش رشطٛوٛي حٌـ Multicastingِٓ حٌّعشٚف حٔٗ ٠ظُ حٌظعخًِ ِع حٌـ

 – IGMPٚطظُ ع١ٍّش ادحسس حٌّـّٛعخص رخعظخذحَ رشطٛوٛي حٌـ Class D Subnet Maskحٌـ

Internet Group Management Protocol ٚحٌزٞ ٘ٛ ؿضء ِٓ حٌـInternet Protocol 

Model فبْ رشطٛوٛي حٌـٚوّخ ٠ظؼق ِٓ حٌشىً حٌظخ ٌٟIGMP  ٠لظٛٞ عٍٝ ع١ٍّخص حٌظلمك

ِٓ حٌٛطٛي حٌغ١ٍُ ٌٍز١خٔخص (ك١غ ٠ظُ اسعخي كـُ حٌز١خٔخص حٌىٍٟ ٌشعخٌش ٟٚ٘ حخظ١خس٠ش ار 

ٚحٌزٞ ٠لذد  TTL Time to Liveٚ طلظٛٞ أ٠ؼخ عٍٝ حٌـ  ،٠ّىٓ اٌغخثٙخ رٛػع حٌشلُ طفش) 

ٚٔٛ   ،Packetحٌظٟ ع١ّش ِٕٙخ حٌـ  Hops رٕخء عٍٝ عذد حٌـ ف١ٗ حٌعّش حلافظشحػٟ ٌىً سعخٌش

أٚ اسؿخ  ِعٍِٛخص عٓ حٌّـّٛعش  ،اٌغخء ِٓ ِـّٛعش  ،ػُ اٌٝ ِـّٛعش حٌع١ٍّش حلإدحس٠ش (

Membership Query ّٓٚأخ١شح عٕٛحْ حٌّـّٛعش حٌظٟ ٠ظُ طلذ٠ذ٘خ رشِـ١خ ػ  (

 .  Class D ـحٌّلذد ٌٍ Rangeحٌـ

 

 
 

اٌٝ  IP Multicasting   ِٓ224.0.0.0فٟ حٌـ Rangeٚطُ طخظ١ض حٌـ 

أٚ  Dynamicأٚ  Staticرشىً ٠ذٚٞ  اِخٚٔغظط١ع طلذ٠ذٖ رؼلاػش ؽشق  239.255.255.255

 ٚرشىً عخَ طغظخذَ ٘زٖ حٌظٛص٠عخص وّخ ٠ٍٟ وّؼخي: Scope-Relativeعٍٝ أعخط حٌـ

 

٠غاظخذَ فاٟ ؿ١ّاع حٌشازىخص حٌّل١ٍاش ك١اغ لا ٠اظُ طّش٠اشٖ اٌااٝ   224.0.0.1 حٌظخظا١ض وّؼاخي

حٔظاش حٌاشحرؾ  Multicasting ـّعشفاش ؿ١ّاع حٌظخظ١ظاخص ٌٍاٌ  .Routerشزىش أخاشٜ عزاش حٌاـ

 :  Ianaحٌخخص رّٕظّش حٌـ  حٌظخٌٟ

 

addresses-http://www.iana.org/assignments/multicast 

 

ك١غ ٠اظُ اسعاخٌٙخ  Unicastوـ Backbone Tunnelsر١ٓ حٌـ ٠Multicast Packetsظُ ٔمً حٌـ

 Backbone Tunnelاٌٝ أخش عزاش حٌاـ Routerٚ طشعً ِٓ  Routerِٓ دحخً حٌشزىش اٌٝ حٌـ

فاٟ حٌشازىش ك١اغ طشعاً ٔغاخش  Bandwidthٚ٘ٛ ِاخ ٠اٛفش حٌىؼ١اش ِآ حٌاـ Unicastحٌـ ؤعٍٛدر

حٌّشاىٍش حٌٛك١اذس فاٟ ،  Broadcastواـس ٠ٚمَٛ ٘ٛ رظٛص٠عٙخ عٍٝ حلأؿٙاض Routerٚحكذس اٌٝ حٌـ

 UDP Connectionless٘ااٛ حٔااٗ ٠عظّااذ رشااىً وخِااً عٍااٝ حعااظخذحَ حٌااـ Multicastحٌااـ

Protocol. 

 

 Peer toفاٟ ػلاػاش أٔاٛح  ِآ حٌشازىخص ٚ٘اٟ شازىخص حٌاـ ٠ٚMulticastingّىٕٕاخ حعاظخذحَ حٌاـ

Peer  ك١غ لا ٚؿٛد ٌـٙخصServer ٌـٚحٌىً ٠غظمزً ٚ ٠شعً ِٓ ٚ اٌٝ حGroup ٗحٌزٞ ٘ٛ ف١ا، 

http://www.iana.org/assignments/multicast-addresses
http://www.iana.org/assignments/multicast-addresses
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 Serverك١ااغ ٠ااظُ اسعااخي سعااخٌش ٚحكااذس اٌااٝ حٌااـ Server Based Networkٚحٌٕااٛ  حٌؼااخٟٔ 

أِااخ حٌٕااٛ  حٌؼخٌااغ ف١ااظُ ِاآ خاالاي  ،٠عٙااخ عٍااٝ رم١ااش حلأؿٙااضس فااٟ حٌشاازىشرظٛص ٠ٚServerمااَٛ حٌااـ

اٌاٝ  Clientٚوّخ ٠ظؼق ِٓ حٌشىً حٌظخٌٟ فابْ ع١ٍّاش حلإسعاخي طاظُ رعاذ حٔؼاّخَ حٌاـ ،Routerحٌـ

ك١اغ  Routerسعاخٌش ٚحكاذس اٌاٝ حٌاـ ٠ٚClientشعً حٌـ IP Multicastحٌّـّٛعش حٌظٟ طٍّه حٌـ

   .Routing Tableرظٛص٠عٙخ عٍٝ حلأؿٙضس فٟ حٌّـّٛعش ِغظخذِخ حٌـ ٠Routerمَٛ حٌـ

 

 
 

 ٠Multicastingاظُ حلإسعاخي فاٟ  Broadcastingٚوّخ واخْ حٌلاخي فاٟ حلإسعاخي رخعاظخذحَ حٌاـ

ك١اغ طكىاْٛ واً  ، Broadcastد اٌٝ ِـّٛعش ِع١ٕش ١ٌٚظ اٌاٝ حٌىاً وّاخ فاٟ حٌاـِٓ ؿٙخص ِلذ

 IPخاااخص ٠ٚاااظُ حٌظخظااا١ض وّاااخ روشٔاااخ عاااخرمخ ٚفاااك حٌاااـ Groupِـّٛعاااش ِااآ حلأؿٙاااضس 

Multicasting ك١اااغ طّظٍاااه واااً ِـّٛعاااش ٔفاااظ حٌاااـIP Multicast  ٠ٚٛؿاااذ عاااذس أشاااىخي

ٚ حلإسعاخي اٌاٝ  one to Group ِٚٓ حلأِؼٍش ع١ٍٙخ حلإسعاخي اٌاٝ ِـّٛعاش Multicastingـٌٍ

 :  one to Multi Groupأوؼش ِٓ ِـّٛعش 

 

 :One to Groupحلإسعخي ِٓ ٚحكذ اٌٝ ِـّٛعش  – 1

  Receiver Usersحٌازٞ ٠ٍّىاٗ حٌاـ IP Multicastingٔفاظ حٌاـ User Senderٚف١اٗ ٠ٍّاه حٌاـ

ٌاااٝ ا Unicast ـاٌاااٝ ؿ١ّاااع أعؼاااخثٗ ك١اااغ طشعاااً وااا ٠ٚGroupاااظُ حلإسعاااخي ِااآ دحخاااً حٌاااـ

 ؤعاااٍٛدك١اااغ ٠ماااَٛ رظٛص٠عٙاااخ عٍاااٝ وخفاااش حلأعؼاااخء فاااٟ حٌّـّٛعاااش ر Access Pointحٌاااـ

 ٚوّخ فٟ حٌشىً حٌظخٌٟ:  Broadcastحٌـ
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 :Groups-One to Multiحلإسعخي اٌٝ أوؼش ِٓ ِـّٛعش   -2

٠ٚاظُ  Receiver Usersِخظٍاف عآ  User Sender ـٌٍ IP Multicastingٚف١ٗ لذ ٠ىْٛ حٌـ

ٞ ٘ااٛ عؼااٛ ِٕٙااخ ٚاٌااٝ ِـّٛعااخص اٌااٝ حٌّـّٛعااش حٌااز Groupدحخااً حٌااـ Userحلإسعااخي ِاآ 

 ٌٍّـّٛعخص حٌظٟ ٔش٠ذ حلإسعخي ٌٙخ ... ٠ٚAddress Listظُ طلذ٠ذ٘خ رخعظخذحَ  ،أخشٜ
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 : with .NET SocketUsing Multicastصب١ٔب :

 Membersفٟ حٌاذٚص ١ٔاض ٚطعشفٕاخ عٍاٝ حٌاـ Multicastingششكٕخ عخرمخ و١ف١ش حٌظعخًِ ِع حٌـ

ٕٚ٘ااخ عااٛف ٔزاا١ٓ رشااٟء ِاآ حٌظفظاا١ً ٘اازٖ حٌع١ٍّااخص ٚٔطزااك ع١ٍٙااخ حٌخخطااش رٙااخ  Classesٚحٌااـ

ِعظّااذح عٍااٝ  Conference Systemِـّٛعااش ِاآ حلأِؼٍااش ٚرعااذ رٌااه عاإمَٛ رزٕااخء ٔظااخَ 

   . Multicastingحٌـ

 

 : Multicastingِٓ حٌع١ٍّخص حلأعخع١ش فٟ حٌظعخًِ ِع حٌـ

 

 : Joining || Drop Groupِٓ ِـّٛعش حٌخشٚؽ  حلأؼّخَ أٚ -1

أٞ ع١ٍّااخص طلمااك عااٜٛ حٌظظاإض عٍااٝ  Multicast Groupلا طٍااضَ ع١ٍّااش حلأؼااّخَ اٌااٝ حٌااـ

 ٠ٚudpClient Objectاااظُ رٌاااه رعاااذ طعش٠اااف  ،حٌّلاااذد  IP Multicastingٚحٌاااـ portحٌاااـ

حٌاازٞ  ٠IP Multicastingااظُ طعش٠ااف حٌااـ JoinMulticastGroup Methodٚرخعااظخذحَ حٌااـ

 ٚوّخ ٠ٍٟ:عٛف ٕٔؼُ ا١ٌٗ 

 

:#C  
UdpClient sock = new UdpClient(5020);  

sock.JoinMulticastGroup(IPAddress.Parse("225.100.0.1"), 50); 

IPEndPoint iep = new IPEndPoint(IPAddress.Any, 0); 

 

 

VB.NET: 

Dim sock As UdpClient = New UdpClient(5020) 

sock.JoinMulticastGroup(IPAddress.Parse("225.100.0.1"), 50)  

Dim iep As IPEndPoint = New IPEndPoint(IPAddress.Any, 0) 

 

 ٚوّخ ٠ٍٟ لإٌغخء ع١ٍّش حلأؼّخَ ِٓ ِـّٛعش: 

:#C 
sock.DropMulticastGroup(IPAddress.Parse("225.100.0.1")); 

 

VB.NET: 

sock.DropMulticastGroup(IPAddress.Parse("225.100.0.1")) 

 

ٌؼااُ  Methods  JoinMulticastGroup ٚ DropMulticastGroupـار طغااظخذَ حٌاا

 Classٚرخعااظخذحَ ،  Multicast Groupأٚ اٌغااخء عٕااٛحْ أٚ ِـّٛعااش ِاآ حٌعٕااخ٠ٚٓ ِاآ حٌااـ

MulticastOptionطخااض٠ٓ  : ٠ّىٕٕااخIP Address List  ٌٟظعخِااً ِعٙااخ فااMulticast 

Group  ًٌعّااJoin  ٚDrop  ٞلأMulticast Group  ٚطغااظخذَ وّااخ ٠ٍااٟ وّؼااخي لإػااخفش

 :  Multicastعؼ٠ٛش لاعظمزخي سعخثً 

 

 ٚوّخ ٠ٍٟ : UDP Socketٔعشف حٌـ أٚلا

:#C 
mcastSocket = new 

Socket(AddressFamily.InterNetwork,SocketType.Dgram, 

ProtocolType.Udp); 
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 VB.NET: 

mcastSocket = New Socket(AddressFamily.InterNetwork, 

SocketType.Dgram, ProtocolType.Udp) 

 

أٚ  Groupحٌاازٞ ٔش٠ااذ ادخخٌااٗ فااٟ حٌااـ IPػااُ ٔغاإذ ا١ٌٙااخ حٌااـ Address Listٔمااَٛ رظعش٠ااف  صب١ٔتتب

 ٚوّخ ٠ٍٟ : Bind ذحٌش٠ذخً حٌعٕٛحْ رٕفغٗ ٔشرطٙخ رخٌغىٛص رخعظخذحَ حٌ Userٔـعً حٌـ

 

:#C 
IPAddress localIPAddr = IPAddress.Parse(Console.ReadLine()); 

mcastSocket.Bind(IPlocal); 

 

VB.NET: 

Dim localIPAddr As IPAddress = IPAddress.Parse(Console.ReadLine) 

mcastSocket.Bind(IPlocal) 

 

 ٚٔغٕذ ٌٙخ حٌعٕٛحْ حٌّلذد وّخ ٠ٍٟ: Multicast Optionٔمَٛ رظعش٠ف حٌـ صبٌضب

 

:#C 
MulticastOption mcastOption; 

mcastOption = new MulticastOption(localIPAddr); 

 

VB.NET: 

Dim mcastOption As MulticastOption 

mcastOption)  =New MulticastOption(localIPAddr 

 

ػلاػااش رااخس١ِٚظشحص  ذحٌااشك١ااغ طؤخااز ٘اازٖ حٌ SetSocketOptionِٚاآ ػااُ ٔؼاا١ف حٌظغ١ااش عٍااٝ 

ٚفاٟ  UDPأٚ  TCPأٚ  Socketأٚ عٍٝ  IPv6أٚ عٍٝ  IPحلأٚي ٌظلذ٠ذ ِغظٜٛ حٌظغ١١ش عٍٝ 

 Multicast Groupاٌاٝ  IPار ِاخ ٔش٠اذٖ ٘اٛ  ػاُ  IPكخٌظٕاخ ٘ازٖ عاٛف ٔغاظخذَ حٌظغ١اش عٍاٝ 

را١ٓ اػاخفش  لاخظ١اخسٚفٟ حٌزخس١ِٚظش حٌؼخٟٔ ٔلذد ٔٛ  حٌظغ١١ش ك١غ ٔش٠ذ اػخفش عؼ٠ٛش ٠ّٚىٓ ح

ح ٔغااإذ ا١ٌاااٗ ٚأخ١اااش DropMembershipأٚ اٌغاااخء عؼااا٠ٛش   AddMembershipعؼااا٠ٛٗ 

 ٚحٌزٞ لّٕخ ربٔشخثٗ  ٚ وّخ ٠ٍٟ: MulticastOption Objectحٌـ

 

:#C 
mcastSocket.SetSocketOption(SocketOptionLevel.IP,  

SocketOptionName.AddMembership,mcastOption); 

VB.NET: 

Dim mcastOption As MulticastOption 

mcastOption = New MulticastOption(localIPAddr) 

 

 :Sending Data to a Multicast Groupحلإسعخي اٌٝ ِـّٛعش  -2

 Socketلارااذ أٚلا ِاآ طعش٠ااف حٌااـ IP Multicastingكظااٝ ٔغااظط١ع حلإسعااخي رخعااظخذحَ حٌااـ

Object رخعاظخذحَ حٌاـUDP Connection ٚاعإخد حٌاـIP Multicasting ٚسلاُ حٌاـPort  ٝاٌا

ك١غ ٔغإذ ٌٙاخ  sendto methodرخعظخذحَ حٌـ... ٚٔغظط١ع حلإسعخي  Object IPEndPointحٌـ

 ٚوّخ ٠ٍٟ لإسعخي سعخٌش ٔظ١ش:  IPEndPoint Objectٚحٌـ data as Bytes Arrayحٌـ
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:#C 
Socket server = new 

Socket(AddressFamily.InterNetwork,SocketType.Dgram, 

ProtocolType.Udp); 

IPEndPoint iep = new IPEndPoint(IPAddress.Parse((“225.100.0.1”), 

5020); 

byte[] data = Encoding.ASCII.GetBytes(msg.Text); 

server.SendTo(data, iep); 

server.Close(); 

msg.Clear(); 

msg.Focus(); 

 

VB.NET: 

Dim server As Socket = New Socket(AddressFamily.InterNetwork, 

SocketType.Dgram, ProtocolType.Udp) 

Dim iep As IPEndPoint = New 

IPEndPoint(IPAddress.Parse("225.100.0.1"), 5020) 

Dim data As Byte() = Encoding.ASCII.GetBytes(msg.Text) 

server.SendTo(data, iep)  

server.Close  

msg.Clear  

msg.Focus 

 

 Memory Streamوبسعااخي طااٛسس ِااؼلا لارااذ ِاآ حعااظخذحَ حٌااـ Binary Dataٚلإسعااخي 

ٚرعااذ رٌااه  Byte Arrayػااُ طل٠ٍٛٙااخ اٌااٝ  Streamٌظخااض٠ٓ حٌظااٛسس فااٟ حٌاازحوشس عٍااٝ ١٘جااش 

 ٚوّخ ٠ٍٟ: sendto Methodاسعخٌٙخ رخعظخذحَ حٌـ

 

:#C 
MemoryStream ms = new MemoryStream(); 

PictureBox1.Image.Save(ms,System.Drawing.Imaging.ImageFormat.Jp

eg); 

byte[] arrImage = ms.GetBuffer(); 

ms.Close(); 

Socket server = new 

Socket(AddressFamily.InterNetwork,SocketType.Dgram, 

ProtocolType.Udp); 

IPEndPoint iep = new IPEndPoint(IPAddress.Parse(“225.100.0.1”), 

5020); 

server.SendTo(arrImage,iep); 

 

VB.NET: 

Dim ms As MemoryStream = New MemoryStream 

PictureBox1.Image.Save(ms, 

System.Drawing.Imaging.ImageFormat.Jpeg)  

Dim arrImage As Byte() = ms.GetBuffer 

ms.Close  
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Dim server As Socket = New Socket(AddressFamily.InterNetwork, 

SocketType.Dgram, ProtocolType.Udp) 

Dim iep As IPEndPoint = New 

IPEndPoint(IPAddress.Parse("225.100.0.1"), 5020) 

server.SendTo(arrImage, iep) 

 

 :Receiving Data From a Multicast Groupحلاعظمزخي ِٓ ِـّٛعش  -3

 

حٌخاخص رخٌّـّٛعاش  IP Multicastحٌـكظٝ ٔغظط١ع حلاعظمزخي ِٓ ِـّٛعش لارذ أٚلا ِٓ طلذ٠ذ 

٠ٚااظُ رٌااه وّااخ ٠ٍااٟ  Receive Methodٚ حلأؼااّخَ ا١ٌااٗ ػااُ حعااظمزخي حٌز١خٔااخص رخعااظخذحَ حٌااـ

 :list Boxلاعظمزخي سعخٌش ٔظ١ش ٚعشػٙخ فٟ 

 

:#C 
UdpClient sock = new UdpClient(5020);  

sock.JoinMulticastGroup(IPAddress.Parse(“225.100.0.1”), 50); 

IPEndPoint iep = new IPEndPoint(IPAddress.Any, 0);  

 

byte[] data = sock.Receive(ref iep); 

string stringData = Encoding.ASCII.GetString(data, 0, data.Length); 

listBox1.Items.Add(iep.Address.ToString() +" :_  "+stringData ); 

 

 

VB.NET: 

Dim sock As UdpClient = New UdpClient(5020) 

sock.JoinMulticastGroup(IPAddress.Parse("225.100.0.1"), 50)  

Dim iep As IPEndPoint = New IPEndPoint(IPAddress.Any, 0) 

Dim data As Byte() = sock.Receive(iep) 

Dim stringData As String = Encoding.ASCII.GetString(data, 0, 

data.Length) 

listBox1.Items.Add(iep.Address.ToString + " :_ " + stringData) 

 

 Receive Methodلاعظمزخي حٌز١خٔخص ِٓ حٌاـ memory Streamٚلاعظمزخي طٛسس ٔغظخذَ حٌـ

ػاُ طل٠ٍٛٙاخ اٌاٝ طاٛسس ِاشس أخاشٜ رخعاظخذحَ  Stream Dataٚطخض٠ٕٙخ فٟ حٌزحوشس عٍاٝ ١٘جاش 

 ٚوّخ ٠ٍٟ: image.FromStream Methodحٌـ

 

:#C 
UdpClient sock = new UdpClient(5020);  

sock.JoinMulticastGroup(IPAddress.Parse(“225.100.0.1”)); 

IPEndPoint iep = new IPEndPoint(IPAddress.Any, 0);  

    

byte[] data = sock.Receive(ref iep); 

MemoryStream ms = new MemoryStream(data); 

pictureBox1.Image = Image.FromStream(ms);  

sock.Close(); 
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VB.NET: 

Dim sock As UdpClient = New UdpClient(5020) 

sock.JoinMulticastGroup(IPAddress.Parse("225.100.0.1"), 50)  

Dim iep As IPEndPoint = New IPEndPoint(IPAddress.Any, 0) 

Dim data As Byte() = sock.Receive(iep) 

Dim stringData As String = Encoding.ASCII.GetString(data, 0, 

data.Length) 

listBox1.Items.Add(iep.Address.ToString + " :_ " + stringData) 

 

 

 فٟ ثشِج١بد اٌشجىبد : Multicastingِلادظبد ٘بِخ فٟ اعزخذاَ اٌـ

ي ٌع١ٍّاااااش اسعاااااخ Network Streamِااااآ حٌّلاكاااااع إٔٔاااااخ لا ٔغاااااظط١ع حعاااااظخذحَ حٌاااااـ -1

ٚ٘اٛ غ١اش ِظاخف  TCP Socket Connectionار ٠ظطٍذ حعظخذحِٙخ ٚؿٛد  Multicastingحٌـ

 Binaryلإسعااخي  ٠ٚmemory Streamغااظعخع عٕٙاخ رخعااظخذحَ حٌاـ Multicastingفاٟ حٌاـ

Stream عزش حٌـsendto method ... 

 

خي فااٟ كخٌااش عااذَ ٚؿااٛد شاازىش أٚ حطظاا loopbackوااـMulticastingلا ٠ّىٕااه حعااظخذحَ حٌااـ -2

 فٟ كخٌش عذَ حطظخٌه رخٌشزىش. Multicastingٌزٌه ٌٓ طغظط١ع طـشرش أٞ ِٓ ططز١مخص حٌـ

 

وازٌه  ،٠ّىٓ ٌىً ؿٙاخص أْ ٠ٕؼاُ اٌاٝ أوؼاش ِآ ِـّٛعاش رل١اغ ٠غاظمزً ِآ ؿٙاخص ِظعاذدس -3

 ٠غظط١ع حلإسعخي اٌٝ عذس ِـّٛعخص.

 

 sendtoش حٌااـعزاا Multicasting Dataلإسعااخي حٌااـ ٗفااٟ حٌعااخدس طىااْٛ حٌغااعش حٌّغااّٛك -4

Method  ٚحٌغزذ حلأعخعٟ ٌٙزٖ حٌّشىٍش ٟ٘ حعظخذحَ حٌـ ِلذٚدسMulticasting رشٚطٛوٛي 

ك١اغ لا ٠اذعُ حٌظٛطا١ً حعاظخذحَ حٌّشعاٍش فاٟ كخٌاش  Dataٚحٌزٞ لا ٠ّىٓ طـضثش حٌاـ  UDPحٌـ  

 Ethernetحلإسعاااااخي راااااخٌلـُ حلألظاااااٝ ٌٍاااااـ  اِىخ١ٔاااااخصٚفاااااك حٌظشط١اااااذ ِّاااااخ ٠لظاااااش 

Encapsoulation  . 
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 :Multicasting Conferencing Systemsصبٌضب رطج١ك ِششٚع ٔظبَ اٌّؤرّشاد  

 

فٟ ٘زح حٌظطز١ك عٛف ٔفظشع ٚؿٛد غشفش طف١ش ك١غ ٠مَٛ حٌّلخػش ربٌمخء حٌّلخػشس عٓ 

رعذ أِخَ ؽلارٗ ار ٔش٠ذ ٕ٘خ ؿعً حٌطلاد ٠شْٚ حلأعظخر ٚوّخ ٠غظط١ع حلأعظخر سإ٠ش ؽلارٗ 

)Full Duplex System (فش اٌٝ اِىخ١ٔش عشع حٌّلخػشس عٍٝ حٌـرخلإػخPower Point 

Slides )By Get Desktop Screen( َوّخ ٠غظط١ع حٌطلاد حٌظلذع ِع حلأعظخر رخعظخذح

Text Chatting ٚحٌـVoice Chatting ... 

 

عٛف ٔمَٛ ٕ٘خ رظمغ١ُ ٔظخَ حٌّئطّشحص اٌٝ ػلاػش أٔظّش سث١غ١ش ٟٚ٘ ٔظخَ ِئطّشحص حٌف١ذ٠ٛ 

ش ػٚعٕؼ١ف ع١ٍٗ لاكمخ ٔظخَ حٌّلخد عطق حٌّىظذ ٚٔظخَ حٌّئطّشحص حٌٕظ١ش ٚٔظخَ ِئطّشحص

 حٌشخشش حٌشث١غ١ش ٌٍزشٔخِؾ ٚ وّخ فٟ حٌشىً حٌظخٌٟ:  ربٔشخء فٟ حٌزذح٠ش عٛف ٔمَٛ  ،حٌظٛط١ش
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1- Full/Half Duplex Multicast Video Conferencing System : 

 

  DirectX 9حٌخخسؿ١ش ٚحٌظٟ طظعخِاً  ِاع حٌاـ Classesِـّٛعش ِٓ حٌـ Microsoftٚفشص ٌٕخ 

أٚ حٌظاٛص أٚ أٞ ؽشف١اش  Scannerِزخششس ك١غ ٔغظط١ع حعظخذحِٙخ ٌظعخًِ ِاع حٌىاخ١ِشح أٚ حٌاـ

لاٌظمااخؽ   Classes Direct Show Dot Netـفااٟ ٘اازح حٌظطز١ااك عااٛف ٔغااظخذَ حٌااأخااشٜ ٚ

خ لاكمااخ اٌااٝ ك١ااغ ٔغااظط١ع اسعااخٌٙ Picture boxطااٛسس عزااش حٌىااخ١ِشح ٚعشػااٙخ عٍااٝ حٌااـ

ٚ٘اٛ ِاخ ر١ٕاخٖ  Sendto methodٚحٌاـ memory Streamرخعظخذحَ حٌـ Multicast Groupحٌـ

 عخرمخ .. 

 

 اٌٝ حٌّششٚ  ٚوّخ ٠ٍٟ: Direct Show Classesٚكظٝ ٔغظط١ع حعظخذحِٙخ عٛف ٔؼُ حٌـ

 

 
 

 ٚكظٝ ٔظعخًِ ِعٙخ عٛف ٔغظذع١ٙخ رخعظخذحَ : 

:#C 
using DShowNET; 

using DShowNET.Device; 

 

VB.NET: 

imports DShowNET 

imports DShowNET.Device 

 

 سعخي حٌىخ١ِشح وّخ فٟ حٌشىً حٌظخٌٟ:ا ٚع١ىْٛ شىً رشٔخِؾ    
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ؿٙخص حلإدخخي عٕذ رذح٠ش طشغ١ً حٌزشٔخِؾ  لاخظ١خس DeviceSelector Classعٛف ٔغظخذَ حٌـ

 ٚوّخ ٠ٍٟ:

 

:#C 
DeviceSelector selector = new DeviceSelector( capDevices ); 

selector.ShowDialog( this ); 

dev = selector.SelectedDevice; 

 

VB.NET: 

Dim selector As DeviceSelector = New DeviceSelector(capDevices) 

selector.ShowDialog(Me)  

dev = selector.SelectedDevice 

 

 ؿذ٠ذس وّخ ٠ٍٟ : methodحٌظٛسس عزش حٌىخ١ِشح عٛف ٔمَٛ ربٔشخء  لاٌظمخؽٚ 

:#C 
void OnCaptureDone() 

{ 

try { 

Trace.WriteLine( "!!DLG: OnCaptureDone" ); 

toolBarBtnGrab.Enabled = true; 

int hr; 

if( sampGrabber == null )return; 

hr = sampGrabber.SetCallback( null, 0 ); 

int w = videoInfoHeader.BmiHeader.Width; 

int h = videoInfoHeader.BmiHeader.Height; 

if( ((w & 0x03) != 0) || (w < 32) || (w > 4096) || (h < 32) || (h > 4096) ) 

return; 

int stride = w * 3; 

GCHandle handle = GCHandle.Alloc( savedArray, 

GCHandleType.Pinned ); 

int scan0 = (int) handle.AddrOfPinnedObject(); 

scan0 += (h - 1) * stride; 
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Bitmap b = new Bitmap( w, h, -stride, PixelFormat.Format24bppRgb, 

(IntPtr) scan0 ); 

handle.Free(); 

savedArray = null; 

Image old = pictureBox.Image; 

pictureBox.Image = b; 

if( old != null ) old.Dispose(); 

toolBarBtnSave.Enabled = true;} 

catch( Exception){} 

} 

 

VB.NET: 

    Private Sub OnCaptureDone() 

        Try 

Trace.WriteLine("!!DLG: OnCaptureDone") 

toolBarBtnGrab.Enabled = True 

Dim hr As Integer 

If sampGrabber Is Nothing Then 

Return 

End If 

hr = sampGrabber.SetCallback(Nothing, 0) 

Dim w As Integer = videoInfoHeader.BmiHeader.Width 

Dim h As Integer = videoInfoHeader.BmiHeader.Height 

If ((w And &H3) <> 0) OrElse (w < 32) OrElse (w > 4096) OrElse (h < 

32) OrElse (h > 4096) Then 

Return 

End If 

Dim stride As Integer = w * 3 

Dim handle As GCHandle = GCHandle.Alloc(savedArray, 

GCHandleType.Pinned) 

Dim scan0 As Integer = CInt(handle.AddrOfPinnedObject()) 

scan0 += (h - 1) * stride 

Dim b As Bitmap = New Bitmap(w, h, -stride, 

PixelFormat.Format24bppRgb, New IntPtr(scan0)) 

handle.Free() 

savedArray = Nothing 

Dim old As Image = pictureBox.Image 

pictureBox.Image = b 

If Not old Is Nothing Then 

old.Dispose() 

End If 

toolBarBtnSave.Enabled = True 

Catch e1 As Exception 

End Try 

End Sub 

 

 ٚاػخفش حٌىٛد حٌظخٌٟ ف١ٗ لاعظّشحس ع١ٍّش حٌظمخؽ حٌظٛسس: Timerػُ عًّ 
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:#C 
int hr; 

int size = videoInfoHeader.BmiHeader.ImageSize; 

savedArray = new byte[ size + 64000 ]; 

 

VB.NET: 

Dim hr As Integer 

Dim size As Integer = videoInfoHeader.BmiHeader.ImageSize 

savedArray = New Byte(size + 64000)  

 

 ٚحٌظٟ لّٕخ ربٔشخثٙخ اسعخي حٌظٛسسٔغظذعٟ دحٌش ٚلإسعخي حٌظٛسس اٌٝ حٌطشف حلأخش عٛف 

 ٚوّخ ٠ٍٟ:ٌٚٙذف حعظّشحس ع١ٍّش حلإسعخي وً فظشس ِع١ٕش،  Timerِٓ خلاي حعظخذحَ 

 

:#C 
try 

{ 

MemoryStream ms = new MemoryStream(); 

pictureBox.Image.Save(ms,System.Drawing.Imaging.ImageFormat.Jpe

g); 

byte[] arrImage = ms.GetBuffer(); 

ms.Close(); 

Socket server = new 

Socket(AddressFamily.InterNetwork,SocketType.Dgram, 

ProtocolType.Udp); 

IPEndPoint iep = new IPEndPoint(IPAddress.Parse(textBox1.Text), 

5020); 

server.SendTo(arrImage, iep); 

server.Close();} 

catch (Exception){} 

 

VB.NET: 

Try  

Dim ms As MemoryStream = New MemoryStream 

 pictureBox.Image.Save(ms, 

System.Drawing.Imaging.ImageFormat.Jpeg)  

Dim arrImage As Byte() = ms.GetBuffer 

 ms.Close  

Dim server As Socket = New Socket(AddressFamily.InterNetwork, 

SocketType.Dgram, ProtocolType.Udp) 

Dim iep As IPEndPoint = New 

IPEndPoint(IPAddress.Parse(textBox1.Text), 5020) 

 server.SendTo(arrImage, iep)  

 server.Close  

Catch generatedExceptionVariable0 As Exception  

End Try 
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ٕٚ٘خ ٠غظط١ع حٌّلخػش اسعاخي حٌظاٛسس عزاش حٌىاخ١ِشح اٌاٝ ؽلاراٗ وّاخ عاٛف ٠اظّىٓ ِآ سإ٠اش 

ؽلارٗ عزش حٌىخ١ِشح ٚعٛف ٔفظشع ٕ٘اخ حعاظخذحِٗ ٌشازىش لا عاٍى١ش ك١اغ ع١شعاً حٌز١خٔاخص اٌاٝ 

طٛص٠اع حٌز١خٔاخص اٌاٝ  Access Pointحٌـ ٚعٛف ٠ظٌٛٝ Unicastحٌـ ؤعٍٛدر Access Pointحٌـ

ٚوّاخ فاٟ  Broadcastوـ٠ٚشعٍٙخ ٌُٙ    Multicast Groupؼ١ّٓ اٌٝ حٌـؿ١ّع حلأعؼخء حٌّٕ

 حٌشىً حٌظخٌٟ:

 

 
 

 

ٚوّخ ٔلاكاع فاٟ حٌشاىً حٌغاخرك فابْ حٌّلخػاش ٠ٕؼاُ اٌاٝ ِـّاٛعظ١ٓ ِـّٛعاش حلأعاخطزس ٚ٘اٟ 

ٚحٌظاٟ  224.100.0.1ِٚـّٛعاش حٌطالاد  ،ك١غ ع١غظمزً طٛسس ؽلارٗ ع١ٍٙاخ 225.100.1.1

 ٠Access Point1ؼاخ فابْ ع١ٍّاش حلإسعاخي را١ٓ حٌاـأ. ٚوّخ ٔلاكع عٛف ٠شعً حٌظٛسس ا١ٌٙخ .

 ...   Unicastطظُ رخعظخذحَ حٌـ Access Point2ٚحٌـ

 

لاراذ ِآ أشاخء رشٔاخِؾ حلاعاظمزخي  ،ٚكظٝ ٠غظط١ع حٌطلاد سإ٠ش أعظخرُ٘ ٚحلأعظخر سإ٠اش ؽلاراٗ 

 Newء لاُ رعّاً حٌظٟ ششكٕٙخ عخرمخ لاعاظمزخي حٌظاٛسس ٌٍٚزاذ methodك١غ عٕغظخذَ ٔفظ حٌـ

Form :ٌٟؿذ٠ذ وّخ فٟ حٌشىً حٌظخ 
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 : Multicast Groupحٌظخ١ٌش لاعظمزخي حٌظٛسس ِٓ حٌـ   Namespacesعٛف ٔغظخذَ حٌـ

 

:#C 
using System.Net.Socket ; 

using System.Net; 

using System.IO; 

using System.Threading; 

 

VB.NET: 

imports System.Net.Socket  

imports System.Net 

imports System.IO 

imports System.Threading 

 

 :ٌلاعظمزخي حٌظخ١ٌش method ٚحٌـ

C#: 

void Image_Receiver() 

{ 

 UdpClient sock = new UdpClient(5020);  

 sock.JoinMulticastGroup(IPAddress.Parse(textBox1.Text)); 

 IPEndPoint iep = new IPEndPoint(IPAddress.Any, 0);  

 byte[] data = sock.Receive(ref iep); 

 MemoryStream ms = new MemoryStream(data); 

 pictureBox1.Image = Image.FromStream(ms);  

 sock.Close();  

} 

 

VB.NET: 

Sub Image_Receiver() 

    Dim sock As UdpClient = New UdpClient(5020) 

    sock.JoinMulticastGroup(IPAddress.Parse(textBox1.Text)) 

    Dim iep As IPEndPoint = New IPEndPoint(IPAddress.Any, 0) 
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    Dim data As Byte() = sock.Receive(iep) 

    Dim ms As MemoryStream = New MemoryStream(data) 

    pictureBox1.Image = Image.FromStream(ms) 

    sock.Close() 

End Sub 

 

ٚػاع  Timerٚكظاٝ ٔماَٛ رازٌه لاُ رعّاً  ، Threadingٚكظٝ ٔغظذع١ٙخ لارذ ِٓ حعاظخذحَ حٌاـ

 : Threadingف١ٗ حٌىٛد حٌظخٌٟ لاعظخذحَ حٌـ

 :#C 
Thread myth; 

myth= new Thread  (new System.Threading 

.ThreadStart(Image_Receiver));  

   myth.Start (); 

 

VB.NET: 

Dim myth As Thread 

myth = New Thread(New 

System.Threading.ThreadStart(Image_Receiver))  

myth.Start 

 

لاُ  JPEG Image Fileٚكظٝ طظّىٓ ِآ طخاض٠ٓ حٌظاٛسس حٌٍّظمطاش عزاش حٌىاخ١ِشح عٍاٝ ١٘جاش 

 ٚحعظذع١ٗ وّخ ٠ٍٟ: saveFileDialogربٔشخء 

:#C 
try 

{ 

 saveFileDialog1.Filter = "JPEG Image (*.jpg)|*.jpg" ;  

 if(saveFileDialog1.ShowDialog() == DialogResult.OK)  

{  

string mypic_path = saveFileDialog1.FileName; 

pictureBox1.Image.Save(mypic_path); 

 } 

} 

catch (Exception){} 

 

VB.NET: 

Try  

 saveFileDialog1.Filter = "JPEG Image (*.jpg)|*.jpg"  

 If saveFileDialog1.ShowDialog = DialogResult.OK Then  

Dim mypic_path As String = saveFileDialog1.FileName 

   pictureBox1.Image.Save(mypic_path)  

 End If  

Catch generatedExceptionVariable0 As Exception  

End Try 

 

ٚكظاٝ  ، Video Conference Systemلاذ طاُ حلأظٙاخء ِآ حٌّشاشٚ  حلأٚي ٚ٘اٛ حٌاـٚ٘ىازح 

عاٛف ٔماَٛ رعّااً  ٠Power Pointغاظط١ع حٌّلخػاش عاشع حٌّلخػااشس رخعاظخذحَ رشٔاخِؾ حٌاـ

 ِششٚ  ِئطّشحص عطق حٌّىظذ ...
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2- Full/Half Duplex Multicast Desktop Conferencing System: 

 

 Powerشٚ  ٘ٛ طّى١ٓ حلأعظخر ِٓ عشع حٌّلخػشس رخعظخذحَ رشٔاخِؾ حٌاـحٌٙذف ِٓ ٘زح حٌّش

Point  ٚلا طخظٍاف  ،ك١غ عظشعً طٛسس عاطق حٌّىظاذ ِآ ؿٙاخص حلأعاظخر اٌاٝ أؿٙاضس حٌطٍزاش

ٌظمَٛ رخٌظمخؽ طاٛسس عاطق  Classesع١ٍّش حلإسعخي عٓ حٌزشٔخِؾ حٌغخرك فٟ شٟء عٜٛ أشخء 

ِٚآ ػاُ حعاظمزخٌٙخ ٚعشػاٙخ عٍاٝ حٌطالاد  Multicast Groupحٌّىظذ ِٚٓ ػُ اسعخٌٙخ اٌٝ حٌـ

 . Data Show Projectorرخعظخذحَ 

 :حٌّششٚ  ِخطؾ ع٠ًّٚٛػق حٌشىً حٌظخٌٟ 

 

 
 

ٚوّخ ٔلاكع ِٓ حٌشىً حٌظخٌٟ فبْ حلأعظخر ٠مَٛ رششف حٌّلخػشس عٍٝ ؿٙخصٖ حٌشخظاٟ ٠ٚشعاً 

حلاطـاخٖ ٚوّاخ ٠ّىآ ؿعٍٙاخ  حٌظٛسس اٌٝ حٌطلاد ٚوّخ ٔلاكع أ٠ؼخ فبْ ٘ازٖ حٌع١ٍّاش ٘اٟ أكخد٠اش

لاراذ ِآ أشاخء ِـّٛعاش ؿذ٠اذس ٌع١ٍّاش حلإسعاخي ِاآ  ٌىآ Full || Half Duplexرخطـاخ١٘ٓ 

حٌطخٌذ اٌٝ حلأعظخر ك١غ ٠عاشع حلأعاظخر ِلخػاشطٗ ٠ٚشعاٍٙخ اٌاٝ ِـّٛعاش حٌطالاد ٠ٚغاظط١ع 

 أكذ حٌطلاد عشع ؿٙخصٖ عٍٝ حلأعظخر ار ٠شعً حٌظٛسس اٌٝ ِـّٛعش حلأعظخر ...
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ؿذ٠ااذ وّااخ فااٟ حٌشااىً  New Formٔشااخء رشٔااخِؾ اسعااخي طااٛسس عااطق حٌّىظااذ لااُ رعّااً ٚلإ

 حٌظخٌٟ:

 

 
 

 GetDesktopWindowِٕٚٙاخ حٌاـ  APIٚلإٌظماخؽ طاٛسس عاطق حٌّىظاذ عٕغاظخذَ دٚحي حٌاـ 

Method ٚحٌّٛؿٛدس ػآّ حٌاـuser32.dl  ٚحٌاـBitBlt Method  ٌَٛشعاُ حٌظاٛسس، ػاُ عإم

٠ٚاظُ رٌاه وّاخ ٠ٍاٟ  Clientsٚكظٝ ٔغظط١ع اسعخٌٙخ اٌٝ حٌـ  Byte Arrayرظل٠ًٛ حٌظٛسس اٌٝ 

: 

 

C#: 

using System;  

using System.Drawing; 

using System.Drawing.Imaging; 

using System.Runtime.InteropServices; 

using System.IO; 

 

public class ScreenCapture 

{ 

[DllImport("user32.dll")] 

private static extern IntPtr GetDesktopWindow(); 

 

[DllImport("gdi32.dll")] 

private static extern bool BitBlt( 

IntPtr hdcDest, // handle to destination DC 

int nXDest, // x-coord of destination upper-left corner 

 int nYDest, // y-coord of destination upper-left corner 

 int nWidth, // width of destination rectangle 

 int nHeight, // height of destination rectangle 

 IntPtr hdcSrc, // handle to source DC 

 int nXSrc, // x-coordinate of source upper-left corner 

 int nYSrc, // y-coordinate of source upper-left corner 

 System.Int32 dwRop // raster operation code 

); 
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private const Int32 SRCCOPY = 0xCC0020; 

[DllImport("user32.dll")] 

private static extern int GetSystemMetrics(int nIndex); 

 

private const int SM_CXSCREEN = 0; 

private const int SM_CYSCREEN = 1; 

 

public Size GetDesktopBitmapSize() 

{ 

return new Size(GetSystemMetrics(SM_CXSCREEN), 

GetSystemMetrics(SM_CYSCREEN)); 

} 

 

public byte[] GetDesktopBitmapBytes() 

 { 

Size DesktopBitmapSize = GetDesktopBitmapSize(); 

Graphics Graphic = Graphics.FromHwnd(GetDesktopWindow()); 

Bitmap MemImage = new Bitmap(DesktopBitmapSize.Width, 

DesktopBitmapSize.Height, Graphic); 

Graphics MemGraphic = Graphics.FromImage(MemImage); 

IntPtr dc1 = Graphic.GetHdc(); 

IntPtr dc2 = MemGraphic.GetHdc(); 

BitBlt(dc2, 0, 0, DesktopBitmapSize.Width, 

DesktopBitmapSize.Height, dc1, 0, 0, SRCCOPY); 

Graphic.ReleaseHdc(dc1); 

MemGraphic.ReleaseHdc(dc2); 

Graphic.Dispose(); 

MemGraphic.Dispose(); 

Graphics g = System.Drawing.Graphics.FromImage(MemImage); 

System.Windows.Forms.Cursor cur = 

System.Windows.Forms.Cursors.Arrow; 

cur.Draw(g,new Rectangle(System.Windows.Forms.Cursor.Position.X-

10,System.Windows.Forms.Cursor.Position.Y-

10,cur.Size.Width,cur.Size.Height)); 

MemoryStream ms = new MemoryStream(); 

MemImage.Save(ms,System.Drawing.Imaging.ImageFormat.Jpeg); 

return ms.GetBuffer(); 

} 

}  

 

VB.NET 

Imports System 

Imports System.Drawing 

Imports System.Drawing.Imaging 

Imports System.Runtime.InteropServices 

Imports System.IO 
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Public Class ScreenCapture : Inherits System.MarshalByRefObject 

    <DllImport("user32.dll")> _ 

    Private Shared Function GetDesktopWindow() As IntPtr 

    End Function 

 

    <DllImport("gdi32.dll")> _ 

    Private Shared Function BitBlt(ByVal hdcDest As IntPtr, ByVal 

nXDest As Integer, ByVal nYDest As Integer, ByVal nWidth As 

Integer, ByVal nHeight As Integer, ByVal hdcSrc As IntPtr, ByVal 

nXSrc As Integer, ByVal nYSrc As Integer, ByVal dwRop As 

System.Int32) As Boolean 

    End Function 

 

    Private Const SRCCOPY As Int32 = &HCC0020 

    <DllImport("user32.dll")> _ 

Private Shared Function GetSystemMetrics(ByVal nIndex As Integer) 

As Integer 

End Function 

 

 Private Const SM_CXSCREEN As Integer = 0 

 Private Const SM_CYSCREEN As Integer = 1 

 Public Function GetDesktopBitmapSize() As Size 

 Return New Size(GetSystemMetrics(SM_CXSCREEN), 

GetSystemMetrics(SM_CYSCREEN)) 

    End Function 

 

    Public Function GetDesktopBitmapBytes() As Byte() 

        Dim DesktopBitmapSize As Size = GetDesktopBitmapSize() 

        Dim Graphic As Graphics = 

Graphics.FromHwnd(GetDesktopWindow()) 

        Dim MemImage As Bitmap = New 

Bitmap(DesktopBitmapSize.Width, DesktopBitmapSize.Height, 

Graphic) 

        Dim MemGraphic As Graphics = 

Graphics.FromImage(MemImage) 

        Dim dc1 As IntPtr = Graphic.GetHdc() 

        Dim dc2 As IntPtr = MemGraphic.GetHdc() 

        BitBlt(dc2, 0, 0, DesktopBitmapSize.Width, 

DesktopBitmapSize.Height, dc1, 0, 0, SRCCOPY) 

        Graphic.ReleaseHdc(dc1) 

        MemGraphic.ReleaseHdc(dc2) 

        Graphic.Dispose() 

        MemGraphic.Dispose() 

 

Dim g As Graphics = 

System.Drawing.Graphics.FromImage(MemImage) 
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Dim cur As System.Windows.Forms.Cursor = 

System.Windows.Forms.Cursors.Arrow 

cur.Draw(g, New Rectangle(System.Windows.Forms.Cursor.Position.X 

- 10, System.Windows.Forms.Cursor.Position.Y - 10, cur.Size.Width, 

cur.Size.Height)) 

Dim ms As MemoryStream = New MemoryStream 

MemImage.Save(ms, System.Drawing.Imaging.ImageFormat.Jpeg) 

Return ms.GetBuffer() 

    End Function 

End Class 

 

 Graphics  ٚحٌـ Bitmap Classعٕغظخذَ حٌـ ٚكظٝ ٔغظط١ع حٌظلىُ فٟ كـُ حٌظٛسس 

Class  ّٕشس ٌٙخ حٌـعارHeight  ٚحٌـWidth ٍٟٚحٌظٛسس حٌظٟ ٔش٠ذ طغ١١ش كـّٙخ ٚوّخ ٠: 

 

:#C 
public Bitmap ResizeBitmap( Bitmap b, int nWidth, int nHeight ) 

{   

Bitmap result = new Bitmap( nWidth, nHeight );  using( Graphics g = 

Graphics.FromImage( (Image) result ) )    g.DrawImage( b, 0, 0, 

nWidth, nHeight );  

 return result; 

} 

 

 

VB.NET: 

Public Function ResizeBitmap(ByVal b As Bitmap, ByVal nWidth As 

Integer, ByVal nHeight As Integer) As Bitmap 

    Dim result As Bitmap = New Bitmap(nWidth, nHeight) 

    ' Using  

    Dim g As Graphics = Graphics.FromImage(CType(result, Image)) 

    Try 

        g.DrawImage(b, 0, 0, nWidth, nHeight) 

    Finally 

        CType(g, IDisposable).Dispose() 

    End Try 

    Return result 

End Function 

 

 : Multicasting Socketحٌظخ١ٌش فٟ حٌزشٔخِؾ ٌظعخًِ ِع حٌـ Namespacesعٛف ٔغظخذَ حٌـ

 

:#C 
using System.Net; 

using System.Net.Socket; 

using System.IO; 

 

VB.NET: 

imports System.Net 
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imports System.Net.Socket 

imports System.IO 

 

 Multicast Groupلاٌظمخؽ طٛسس عطق حٌّىظذ ٚ اسعخٌٙخ اٌٝ حٌـ Timerرعًّ ػُ ٔمَٛ 

 :حٌّلذد

 

:#C 
 Bitmap bt = new Bitmap(CaptureScreen.GetDesktopBitmapBytes ()); 

picScreen.Image = ResizeBitmap(bt, 600, 400 );   

MemoryStream ms = new MemoryStream(); 

picScreen.Image.Save(ms,System.Drawing.Imaging.ImageFormat.Jpeg)

; 

byte[] arrImage = ms.GetBuffer(); 

ms.Close();   

Socket server = new Socket(AddressFamily.InterNetwork, 

SocketType.Dgram, ProtocolType.Udp); 

IPEndPoint iep = new IPEndPoint(IPAddress.Parse(textBox1.Text), 

5020); 

server.SendTo(arrImage,iep); 

server.Close(); 

 

VB.NET: 

Dim bt As Bitmap = New 

Bitmap(CaptureScreen.GetDesktopBitmapBytes) 

picScreen.Image = ResizeBitmap(bt, 600, 400)  

Dim ms As MemoryStream = New MemoryStream 

picScreen.Image.Save(ms, 

System.Drawing.Imaging.ImageFormat.Jpeg)  

Dim arrImage As Byte() = ms.GetBuffer 

ms.Close  

Dim server As Socket = New Socket(AddressFamily.InterNetwork, 

SocketType.Dgram, ProtocolType.Udp) 

Dim iep As IPEndPoint = New 

IPEndPoint(IPAddress.Parse(textBox1.Text), 5020) 

server.SendTo(arrImage, iep)  

server.Close 



~ 030 ~ 
 

 

3- Full/Half  Duplex Multicast Text Conferencing System: 

 

 Text Chat Multicastٚكظاااٝ ٠غاااظط١ع حٌطٍزاااش حٌظلاااذع اٌاااٝ حلأعاااظخر رخعاااظخذحَ حٌاااـ

Conference System  عٛف ٔمَٛ ربٔشخءNew Form :ٌٟؿذ٠ذ ٚوّخ فٟ حٌشىً حٌظخ 

 

 
 

 حٌظخ١ٌش: Namespacesػُ لُ ربػخفش حٌـ

:#C 
 using System.Net; 

 using System.Net.Socket; 

 using System.Text; 

 using System.Threading; 

 

VB.NET: 

imports System.Net 

imports System.Net.Socket 

imports System.Text 

imports System.Threading 

 

حٌظخ١ٌاش لإؿاشحء ع١ٍّاش حلإسعاخي ك١اغ عظشعاً حٌشعاخٌش عٕاذ حٌؼاغؾ  methodعٛف ٔغظخذَ حٌاـ

 حٌّخظض : Textboxرعذ وظخرش حٌشعخٌش فٟ حٌـ Enterعٍٝ حٌـ

:#C 
private void msg_KeyPress(object sender, 

System.Windows.Forms.KeyPressEventArgs e) 

{if(e.KeyChar == '\r'){ 

try{ 

Socket server = new 

Socket(AddressFamily.InterNetwork,SocketType.Dgram, 

ProtocolType.Udp); 

IPEndPoint iep = new IPEndPoint(IPAddress.Parse(txt_host.Text), 

5020); 

byte[] data = Encoding.ASCII.GetBytes(msg.Text); 

server.SendTo(data, iep); 
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server.Close(); 

msg.Clear(); 

msg.Focus(); 

} 

catch(Exception){} 

} 

} 

VB.NET: 

Private Sub msg_KeyPress(ByVal sender As Object, ByVal e As 

System.Windows.Forms.KeyPressEventArgs) 

    If e.KeyChar = Microsoft.VisualBasic.Chr(13) Then 

        Try 

            Dim server As Socket = New 

Socket(AddressFamily.InterNetwork, SocketType.Dgram, 

ProtocolType.Udp) 

            Dim iep As IPEndPoint = New 

IPEndPoint(IPAddress.Parse(txt_host.Text), 5020) 

            Dim data As Byte() = Encoding.ASCII.GetBytes(msg.Text) 

            server.SendTo(data, iep) 

            server.Close() 

            msg.Clear() 

            msg.Focus() 

        Catch generatedExceptionVariable0 As Exception 

        End Try 

    End If 

End Sub 

 

 list Boxحٌظخ١ٌش ٌع١ٍّش حلاعظمزخي ك١غ عظعشع حٌشعخٌش حٌّغظمزٍش فٟ  ذحٌشٚعٛف ٔغظخذَ حٌ

 :ِخظض

 

:#C 
public void server() 

{ 

try 

{ 

UdpClient sock = new UdpClient(5020);  

sock.JoinMulticastGroup(IPAddress.Parse(txt_host.Text), 50); 

IPEndPoint iep = new IPEndPoint(IPAddress.Any, 0);  

 

byte[] data = sock.Receive(ref iep); 

string stringData = Encoding.ASCII.GetString(data, 0, data.Length); 

listBox1.Items.Add(iep.Address.ToString() +" :_  "+stringData ); 

sock.Close(); 

listBox1.Focus(); 

msg.Focus(); 

myth.Abort(); 

} 
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catch(Exception){} 

} 

 

VB.NET: 

Public Sub server() 

    Try 

        Dim sock As UdpClient = New UdpClient(5020) 

        sock.JoinMulticastGroup(IPAddress.Parse(txt_host.Text), 50) 

        Dim iep As IPEndPoint = New IPEndPoint(IPAddress.Any, 0) 

        Dim data As Byte() = sock.Receive(iep) 

        Dim stringData As String = Encoding.ASCII.GetString(data, 0, 

data.Length) 

        listBox1.Items.Add(iep.Address.ToString + " :_ " + stringData) 

        sock.Close() 

        listBox1.Focus() 

        msg.Focus() 

        myth.Abort() 

    Catch generatedExceptionVariable0 As Exception 

    End Try 

End Sub 

 

 methodٚحعظذعٟ ف١ٗ حٌـ Timer، لُ رعًّ  Threadingٚلاعظذعخثٙخ لارذ ِٓ حعظخذحَ حٌـ

 ٚوّخ ٠ٍٟ: ThreadStart Delegateحٌغخرمش رخعظخذحَ حٌـ

 

:#C 

Thread myth;  

myth= new Thread  (new System.Threading .ThreadStart(server)); 

myth.Start (); 

 

VB.NET: 

Dim myth As Thread 

myth = New Thread(New System.Threading.ThreadStart(server))  

myth.Start 

 

 timer1.Enabled = trueعٕاذ حٌؼاغؾ عٍاٝ صس حلاطظاخي رخعاظخذحَ  Timerعٛف ٔشغً حٌاـ

 ٚفٟ صس أٙخء حلاطظخي لُ ربػخفش حٌىٛد حٌظخٌٟ:

 

:#C 
timer1.Enabled = false; 

txt_host.ReadOnly = false; 

msg.Enabled=false; 

 try 

 { 

 Socket server = new Socket(AddressFamily.InterNetwork, 

 SocketType.Dgram, ProtocolType.Udp); 

IPEndPoint iep = new IPEndPoint(IPAddress.Parse(txt_host.Text), 

5020); 
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  byte[] data = Encoding.ASCII.GetBytes("has Left the Room"); 

 

server.SendTo(data, iep); 

server.Close(); 

msg.Clear(); 

msg.Focus();  

 } 

catch(Exception){} 

 

VB.NET: 

timer1.Enabled = False  

txt_host.ReadOnly = False  

msg.Enabled = False  

Try  

Dim server As Socket = New Socket(AddressFamily.InterNetwork, 

SocketType.Dgram, ProtocolType.Udp) 

Dim iep As IPEndPoint = New 

IPEndPoint(IPAddress.Parse(txt_host.Text), 5020) 

Dim data As Byte() = Encoding.ASCII.GetBytes("has Left the Room") 

 server.SendTo(data, iep)  

 server.Close  

 msg.Clear  

 msg.Focus  

Catch generatedExceptionVariable0 As Exception  

End Try 

 

فاٟ ر١جاش حٌاذٚص  Multicast Conference Systemsحٌفظً عٍٝ و١ف١ش عّاً فٟ ٘زح طعشفٕخ 

 Desktop Conferenceٚحٌااـ  ١ٔVideo Conference Systemااض ٚؽااشق أشااخء حٌااـ

System  ٚحٌـText Conference System  عظظّىٓ رعذ لشحءس حٌفظاً حٌظاخٌٟ ِآ أشاخء ٚ ،

 . Voice Conference Systemحٌـ 

 

ٚاعتزخذاِٗ  Voice Over IP Programmingاٌذتذ٠ش فتٟ اٌفظتً اٌزتبٌٟ ػتٓ اٌتـ  عت١زُ

 Directٚاٌـ  API’sثبعزخذاَ اٌـ  Voice Chat ٚVoice Conference Systemٌؼًّ 

Play 9 إٌٝ اعزخذاَ اٌـ ثبلإػبفخTAPI Telephony  .فٟ ث١ئخ اٌذٚد ١ٔذ 
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Chapter 10  

Voice Over IP Programming 

 

- The Concept & Requirements of Voice 

Communication Systems  

 

- How to Create a Voice Chat Through Dot Net 

Using Unmanaged API‟s Functions 

 

- Testing UDP Multicasting, TCP and Thinking in 

SCTP to Transfer Voice Through Networks  

 

- How to Create a Voice Conference System Using 

Microsoft Direct Play 9 

 

- Design an Advanced Video/Voice Conferencing 

System By Using API & TAPI Telephony to 

Transfer Video/Voice Through Networks & Voice 

Through Analog Telephone Line 
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10 - Voice Over IP Programming : 

رظل٠ٛاً حٌظاٛص اٌاٝ  IPطظٍخض حٌفىشس حلأعخعا١ش ِآ ٔماً حٌظاٛص عزاش رشٚطٛواٛي حلإٔظشٔاض 

 Datagram Packets ـػاُ وزغاٍظٗ ١ٌاظُ ٔمٍاٗ وا Byte Arrayطـّاع فاٟ  Bitsِـّٛعش ِٓ حٌـ 

 ـٌٚلاعااظمزخي حٌظااٛص فااٟ حٌطااشف حلأخااش ٠ااظُ طـ١ّااع حٌاا ،عزااش حٌشاازىش  Stream Dataأٚ وااـ 

Packets ٛفش ِشس أخشٜ فٟ ِظفByte Array ، ٚطظُ ع١ٍّش حٌماشحءس ٚفاك ِزاذأ حٌاـFIFO – 

First In First Out ... أٞ حٌمخدَ أٚلا ٠عشع أٚلا 

 

طىّٓ حٌّشىٍش حلأعخع١ش رٕمً حٌظٛص فٟ ِذٜ طٛفش حٌششٚؽ حٌلاصِش كظاٝ ٠اظُ ا٠ظاخي ٚعاشع 

خص ِٚشاااخوً ٠ٚطعظزاااش ِلاااذٚد ،حٌظاااٛص رخٌشاااىً حٌغااا١ٍُ ٚ ٚفاااك حٌظشطاااذ حٌااازٞ أسعاااً ع١ٍاااٗ 

ِآ حٌعاضٚف عآ دعاُ حٌاـ  Microsoftِآ أ٘اُ ِاخ دعاخ  Transport Layer ـشٚطٛوٛلاص حٌر

Dot Net  ٌٟخخسؿ١ااش  آدحٖٚحوظفااض رـعٍٙااخ ٌع١ٍّااش ٔمااً حٌظااٛص ٚخخطااش فااٟ ر١جااش حٌٕظااخَ حٌلااخ

ِٚاآ حٌّعااشٚف أْ ٔظااخَ حٌظشااغ١ً  ،DirectXرخعااظخذحَ حٌااـ Managed أٚ APIرخعااظخذحَ حٌااـ 

Windows XP خعظخذحَ رشٚطٛواٛي ٠ذعُ حلاطظخي رTCP  ٚأUDP  فماؾ ٚ٘ازح ٠عٕاٟ حٔاه ارح

فاابْ أٞ ع١ٍّااش حطظااخي ٌاآ طىااْٛ الا  Windows XPوٕااض طعّااً طلااض ِٕظااش ٔظااخَ حٌظشااغ١ً 

 .عظخذحَ ٚحكذ ِٓ ٘زٖ حٌزشٚطٛوٛلاصرخ

 

 : The Requirements of Voice Communication Systemsأٚلا : 

 

ص عزاش حٌشازىش ِٚشاخوً ٔماً حٌظاٛص رخعاظخذحَ عٛف ٕٔخلش فٟ ٘زح حٌـضء ِظطٍزخص ٔمً حٌظٛ

 ... UDPٚ حٌـ  TCPرشٚطٛوٛي حٌـ 

 

 ِزطٍجبد ٔمً اٌظٛد اٌّضٍٝ :  – 

فاٟ والا حٌزشٚطٛوا١ٌٛٓ  عاٍٛد، ٠ٚذعُ ٘زح حلأ Stream وـ حٌٕمً أعٍٛد٠فؼً أْ ٠ىْٛ  – 1    

 RTPحٌـفمؾ فٟ كخٌش حعظخذحِٗ ِع  UDPأِخ حٌـ SCTPٚحٌـ TCPحٌـ

   Delivered on Sequenceطٛوٛي حٌّغظخذَ ٌٕمً حٌظٛص ٠ـذ أْ ٠ذعُ حٌزشٚ – 2    

 Voice Compressionطعظّاااذ عاااشعش حٌٕماااً عٍاااٝ ِاااذٜ كـاااُ حٌؼاااغؾ حٌّغاااظخذَ  – 3    

رّعاذي لا ٠ماً  KB\S 31ٚحٌـٛدس حٌّطٍٛرش ٠ٚفؼً فٟ ٘زٖ حٌلخٌش أْ لا طماً عاشعش حٌٕماً عآ 

ٓ أعظّاخد حعاخ١ٌذ ػاغؾ أخاشٜ ِؼاً ِٚآ حٌّّىا ولاذ أدٔاٝ ٌـاٛدس حٌظاٛص KHz 8.000عٓ 

G.711 ٌٌّٟعشفش و١فٟ أعظخذحِٗ رخٌذٚص ١ٔض أٔظش حٌشحرؾ حٌظخ 

-http://www.codeproject.com/KB/audio

video/VoiceChatApplicationInCS.aspx 

 

 ٘زٖ الأِٛس ؟ UDPٚاٌـ  TCPً٘ ٚفش ثشٚرٛوٛي اٌـ  ,اٌزٞ ٠طشح ٔفغٗ ا٢ْ اٌغؤاي  -

   

 ٌىاآوااً ٘اازٖ حلأِااٛس ٚرىفااخءس عخ١ٌااش  TCP ـ: ٠ااذعُ رشٚطٛوااٛي حٌاا TCP ـأٚلا ثشٚرٛوتتٛي اٌتت

 عااذَ اِىخ١ٔااش حعااظخذحِٗ ٌعّااًواازٌه  Real Timeأٔااٗ ٌاا١ظ حٌّشااىٍش فااٟ ٘اازح حٌزشٚطٛوااٛي ٘ااٛ 

Conference System Multicast ر حٔااااٗ ِاااآ حٌّعااااشٚف أْ حٌااااـاMulticasting  ٚحٌااااـ

Broadcasting  ِاآ حلأِااٛس حٌخخطااش رزشٚطٛوااٛي حٌااـUDP  ٚلا ٠ااذعُ حٌااـTCP  ٖأٞ ِاآ ٘ااز

 ٠ٚReal Timeّىاآ أْ ٠ىااْٛ ٘اازح حٌزشٚطٛوااٛي  ر١ٕظااٗ فااٟ حٌفظااً حٌغااخرك حلأِااٛس ٚ٘ااٛ ِااخ

Protocol فااٟ كخٌااش لّٕااخ ربٌغااخء حٌااـAcknowledgment فااٟ حٌااـTCP Header ،  ار ٠عظااش

٠ّىٓ حلاعظّخد ع١ٍٗ فاٟ كخٌاش كخؿظٕاخ  ٌزٌه لا Oriented Protocolرشٚطٛوٛي ِٛؿٗ  TCPحٌـ

 .   Broadcastingأٚ فٟ كخٌش حٌزغ حلإرحعٟ  Multicast Conference Systemٌعًّ 

 

٠عظزااش ٘اازح حٌزشٚطٛوااٛي كااً ؿ١اذ ٌع١ٍّااش ٔمااً حٌظااٛص رخٌىفااخءس  : لا UDP ـصب١ٔتب ثشٚرٛوتتٛي اٌتت

 Delivered onار أٔاٗ لا ٠اذعُ ع١ٍّاش مؾ فٟ كخٌش ِخ أسدٔخ ٔماً طاٛص عاخٌٟ حٌذلاش) (ف حٌعخ١ٌش

Sequence  ًٚ٘ااٛ ِااخ عاازذ ِاآ حعااظلخٌش عّااFragmentation  ٌٍااـPackets  ٓحٌّشعااً ِٚاا

 Packetٌٍااـ   Bytes 1500لا ٠ض٠ااذ عاآ Ethernet Encapsulationحٌّعااشٚف أْ كـااُ  

http://www.codeproject.com/KB/audio-video/VoiceChatApplicationInCS.aspx
http://www.codeproject.com/KB/audio-video/VoiceChatApplicationInCS.aspx
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ٌازٌه  Ethernetحٌخاخص رخٌاـ   Datagram Encapsulationحٌٛحكاذ ٚ٘اٛ حٌلـاُ حلألظاٝ ٌٍاـ

ٌظاٛص فبٕٔاخ ٌآ ٔؼآّ ٚطاٛي حٌظاٛص ٚفاك حٌظشط١اذ  Fragmentationفٟ كخٌش لّٕخ رعًّ 

حٌّشعاً ِٚآ ٘ازٖ  Fragmentsحٌّشعً ٚ٘ٛ ِخ ٠غزذ ِشىٍش وز١شس فٟ ع١ٍّش اعخدس طشط١ذ حٌـ 

 ـ١ش ٔمً حٌظاٛص عزاش حٌاحٌٕمطش لذِض حٌىؼ١ش ِٓ حٌششوخص ٚحٌّٕظّخص حٌعخ١ٌّش كٍٛي خخطش ٌعٍّ

UDP  حٌٕماً  رشٚطٛواٛيرظماذ٠ّٙخ  ششوش أدٚرِٟٕٙخ–Real Time Messaging Protocol 

RTMP http://www.adobe.com/devnet/rtmp   ِٕٚظّاااااشIETF Internet 

Engineering Task Force  حٌٕماً  رشٚطٛوٛيرظمذ٠ّٙخRTP – Real Time Transport 

Protocol ، ٌـك١غ أػخف ٘زح حٌّع١خس طلغ١ٕخص عٍٝ رشٚطٛوٛي ح UDP  ٌع١ٍّاش ٔماً حٌظاٛص

 .TCP حٌّغظخذَ فٟ Stream ـحٌ أعٍٛدفٟ حٌضِٓ حٌلم١مٟ ار ٠غظخذَ 

 

 :  The Concept Of Voice Communicationصب١ٔب :

ٌظمخؽ حٌظٛص ِٓ حٌّاخ٠ىشٚفْٛ ٚطّؼ١اً طّش ع١ٍّش حٌظمخؽ  حٌظٛص رّـّٛعش ِٓ حٌّشحكً طزذأ رخ

ٌزراازرخص  Samplingٚرٌااه رعّااً  Bitsحٌزراازرخص حٌظااٛط١ش ػااُ طل٠ٍٛٙااخ اٌااٝ ِـّٛعااش ِاآ حٌااـ 

حٌظٛط١ش حٌٍّظمطش ٚرعذ ٘زٖ حٌع١ٍّاش ٠ّىٕٕاخ ٔماً حٌظاٛص عزاش حٌشازىش ٚطّاش ع١ٍّاش ٔماً حٌظاٛص 

 عزش حٌشزىش رّـّٛعش ِٓ حٌّشحكً ٟٚ٘ :

 

ٚ٘اٛ ِاخ روشطاٗ  Bitsؽش٠ماش حٌظماخؽ حٌظاٛص ٚطل٠ٍٛاٗ اٌاٝ  ، Application Layerفٟ حٌـ  -1

ٚكظااٝ   Audio Compression Teachingsٚ حعااظخذحَ طم١ٕااخص ٌؼااغؾ حٌظااٛص  ،عااخرمخ 

 حٌّلذٚدس ٌشزىش حلاطظخي. ِىخ١ٔخص٠ّىٓ اسعخٌٗ عزش حلإ

 

ْ ٚ٘اٛ ِآ أ٘اُ حلأِاٛس حٌظاٟ ٠ـاذ أخاز٘خ رعا١ٓ حلاعظزاخس ار أ ، Transport Layerفٟ حٌاـ  -2

طعظّااذ عٍااٝ ِااذٜ حٌلخؿااش حٌظااٟ ٔش٠ااذ٘خ  TCPأٚ حٌااـ UDPحٌّفخػااٍش راا١ٓ حخظ١ااخس رشٚطٛوااٛي حٌااـ 

 Streamٚدلش حٌظٛص ِٓ ؿٙش أخشٜ ار أْ أفؼً ؽش٠مش ٌٕمً حٌظٛص ٟ٘ حعظخذحَ طم١ٕاخص حٌاـ

وٛٔااٗ لا ٠ااذعُ  Stream ـلا ٠ااذعُ ع١ٍّااش حٌٕمااً واا UDPِاآ حٌّعااشٚف أْ رشٚطٛوااٛي حٌااـ ٌىاآ

ار إٔٔخ فٟ ٘زٖ حٌلخٌش ٌآ ٔاظّىٓ ِآ عّاً  Delivered on Sequenceذ حٌظٛط١ً ٚفك حٌظشط١

ٚفك حٌظشط١ذ حٌازٞ  Fragmentsك١غ ٌٓ ٔؼّٓ ٚطٛي حٌـ  Bufferٌٍـ  Fragmentationحٌـ 

 1500ٚ٘ااٟ  Packetٌٍااـ  Ethernetأسعااً ع١ٍااٗ ٚعااٛف ٔؼااطش اٌااٝ حٌظم١ااذ رّلااذٚد٠خص حٌااـ 

BYTES  ٌٍـPacket ٛف ٍٔـاؤ اٌاٝ طزٕاٟ رعاغ حٌظم١ٕاخص حٌـذ٠اذس حٌٛحكذ ٌٚلً ٘زٖ حٌّشاىٍش عا

حٌٕماً  أعاٍٛدِٕٚٙاخ  Stream ـٚكظٝ ٠ظُ ٔمً حٌظٛص وا UDPٚحٌظٟ طعظّذ عٍٝ رشٚطٛوٛي حٌـ 

H.323  ٌازٌه عٕاذِخ ٔش٠اذ  ،ٌُ طذعُ حٌذٚص ١ٔاض أٞ ِآ ٘ازٖ حٌظم١ٕاخص  ٌىٓ ،ٚحٌزٞ روشطٗ عخرمخ

وّاخ  ٌىآ TCPٚطٛواٛي حٌاـ لاراذ ٌٕاخ ِآ حعاظخذحَ رش Streamواـٔمً طٛص ِآ ؿٙاخص اٌاٝ آخش

   Broadcastingٚ حٌـ  IP Multicastingروشٔخ عخرمخ فبٔٗ لا ٠ذعُ حٌـ 

 

فبٕٔااخ  UDPٚارح ِااخ لشسٔااخ حعظّااخد حٌااـ  ٠Packetsااظُ عٕٛٔااش حٌااـ  Network Layerفااٟ حٌااـ  -3

   Multicastingِٚـّٛعخص حٌزغ  Broadcastingعٛف ٔظّىٓ ِٓ عًّ حٌزغ حلإرحعٟ 

 

أٚ  Ethernetع١ظُ طلذ٠اذ ؽز١عاش ٚلإسعاخي عاٛحء رخعاظخذحَ حٌاـ  Data Link Layerفٟ حٌـ  -4

ِشااىٍظٗ وّااخ روشطٙااخ عااخرمخ  ٌىاآ Ethernetغ١ااشٖ ٚفااٟ ٘اازٖ حٌلخٌااش عاا١ظُ حلاعظّااخد عٍااٝ حٌااـ 

   BYTES 1500ار لا طظـخٚص حٌـ  Frameرّلذٚد٠ش كـُ حٌـ 

 

ع١ٍّاش حٌٕماً وؼ١اشس ؿاذح ٚلاذ  ؽزعخ حٌّشاخوً حٌظاٟ لاذ طلاذع اػٕاخء  Physical Layerفٟ حٌـ  -5

اػٕاخء حلإسعاخي ٌازٌه لاراذ ِآ  Bitsٌغزذ أٚ ٢خش أٚ لذ طؼا١ع رعاغ حٌاـ  ٠Delayلذع طؤخ١ش 

 ٚؿٛد رشٚطٛوٛلاص طذعُ حٌظظل١ق ٌىً ٘زٖ حٌّشخوً ٚحٌظٟ لذ طلذع اػٕخء ع١ٍّش حلإسعخي.

 Data Linkـ ٚطّاش عزاش حٌا Physical Layerِآ ؽزماش حٌاـ  ٠Bitsغظمزً حٌطشف حٌّمخرً حٌاـ 

Layer  ِٚآ ػاُ حٌاـNetwork Layer  ٚفاٟ اػٕاخء ٘ازٖ حٌّشكٍاش فابْ ِغاظمزً حٌاـPackets  لاذ

أٚ لذ ٠ىاْٛ ؿاضء ِآ ِـّٛعاش  Unicastحٌزغ  أعٍٛد٠ىْٛ ٘ٛ حٌشخض حٌّعٕٟ فٟ كخٌش وخْ 

ٌازٌه  Broadcast ـأٚ لذ ٠ىْٛ ِٓ ػّٓ حٌشزىش حٌظٟ طُ حلإسعاخي ٌٙاخ وا Multicastحلاعظمزخي 

http://www.adobe.com/devnet/rtmp
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ع١ٕااش رخٌـٙااش حٌظااٟ عااٛف طغااظمزً ٌااش وٛٔااٗ ؿااضء ِاآ ِـّٛعااش فاابْ ؿٙااش حلإسعااخي غ١ااش ِفااٟ كخ

أٚ وٍٙاخ ك١اغ  Packetsٚفٟ ٘زٖ حٌلخٌش فبٔٗ غ١ش ِعٕٟ عٛحء حعظمزٍض ؿضء ِٓ حٌـ  Packetsحٌـ

اٌٝ حٌّشعً ٌزٌه لاذ طلاذع حٌىؼ١اش ِآ حٌّشاخوً اػٕاخء  Acknowledgmentٌٓ ٠ظُ اسعخي أٞ 

حٌّشعاً ٚحٌازٞ عاٛف ٠غازذ ٚطاٛي حٌظاٛص  Packetsؿضء ِآ حٌاـ ٘زٖ حٌّشكٍش ِٕٙخ ػ١خ  

ٚؽزعخ عاٛف ٠ىاْٛ حلاعظّاخد فاٟ ٘ازٖ حٌلخٌاش عٍاٝ رشٚطٛواٛلاص حٌطزماش حلأعٍاٝ  ،رشىً ِظمطع 

فاابْ وااً ٘اازٖ  TCPفاابرح وااخْ حٌّشعااً ٚحٌّغااظمزً ٠غااظخذَ حٌااـ  Transport Layerٚ٘ااٟ ٕ٘ااخ 

ك١غ لا ٠ٛؿاذ كاً الا ربطزاخ   UDPحٌـ حٌّشىٍش طىّٓ فٟ وٛٔٗ ٠غظخذَ  ٌىٓحٌّشخوً عٛف طلً 

رظشط١ذ  حٌزٞ أسعاً ع١ٍاٗ ٚراذْٚ ػا١خ  أؿاضحء  Packetsِع١خس ِغخٔذ ٠ؼّٓ ٚطٛي وخفش حٌـ 

 حٌّشعً. Packetsِٓ حٌـ 

 Ethernetاػٕخء حلإسعخي رخعظخذحَ شزىش  Packetsحٌشىً حٌظخٌٟ ٠ٛػق ع١ٍّش ػ١خ  رعغ حٌـ 

Wireless LAN  ٚIP Multicasting UDP عٛف ٠غزذ طمط١ع فٟ حٌظٛص: ِّخ 

 
 

 Dot Net Using Through How to Create a Voice Chatصبٌضب: 

Unmanaged API’s Functions : 

 

لإؿاشحء  ٌىآ ،عخرمخ فبْ حٌذٚص ١ٔض ٌاُ طاذعُ أٞ ِآ ع١ٍّاخص حٌظماخؽ ٚعاشع حٌظاٛص  ر١ٕخوّخ 

ٚحٌظاٟ طاؤطٟ ِاع ٔظاخَ  DLLٍِفاخص حٌاـ  ٚحٌّغٍفش ػّٓ API‟sحٌـ٘زٖ حٌع١ٍّخص لارذ ِٓ حعظخذحَ 

 Multimediaٚحٌخاخص رخٌظعخِاً ِاع ٚعاخثً حٌاـ  ،حٌشا١ٙش   winmm.dllحٌظشغ١ً ِٕٚٙخ ٍِف 

لاٌظماخؽ حٌظاٛص عزاش  Methodsك١اغ ٠اذعُ ٘ازح حٌٍّاف ِـّٛعاش ِآ حٌاـ  ،فٟ ٔظاخَ حٌظشاغ١ً 

ِٚااآ ػاااُ عشػااٗ ِاااشس أخاااشٜ ٚ٘ااازٖ   Byte Array Bufferحٌّااخ٠ىشٚفْٛ ٚطخض٠ٕاااٗ فاااٟ 

 ٟ٘ : Methodحٌـ

 

 waveInGetNumDevs أؿٙضس حلإدخخي ٚحٌّشرٛؽش ِع  ٚحٌظٟ طغظخذَ ٌظلذ٠ذ عذد

 ٚلا طؤخز أٞ رخس١ِٚظشحص.  Sound Cardحٌـ

waveInAddBuffer ٚطغااظخذَ ٌظخااض٠ٓ حٌااـBits  ٟحٌااٛحسدس ِاآ ؿٙااخص حلإدخااخي فااByte 

Array Buffer ٚطؤخز ٘زٖ حٌـMethod :ٟ٘ٚ ػلاػش رخس١ِٚظشحص 

waveInAddBuffer(IntPtr hwi, ref WaveHdr pwh, int cbwh)  

ٌّٛلااع  Referenceك١ااغ ٠ّااشس ٌاالأٚي ؿٙااخص حلإدخااخي ٚحٌاازٞ طااُ حخظ١ااخسٖ ٚ ٠لااذد فااٟ حٌؼااخٟٔ 

 حٌّغظٍُ Bufferٚفٟ حٌؼخٌغ ٠لذد كـُ حٌـ   Bufferطخض٠ٓ حٌـ 

 

 ٌفظق ٚاغلاق حلاطظخي ِع ؿٙخص حلإدخخي. waveInClose  ٚwaveInOpen ذحٌشحٌـ

ٚطؤخااز ٔفااظ حٌزااخس١ِٚظشحص  Bufferٌظـ١ٙااض ٚكـااض حٌااـ  waveInPrepareHeader ذحٌااشحٌ

 .waveInAddBufferحٌّٛؿٛدس فٟ 

كظٝ ٠ظُ اسعاخي  ٠ٚBufferظُ حعظذعخثٙخ رعذ طعزجش حٌـ  waveInUnprepareHeader ذحٌشحٌ

 ِٚٓ ػُ طفش٠غٗ ٌلاعظعذحد ٌظعزجظٗ ِشس أخشٜ. Bufferحٌـ 

 اٌٝ طفش Bufferحٌخخص رخٌـ  Pointerٌـلإسؿخ  ِئشش ح waveInReset ذحٌشحٌ

 رذأ ٚاغلاق ع١ٍّش حلإدخخي ِٓ حٌّخ٠ىشٚفْٛ. waveInStop ذحٌشٚ حٌ waveInStart ذحٌشحٌ
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 ٚوّخ ٠ٍٟ: DllImportفٟ حٌذٚص ١ٔض ٔمَٛ رظعش٠فٙخ أٚلا رخعظخذحَ  حٌذٚحيٚلاعظخذحَ ٘زٖ 

 

 

C#: 

[DllImport(winmm.dll)] 

public static extern int waveInGetNumDevs(); 

[DllImport(winmm.dll)] 

public static extern int waveInAddBuffer(IntPtr hwi, ref WaveHdr pwh, 

int cbwh); 

[DllImport(winmm.dll)] 

public static extern int waveInClose(IntPtr hwi); 

[DllImport(winmm.dll)] 

public static extern int waveInOpen(out IntPtr phwi, int uDeviceID, 

WaveFormat lpFormat, WaveDelegate dwCallback, int dwInstance, int 

dwFlags); 

[DllImport(winmm.dll)] 

public static extern int waveInPrepareHeader(IntPtr hWaveIn, ref 

WaveHdr lpWaveInHdr, int uSize); 

[DllImport(winmm.dll)] 

public static extern int waveInUnprepareHeader(IntPtr hWaveIn, ref 

WaveHdr lpWaveInHdr, int uSize); 

[DllImport(winmm.dll)] 

public static extern int waveInReset(IntPtr hwi); 

[DllImport(winmm.dll)] 

public static extern int waveInStart(IntPtr hwi); 

[DllImport(winmm.dll)] 

public static extern int waveInStop(IntPtr hwi);   

 

VB.NET 

<DllImport(winmm.dll)> _ 

Public Shared Function waveInGetNumDevs() As Integer 

End Function 

<DllImport(winmm.dll)> _ 

Public Shared Function waveInAddBuffer(ByVal hwi As IntPtr, ByRef 

pwh As WaveHdr, ByVal cbwh As Integer) As Integer 

End Function 

<DllImport(winmm.dll)> _ 

Public Shared Function waveInClose(ByVal hwi As IntPtr) As Integer 

End Function 

<DllImport(winmm.dll)> _ 

Public Shared Function 

waveInOpen(<System.Runtime.InteropServices.Out()> ByRef phwi As 

IntPtr, ByVal uDeviceID As Integer, ByVal lpFormat As WaveFormat, 

ByVal dwCallback As WaveDelegate, ByVal dwInstance As Integer, 

ByVal dwFlags As Integer) As Integer 

End Function 
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<DllImport(winmm.dll)> _ 

Public Shared Function waveInPrepareHeader(ByVal hWaveIn As 

IntPtr, ByRef lpWaveInHdr As WaveHdr, ByVal uSize As Integer) As 

Integer 

End Function 

<DllImport(winmm.dll)> _ 

Public Shared Function waveInUnprepareHeader(ByVal hWaveIn As 

IntPtr, ByRef lpWaveInHdr As WaveHdr, ByVal uSize As Integer) As 

Integer 

End Function 

<DllImport(winmm.dll)> _ 

Public Shared Function waveInReset(ByVal hwi As IntPtr) As Integer 

End Function 

<DllImport(winmm.dll)> _ 

Public Shared Function waveInStart(ByVal hwi As IntPtr) As Integer 

End Function 

<DllImport(winmm.dll)> _ 

Public Shared Function waveInStop(ByVal hwi As IntPtr) As Integer 

End Function 

 

اٌااٝ  Byte Array Bufferحٌظخ١ٌااش ٌظل٠ٛااً حٌااـ  Methodsٚوّااخ عااٛف ٔغااظخذَ ِـّٛعااش حٌااـ

 طٛص ِشس أخشٜ ٚعشػٗ عٍٝ ؿٙخص حلإخشحؽ :

 

C#: 

[DllImport(winmm.dll)] 

public static extern int waveOutGetNumDevs(); 

[DllImport(winmm.dll)] 

public static extern int waveOutPrepareHeader(IntPtr hWaveOut, ref 

WaveHdr lpWaveOutHdr, int uSize); 

[DllImport(winmm.dll)] 

public static extern int waveOutUnprepareHeader(IntPtr hWaveOut, ref 

WaveHdr lpWaveOutHdr, int uSize); 

[DllImport(winmm.dll)] 

public static extern int waveOutWrite(IntPtr hWaveOut, ref WaveHdr 

lpWaveOutHdr, int uSize); 

[DllImport(winmm.dll)] 

public static extern int waveOutOpen(out IntPtr hWaveOut, int 

uDeviceID, WaveFormat lpFormat, WaveDelegate dwCallback, int 

dwInstance, int dwFlags); 

[DllImport(winmm.dll)] 

public static extern int waveOutReset(IntPtr hWaveOut); 

[DllImport(mmdll)] 

public static extern int waveOutClose(IntPtr hWaveOut); 

[DllImport(mmdll)] 

public static extern int waveOutPause(IntPtr hWaveOut); 

[DllImport(mmdll)] 

public static extern int waveOutRestart(IntPtr hWaveOut); 
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[DllImport(mmdll)] 

public static extern int waveOutGetPosition(IntPtr hWaveOut, out int 

lpInfo, int uSize); 

[DllImport(mmdll)] 

public static extern int waveOutSetVolume(IntPtr hWaveOut, int 

dwVolume); 

[DllImport(mmdll)] 

public static extern int waveOutGetVolume(IntPtr hWaveOut, out int 

dwVolume); 

  

VB.NET 

<DllImport(winmm.dll)> _ 

Public Shared Function waveOutGetNumDevs() As Integer 

End Function 

<DllImport(winmm.dll)> _ 

Public Shared Function waveOutPrepareHeader(ByVal hWaveOut As 

IntPtr, ByRef lpWaveOutHdr As WaveHdr, ByVal uSize As Integer) As 

Integer 

End Function 

<DllImport(winmm.dll)> _ 

Public Shared Function waveOutUnprepareHeader(ByVal hWaveOut 

As IntPtr, ByRef lpWaveOutHdr As WaveHdr, ByVal uSize As Integer) 

As Integer 

End Function 

<DllImport(winmm.dll)> _ 

Public Shared Function waveOutWrite(ByVal hWaveOut As IntPtr, 

ByRef lpWaveOutHdr As WaveHdr, ByVal uSize As Integer) As 

Integer 

End Function 

<DllImport(winmm.dll)> _ 

Public Shared Function 

waveOutOpen(<System.Runtime.InteropServices.Out()> ByRef 

hWaveOut As IntPtr, ByVal uDeviceID As Integer, ByVal lpFormat As 

WaveFormat, ByVal dwCallback As WaveDelegate, ByVal dwInstance 

As Integer, ByVal dwFlags As Integer) As Integer 

End Function 

<DllImport(winmm.dll)> _ 

Public Shared Function waveOutReset(ByVal hWaveOut As IntPtr) As 

Integer 

End Function 

<DllImport(mmdll)> _ 

Public Shared Function waveOutClose(ByVal hWaveOut As IntPtr) As 

Integer 

End Function 

<DllImport(mmdll)> _ 

Public Shared Function waveOutPause(ByVal hWaveOut As IntPtr) As 

Integer 
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End Function 

<DllImport(mmdll)> _ 

Public Shared Function waveOutRestart(ByVal hWaveOut As IntPtr) 

As Integer 

End Function 

<DllImport(mmdll)> _ 

Public Shared Function waveOutGetPosition(ByVal hWaveOut As 

IntPtr, <System.Runtime.InteropServices.Out()> ByRef lpInfo As 

Integer, ByVal uSize As Integer) As Integer 

End Function 

<DllImport(mmdll)> _ 

Public Shared Function waveOutSetVolume(ByVal hWaveOut As 

IntPtr, ByVal dwVolume As Integer) As Integer 

End Function 

<DllImport(mmdll)> _ 

Public Shared Function waveOutGetVolume(ByVal hWaveOut As 

IntPtr, <System.Runtime.InteropServices.Out()> ByRef dwVolume As 

Integer) As Integer 

End Function 

 

 ٔغظخذَ حٌظعش٠ف حٌظخٌٟ: Bufferٚكظٝ ٔظّىٓ ِٓ عشع ِلظ٠ٛخص حٌـ 

 

C#: 

using System; 

using System.Runtime.InteropServices; 

using System.Resources; 

using System.IO; 

 

  public class Winmm 

 { 

  public const UInt32 SND_ASYNC = 1; 

  public const UInt32 SND_MEMORY = 4; 

 

  [DllImport("Winmm.dll")] 

public static extern bool PlaySound(byte[] data, IntPtr hMod,   UInt32 

dwFlags); 

 

public static void PlayWavResource(byte[] buffer) 

{ 

 PlaySound(buffer, IntPtr.Zero,  SND_ASYNC |  

SND_MEMORY); 

} 

} 

 

VB.NET 

Imports System 

Imports System.Runtime.InteropServices 
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Imports System.Resources 

Imports System.IO 

 

Public Class Winmm 

    Public Const SND_ASYNC As UInt32 = 

System.Convert.ToUInt32(1) 

    Public Const SND_MEMORY As UInt32 = 

System.Convert.ToUInt32(4) 

    <DllImport("Winmm.dll")> _ 

    Public Shared Function PlaySound(ByVal data As Byte(), ByVal 

hMod As IntPtr, ByVal dwFlags As UInt32) As Boolean 

    End Function 

    Public Sub New() 

    End Sub 

    Public Shared Sub PlayWavResource(ByVal buffer As Byte()) 

        PlaySound(buffer, IntPtr.Zero, SND_ASYNC Or 

SND_MEMORY) 

    End Sub 

End Class 

 

حلاعاظمزخي  Methodٚحٌّغاظٍُ ِآ  Byte Bufferحٌاـ  PlaySound Methodك١غ ّٔاشس ٌٍاـ 

 ٚوّخ ٠ٍٟ: Socketحٌخخطش رخٌـ

 

C#: 

void Voice_Receiver() 

 { 

UdpClient sock = new UdpClient(5020);  

sock.JoinMulticastGroup(IPAddress.Parse(multicast_IP.Text)); 

IPEndPoint iep = new IPEndPoint(IPAddress.Any, 0);  

byte[] voice_Come = sock.Receive(ref iep); 

Winmm.PlayWavResource(voice_Come); 

sock.Close(); 

 } 

 

VB.NET 

Private Sub Voice_Receiver() 

    Dim sock As UdpClient = New UdpClient(5020) 

    sock.JoinMulticastGroup(IPAddress.Parse(multicast_IP.Text)) 

    Dim iep As IPEndPoint = New IPEndPoint(IPAddress.Any, 0) 

    Dim voice_Come As Byte() = sock.Receive(iep) 

    Winmm.PlayWavResource(voice_Come) 

    sock.Close() 

End Sub 
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 : Voice Chat Systemاٌجذء ثئٔشبء ثشٔبِج اٌّذبدصخ اٌظٛر١خ 

ػُ عشػٗ ِشس أخشٜ فٟ ِـّٛعش  Bufferعٛف ٔـضة ع١ٍّش حٌظمخؽ حٌظٛص ٚطخض٠ٕٗ فٟ حٌـ 

 Microsoft ـٚ٘ااٛ طمغاا١ُ طااُ حعااظخذحِٗ فااٟ حٌىؼ١ااش ِاآ حٌزشِـ١ااخص حٌخخطااش راا Classesِاآ حٌااـ

فاٟ ٍِااف  Classesـّاع ٘ازٖ حٌاـ ٚعااٛف ٔ  Windows Sound Recorderِٕٚٙاخ رشٔاخِؾ 

، فاٟ حٌماشص حٌّاذِؾ  Classesِلظ٠ٛاخص ٘ازٖ حٌاـ طـاذ ٚعٛف  Voice Libraryٚحكذ ٔغ١ّٗ 

 ٟ٘: Classesٚ٘زٖ حٌـ  ٚحٌّشفك ِع حٌىظخد ، 

 

WaveIn Class   ٚعااٛف ٔغااظخذِٗ ٌٛػااع وخفااش حٌااـMethods  حٌخخطااش رخٌظمااخؽ حٌظااٛص

   Byte Arrayٚطخض٠ٕٗ فٟ 

WaveOut Clasas ٛف ٔغظخذِٗ ٌعشع حٌظٛص حلأطٟ ِٓ حٌـ ٚعBuffer ٗػُ عشػ 

WaveStream Class  ٝٚحٌاازٞ عااٛف ٔغااظخذِٗ ٌظل٠ٛااً حٌظااٛص اٌااStream  ًٙك١ااغ ٠غاا

 حٌّغظخذِش فٟ حٌذٚص ١ٔض MemoryStreamاسعخٌٗ عزش حٌشزىش ٠ٚشزٗ عٍّٗ عًّ 

  رل١غ ٠ظُ عشع حٌذحخً أٚلا خخسؽ أٚلا Streamٌظٕظ١ُ حٌـ  FifoStream ذحٌشحٌ

حٌخخطاااش راااخٌٍّف  ٠ٚMethodsاااظُ ف١ٙاااخ ٚػاااع وخفاااش حٌظعش٠فاااخص ٌٍاااـ  WaveNative ذحٌاااشحٌ

winmm.dl .ّٚحٌظٟ ششكٕخ٘خ عخرمخ 

 Fullحٌزغ  أعٍٛدٌع١ٍّش حٌٕمً ِٚعظّذح عٍٝ  UDPعٛف ٔغظخذَ فٟ ٘زح حٌّؼخي رشٚطٛوٛي حٌـ 

Diplex Unicast Voice Chat System ٚي وّخ ٠ٍٟ :ع١ىْٛ حٌشىً حٌعخَ ٌزشٔخِؾ حلاطظخ 

 

 
ٚعااااٛف ٔؼااااعٗ فااااٟ  Voice.dllحٌغااااخرمش فااااٟ ٍِااااف  Classesٚعااااٛف ٔمااااَٛ رىزغااااٍش حٌااااـ 

حٌخخطش رخٌزشٔخِؾ ٚكظٝ ٔغظط١ع حعاظخذحَ ٘ازح حٌٍّاف فاٟ ؿ١ّاع حٌزاشحِؾ حٌظاٟ  Referencesحٌـ

٠ّىآ حعاظخذحَ حٌٍّاف رخعاظذعخثٗ واؤٞ عٛف طغظخذَ ع١ٍّش حلاطظاخي حٌظاٛطٟ رعاذ ٘ازٖ حٌع١ٍّاش 

Managed Library Class ٍٟفٟ حٌذٚص ١ٔض ٚوّخ ٠: 

 

C#: 

using System.Net; 

using System.Net.Socket; 

using System.Threading; 

using Voice; 

 

VB.NET 

Imports System.Net 

Imports System.Net.Socket 

Imports System.Threading 

Imports Voice 
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عٛف ٔغظخذِٗ فاٟ حٌزشٔاخِؾ ٠ٚفؼاً ٚػاع  ٚحٌزٞ Threadٚحٌـ Socketػُ ٔمَٛ رظعش٠ف حٌـ   

حٌشث١غاٟ ٚحٌٙاذف ِآ ٘ازٖ حٌع١ٍّاش  Class٘زٖ حٌظعش٠فخص فٟ رذح٠ش حٌزشٔاخِؾ أٞ رعاذ طعش٠اف حٌاـ 

عٕذ اؽفخء حٌزشٔخِؾ ٚكظٝ لا طزمٝ فٟ حٌازحوشس  Threadٚحٌـ  Socketٟ٘ حٌمذسس عٍٝ اغلاق حٌـ 

 ٠ٚظُ رٌه وّخ ٠ٍٟ: ،عٕذ اغلاق رشٔخِؾ حلاطظخي 

 

C#: 

public class Form1 : System.Windows.Forms.Form 

{ 

private Socket socket; 

  private Thread thread;  

 

VB.NET 

Public Class Form1 : Inherits System.Windows.Forms.Form 

    Private socket As Socket 

    Private thread As Thread 

 

حٌزٞ ع١ظُ طغاـ١ً حٌظاٛص  Bufferرمش ٚٔعشف حٌـحٌغخ Classesِٓ حٌـ Objectٚعٛف ٔعشف 

   Socketحٌزٞ ع١ظُ عشع حٌظٛص حٌّغظٍُ ِٓ حٌـ Bufferحٌّشحد اسعخٌٗ ٚحٌـ

 

C#: 

private WaveOutPlayer m_Player; 

private WaveInRecorder m_Recorder; 

private FifoStream m_Fifo = new FifoStream(); 

private byte[] m_PlayBuffer; 

private byte[] m_RecBuffer; 

 

VB.NET 

Private m_Player As WaveOutPlayer 

Private m_Recorder As WaveInRecorder 

Private m_Fifo As FifoStream = New FifoStream 

Private m_PlayBuffer As Byte() 

Private m_RecBuffer As Byte() 

 

لاُ رىظخراش حٌظعش٠اف  Form Load Eventحٌاـ حٌخاخص رخٌزشٔاخِؾ أٚ فاٟ  Constructorفٟ حٌاـ 

 : Threadٚحٌـ  Socketحٌخخص رخٌـ 

 

C#: 

public Form1() 

{ 

InitializeComponent(); 

socket = new Socket(AddressFamily.InterNetwork, SocketType.Dgram, 

ProtocolType.Udp); 

thread = new Thread(new ThreadStart(Voice_In)); 

} 
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VB.NET 

socket = New Socket(AddressFamily.InterNetwork, 

SocketType.Dgram, ProtocolType.Udp) 

thread = New Thread(AddressOf Voice_In) 

 

  Socketحٌىٛد حٌخخص رع١ٍّش حعظمزخي حٌظٛص ِٓ حٌاـVoice_In Method عٛف ٔؼع فٟ حٌـ

 ٚوّخ ٠ٍٟ:

 

C#: 

private void Voice_In() 

{ 

 byte[] br; 

 socket.Bind(new IPEndPoint(IPAddress.Any, 5020)); 

  

while (true) 

 { 

 br = new byte[16384]; 

 socket.Receive(br); 

 m_Fifo.Write(br, 0, br.Length); 

 } 

} 

 

VB.NET 

Private Sub Voice_In() 

    Dim br As Byte() 

    socket.Bind(New IPEndPoint(IPAddress.Any, 5020)) 

 

    Do While True 

        br = New Byte(16383)  

        socket.Receive(br) 

        m_Fifo.Write(br, 0, br.Length) 

    Loop 

End Sub 

 

ػااُ ّٔااشس حٌظااٛص  Receive Method ك١ااغ ٠ااظُ حعااظمزخي حٌظااٛص ِاآ حٌشاازىش رخعااظخذحَ حٌااـ

 ٚكظٝ ٠ظُ طٕف١زٖ ٚطل٠ٍٛٗ اٌٝ طٛص ِشس أخشٜ. m_Fifo.Write Methodحٌّغظمزً اٌٝ حٌـ

 

 حٌظٟ طمَٛ رظغـ١ً حٌظٛص ٚاسعخٌٗ اٌٝ حٌـٙخص حلأخش فٟٙ: Methodأِخ حٌـ

 

C#: 

private void Voice_Out(IntPtr data, int size) 

{ 

//for Recorder 

if (m_RecBuffer == null || m_RecBuffer.Length < size) 

m_RecBuffer = new byte[size]; 

System.Runtime.InteropServices.Marshal.Copy(data, m_RecBuffer, 0, 

size); 



~ 047 ~ 
 

//Microphone ==> data ==> m_RecBuffer ==> m_Fifo 

socket.SendTo(m_RecBuffer, new 

IPEndPoint(IPAddress.Parse(Peer_IP.Text),5030)); 

}   

 

VB.NET 

Private Sub Voice_Out(ByVal data As IntPtr, ByVal size As Integer) 

    'for Recorder 

    If m_RecBuffer Is Nothing OrElse m_RecBuffer.Length < size Then 

        m_RecBuffer = New Byte(size - 1)  

    End If 

    System.Runtime.InteropServices.Marshal.Copy(Data, m_RecBuffer, 

0, size) 

    'Microphone ==> data ==> m_RecBuffer ==> m_Fifo 

    socket.SendTo(m_RecBuffer, New 

IPEndPoint(IPAddress.Parse(Peer_IP.Text), 5030)) 

End Sub 

 

رل١اغ ٠شعاً ٠ٚغاظمزً فاٟ ٔفاظ  Full Duplexكخٌاش ارح ِاخ أسدٔاخ عّاً رشٔاخِؾ  لاكع أٔاٗ فاٟ

ٚحكاذ ٌلإسعاخي ٚأخاشٜ ٌلاعاظمزخي ٚفاٟ حٌطاشف  Tow Portsحٌٛلض فبٕٔخ رلخؿاش اٌاٝ طعش٠اف  

 حلاعظمزخي ٌذ٠ٗ ٚحٌعىظ طل١ق . Portحلإسعخي ٌذ٠ه ٟ٘  Portحلأخش طىْٛ 

 

ٌظلذ٠ذ ؿٛدس حٌظٛص  WaveFormatظخذِٕخ حٌـ ك١غ حع حٌظخ١ٌش ذحٌشفٟ صس حٌزذء ٠ظُ  طٕف١ز حٌ

 WaveOutPlayer  Class ٚأعٕذص اٌٝ حٌـ Bits , 2 Channels & 44100 KHz 16رـ

 Voice_Out Methodٚفٟ كخي طعزجظٗ ٠ظُ اسعخٌٗ اٌٝ حٌـ  Bufferٚحٌزٞ ع١غظخذَ ٌظعزجش حٌـ

 لإسعخٌٗ عزش حٌشزىش اٌٝ حٌـٙخص ح٢خش :

 

C#: 

private void Start() 

{ 

 Stop(); 

try 

{ 

WaveFormat fmt = new WaveFormat(44100, 16, 2); 

m_Player = new WaveOutPlayer(-1, fmt, 16384, 3, new 

BufferFillEventHandler(Filler)); 

m_Recorder = new WaveInRecorder(-1, fmt, 16384, 3, new 

BufferDoneEventHandler(Voice_Out)); 

} 

catch 

{ Stop();throw;} 

} 

 

VB.NET 

Private Sub Start() 

 Stop() 

    Try 
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        Dim fmt As WaveFormat = New WaveFormat(44100, 16, 2) 

        m_Player = New WaveOutPlayer(-1, fmt, 16384, 3, New 

BufferFillEventHandler(AddressOf Filler)) 

        m_Recorder = New WaveInRecorder(-1, fmt, 16384, 3, New 

BufferDoneEventHandler(AddressOf Voice_Out)) 

    Catch 

Stop() 

        Throw 

    End Try 

End Sub 

 

ٚا٠مخف  Bufferك١غ ع١ظُ طفش٠ت ِلظ٠ٛخص حٌـ  حٌظخ١ٌش ذحٌشأِخ فٟ صس حلإ٠مخف ف١ظُ طٕف١ز حٌ

 :طغـ١ً حٌظٛص

 

C#: 

private void Stop() 

{ 

if (m_Player != null) 

 try 

  { 

  m_Player.Dispose(); 

  } 

finally 

{m_Player = null;} 

if (m_Recorder != null) 

 try 

 {m_Recorder.Dispose();} 

 finally 

 {m_Recorder = null;} 

 m_Fifo.Flush(); // clear all pending data 

} 

 

VB.NET 

Private Sub [Stop]() 

    If Not m_Player Is Nothing Then 

        Try 

            m_Player.Dispose() 

        Finally 

            m_Player = Nothing 

        End Try 

    End If 

    If Not m_Recorder Is Nothing Then 

        Try 

            m_Recorder.Dispose() 

        Finally 

            m_Recorder = Nothing 

        End Try 
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    End If 

    m_Fifo.Flush() ' clear all pending data 

End Sub 

 

ٚلإطّخَ ع١ٍّش عشػٗ عٍٝ  Bufferٌظعزجش حٌظٛص فٟ حٌـ  Filler Methodٚطغظخذَ حٌـ 

 :) Output Deviceحٌغّخعخص( 

 

C#: 

private void Filler(IntPtr data, int size) 

{ 

if (m_PlayBuffer == null || m_PlayBuffer.Length < size) 

m_PlayBuffer = new byte[size]; 

if (m_Fifo.Length >= size) 

m_Fifo.Read(m_PlayBuffer, 0, size); 

else 

for (int i = 0; i < m_PlayBuffer.Length; i++) 

m_PlayBuffer[i] = 0; 

System.Runtime.InteropServices.Marshal.Copy(m_PlayBuffer, 0, data, 

size); 

// m_Fifo ==> m_PlayBuffer==> data ==> Speakers 

} 

 

VB.NET 

Private Sub Filler(ByVal data As IntPtr, ByVal size As Integer) 

    If m_PlayBuffer Is Nothing OrElse m_PlayBuffer.Length < size Then 

        m_PlayBuffer = New Byte(size - 1)  

    End If 

    If m_Fifo.Length >= size Then 

        m_Fifo.Read(m_PlayBuffer, 0, size) 

    Else 

        Dim i As Integer = 0 

        Do While i < m_PlayBuffer.Length 

            m_PlayBuffer(i) = 0 

            i += 1 

        Loop 

    End If 

    System.Runtime.InteropServices.Marshal.Copy(m_PlayBuffer, 0, 

data, size) 

    ' m_Fifo ==> m_PlayBuffer==> data ==> Speakers 

End Sub 
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 Testing TCP,UDP and Thinking in SCTP to Transfer Voiceساثؼب: 

NetworksThrough  : 

 

ٔماَٛ ربػاخفش حٌظعش٠فاخص  Multicast Half Duplex Voice Chat Systemلإٔشخء رشٔخِؾ 

ٚعاٛف ٔعظّاذ عٍاٝ  ،ٚحٌظٟ شاشكٕخ٘خ فاٟ حٌفظاً حٌغاخرك  Multicastingٚحٌخخطش رخٌـ  حٌظخ١ٌش

ذ ٌٍّلخػش ٠ظُ ِٓ خلاٌاٗ طغاـ١ً حٌظاٛص ٚآخاش ٌطخٌاذ ك١اغ ٠غاظّع ف١اٗ ٚؿٛد رشٔخِـ١ٓ ٚحك

 ٌّلخػشس حٌّعٍُ ٚوّخ فٟ حٌشىً حٌظخٌٟ:

 
فٟ رشٔخِؾ حلإسعخي (رشٔخِؾ حٌّعٍُ) لا ٠خظٍف حٌىٛد رشٟء فمؾ عٕذ حلإسعخي ٠اظُ رٌاه رخعاظخذحَ 

 ٚوّخ ٠ٍٟ: IP Multicastingحٌـ 

 

C#: 

 private void Voice_Out(IntPtr data, int size) 

{ 

//for Recorder 

if (m_RecBuffer == null || m_RecBuffer.Length < size) 

m_RecBuffer = new byte[size]; 

System.Runtime.InteropServices.Marshal.Copy(data, m_RecBuffer, 0, 

size); 

//Microphone ==> data ==> m_RecBuffer ==> m_Fifo 

socket.SendTo(m_RecBuffer, new 

IPEndPoint(IPAddress.Parse("224.0.1.7"), 5020)); 

}   

 

VB.NET 

Private Sub Voice_Out(ByVal data As IntPtr, ByVal size As Integer) 

    'for Recorder 
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    If m_RecBuffer Is Nothing OrElse m_RecBuffer.Length < size Then 

        m_RecBuffer = New Byte(size - 1)  

    End If 

    System.Runtime.InteropServices.Marshal.Copy(data, m_RecBuffer, 

0, size) 

    'Microphone ==> data ==> m_RecBuffer ==> m_Fifo 

    socket.SendTo(m_RecBuffer, New 

IPEndPoint(IPAddress.Parse("224.0.1.7"), 5020)) 

End Sub 

 

ِٚآ ػاُ حلاعاظمزخي ِآ  IP Multicast Groupزً ٔماَٛ رخلأؼاّخَ اٌاٝ حٌاـفاٟ حٌطاشف حٌّغاظم

 خلاٌٗ ٚوّخ ٠ٍٟ:

C#: 

private void Voice_In() 

{ 

UdpClient sock = new UdpClient(5000);  

sock.JoinMulticastGroup(IPAddress.Parse("224.0.1.7")); 

IPEndPoint iep = new IPEndPoint(IPAddress.Any,0);  

while (true) 

{ 

m_Fifo.Write(sock.Receive(ref iep), 0,sock.Receive(ref 

iep).Length); 

} 

} 

 

VB.NET 

Private Sub Voice_In() 

    Dim sock As UdpClient = New UdpClient(5000) 

    sock.JoinMulticastGroup(IPAddress.Parse("224.0.1.7")) 

    Dim iep As IPEndPoint = New IPEndPoint(IPAddress.Any, 0) 

    Do While True 

        m_Fifo.Write(sock.Receive(iep), 0, sock.Receive(iep).Length) 

    Loop 

End Sub 

 

لاكع أْ حٌظٛص لذ ٠ظمطع أك١خٔخ ٚرظؤو١ذ حٌغزذ ٚحػق ٚ٘اٛ أٔاٗ فاٟ كخٌاش  ح٢ْ ٔفز حٌزشٔخِؾ ...

فبْ ع١ٍّش حلإسعخي عظىْٛ عشٛحث١ش ٚ٘زح لاذ  Multicastingٚحٌـ UDPحعظخذحَ رشٚطٛوٛي حٌـ 

حٌّشعٍش عزش حٌشزىش وً فظشس ٚرّخ أْ رشٚطٛوٛي حٌـ  ٠Packetsغزذ ػ١خ  ٚحكذ أٚ أوؼش ِٓ حٌـ

UDP  ْلا ٠ااذعُ أٞ ِاآ ع١ٍّااخص حٌظلمااك ِاآ حٌٛطااٛي ٚع١ٍّااخص حٌظٛطاا١ً عٍااٝ حٌظشط١ااذ فااب

 وؼش ِٓ ٘زٖ حٌّشخوً أِش ِلظًّ .كذٚع ٚحكذ أٚ أ

 

لاكااع أْ ٘اازح حٌزشٚطٛوااٛي ٘ااٛ  ، TCPع١ٍّااش حلإسعااخي رخعااظخذحَ رشٚطٛوااٛي  ٔخظزااشدعٕااخ ح٢ْ 

ك ِاآ حٌٛطاااٛي وّاااخ ٠ااذعُ ؿ١ّاااع ع١ٍّااخص حٌظلمااا Oriented Protocolرشٚطٛوااٛي ِٛؿااٗ 

ٚ٘ٛ ِاخ ١ّ٠اض ٘ازح  Streamحٌـ  أعٍٛدرخلإػخفش اٌٝ وٛٔٗ ٠ذعُ حلاطظخي ر١ٓ حٌطشف١ٓ رخعظخذحَ 

حٌزشٚطٛوٛي عٓ غ١شٖ ار إٔٔخ فٟ كخٌش حعاظخذحِٗ ٌآ ٔؼاطش اٌاٝ حلأخاز رلـاُ حٌز١خٔاخص حٌّشعاٍش 

 ٌٙاخ رىاً عاٌٙٛش رخلإػاخفش اٌاٝ عاٌٙٛش طـ١ّعٙاخ ِاشس أخاشٜ Fragmentationك١غ ٠اظُ عّاً 

 . Delivered Out on Sequenceٚرذْٚ حٌخٛف ِٓ ِشخوً حٌـ 
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 حٌغخرك ٚؿعٍٗ وّخ ٠ٍٟ : Socketوً ِخ ع١ٍٕخ طغ١١شٖ ٘ٛ طعش٠ف حٌـ 

 

C#: 

socket = new Socket(AddressFamily.InterNetwork, SocketType.Stream 

, ProtocolType.Tcp); 

 

VB.NET 

socket = New Socket(AddressFamily.InterNetwork, 

SocketType.Stream, ProtocolType.Tcp) 

 

 ٚوّخ ٠ٍٟ: Network Stream Classأِخ فٟ ع١ٍّش حلإسعخي ف١ّىٕٕخ حعظخذحَ حٌـ

 

 C#: 

 private void Voice_Out(IntPtr data, int size) 

{ 

//for Recorder 

if (m_RecBuffer == null || m_RecBuffer.Length < size) 

m_RecBuffer = new byte[size]; 

System.Runtime.InteropServices.Marshal.Copy(data, m_RecBuffer, 0, 

size); 

//Microphone ==> data ==> m_RecBuffer ==> m_Fifo 

sock.Connect(new IPEndPoint(IPAddress.Parse("10.0.0.10"),5020)); 

NetworkStream ns = new NetworkStream (socket); 

ns.Write (m_RecBuffer,0,m_RecBuffer.Length); 

}   

 

VB.NET 

Private Sub Voice_Out(ByVal data As IntPtr, ByVal size As Integer) 

    'for Recorder 

    If m_RecBuffer Is Nothing OrElse m_RecBuffer.Length < size Then 

        m_RecBuffer = New Byte(size - 1)  

    End If 

    System.Runtime.InteropServices.Marshal.Copy(data, m_RecBuffer, 

0, size) 

    'Microphone ==> data ==> m_RecBuffer ==> m_Fifo 

    sock.Connect(New IPEndPoint(IPAddress.Parse("10.0.0.10"), 5020)) 

    Dim ns As NetworkStream = New NetworkStream(socket) 

    ns.Write(m_RecBuffer, 0, m_RecBuffer.Length) 

End Sub 

 

 ٌلاعظمزخي:  ٌىِٓشس أخشٜ  Network Streamفٟ حٌطشف حٌّغظمزً ٔمَٛ رخعظخذحَ حٌـ 

 

C#: 

private void Voice_In() 

{ 

Socket sock = new Socket(AddressFamily.InterNetwork, 

SocketType.Stream , ProtocolType.Tcp); 
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sock.Bind(new IPEndPoint(IPAddress.Parse("10.0.0.10"),5020)); 

NetworkStream ns = new NetworkStream (sock); 

 while (true){ 

 byte[] buffer = new byte [16384]; 

 ns.Read (buffer,0,16384); 

 m_Fifo.Write(buffer, 0, buffer.Length); } 

}  

 

VB.NET 

Private Sub Voice_In() 

    Dim sock As Socket = New Socket(AddressFamily.InterNetwork, 

SocketType.Stream, ProtocolType.Tcp) 

    sock.Bind(New IPEndPoint(IPAddress.Parse("10.0.0.10"), 5020)) 

    Dim ns As NetworkStream = New NetworkStream(sock) 

    Do While True 

        Dim buffer As Byte() = New Byte(16383)  

        ns.Read(buffer, 0, 16384) 

        m_Fifo.Write(buffer, 0, buffer.Length) 

    Loop 

End Sub 

 

حٌّشااىٍش  ٌىاآلاكااع أْ دلااش حٌظااٛص أطاازلض ِّظااخصس وّااخ أٔااٗ لا ٠ٛؿااذ أٞ طمط١ااع فااٟ حٌظااٛص 

أٚ  Multicastingحٌشحثعااش فااٟ حٌااـ ِىخ١ٔااخصطىّاآ فااٟ إٔٔااخ ٌاآ ٔغااظط١ع حلاعااظفخدس ِاآ ٘اازٖ حلإ

 ... Broadcastingحٌـ

ٚ٘اٛ ِاخ طاُ حعاظخذحِٗ  UDPٚحٌلً حٌٛك١ذ ٘ٛ اِخ حعاظخذحَ حٌّعاخ١٠ش حٌغاخرمش ِاع رشٚطٛواٛي حٌاـ 

ٌّعشفااش  ٠OpenH323ّىٕااه حٌشؿااٛ  اٌااٝ حٌمااشص حٌّااذِؾ حٌّؼااخي ح٢ْ فااٟ ِعظااُ حٌزشِـ١ااخص 

أٚ حعاظخذحَ رشٚطٛوااٛي . H323ٌٕماً حٌظاٛص ٚفاك حٌّع١اخس  RTPٚحٌاـ UDPو١ف١اش حعاظخذحَ حٌاـ

كخٌش وخْ عخِاً حٌظاضحِٓ غ١اش ِٙاُ را١ٓ حٌّشعاً ٚحٌّغاظمزً ٚوّؼاخي عٍاٝ ٚ٘ٛ ؿ١ذ فٟ  TCPحٌـ

ٌٕمااً  HTTPِااع حٌااـ TCPٚحٌاازٞ ٠غااظخذَ حٌااـ Windows Media Serverرٌااه رشٔااخِؾ 

   .DirectXػّٓ حٌـ  Direct Playحٌٕمً عزش حٌـ  أعٍٛدأٚ حعظخذحَ حٌظٛص ٚحٌظٛسس 

 

 رٛوٛي ً٘ دً اٌّشىٍخ؟؟ اٌغؤاي اٌزٞ ٠طشح ٔفغٗ ا٢ْ ِب ٘ٛ اٌجذ٠ذ ثٙزا اٌجشٚ

حٌـاٛحد رىااً رغااخؽش ٔعاُ لااذ كااً حٌّشااىٍش ك١اغ أْ ِعّخس٠ااش ٘اازح حٌزشٚطٛواٛي حٌاازٞ حعااظفخد ِاآ 

ار أطازق ٌاذ٠ٕخ ح٢ْ  Multicastingٌع١ٍّخص حٌاـ UDPٚحٌذعُ حٌّمذَ ِٓ لزً حٌـ ١ِTCPضحص حٌـ

ش رخلإػخفش اٌٝ ٚاعخدس طشط١زٙخ رىً عٌٙٛ Fragmentationِٕظش ل٠ٛش ٠عظّذ ع١ٍٙخ فٟ عًّ حٌـ

حٌخخطاش رٙاازح  Headerٚ٘اازح ٚحػاق ِاآ ر١ٕاش حٌااـ Delivered on Sequenceدعّاٗ ع١ٍّاش 

 حٌزشٚطٛوٛي حٔظش اٌٝ حٌشىً حٌظخٌٟ:
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 ate a Voice Conference System Using Microsoft How to Creخبِغب: 

Direct Play 9  : 

 

 Direct Play9ـطم١ٕخص سحثعش ؿاذح ٌٍٕماً حٌظاٛص فاٟ حلإطاذحس حٌخاخص را Microsoftدعّض 

 DirectXٚ٘ااٛ ؿااضء ِاآ ِـّٛعااش حٌااـ ٠ٚDirectPlay Transport Protocolغاّٝ أ٠ؼااخ 

 Networkٓ حلأٌعاخد ف١ّاخ ٠خاض حٌاـٚواخْ حٌٙاذف ِآ اؽلالٙاخ ٚؿاٛد ِع١اخس ِٛكاذ ٌّزاشِـ١

Games،  ٚطعظّذ ٘ازٖ حٌّىظزاش عٍاٝ ِـّٛعاش ِآ حٌّعاخ١٠ش حٌخخطاش رظشاز١ه ك١اغ واخْ حٌٙاذف

ِٕٙااخ ٘ااٛ ؿعااً ع١ٍّااش حلاطظااخي ِّىٕااش طلااض ؿ١ّااع حٌز١جااخص حٌّخظٍفااش ٚ عااٛحء وااخْ حٌزشٚطٛوااٛي 

ذْٚ أٞ فاابْ ع١ٍّااش حلاطظااخي ِّىٕااش ٚراا Novelـحٌخااخص راا IPXأٚ  TCP/IPحٌّغااظخذَ ٘ااٛ حٌااـ

 :DirectPlay Transport Protocolِٚٓ أُ٘ ١ِضحص حٌـ  ،حخظلافخص ِٓ حٌٕٛحكٟ حٌزشِـ١ش

- Reliable delivery of messages ك١غ ٠ذعُ ع١ٍّش حٌظلمك حٌظٛط١ً ٌٍـٙش حٌّع١ٕش 

- Sequential a delivery of messages ك١غ ٠ذعُ حٌظٛط١ً ٚفك حٌظشط١ذ حٌظل١ق 

- Send prioritization ك١غ ٠ذعُ ع١ٍّش ٚػع أ٠ٌٛٚخص ٌلإسعخي رٕخء عٍٝ حلأ١ّ٘ش 

- Streaming Session ك١غ طذعُ ع١ٍّش حٌٕمً نStream Data ،   

 

ٚلاذ كٍاض ؿ١ّاع  ،حٌّٕظظاش  SCTP٘زٖ حٌلٍٛي وزاذحثً ٌاذعُ رشٚطٛواٛي حٌاـ Microsoftلذِض 

 UDPحٌااـ أٚ TCPحٌّشااىلاص حٌظااٟ وخٔااض طٛحؿااٗ حٌّزااشِـ١ٓ ٌٕمااً حٌظااٛص عزااش رشٚطٛوااٛي حٌااـ

ٚطلظااٛٞ حٌااـ  ، Transport Layerآخااش ٌااشرؾ ػاآّ ِغااظٜٛ ؽزمااش حٌااـ  أعااٍٛدٚكااً ِلٍااٗ 

Direct Play عٍٝ ِـّٛعش ػخّش ِٓ حٌـClasses : أّ٘ٙخ ِٓٚ 

 

 ٚحٌخخطش رع١ٍّش حٌشرؾ: Connect Classesأٚلا : حٌـ 

ف ك١اغ طغاظخذَ عٕاذ أشاخء حلاطظاخي ِاع حٌطاش Address ، Guido , Peer Classes حٌاـ 

خاخص  Hash Codeؽش٠مش ٌظ١١ّض حٌزشٔخِؾ عٓ حلأخش رظ١ٌٛاذ  DirectPlayٚطغظخذَ  ،حلأخش 

٠ٚاظُ طّش٠اش حٌىاٛد حٌٌّٛاذ ٚعٕاٛحْ حٌـٙاخص  Guido Classىاً رشٔاخِؾ ٠ٚاظُ رٌاه رخعاظخذحَ حٌاـر

 Socketٚ٘زٖ حٌع١ٍّش شز١ٙش رشىً وز١ش ٌع١ٍّش حٌشرؾ رخعظخذحَ حٌاـ  Peer Classحٌّمخرً اٌٝ حٌـ 

 ٠ٚظُ حعظخذحِٙخ وّخ ٠ٍٟ وّؼخي: ، TCP/IPشٚطٛوٛي فٟ ر
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C#: 

using Microsoft.DirectX.DirectPlay; 

. 

. 

. 

Address hostAddress = new Address(); 

hostAddress.ServiceProvider = Address.ServiceProviderTcpIp;   

                                   // Select TCP/IP service provider 

 

ApplicationDescription dpApp = new ApplicationDescription(); 

appGuid = Guid.NewGuid();          // Create a GUID for the application 

dpApp.GuidApplication = appGuid;   // Set the application GUID 

dpApp.SessionName = "My Session";  // Optional Session Name 

 

myPeer.Host(dpApp, hostAddress);   // Begin hosting 

 

VB.NET 

Imports Microsoft.DirectX.DirectPlay 

. 

. 

.  

Private Address hostAddress = New Address() 

Private hostAddress.ServiceProvider = Address.ServiceProviderTcpIp 

' Select TCP/IP service provider 

 

Private dpApp As ApplicationDescription = New 

ApplicationDescription 

Private appGuid = Guid.NewGuid() ' Create a GUID for the application 

Private dpApp.GuidApplication = appGuid ' Set the application GUID 

Private dpApp.SessionName = "My Session" ' Optional Session Name 

myPeer.Host(dpApp, hostAddress) ' Begin hosting 

  

ٚكظاٝ ٔغاظط١ع  IPXأٚ  TCP/IPؽز١عش حٌزشٚطٛوٛي حٌّغظخذَ عٛحء واخْ  لاخظ١خسؽزعخ ٠ـذ ح

 ٠ٚظُ رٌه وّخ ٠ٍٟ: IP Addressٚػع حٌعٕٛحْ حٌّمخرً أٚ حٌـ 

 

C#: 

using Microsoft.DirectX.DirectPlay; 

ServiceProviderInfo[] mySPInfo; 

Peer myPeer; 

System.Windows.Forms.ListBox listBox1; 

ApplicationDescription myAppDesc; 

. 

. 

myPeer = new Peer(); 

hostAddress = new Address(); 

peerAddress = new Address(); 
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// Set the service provider to TCP/IP 

peerAddress.ServiceProvider = Address.ServiceProviderTcpIp; 

hostAddress.ServiceProvider = Address.ServiceProviderTcpIp; 

  

// Attach FindHostResponseEventHandler to receive 

FindHostResponseMessages 

myPeer.FindHostResponse += new 

FindHostResponseEventHandler(myEnumeratedHosts); 

 

// Call FindHosts to start the enumeration 

myPeer.FindHosts(myAppDesc, hostAddress, peerAddress, null, 10, 0, 

0, FindHostsFlags.OkToQueryForAddressing); 

 

VB.NET 

Imports Microsoft.DirectX.DirectPlay 

Private mySPInfo As ServiceProviderInfo() 

Private myPeer As Peer 

Private listBox1 As System.Windows.Forms.ListBox 

Private myAppDesc As ApplicationDescription 

 

Private myPeer = New Peer 

Private hostAddress = New Address 

Private peerAddress = New Address 

 

' Set the service provider to TCP/IP 

Private peerAddress.ServiceProvider = Address.ServiceProviderTcpIp 

Private hostAddress.ServiceProvider = Address.ServiceProviderTcpIp 

 

' Attach FindHostResponseEventHandler to receive 

FindHostResponseMessages 

Private myPeer.FindHostResponse += New 

FindHostResponseEventHandler(myEnumeratedHosts) 

 

' Call FindHosts to start the enumeration 

myPeer.FindHosts(myAppDesc, hostAddress, peerAddress, Nothing, 

10, 0, 0, FindHostsFlags.OkToQueryForAddressing) 

 

ف حلأخش  فاٟ ٠ٚظُ حٌزلغ عٓ حٌطش TCP/IPك١غ طُ طعش٠ف ٔٛ  حٌزشٚطٛوٛي حٌّغظخذَ ٚ٘ٛ  

ٚطاظُ ع١ٍّاش  ، Peer Classٚحٌّٛؿاٛدس ػآّ حٌاـ FindHosts Methodحٌشازىش رخعاظخذحَ حٌاـ

 ٚوّخ ٠ٍٟ: Peer Classٚحٌّٛؿٛدس ػّٓ حٌـ  Connect Methodحٌشرؾ ِزخششس رخعظخذحَ حٌـ

 

C#: 

using Microsoft.DirectX.DirectPlay; 

// Structure for FindHostResponseMessages 

public struct HostInfo 

{ 

 public ApplicationDescription appdesc; 
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 public Address deviceAddress; 

 public Address senderAddress; 

 

} 

. 

. 

. 

Peer myPeer = new Peer(); 

HostInfo hostinfo = new HostInfo(); 

 

// The FindHostResponseEventHandler 

public void myEnumeratedHosts(object o, FindHostResponseEventArgs 

args) 

{ 

 hostinfo.appdesc = args.Message.ApplicationDescription; 

 hostinfo.deviceAddress = args.Message.AddressDevice; 

 hostinfo.senderAddress = args.Message.AddressSender;  

} 

// Attach the ConnectCompleteEventHandler to receive 

ConnectCompleteMessages 

myPeer.ConnectComplete += new 

ConnectCompleteEventHandler(OnConnectComplete); 

 

// Call connect passing the Host information returned in the 

FindHostResponse event 

myPeer.Connect(hostinfo.appdesc, hostinfo.deviceAddress, 

hostinfo.senderAddress, null, 

ConnectFlags.OkToQueryForAddressing); 

 

 

VB.NET 

Imports Microsoft.DirectX.DirectPlay 

 

' Structure for FindHostResponseMessages 

 

Public Structure HostInfo 

    Public appdesc As ApplicationDescription 

    Public deviceAddress As Address 

    Public senderAddress As Address 

 

End Structure 

 

Private myPeer As Peer = New Peer 

Private hostinfo As HostInfo = New HostInfo 

 

' The FindHostResponseEventHandler 
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Public Sub myEnumeratedHosts(ByVal o As Object, ByVal args As 

FindHostResponseEventArgs) 

    hostinfo.appdesc = args.Message.ApplicationDescription 

    hostinfo.deviceAddress = args.Message.AddressDevice 

    hostinfo.senderAddress = args.Message.AddressSender 

End Sub 

 

' Attach the ConnectCompleteEventHandler to receive 

ConnectCompleteMessages 

 

Private myPeer.ConnectComplete += New 

ConnectCompleteEventHandler(OnConnectComplete) 

 

' Call connect passing the Host information returned in the 

FindHostResponse event 

 

myPeer.Connect(hostinfo.appdesc, hostinfo.deviceAddress, 

hostinfo.senderAddress, Nothing, 

ConnectFlags.OkToQueryForAddressing) 
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ٚحٌخخطش رىً ع١ٍّخص طغـ١ً ٚٔمً  Microsoft.DirectX.DirectPlay.Voiceػخ١ٔخ: 

 ٚعشع حٌظٛص:

 طّش ع١ٍّش طغـ١ً ٚٔمً ٚعشع حٌظٛص رّـّٛعش ِٓ حٌّشحكً ٍٚٔخظٙخ رخٌشىً حٌظخٌٟ:

 

 
 

 .كغذ حٌٛظ١فش ٌىً ِٕٙخ Classesٚعٛف ٔمغّٙخ اٌٝ ِـّٛعش ِٓ حٌـ 

 

 : Sessionsلإٔشخء ٚادحسس حٌـ  Serverحٌخخطش رطشف حٌـ  Classesحٌـ  -1

  Server Class :٠ٚغظخذَ وّخ ٠ٍٟ وّؼخي 

 

C#: 

    Server server = new Voice.Server(peerObject); 

 

 

VB.NET 

Dim server As Server = New Voice.Server(peerObject) 
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 Serverلظاٛٞ حٌاـ ٠ٚ ، Peer Classٚحٌزٞ طُ حشظمخلٗ ِٓ حٌاـ  Peer Object ـك١غ ٔغٕذ ٌٗ حٌ

Object عٍااٝ حٌااـMethods  ٓحٌخخطااش رع١ٍّااش رااذأ ٚأٙااخء حٌـٍغااش رخلإػااخفش اٌااٝ ِـّٛعااش ِاا

 حٌع١ٍّخص حلأخشٜ:

 

 
 

ك١ااغ ٠ااظُ  StartSession Methodٌٚزااذأ حٌـٍغااش ٠ـااذ أٚلا اعاإخد خظااخثض حٌـٍغااش اٌااٝ حٌااـ

 وّخ ٠ٍٟ:ٚ   SessionDescriptionطعش٠فٙخ ِٓ خلاي حٌـ

 

C#: 

//set up session description for the voice server 

Voice.SessionDescription sessionDesc = new 

Voice.SessionDescription(); 

sessionDesc.BufferAggressiveness = 

Voice.BufferAggressiveness.Default; 

sessionDesc.BufferQuality = Voice.BufferQuality.Default; 

sessionDesc.Flags = 0; 

sessionDesc.SessionType = type; 

sessionDesc.GuidCompressionType = compressionType;  

 

VB.NET 

'set up session description for the voice server 

Dim sessionDesc As Voice.SessionDescription = New 

Voice.SessionDescription 

sessionDesc.BufferAggressiveness = 

Voice.BufferAggressiveness.Default 

sessionDesc.BufferQuality = Voice.BufferQuality.Default 

sessionDesc.Flags = 0 

sessionDesc.SessionType = type 

sessionDesc.GuidCompressionType = compressionType 

 

 Voiceٚحٌاـ  Peer Object ـّٔاشس ٌٙاخ حٌا Methodٔماَٛ ربٔشاخء  Voice Sessionٚلإٔشخء 

Session Type  َحٌؼغؾ حٌّغظخذ  ٛٔٚCompression Type :ٍٟ٠ٚظُ رٌه وّخ ٠ 

C#: 

protected void CreateVoiceSession(Peer dpp, Voice.SessionType type, 

Guid compressionType) 

    { 

try 
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     { 

//set up session description for the voice server 

Voice.SessionDescription sessionDesc = new 

Voice.SessionDescription(); 

sessionDesc.BufferAggressiveness = 

Voice.BufferAggressiveness.Default; 

sessionDesc.BufferQuality = Voice.BufferQuality.Default; 

sessionDesc.Flags = 0; 

sessionDesc.SessionType = type; 

sessionDesc.GuidCompressionType = compressionType; 

//start the session 

try  

            { 

                server.StartSession(sessionDesc); 

                mIsHost = true; 

                mInSession = true; 

            } 

            catch(DirectXException dxe) 

            { 

                throw dxe; 

            } 

        } 

        catch(Exception e) 

        { 

            throw e; 

        } 

    } 

 

VB.NET 

Protected Sub CreateVoiceSession(ByVal dpp As Peer, ByVal type As 

Voice.SessionType, ByVal compressionType As Guid) 

    Try 

        'set up session description for the voice server 

        Dim sessionDesc As Voice.SessionDescription = New 

Voice.SessionDescription 

        sessionDesc.BufferAggressiveness = 

Voice.BufferAggressiveness.Default 

        sessionDesc.BufferQuality = Voice.BufferQuality.Default 

        sessionDesc.Flags = 0 

        sessionDesc.SessionType = type 

        sessionDesc.GuidCompressionType = compressionType 

        'start the session 

        Try 

            server.StartSession(sessionDesc) 

            mIsHost = True 

            mInSession = True 

        Catch dxe As DirectXException 
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            Throw dxe 

        End Try 

    Catch e As Exception 

        Throw e 

    End Try 

End Sub 

 

 ٠ٚظُ حعظذعخثٙخ وّخ ٠ٍٟ:

C#: 

CreateVoiceSession(host, Voice.SessionType.Peer, 

mConfigForm.CompressionGuid); 

 

VB.NET 

CreateVoiceSession(host, Voice.SessionType.Peer, 

mConfigForm.CompressionGuid) 

 

حٌظٟ أٔشجٙخ  Sessionsٌلاطظخي ِع حٌـ  Clientحٌخخطش رطشف حٌـ  Classesحٌـ  -2

 :Serverحٌـ

 : Client Classحٌّٛؿٛدس فٟ حٌـ  Methodsِٚٓ أُ٘ حٌـ Client Classحٌـ 

 

 
سلااُ  Serverك١ااغ ٠شعااً حٌااـ   Voice Sessionـٚطغااظخذَ ٌااشرؾ ِااع حٌاا Connect ذحٌااشحٌ

 ٠ٚظُ رٌه وّخ ٠ٍٟ: ،ِٓ حٌذخٛي اٌٝ حٌـٍغش  Clientٚعٕذ٘خ ٠ظّىٓ حٌـ  Clientٌٍـ  Sessionـحٌ

 

C#: 

    protected void ConnectToVoiceSession(Peer dpp, Form wnd) 

    { 

        try  

        { 

Voice.SoundDeviceConfig soundConfig = new 

Voice.SoundDeviceConfig(); 

//Set sound config to defaults 

soundConfig.GuidPlaybackDevice  = 

DSoundHelper.DefaultVoicePlaybackDevice;  

soundConfig.GuidCaptureDevice = 

DSoundHelper.DefaultVoiceCaptureDevice;  

soundConfig.Window = wnd;  
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//TODO: add error message for specific failures? 

//Connect to voice session 

client.Connect(soundConfig, mClientConfig, Voice.VoiceFlags.Sync); 

//set state 

mInSession = true; 

//set transmit targets to all players 

int[] xmitTargets = new int[1]; 

xmitTargets[0] = (int) PlayerID.AllPlayers; 

client.TransmitTargets = xmitTargets; 

//get sound device config to check for half-duplex 

soundConfig = client.SoundDeviceConfig; 

mHalfDuplex =  ((soundConfig.Flags &  

Voice.SoundConfigFlags.HalfDuplex) != 0); 

} 

catch(Exception e) 

{ 

throw e; 

} 

    } 

} 

 

VB.NET 

Protected Sub ConnectToVoiceSession(ByVal dpp As Peer, ByVal wnd 

As Form) 

    Try 

Dim soundConfig As Voice.SoundDeviceConfig = New 

Voice.SoundDeviceConfig 

        'Set sound config to defaults 

        soundConfig.GuidPlaybackDevice = 

DSoundHelper.DefaultVoicePlaybackDevice 

        soundConfig.GuidCaptureDevice = 

DSoundHelper.DefaultVoiceCaptureDevice 

        soundConfig.Window = wnd 

        'TODO: add error message for specific failures? 

        'Connect to voice session 

        client.Connect(soundConfig, mClientConfig, 

Voice.VoiceFlags.Sync) 

        'set state 

        mInSession = True 

        'set transmit targets to all players 

        Dim xmitTargets As Integer() = New Integer(0)  

        xmitTargets(0) = CInt(PlayerID.AllPlayers) 

        client.TransmitTargets = xmitTargets 

 

        'get sound device config to check for half-duplex 

        soundConfig = client.SoundDeviceConfig 



~ 064 ~ 
 

mHalfDuplex = ((soundConfig.Flags And 

Voice.SoundConfigFlags.HalfDuplex) <> 0) 

 

    Catch e As Exception 

        Throw e 

    End Try 

End Sub 

 

 ٌىآ DirectPlayلاذ طاُ كٍٙاخ فاٟ حٌاـ  UDPٚحٌاـ TCPلاكع أْ حٌّشخوً فٟ حٌزشٚطٛو١ٌٛٓ حٌـ 

ٌاُ ٠ىآ عاٜٛ ٌاذعُ رشِـاش حلأٌعاخد  Direct Playٚوّخ ٘ٛ ِعشٚف فبْ حٌٙذف ِٓ أشاخء حٌاـ 

فاٟ ع١ٍّاش حلاطظاخي حٌظاٛطٟ الا أٔٙاخ طفظماش  Direct Playِٚع حٌّشٚٔش حٌىز١شس حٌظٟ طمذِٙخ حٌاـ 

 ...Linuxحٌخخص رخٌـ  SCTPٚحٌظٟ ٠مذِٙخ رشٚطٛوٛي حٌـ  Voice Over IPـ ١ٌّضحص حٌ

 

 Voiceٚ٘ىزح ر١ٕخ ٍِخض عآ أ٘اُ حٌطاشق لاطظاخي حٌظاٛطٟ عزاش حٌشازىش ٚؽاشق رشِـاش حٌاـ 

Chat طلااض ِٕظااش حٌااذٚص ١ٔااض ٚح٘ااُ ١ِااضحص ٚع١ااٛد رشٚطٛوااٛلاص حٌااـTransport Layer 

ٚحٌّغاظخذِش فااٟ  Classesشح شااشف لأ٘اُ حٌاـ ٙاخ ٌٕماً حٌظااٛص عزاش حٌشازىش ٚأخ١ااِىخ١ٔخطِٚاذٜ 

عاإمَٛ ح٢ْ رظطز١ااك  ،DirectPlay Transport Protocolحلاطظااخي حٌظااٛطٟ رخعااظخذحَ حٌااـ 

لإسعاخي حٌظاٛسس ٚحٌاـ  TCPرخعاظخذحَ حٌاـ  Video Voice Conference Systemرشٔاخِؾ 

UDP . لإسعخي حٌظٛص 
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 TAPIشق اٌزؼبِتتتً ِتتتغ اٌتتتـ رظتتت١ُّ ثشٔتتتبِج ٌٍّذبدصتتتخ اٌظتتتٛر١خ ٚاٌّشئ١تتتخ ٚؽتتت صبٌضتتتب:

Telephony :فٟ ث١ئخ اٌذٚد ١ٔذ 

 

 Design an Advanced Video /Voice Conferencing System By Using 

API &  TAPI Telephony to Transfer Video/Voice Through 

Networks & Voice Through Analog Telephone Line: 

   ِلادظخ ٘بِخ جذا:

 لشاءح اٌّٛاػ١غ اٌزب١ٌخ: VOIPشاءح ٘زا اٌجضء ِٓ فظً اٌـ ٠فزشع ثه لجً اٌجذء ثم

1- Streaming in Dot Net 

2- TCP,UDP Socket Programming 

3- Advanced Multicasting Systems 

   VOIPاٌجضء الأٚي ِٓ ٘زا اٌفظً  -4

 

ِآ  API unmanaged methodsر١ٕاخ فاٟ حٌـاضء حلأٚي ِآ ٘ازح حٌفظاً و١ف١اش حعاظخذحَ حٌاـ 

فاااٟ ر١جاااش ٔظاااخَ حٌظشاااغ١ً  Multimediaحٌّخظاااض ٌظعخِاااً ِاااع حٌاااـ  winmm.dllٍاااف حٌّ

 Byteٌظغااـ١ً حٌظااٛص ِاآ حٌّااخ٠ىشٚفْٛ ٚطل٠ٍٛااٗ اٌااٝ  Methodsٚحعااظخذِٕخ ِـّٛعااش حٌااـ 

Array  لإسعااخٌٗ ِٚاآ ػااُ طل٠ٛااً حٌااـByte Array  َأعااٍٛداٌااٝ طااٛص ِااشس أخااشٜ رخعااظخذح 

ٚي فاٟ ٘ازح حٌّؼاخي حلاعاظفخدس ِآ خاذِخص ٚعإلخ ،... FIFO – First in First Outحٌعاشع 

ٚرٌه ٌٕمً حٌظٛص ِٓ حٌلخعٛد اٌٝ ؽشف آخش ٠غاظخذَ حٌٙاخطف حٌٕماخي  TAPI telephonyحٌـ

رعااذس  ٠ٚTAPI telephonyّىاآ حلاعااظفخدس ِاآ حٌااـ  ،Analog Phoneأٚ حٌٙااخطف حلأسػااٟ 

ٚحٌّظخف ِع ٔظاخَ   TAPI V3.0 ؽشق أعٍٙٙخ حلاعظفخدس ِٓ حٌزشٔخِؾ حٌّٛؿٛد ِع ٔظخَ حٌظشغ١ً

 ٚع١ىْٛ حٌّخطؾ حٌعخَ ٌٍّششٚ  وّخ فٟ حٌشىً حٌظخٌٟ: ،...  Windows XPحٌظشغ١ً 

 

 
 

  ِعٍِٛاخص ٚطمظظاش ٚظ١فظاٗ عٍاٝ طخاض٠ٓ ، Database Serverعا١لظٛٞ حٌّشاشٚ  عٍاٝ  -1

حٌخخطاش راؤؿٙضس  Computers Namesحٌّٛظف١ٓ فٟ حٌششوش وؤسلاخَ حٌٙٛحطاف ٚ حٌعٕاخ٠ٚٓ حٌاـ 

 .   حٌّٛظف١ٓ..
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 ،عااا١ظّىٓ ؿ١ّاااع حٌّاااٛظف١ٓ ِااآ حلاطظاااخي حٌظاااٛطٟ ٚحٌّشثاااٟ ِاااع أٞ ِااآ ألغاااخَ حٌشاااشوش -2 

 ٚرخٌعىظ... Analog Phoneٌلاطظخي ِع حٌـ  TAPI Telephonyرخلإػخفش اٌٝ حعظخذحَ حٌـ

ٌٍٚزاااذء رظطز١اااك حٌّشاااشٚ  عااإمَٛ رظظااا١ُّ لخعاااذس ر١خٔاااخص طلظاااٛٞ عٍاااٝ أعاااّخء حٌّاااٛظف١ٓ 

 وّخ ٠ٍٟ: ،ٚألغخُِٙ ٚأسلخَ ٘ٛحطفُٙ ٌىً ُِٕٙ Computer Nameٚحٌـ

 

Name@Department String (Primary Kay) 

Computer Name (hidden for 

Clients) 

String 

Telephone Number String 

Group ID String (foreign Kay) 

Other Info (Email Address) String 

 

 
 

ك١ااغ ٠ؼااخف ا١ٌااٗ أعااّخء  Group Nameٚحٌااـ  Group IDٚؿااذٚي آخااش ٠لظااٛٞ عٍااٝ حٌااـ 

رعاذ طظا١ُّ  ،...  Group IDحلألغخَ فاٟ حٌشاشوش ٠ٚاشطزؾ ِاع ؿاذٚي ِعٍِٛاخص حٌّاٛظف١ٓ رخٌاـ 

حٌظااٟ ع١غااظخذِٙخ حٌّااٛظف١ٓ دحخااً  Clientعاإزذأ رظظاا١ُّ شخشااش حٌااـ ،لخعااذس حٌز١خٔااخص حٌغااخرمش 

 حٌششوش ٚع١ىْٛ حٌشىً حٌعخَ ٌٙخ  وّخ ٠ٍٟ:

 

 
 

حعااُ حٌمغااُ حٌاازٞ ٠ش٠ااذ حلاطظااخي ِعااٗ ٚعٕااذ حخظ١ااخس حعااُ حٌمغااُ  ك١ااغ ٠لااذد حٌّٛظااف أٚ حٌّااذ٠ش

حٌّمخرً ؿ١ّع أعّخء حٌّٛظف١ٓ حٌز٠ٓ ٠عٍّْٛ فٟ رٌه حٌمغُ ٚفاٟ كاخي  Combo boxع١ظٙش حٌـ 

حٌخاخص  Telephone Numberعٍاٝ حٌاـ  SELECT Queryحخظ١خس اكذحُ٘ فبٔٗ ٠ماَٛ رعّاً 

ك١اغ ٠ّىٕاٗ اِاخ اؿاشحء ِىخٌّاش  ،راٗ حٌخخطاش  Computer_Nameرخٌّٛظف رخلإػخفش اٌٝ حٌـ 

ٚفاٟ حٌلخٌاش  ، VOIPأٚ اؿشحء ِىخٌّاش دحخ١ٍاش رخعاظخذحَ حٌاـ  TAPI Telephonyرخعظخذحَ حٌـ 

أِاخ فاٟ كخٌاش حخظ١اخس  ،ٚخطٛؽ حلاطظخلاص حٌعخد٠ش  Modemحلأٌٚٝ فبْ حلاطظخي ع١ظُ عزش حٌـ 

حٌازٞ ٠ش٠اذ  Computer_Nameعٕذ٘خ ٠ظُ حٌزذء ربسعخي حٌظٛص اٌاٝ حٌاـ  VOIPحلاطظخي رخٌـ 
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ّٛظاف)ٚ ٠اظُ ربسعاخي طٕز١اٗ اٌاٝ حلاطظخي ِعٗ (٠غظخشؽ ِآ لخعاذس حٌز١خٔاخص عٕاذ حخظ١اخس حعاُ حٌ

كااخي حٌّٛحفمااش ٠لااٛي حٌظااٛص اٌااٝ لإخزااخسٖ رٛؿااٛد ِىخٌّااش طااٛط١ش ِٕظظااشس ٚفااٟ  Clientحٌااـ

ٚطااظُ حٌع١ٍّااش فااٟ حلاطظااخي حٌّشثااٟ راإفظ حٌطش٠مااش حٌظااٟ  ،حٌخااخص رااخٌّٛظف  Computerحٌااـ

 ششكٕخ٘خ فٟ حلاطظخي حٌظٛطٟ ...

 

٠ّٚىٕٕاخ  APIفاٟ حٌاذٚص ١ٔاض رخعاظخذحَ دٚحي حٌاـ  TAPI Telephonyطاظُ ع١ٍّاش حعاظخذحَ حٌاـ 

 TAPI Telephonyحٌظٟ ٠ٛفش٘خ حٌٍّف حٌّخظض ٌظعخِاً ِاع حٌاـ  Methodsحلاعظفخدس ِٓ حٌـ

 ٛ٘ٚtapi32.dll  ٠ٚلظٛٞ ٘زح حٌٍّف عٍٝ عذد ػخُ ِٓ حٌاـMethods ّظعخِاً ىآ  حٌٚحٌظاٟ ٠

  :ٚوّؼخي ع١ٍٙخِعٙخ فٟ ر١جش حٌذٚص ١ٔض 

 

Method Name Description 

tapiRequestMakeCall(string stNumber, 

string stDummy1, string stDummy2, 

string stDummy3) 

ٚطغظخذَ لإؿشحء ع١ٍّش حلاطظخي 

ك١غ ٠ّشس  Modemرخعظخذحَ حٌـ 

ٌٙخ سلُ حٌٙخطف حٌزٞ ٔش٠ذ اؿشحء 

 ي ِعٗحطظخ

phoneShutdown (hPhoneApp app) 

[DllImport("tapi32.dll")]  

static extern long phoneShutdown(long 

hPhoneApp); 

 TAPIٚطغظخذَ لإغلاق رشٔخِؾ حٌـ 

Telephony  

LONGWINAPIphoneSetVolume( 

 HPHONE hPhone, 

 DWORD dwHookSwitchDev, 

 DWORD dwVolume) 

ٌظلذ٠ذ دسؿش  ٌشذحٚطغظخذَ ٘زٖ حٌ

حٌظٛص ٠ّٚشس ٌٙخ حٌذسؿش رخٌـ 

Hex  ك١غ طعزش حٌم١ّش

0x00000000  عٍٝ عذَ ٚؿٛد

 0x0000FFFFطٛص أِخ حٌم١ّش 

 maximumفظعزش عٓ حٌـ

volume ... 

 

حٌٍّلمخص أٔظش  TAPI Telephonyحٌخخطش رخٌـ  Methodsحٌـ ٌلإؽلا  عٍٝ وخفش :  ر٠ٕٛٗ

Appendixes A .)Part 5( 

 

ٚحٌظااٟ ّٔااشس ٌٙااخ سلااُ  tapiRequestMakeCall Methodفااٟ ٘اازح حٌّشااشٚ  حٌااـ عٕغااظخذَ 

 ٠ٚظُ طعش٠فٙخ وّخ ٠ٍٟ: ،حٌٙخطف لإؿشحء ع١ٍّش حلاطظخي 

 

 

C#: 

 [System.Runtime.InteropServices.DllImport("tapi32.dll")]  

static extern long tapiRequestMakeCall(string stNumber, string 

stDummy1, string stDummy2, string stDummy3); 

. 

. 

. 

 

long RetVal = tapiRequestMakeCall(Telephone_number, "", "", ""); 

 

VB.NET: 

<System.Runtime.InteropServices.DllImport("tapi32.dll")> _ 
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Shared Function tapiRequestMakeCall(ByVal stNumber As String, 

ByVal stDummy1 As String, ByVal stDummy2 As String, ByVal 

stDummy3 As String) As Long 

End Function 

. 

. 

Dim RetVal As Long = tapiRequestMakeCall(Telephone_number, "", 

"", "") 

 

 طظُ ع١ٍّش حعظمزخي ٚاسعخي حٌظٛص وّخ ٠ٍٟ:

 

C#: 

private void Voice_In() // حعظمزخي حٌظٛص ِٓ حٌغ١شفش 

{ 

byte[] br; 

r.Bind(new IPEndPoint(IPAddress.Any, 

int.Parse(text_ReceiveingPORT.Text))); 

 while (true) 

  { 

 br = new byte[16384]; 

 r.Receive(br); 

 m_Fifo.Write(br, 0, br.Length); 

  } 

} 

   

private void Voice_Out(IntPtr data, int size)//اسعخي حٌظٛص اٌٝ حٌغ١شفش 

{ 

if (m_RecBuffer == null || m_RecBuffer.Length < size) 

m_RecBuffer = new byte[size]; 

System.Runtime.InteropServices.Marshal.Copy(data, m_RecBuffer, 0, 

size); 

r.SendTo(m_RecBuffer, new 

IPEndPoint(IPAddress.Parse(Server_name), 

int.Parse(text_SendingPort.Text))); 

}   

   

VB.NET: 

Private Sub Voice_In() ' حعظمزخي حٌظٛص ِٓ حٌغ١شفش 

    Dim br As Byte() 

    r.Bind(New IPEndPoint(IPAddress.Any, 

Integer.Parse(text_ReceiveingPORT.Text))) 

    Do While True 

        br = New Byte(16383)  

        r.Receive(br) 

        m_Fifo.Write(br, 0, br.Length) 

    Loop 

End Sub 
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Private Sub Voice_Out(ByVal data As IntPtr, ByVal size As Integer) 

 اسعخي حٌظٛص اٌٝ حٌغ١شفش'

    If m_RecBuffer Is Nothing OrElse m_RecBuffer.Length < size Then 

        m_RecBuffer = New Byte(size - 1)  

    End If 

    System.Runtime.InteropServices.Marshal.Copy(data, m_RecBuffer, 

0, size) 

    r.SendTo(m_RecBuffer, New 

IPEndPoint(IPAddress.Parse(Server_name), 

Integer.Parse(text_SendingPort.Text))) 

End Sub  

 

 وّخ ٠ٍٟ: Serverٚطظُ ع١ٍّش اسعخي ٚحعظمزخي طٛسس حٌىخ١ِشح ِٓ ٚاٌٝ حٌـ 

 

C#: 

private void Start_Receiving_Video_Conference() 

{ 

 try 

 { 

 

 // Open The Port 

mytcpl = new TcpListener (int.Parse(text_Camera_rec_port.Text));  

mytcpl.Start (); // Start Listening on That Port 

 mysocket = mytcpl.AcceptSocket ();  

ns = new NetworkStream (mysocket); 

pictureBox2.Image = Image.FromStream(ns); 

mytcpl.Stop();  

 if (mysocket.Connected ==true) 

   { 

 while (true) 

  { 

 Start_Receiving_Video_Conference ();  

   } 

  } 

myns.Flush(); 

     

  } 

catch (Exception){} 

}   

 

private void Start_Sending_Video_Conference(string remote_IP,int 

port_number) 

 { 

 try 

 { 
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MemoryStream ms = new MemoryStream();// Store it in Binary Array 

as Stream 

pictureBox1.Image.Save(ms,System.Drawing.Imaging.ImageFormat.Jp

eg); 

byte[] arrImage = ms.GetBuffer(); 

myclient = new TcpClient (server_IP,port_number);//Connecting with 

server 

myns = myclient.GetStream (); 

  mysw = new BinaryWriter (myns); 

  mysw.Write(arrImage);//send the stream to above address 

  ms.Flush(); 

  mysw.Flush(); 

  myns.Flush(); 

  ms.Close(); 

  mysw.Close (); 

  myns.Close (); 

  myclient.Close (); 

} 

catch (Exception ex) 

{ 

MessageBox.Show(ex.Message,"Video Conference Error 

Message",MessageBoxButtons.OK,MessageBoxIcon.Error); 

} 

} 

 

VB.NET: 

Private Sub Start_Receiving_Video_Conference() 

    Try 

        mytcpl = New 

TcpListener(Integer.Parse(text_Camera_rec_port.Text)) 

        mytcpl.Start()   

        mysocket = mytcpl.AcceptSocket() 

        ns = New NetworkStream(mysocket) 

        pictureBox2.Image = Image.FromStream(ns) 

        mytcpl.Stop() 

 

        If mysocket.Connected = True Then 

            Do While True 

                Start_Receiving_Video_Conference() 

            Loop 

        End If 

        myns.Flush() 

    Catch e1 As Exception 

    End Try 

End Sub 
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Private Sub Start_Sending_Video_Conference(ByVal remote_IP As 

String, ByVal port_number As Integer) 

    Try 

        Dim ms As MemoryStream = New MemoryStream 

        pictureBox1.Image.Save(ms, 

System.Drawing.Imaging.ImageFormat.Jpeg) 

        Dim arrImage As Byte() = ms.GetBuffer() 

        myclient = New TcpClient(server_IP, port_number)  

        myns = myclient.GetStream() 

        mysw = New BinaryWriter(myns) 

        mysw.Write(arrImage) 

        ms.Flush() 

        mysw.Flush() 

        myns.Flush() 

        ms.Close() 

        mysw.Close() 

        myns.Close() 

        myclient.Close() 

    End Try 

 

ٚوّؼاخي ارح أسعاً حٌّٛظاف ِآ  Portفٟ حٌطشف حلأخش فابْ حلاخاظلاف ٠ـاذ أْ ٠ىاْٛ فاٟ حٌاـ 

ف١ـااذ فااٟ ٘اازٖ حٌلخٌااش  Port 5000لغااُ حٌّز١عااخص اٌااٝ حٌّٛظااف فااٟ لغااُ حٌلخعااٛد عٍااٝ حٌااـ 

أِاخ فااٟ كخٌااش حٌظاٟ طااُ حلإسعاخي ع١ٍٙااخ  Portظااٛص فاٟ حٌطااشف ح٢خاش عٍااٝ ٔفاظ حٌااـ حعاظمزخي حٌ

 Serverِعاا١ٓ اٌااٝ حٌااـ Portحلإسعااخي عٍااٝ  Clientsعٕااذ٘خ ٠ّىاآ ٌىااً حٌااـ Serverحعااظخذحَ 

 ِلذد. Portعٍٝ  Clientsحٌـ وً  اٌٝ Messagesربسعخي حٌـ Serverٚوزٌه ل١خَ حٌـ
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Chapter 11 

Raw Socket Programming 

 

- Introduction to Raw Socket & Raw Protocols 

 

- Raw Socket Programming 

 

o ICMP – Internet Control Message 

Protocol Programming (Ping & 

Tracing) 

 

o Using ARP Protocol to Get The 

MAC of a Remote Machine in Dot 

Net 

 

- Introduction to Packet Sniffing Applications 
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  Protocols RawSocket &  RawIntroduction toأٚلا 

 

ِآ حٌّٛحػا١ع حٌٙخِاش ٚخخطاش ٌٍزشِـ١اخص حٌظاٟ طعظّاذ عٍاٝ  ٠Raw Socketعظزش ِٛػٛ  حٌـ 

ِٕٚٙاخ رشٚطٛواٛي  Transport Layerحٌظعخًِ ِع حٌزشٚطٛوٛلاص فاٟ حٌّغاظٜٛ حلأدٔاٝ ِآ حٌاـ 

 Physical Addressأٚ حٌاـ  MACٚحٌّغظخذَ رشىً أعخعاٟ ٌـٍاذ حٌاـ  RARPٚحٌـ  ARPحٌـ

حٌّخظااض  IGMP(ٌّض٠ااذ ِاآ حٌّعٍِٛااخص حٔظااش حٌفظااً حلأٚي) ٚحٌااـ  Ethernet Cardٌٍااـ 

ٚحٌازٞ ٠غاظخذَ  ICMPرخلإػخفش اٌٝ رشٚطٛوٛي حٌاـ  Multicastingلإدحسس حٌّـّٛعخص فٟ حٌـ 

ٌااش حٌع١ٍّااخص حلأخااشٜ لإسعااخي كخرخلإػااخفش اٌااٝ حٌىؼ١ااش ِاآ  Pingرشااىً أعخعااٟ فااٟ ع١ٍّااش حٌااـ 

حٌخااااخص رٙاااازح  ٠ٚHeaderؤخااااز حٌااااـ  ، Destinationرعااااذ اسعااااخٌٙخ اٌااااٝ حٌااااـ  Messageحٌااااـ

 ِمغّش وّخ ٘ٛ ٚحػق فٟ حٌشىً حٌظخٌٟ: Byte 64حٌزشٚطٛوٛي 

 

 
ICMP Header 

 

16 Bytes  ٠ٚلااذد ف١ٙااخ ٔااٛ  حٌشعااخٌش حٌّشعااٍش ٚحٌااـCode  ٝحٌخااخص رٙاازٖ حٌشعااخٌش ٚطمغااُ اٌاا

٘اازٖ  1-11طمش٠ااش ٌخطااؤ ِااخ ٠ٚٛػااق حٌـااذٚي  Error Messageحعااظعلاَ أٚ  Queryٔااٛع١ٓ 

 حلأٔٛح :

 

TYPE CODE Description Query Error 

0 0 Echo Reply x   

3 0 Network Unreachable   X 

3 1 Host Unreachable   X 

3 2 Protocol Unreachable   X 

3 3 Port Unreachable   X 

3 4 Fragmentation needed but no frag. bit 

set 

  X 

3 5 Source routing failed   X 

3 6 Destination network unknown   X 

3 7 Destination host unknown   X 

3 8 Source host isolated (obsolete)   X 

3 9 Destination network administratively 

prohibited 

  X 

3 10 Destination host administratively 

prohibited 

  X 

3 11 Network unreachable for TOS   X 

3 12 Host unreachable for TOS   X 
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TYPE CODE Description Query Error 

3 13 Communication administratively 

prohibited by filtering 

  X 

3 14 Host precedence violation   X 

3 15 Precedence cutoff in effect   X 

4 0 Source quench     

5 0 Redirect for network     

5 1 Redirect for host     

5 2 Redirect for TOS and network     

5 3 Redirect for TOS and host     

8 0 Echo request x   

9 0 Router advertisement     

10 0 Route solicitation     

11 0 TTL equals 0 during transit   X 

11 1 TTL equals 0 during reassembly   X 

12 0 IP header bad (catchall error)   X 

12 1 Required options missing   X 

13 0 Timestamp request (obsolete) x   

14   Timestamp reply (obsolete) x   

15 0 Information request (obsolete) x   

16 0 Information reply (obsolete) x   

17 0 Address mask request x   

18 0 Address mask reply x   

 ICMP Messagesأٔٛح  حٌـ  1-11ؿذٚي 

 

16 Bytes  أخاااشٜ ٠ٚٛػاااع ف١ٙاااخ حٌىاااٛد حٌخاااخص رخٌاااـChecksum  ٌظلماااك ِااآ ٚطاااٛي

رشاىً حٌظال١ق (حسؿاع اٌاٝ حٌفظاً حلأٚي ٌّض٠اذ  ICMP Messageحٌخاخص رخٌاـ  Headerحٌاـ

 ٚؽش٠مش كغخرٗ) ٚ٘ٛ حخظ١خسٞ. Checksumِٓ حٌّعٍِٛخص كٛي حٌـ 

 

32 Bytes  ٌٍٝااـ  16ِمغااّش اٌااPacket ID  ٚ16  ٌااشلُ حٌظغٍغااٍٟ ٌٍااـICMP Packet 

 حٌّشعً.

 

 ARP – Addressرشٚطٛوٛي حٌـ  Network Layerِٚٓ حٌزشٚطٛوٛلاص حٌٙخِش أ٠ؼخ فٟ حٌـ 

Resolution Protocol  ار ٠غاظخذَ ٌـٍاذ حٌاـMAC Address  ٟطش٠اذ حلإسعاخي ٌٍـٙاش حٌظا

 MACٌٍااـ  Filteringا١ٌٙااخ ِٚاآ حلاعااظخذحِخص حلأخااشٜ ٌٙاازح حٌزشٚطٛوااٛي اؿااشحء ع١ٍّااش حٌااـ 

Address  ٚطغظخذَ ٘زٖ حٌع١ٍّش رشىً وز١ش ٌلّخ٠ش حٌشزىخص حٌلاعاٍى١ش ِآ ع١ٍّاش حٌاذخٛي غ١اش

 MACحٌّغّٛف ٌٙخ رخعظخذحَ حٌشزىش ػّٓ حٌـ    MAC Addressesحٌّخٛي ك١غ طؼخف حٌـ

List حٌـ ف ٟRouter  ٌّٕع حٌذخٛي ٌغ١ش حلأؿٙضس حٌظٟ طٍّهMAC Address  ِشاخرٗ ٌٍّٛؿاٛد

 Hardwareحٌخاخص راٗ عٍاٝ واً ِآ حٌاـ ٠ٚHeaderلظاٛٞ حٌاـ  ،...  MAC Listػآّ حٌاـ
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Address  ٚحٌااـProtocol Address  ٝرخلإػااخفش اٌااHardware & Protocol Type 

 ٌٟ حٌظشو١ذ حٌعخَ ٌٗ:٠ٚٛػق حٌشىً حٌظخ ،حٌّغظخذَ ٌٙزح حٌزشٚطٛوٛي 

 

 
 

ٛواٛلاص حٌظاٟ طعّاً عٍاٝ ِغاظٜٛ  طظٕف ِآ حٌزشٚط ARPٚ حٌـ  ICMPِٚٓ حٌّعشٚف أْ حٌـ 

 Connectionless ٚ٘اازح ٠عٕااٟ أٔٙااخ TCP/IP Modelػاآّ حٌااـ  Network Layerحٌااـ

Protocols،  ٟلا طعظّااااذ ٘اااازٖ حٌزشٚطٛوااااٛلاص عٍااااٝ حعااااظخذحَ أٞ ِاااآ حٌزشٚطٛوااااٛلاص فاااا ٚ

 عٕذ حٌظعخًِ ِعٙخ... Portsلا كخؿش لاعظخذحَ حٌـ  ار Transport Layerحٌـ

ٚرشٚطٛوٛلاطٙاخ ِؼاً   Raw Socketعٕز١ٓ فٟ حٌـاضء حٌظاخٌٟ ِآ ٘ازح حٌفظاً و١ف١اش رشِـاش حٌاـ 

 فٟ حٌذٚص ١ٔض.  ARP Protocolًِ ِع حٌـ رخلإػخفش اٌٝ ؽشق حٌظعخ ، ICMPحٌـ

 

 :  Socket Programming Rawصب١ٔب : 

رعاذ  Raw Socket Typeفٟ حٌذٚص ١ٔض ٠ـذ أٚلا طعش٠اف حٌاـ  Raw Socketٌظعخًِ ِع حٌـ 

ٚطااذعُ  Network Layerرٌااه ٠ّىٕٕااخ حخظ١ااخس أٞ ِاآ حٌزشٚطٛوااٛلاص حٌظااٟ طعّااً عٍااٝ  حٌااـ 

 حٌظخٌٟ:  2-15طٛوٛلاص حٌظخ١ٌش ٚوّخ ٘ٛ ٚحػق فٟ حٌـذٚي حٌظعخًِ ِع حٌزشٚ Raw Socketحٌـ

 

Protocol Name Description 

GGP  Gateway-to-Gateway Protocol 

ICMP  Internet Control Message Protocol 

IGMP  Internet Group Management Protocol 

IP  A raw IP packet 

IPX  Novell IPX Protocol 

ND  Net Disk Protocol 

PUP  Xerox PARC Universal Protocol (PUP) 

ROW  A raw IP packet 

SPX Version 1 & 2 Novell SPX Protocol 

15-2 Table –  ٠ز١ٓ حٌزشٚطٛوٛلاص حٌظٟ طذعّٙخ حٌـ ٚRaw Socket   
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 وّخ ٠ٍٟ: ٠Raw Socketـذ أٚلا طعش٠ف حٌـ  ICMPٚوّؼخي ٌزشِـش رشٚطٛوٛي حٌـ 

 

C#: 

Socket row_socket = new 

Socket(AddressFamily.InterNetwork,SocketType.Raw,ProtocolType.Ic

mp); 

 

VB.NET: 

Dim row_socket As Socket = New 

Socket(AddressFamily.InterNetwork, SocketType.Raw, 

ProtocolType.Icmp) 

 

عااذَ كخؿظااٗ أ٠ؼااخ ٠عٕااٟ ٚ٘اازح  Connectionlessرشٚطٛوااٛي  ٠ٚICMPعظزااش رشٚطٛوااٛي حٌااـ 

ٌااازٌه ٔلاااذد ٌاااٗ فماااؾ فاااٟ  Socketِاااع حٌاااـ  Bindingأٚ حٌاااـ  Connectلإؿاااشحء ع١ٍّاااش حٌاااـ

 Portٚدْٚ طلذ٠اذ سلاُ حٌاـ   Destinationٌٍاـ  IP Addressحٌاـ  IPEndPoint Objectحٌاـ

 ك١غ طؤخز حٌم١ّش طفش ٚوّخ ٠ٍٟ:

 

C#: 

IPEndPoint iep = new IPEndPoint(IPAddress.Parse("10.0.0.10"), 0); 

 

VB.NET: 

Dim iep As IPEndPoint = New 

IPEndPoint(IPAddress.Parse("10.0.0.10"), 0) 

 

 ICMPرعذ طلذ٠ذ حٌشىً حٌعخَ ٌٍـ Sendto Methodٚطظُ ع١ٍّش حلإسعخي ِزخششس رخعظخذحَ حٌـ  

Header Format  ك١غ طشعً ِلظ٠ٛخطٗ وـByte Array َحٌاـ  ٚطاظُ ع١ٍّاش حلاعاظمزخي رخعاظخذح

ReceiveFrom Method  ٚلإٔشااخء  ،ٚراإفظ حٌطش٠مااش حٌظااٟ أسعااً رٙااخICMP Header 

Class ٠ـااذ حٌظم١ااذ رخٌشااىً حٌعااخَ ٌٙاازح حٌزشٚطٛوااٛي ٚحٌااـData Type  ًٌىااField  ٛٚوّااخ ٘اا

 حٌظخٌٟ: 3-15ٚحػق فٟ حٌـذٚي 

 

Data Variable Size Type 

Type 1 byte Byte 

Code 1 byte Byte 

Checksum 2 bytes Unsigned 16-bit integer 

Message multibyte Byte array 

Table 15-3 , ICMP Message Format 

 

٠ٚظُ رٌه وّخ  ٠ICMP Headerـذ حٌظم١ذ رخٌظشو١ذ حٌغخرك ٌٍـ  ICMP Classٚلإٔشخء حٌـ 

:ٍٟ٠ 

 

C#: 

class ICMP 

{ 

public byte Type; 

public byte Code; 
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public UInt16 Checksum; 

public int MessageSize; 

public byte[] Message = new byte[1024]; 

 } 

 

VB.NET: 

Class ICMP 

    Public Type As Byte 

    Public Code As Byte 

    Public Checksum As UInt16 

    Public MessageSize As Integer 

    Public Message As Byte() = New Byte(1024)  

End Class 

 

٠غاظخذَ  Pingِٚآ حٌّعاشٚف أْ حٌاـ  Pingٕمَٛ ح٢ْ رظٕف١ز رشٔاخِؾ رغا١ؾ لإؿاشحء ع١ٍّاش حٌاـ ع

عٕاذ حلاعاظمزخي ك١اغ ٠ماَٛ حٌطاشف حٌّمخراً رخعاظمزخي حٌشعاخٌش  Type 0لإسعخي ٚحٌاـ  Type 8حٌـ

 ICMP Messageٚارح طاُ حعاظمزخي حٌاـ  ، SourceAddressٚاعاخدس اسعاخٌٙخ وّاخ ٘اٟ اٌاٝ حٌاـ

٠ّٚىاآ حٌظلمااك ِاآ ٚطااٛي  Destinationح ٠عٕااٟ حٔااٗ طااُ حٌٛطااٛي اٌااٝ حٌااـ٘ااز Type 0رخٌااـ

فابرح ططاخرك ِاع ِمٍاٛد  Checksumرخٌشىً حٌظل١ق رعذ كغخد ٔخطؾ حٌاـ  ICMP Headerحٌـ

  Destinationٌاـ  Messageعٕذ٘خ ٔغظط١ع ِعشفش أٔٗ طاُ طغا١ٍُ حٌاـ Header Dataِـّٛ  حٌـ

 ٌٟ:رشىً حٌظل١ق  ٚوّخ ٘ٛ ٚحػق فٟ حٌشىً حٌظخ

 

 
 

 ٌٍٚزذء رخٌظطز١ك ع١ىْٛ حٌشىً حٌعخَ ٌٍزشٔخِؾ وّخ فٟ حٌشىً حٌظخٌٟ:
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 Byteٚطل٠ٍٛااٗ اٌااٝ  ٠ICMP Headerـااذ أٚلا طعش٠ااف حٌااـ  ICMP Classٚلإٔشااخء حٌااـ 

Array رعذ اعٕخد حٌـPing Data :ٍٟحٌظٟ ٔش٠ذ٘خ ا١ٌٗ ٚوّخ ٠ 

 

C#: 

using System; 

using System.Net; 

using System.Net.Sockets; 

using System.Text; 

 

class ICMP 

{ 

 public byte Type; 

 public byte Code; 

 public UInt16 Checksum; 

 public int MessageSize; 

 public byte[] Message = new byte[1024]; 

 public ICMP() 

 { 

 } 

 public ICMP(byte[] data, int size) 

 { 

  Type = data[20]; 

  Code = data[21]; 

  Checksum = BitConverter.ToUInt16(data, 22); 

  MessageSize = size - 24; 

  Buffer.BlockCopy(data, 24, Message, 0, MessageSize); 

 } 

 

 public byte[] getBytes() 

 { 

byte[] data = new byte[MessageSize + 9]; 
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Buffer.BlockCopy(BitConverter.GetBytes(Type), 0, data, 0, 1); 

Buffer.BlockCopy(BitConverter.GetBytes(Code), 0, data, 1, 1); 

Buffer.BlockCopy(BitConverter.GetBytes(Checksum), 0, data, 2, 2); 

Buffer.BlockCopy(Message, 0, data, 4, MessageSize); 

return data; 

 } 

 

 public UInt16 getChecksum() 

 { 

 UInt32 chcksm = 0; 

 byte[] data = getBytes(); 

 int packetsize = MessageSize + 8; 

 int index = 0; 

  while ( index < packetsize) 

  { 

 chcksm += Convert.ToUInt32(BitConverter.ToUInt16(data, 

index)); 

 index += 2; 

  } 

 chcksm = (chcksm >> 16) + (chcksm & 0xffff); 

 chcksm += (chcksm >> 16); 

 return (UInt16)(~chcksm); 

 

 } 

} 

 

VB.NET: 

Imports Microsoft.VisualBasic 

Imports System 

Imports System.Net 

Imports System.Net.Sockets 

Imports System.Text 

 

Friend Class ICMP 

 Public Type As Byte 

 Public Code As Byte 

 Public Checksum As UInt16 

 Public MessageSize As Integer 

 Public Message As Byte() = New Byte(1023) 

 Public Sub New() 

 End Sub 

 

 Public Sub New(ByVal data As Byte(), ByVal size As Integer) 

  Type = data(20) 

  Code = data(21) 

  Checksum = BitConverter.ToUInt16(data, 22) 

  MessageSize = size - 24 
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  Buffer.BlockCopy(data, 24, Message, 0, MessageSize) 

 End Sub 

 

 Public Function getBytes() As Byte() 

Dim data As Byte() = New Byte(MessageSize + 9 - 1) 

Buffer.BlockCopy(BitConverter.GetBytes(Type), 0, data, 0, 1) 

Buffer.BlockCopy(BitConverter.GetBytes(Code), 0, data, 1, 1) 

Buffer.BlockCopy(BitConverter.GetBytes(Checksum), 0, data, 2, 2) 

 Buffer.BlockCopy(Message, 0, data, 4, MessageSize) 

  Return data 

 End Function 

 

 Public Function getChecksum() As UInt16 

  Dim chcksm As UInt32 = System.Convert.ToUInt32(0) 

  Dim data As Byte() = getBytes() 

  Dim packetsize As Integer = MessageSize + 8 

  Dim index As Integer = 0 

  Do While index < packetsize 

chcksm +=chcksm Convert.ToUInt32(BitConverter.ToUInt16(data, 

index)) 

index += 2 

 Loop 

        chcksm = (chcksm >> 16) + (chcksm And &HFFFF) 

        chcksm += (chcksm >> 16) 

        Return System.Convert.ToUInt32((Not chcksm)) 

 End Function 

End Class 

 

 Byte Arrayاٌاٝ  ICMP Packetٌظل٠ٛاً حٌاـ  getBytes Methodك١اغ لّٕاخ ربٔشاخء حٌاـ 

 getChecksum Methodٚأٔشاجٕخ حٌاـ  BitConverter.GetBytes Methodرخعاظخذحَ حٌاـ

ك١اغ ع١غإذ ا١ٌاٗ ٚع١غاظخذَ ٌع١ٍّاش حٌظلماك ِآ  ICMP Packetٌٍاـ Checksumٌلغاخد حٌاـ 

 رخٌشىً حٌظل١ق . Destinationٌٍـ  Packet Headerٚطٛي حٌـ 

 

ػااااُ  طعش٠ااااف  Raw Socketحٌغااااخرك ِزخشااااشس رعااااذ طعش٠ااااف  ٠ٚClassّىاااآ حعااااظخذحَ حٌااااـ 

IPEndpoint Object  ٝلإعإخدٖ اٌاsendto Method  ػاُ حشاظمخقinstance Object  ِٓا

 ICMPٚأشاااخء  ICMP Headerحٌغاااخرك ٚ اعااإخد لااا١ُ حرظذحث١اااش ٌٍاااـ  ICMP Classحٌاااـ

Message  ٝٚطل٠ٍٛٙااخ اٌااByte Array  ٚفااٟ حٌٕٙخ٠ااش ٠ّىٕٕااخ اسعااخٌٙخ اٌااٝ حٌااـDestination 

ٌٍّاذس حٌظاٟ عا١ٕظظش٘خ  Time Outٚرظؤو١ذ ٠ّىٕٕخ طغ١ش ِاذس حٌاـ   sendto methodرخعظخذحَ حٌـ 

فاٟ كخٌاش عاذَ حلاعاظـخرش ٠ٚاظُ واً  SocketExceptionاٌٝ ك١ٓ حٌذخٛي عٍاٝ حٌاـ  Sourceحٌـ

 رٌه وّخ ٠ٍٟ:

 

C#: 

byte[] data = new byte[1024]; 

int recv; 

Socket host = new Socket(AddressFamily.InterNetwork, 

SocketType.Raw,ProtocolType.Icmp); 

IPEndPoint iep = new IPEndPoint(IPAddress.Parse(textBox1.Text),0); 
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EndPoint ep = (EndPoint)iep; 

ICMP packet = new ICMP(); 

 

packet.Type = 0x08; 

packet.Code = 0x00; 

packet.Checksum = 0; 

 

Buffer.BlockCopy(BitConverter.GetBytes((short)1), 0, packet.Message, 

0, 1); 

   

data = Encoding.ASCII.GetBytes("Ping Message OK"); 

   

Buffer.BlockCopy(data, 0, packet.Message, 4, data.Length); 

packet.MessageSize = data.Length + 4; 

int packetsize = packet.MessageSize + 4; 

UInt16 chcksum = packet.getChecksum(); 

packet.Checksum = chcksum; 

   

host.SetSocketOption(SocketOptionLevel.Socket,SocketOptionName.R

eceiveTimeout, 1000); 

   

host.SendTo(packet.getBytes(), packetsize, SocketFlags.None, iep); 

 

VB.NET: 

Dim data As Byte() = New Byte(1023) 

Dim recv As Integer 

Dim host As Socket = New Socket(AddressFamily.InterNetwork, 

SocketType.Raw,ProtocolType.Icmp) 

Dim iep As IPEndPoint = New 

IPEndPoint(IPAddress.Parse(textBox1.Text),0) 

Dim ep As EndPoint = CType(iep, EndPoint) 

Dim packet As ICMP = New ICMP() 

 

packet.Type = &H08 

packet.Code = &H00 

packet.Checksum = 0 

Buffer.BlockCopy(BitConverter.GetBytes(CShort(1)), 0, 

packet.Message, 0, 2) 

Buffer.BlockCopy(BitConverter.GetBytes(CShort(1)), 0, 

packet.Message, 2, 2) 

data = Encoding.ASCII.GetBytes("Ping Message OK") 

 

Buffer.BlockCopy(data, 0, packet.Message, 4, data.Length) 

packet.MessageSize = data.Length + 4 

Dim packetsize As Integer = packet.MessageSize + 4 

Dim chcksum As UInt16 = packet.getChecksum() 

packet.Checksum = chcksum 
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host.SetSocketOption(SocketOptionLevel.Socket,SocketOptionName.R

eceiveTimeout, 1000) 

host.SendTo(packet.getBytes(), packetsize, SocketFlags.None, iep) 

 

 Socketف حٌغاخرك ٌٍاـ عٕغظخذَ ٔفظ حٌظعش٠ Destinationٚلاعظمزخي حٌشد عٍٝ حٌشعخٌش ِٓ حٌـ 

 Reference Valueٚٔغااإذ ا١ٌٙاااخ حٌاااـ  ReceiveFrom Methodك١اااغ عٕغاااظخذَ حٌاااـ

 ICMPٚٔغٕذ حٌشد حٌزٞ طُ حعظمزخٌٗ  اٌٝ حٌاـ  ،حٌزٞ أسعٍٕخ ِٓ خلاٌٗ حٌشعخٌش  IPEndpointٌٍـ

Instance Object  حٌزٞ أٔشت ِٓ حٌـICMP Class ، :ٍٟ٠ٚظُ وً رٌه وّخ ٠ 

 

C#: 

try 

{ 

data = new byte[1024]; 

recv = host.ReceiveFrom(data, ref ep); 

}  

catch (SocketException) 

 { 

 listBox1.Items.Clear(); 

 listBox1.Items.Add("No response from remote host"); 

 return; 

 } 

ICMP response = new ICMP(data, recv); 

 listBox1.Items.Clear(); 

 listBox1.Items.Add("response from: "+ ep.ToString()); 

 listBox1.Items.Add(" Type: "+ response.Type); 

 listBox1.Items.Add(" Code: "+ response.Code); 

int Identifier = BitConverter.ToInt16(response.Message, 0); 

 int Sequence = BitConverter.ToInt16(response.Message, 2); 

 

 listBox1.Items.Add(" Identifier: "+ Identifier); 

 listBox1.Items.Add(" Sequence: "+ Sequence); 

string stringData = Encoding.ASCII.GetString(response.Message,4, 

response.MessageSize - 4); 

listBox1.Items.Add(" data: "+stringData); 

host.Close();
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VB.NET: 

Try 

data = New Byte(1023) 

recv = host.ReceiveFrom(data, ep) 

Catch e1 As SocketException 

listBox1.Items.Clear() 

listBox1.Items.Add("No response from remote host") 

Return 

End Try 

 

Dim response As ICMP = New ICMP(data, recv) 

 

listBox1.Items.Clear() 

listBox1.Items.Add("response from: " & ep.ToString()) 

listBox1.Items.Add(" Type: " & response.Type) 

listBox1.Items.Add(" Code: " & response.Code) 

 

Dim Identifier As Integer = BitConverter.ToInt16(response.Message, 0) 

Dim Sequence As Integer = BitConverter.ToInt16(response.Message, 2) 

 

listBox1.Items.Add(" Identifier: " & Identifier) 

listBox1.Items.Add(" Sequence: " & Sequence) 

 

Dim stringData As String = 

Encoding.ASCII.GetString(response.Message,4, response.MessageSize 

- 4) 

listBox1.Items.Add(" data: " & stringData) 

host.Close() 

 

ِٚاآ حٌّعااشٚف  Tracingحٌغااخرك لإٔشااخء رشٔااخِؾ ٌعّااً حٌااـ  ٠ٚClassّىٕٕااخ أ٠ؼااخ حعااظخذحَ حٌااـ 

حٌظاااٟ ٠ّاااش عزش٘اااخ  Routersأٚ حٌاااـ  Hopsحٔاااٗ ٠ماااَٛ رظعماااذ حٌاااـ  Routing Tracingرخٌاااـ

 ICMP Replay Messageِآ خلاٌاٗ  ٠Packetّش حٌـ  Routerك١غ ٠شؿع وً  Packetحٌـ

حٌاازٞ طااُ طّش٠ااش  Routerٌٍااـ  IPحٌظااٟ أسعااٍض رخلإػااخفش اٌااٝ حٌااـ  Messageطلظااٛٞ عٍااٝ حٌااـ 

كظااٝ ٚطااٛي  Routerِاآ خلاٌااٗ ٚحٌٛلااض حٌاازٞ حعااظغشق ٌٍٛطااٛي اٌااٝ وااً  Messageحٌااـ

 ٚع١ىْٛ حٌشىً حٌعخَ ٌٍزشٔخِؾ وّخ ٠ٍٟ: ، Destinationاٌٝ حٌـ  Packetحٌـ
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 Routerٌىاً  IPؿٍاذ حٌاـ  فبْ حٌزشٔخِؾ ع١عظّذ عٍٝ Tracingٚوّخ ٘ٛ ٚحػق ِٓ طعش٠ف حٌـ 

اؿااشحء ٘اازٖ حٌع١ٍّااش رخعااظخذحَ  ٠ّااش ِاآ خلاٌااٗ اٌااٝ كاا١ٓ حٌٛطااٛي اٌااٝ حٌطااشف حٌّعٕااٟ ٠ّٚىاآ

 Loopك١ااغ ٔؼااعٙخ دحخااً  SetSocketOption Methodػاآّ حٌااـ IpTimeToLiveحٌااـ

عآ  TTLك١اغ ٠عزاش واً  TTLرّمذحس ٚحكذ ٚٔغٕذ ل١ّظٗ اٌٝ حٌاـ  Loopٚفٟ وً ِشس ٔض٠ذ حٌـ 

Hop  ٚأRouter  طااُ حٌّااشٚس ِاآ خلاٌااٗ ٠ٚااظُ اسعااخيPing Message  اٌااٝ رٌااه حٌااـHop 

ٚحعاظمزخي حٌاشد ِآ واً  Pingٚخلاي رٌه ٔم١ظ حٌفظشس حٌض١ِٕش حٌّغظغشلش را١ٓ ع١ٍّاش اسعاخي حٌاـ 

Hop  اٌٝ ك١ٓ حٌٛطٛي اٌٝ آخشHop  ِش حٌـPacket  َخلاٌٗ ٠ّٚىٕٕخ ل١اخط رٌاه رخعاظخذح ِٓ

 Integerل١ّاش  Propertyٚطشؿاع ٘ازٖ حٌاـ  Environment Classػّٓ حٌاـ TickCountحٌـ 

ِٓ رذأ ٔظخَ حٌظشغ١ً رخٌعًّ اٌٝ حٌٛلض حٌلخٌٟ ك١اغ ٠ّىٕٕاخ حخاز ٘ازٖ حٌم١ّاش  Millisecondرخٌـ 

ػاُ ؽاشف حٌم١ّاش حلأٌٚاٝ ِآ ٚأخز٘خ ِشس أخشٜ عٕذ حعظمزخي حٌشد ِٚآ  Pingعٕذ رذح٠ش عًّ حٌـ 

 ٠ٚظُ وً رٌه وّخ ٠ٍٟ: ،...حٌؼخ١ٔش

 

C#: 

byte[] data = new byte[1024]; 

int recv, timestart, timestop; 

 

Socket trace_socket = new 

Socket(AddressFamily.InterNetwork,SocketType.Raw, 

ProtocolType.Icmp); 

   

IPHostEntry dest = Dns.Resolve(textBox2.Text); 

IPEndPoint iep = new IPEndPoint(dest.AddressList[0], 0); 

EndPoint ep = (EndPoint)iep; 

 

ICMP packet = new ICMP(); 

packet.Type = 0x08; 

packet.Code = 0x00; 

packet.Checksum = 0; 

Buffer.BlockCopy(BitConverter.GetBytes(1), 0, packet.Message, 0, 2); 

Buffer.BlockCopy(BitConverter.GetBytes(1), 0, packet.Message, 2, 2); 

data = Encoding.ASCII.GetBytes("Tracing is OK,FADI Abdel-qader"); 

Buffer.BlockCopy(data, 0, packet.Message, 4, data.Length); 
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packet.MessageSize = data.Length + 4; 

int packetsize = packet.MessageSize + 4; 

UInt16 chcksum = packet.getChecksum(); 

packet.Checksum = chcksum; 

 

trace_socket.SetSocketOption(SocketOptionLevel.Socket,SocketOption

Name.ReceiveTimeout, 1000); 

int badcount = 0; 

 

for (int i = 1; i < 50; i++) 

{ 

trace_socket.SetSocketOption(SocketOptionLevel.IP,SocketOptionNam

e.IpTimeToLive, i); 

timestart = Environment.TickCount; 

trace_socket.SendTo(packet.getBytes(), packetsize, SocketFlags.None, 

iep); 

 try 

 { 

 data = new byte[1024]; 

 recv = trace_socket.ReceiveFrom(data, ref ep); 

 timestop = Environment.TickCount; 

 ICMP response = new ICMP(data, recv); 

 

 if (response.Type == 11) 

listBox1.Items.Add("hop response from ms"+ i+ ep.ToString()+ 

(timestop-timestart)); 

      

 if (response.Type == 0) 

 { 

 listBox1.Items.Add(" reached in  hops, ms " + ep.ToString()+ i+ 

(timestop-timestart)); 

  break; 

 } 

 badcount = 0; 

  }  

catch (SocketException) 

 { 

 listBox1.Items.Add("hop No response from remote host "+ i); 

 badcount++; 

 if (badcount == 5) 

  { 

 listBox1.Items.Add("Unable to contact remote host"); 

  break; 

  } 

 } 

 } 
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 trace_socket.Close(); 

 

VB.NET: 

Dim data As Byte() = New Byte(1023)  

Dim recv, timestart, timestop As Integer 

 

Dim trace_socket As Socket = New 

Socket(AddressFamily.InterNetwork, SocketType.Raw, 

ProtocolType.Icmp) 

Dim dest As IPHostEntry = Dns.Resolve(textBox2.Text) 

Dim iep As IPEndPoint = New IPEndPoint(dest.AddressList(0), 0) 

Dim ep As EndPoint = CType(iep, EndPoint) 

 

Dim packet As ICMP = New ICMP 

packet.Type = &H08 

packet.Code = &H00 

packet.Checksum = 0 

Buffer.BlockCopy(BitConverter.GetBytes(1), 0, packet.Message, 0, 2) 

Buffer.BlockCopy(BitConverter.GetBytes(1), 0, packet.Message, 2, 2) 

data = Encoding.ASCII.GetBytes("Tracing is OK,FADI Abdel-qader") 

Buffer.BlockCopy(data, 0, packet.Message, 4, data.Length) 

packet.MessageSize = data.Length + 4 

 

Dim packetsize As Integer = packet.MessageSize + 4 

Dim chcksum As UInt16 = packet.getChecksum() 

packet.Checksum = chcksum 

trace_socket.SetSocketOption(SocketOptionLevel.Socket,SocketOption

Name.ReceiveTimeout, 1000) 

Dim badcount As Integer = 0 

For i As Integer = 1 To 49 

trace_socket.SetSocketOption(SocketOptionLevel.IP,SocketOptionNam

e.IpTimeToLive, i) 

timestart = Environment.TickCount 

trace_socket.SendTo(packet.getBytes(), packetsize, SocketFlags.None, 

iep) 

 

Try 

data = New Byte(1023) 

recv = trace_socket.ReceiveFrom(data, ep) 

timestop = Environment.TickCount 

Dim response As ICMP = New ICMP(data, recv) 

If response.Type = 11 Then 

listBox1.Items.Add("hop response from ms" & i+ ep.ToString()+ 

(timestop-timestart)) 

End If 

If response.Type = 0 Then 
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listBox1.Items.Add(" reached in  hops, ms " & ep.ToString()+ i+ 

(timestop-timestart)) 

 Exit Try 

End If 

badcount = 0 

Catch e1 As SocketException 

listBox1.Items.Add("hop No response from remote host " & i) 

badcount += 1 

If badcount = 5 Then 

listBox1.Items.Add("Unable to contact remote host") 

Exit For 

End If 

End Try 

Next i 

trace_socket.Close() 

 

حعااظخذحِٗ لإٔشااخء رشٔااخِؾ ٌعّااً فااٟ حٌااذٚص ١ٔااض ٚو١ف١ااش  ICMPٚ٘ىاازح ر١ٕااخ و١ف١ااش حعااظخذحَ حٌااـ 

عاٛف ٔزا١ٓ فاٟ حٌـاضء حٌظاخٌٟ ِآ ٘ازح حٌفظاً  ، Routing Tracingٚآخاش ٌعّاً حٌاـ Pingحٌاـ

لأٞ  MAC Addressفااٟ حٌااذٚص ١ٔااض ٌـٍااذ حٌااـ  ARP Protocolو١ف١ااش حٌظعخِااً ِااع حٌااـ 

Destination .عٍٝ حٌشزىش 

 

 فٟ رشِـ١خص حٌشزىخص : MAC Addressٌـٍذ حٌـ  ARP Protocolحعظخذحَ حٌـ 

ِااآ خااالاي  nbtstatِاآ خااالاي حلأِاااش  IP Hostلأٞ  ٠MAC Addressّىٕٕااخ ؿٍاااذ حٌاااـ 

 لاكع حٌشىً حٌظخٌٟ: Command Promptحٌـ

 

 
 

 ظخذحَِاااااآ دحخااااااً حٌااااااذٚص ١ٔااااااض رخعاااااا ٠ٚCommandّىٕٕااااااخ حلاعااااااظفخدس ِاااااآ ٘اااااازح حٌااااااـ 

حٌّٛؿااااااااٛد ػاااااااآّ  Process Classٚحٌااااااااـ ProcessStartInfo Classحٌااااااااـ

 Argumentsٚحٌاـ  Commandك١غ ّٔاشس حٌاـ  ، System.Diagnostics Namespaceحٌـ

ػااُ ٕٔفااز حلأِااش رظّش٠ااش  ProcessStartInfo Instance Objectحٌاازٞ ٔش٠ااذ طٕف١اازٖ اٌااٝ حٌااـ

 ٠ٚظُ رٌه وّخ ٠ٍٟ: Process.Start Methodحٌغخرك اٌٝ حٌـ  instance objectحٌـ

 

C#: 

public string GetMac(string IP)  

{  

string str1=String.Empty;  

try  
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 {  

string str2=String.Empty;  

ProcessStartInfo info1 = new ProcessStartInfo();  

Process process1 = new Process();  

info1.FileName = "nbtstat";  

info1.RedirectStandardInput = false;  

info1.RedirectStandardOutput = true;  

info1.Arguments = "-A " + IP;  

info1.UseShellExecute = false;  

process1 = Process.Start(info1);  

int num1 = -1;  

 while (num1 <= -1)  

  {  

 num1 = str2.Trim().ToLower().IndexOf("mac address", 0);  

 if (num1 > -1) { break; }  

str2 = process1.StandardOutput.ReadLine();  

  }  

process1.WaitForExit();  

str1 = str2.Trim();  

  }  

catch (Exception exception2)  

  { throw exception2; }  

  return str1;  

  }  

 } 

 

VB.NET: 

Public Function GetMac(ByVal IP As String) As String 

    Dim str1 As String = String.Empty 

    Try 

        Dim str2 As String = String.Empty 

        Dim info1 As ProcessStartInfo = New ProcessStartInfo 

        Dim process1 As Process = New Process 

        info1.FileName = "nbtstat" 

        info1.RedirectStandardInput = False 

        info1.RedirectStandardOutput = True 

        info1.Arguments = "-A " & IP 

        info1.UseShellExecute = False 

        process1 = Process.Start(info1) 

        Dim num1 As Integer = -1 

        Do While num1 <= -1 

            num1 = str2.Trim().ToLower().IndexOf("mac address", 0) 

            If num1 > -1 Then 

                Exit Do 

            End If 

            str2 = process1.StandardOutput.ReadLine() 

        Loop 
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        process1.WaitForExit() 

        str1 = str2.Trim() 

    Catch exception2 As Exception 

        Throw exception2 

    End Try 

    Return str1 

End Function 

 

ص رخٌـٙااخص حٌاازٞ ٔش٠ااذ أْ ٔـٍااذ (حٌخااخ IP Addressحٌغااخرمش ّٔااشس حٌااـ  Methodٌٚظٕف١ااز حٌااـ 

عآ  MAC Addressحٌغخرمش ك١غ لّٕخ رفظً حٌاـ  Methodٌٗ) اٌٝ حٌـ  MAC Addressحٌـ

 ... Trim Methodرم١ش حٌّعٍِٛخص حٌظٟ ٠خشؿٙخ ٌٕخ رخعظخذحَ حٌـ 

 

عاٛف  ،فاٟ حٌاذٚص ١ٔاض  ARPٚحٌاـ  ١ٌICMPٓ حٌاـ ٚ٘ىزح ر١ٕخ و١ف١ش حعظخذحَ وً ِٓ حٌزشٚطٛوٛ

ٚعإمَٛ ِآ  Packet Sniffingٔز١ٓ فٟ حٌـضء حٌظخٌٟ ِٓ ٘زح حٌفظاً ِزاذأ عّاً رشِـ١اخص حٌاـ 

 رغ١ؾ. Sniffingخلاٌٗ رزٕخء رشٔخِؾ 

 

  Applications SniffingIntroduction to Packetصبٌضب : 

رخٌظظااإض عٍاااٝ  Packet Sniffing Applicationsطىّااآ حٌفىاااشس حلأعخعااا١ش ِااآ حٌاااـ 

ار أٔٙااخ لا  Network Interfaceرعااذ حخظ١ااخس حٌااـ RawSocketأٚ حٌااـ Network Layerحٌااـ

٠ّاش  Packetحٌظماخؽ أٞ  Raw Socketِلذد ٚٔغظط١ع ِٓ خالاي حٌاـ  Portطعًّ ػّٓ ٔطخق 

لاراذ ِآ ِعشفاش حٌلـاُ حٌىٍاٟ  Packetٌٚظل١ٍاً حٌاـ Network Interface Cardِٓ خلاي حٌـ 

 Headerاٌاٝ واً  Header Lengthٚرشاىً دحثاُ ٠اظُ اػاخفش حٌاـ  ،ػاُ اػاخفظٗ  Headerً ٌىا

 Headerفٟ واً  Header Lengthلاكع ِٛلع حٌـ  ، TCP/IPػّٓ وً ؽزمش ِٓ ؽزمخص حٌـ 

 : TCP/IPِٓ رشٚطٛوٛلاص حٌـ

 

 
 

لاكاع  ، Layerٌىاً  Header Lengthعٓ حلأخشٜ رعذ ِعشفاش حٌاـ  ٠ٚLayerّىٕٕخ فظً وً 

ِاآ خاالاي حٌـااضء حلأٚي ِٕااٗ  Packetٓ حٌشااىً حٌغااخرك حٔااٗ ٠ّىٕٕااخ ِعشفااش حٌلـااُ حٌىٍااٟ ٌٍااـ ِاا

ِاآ خاالاي حٌّعخدٌااش  Packetفااٟ حٌااـ  ٠ٚDataّىٕٕااخ ِعشفااش ِٛلااع حٌااـ ، Frameٚحٌّغااّٝ رخٌااـ 

 حٌظخ١ٌش:
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Data in Application Layer = 






Options) Length Header  Protocol (Transport 

nd Options) Length Header  (IP 
-Length  Total

a

 

 Packetف حٌّشعااً ِااؼلا ِاآ خاالاي طخااض٠ٓ حٌااـ ٌطااش ٠ٚIP Addressّىٕٕااخ ِااؼلا ِعشفااش حٌااـ 

ار ٠اؤطٟ ِٛلاع  ،ٌٍاـّىخْ حٌازٞ ٔش٠اذ حٌماشحءس ِٕاٗ  offsetػاُ طغ١١اش حٌاـ  Byte Arrayحٌٍّظمؾ فٟ 

 لاكع حٌشىً حٌظخٌٟ: Bytes 12دحثّخ رعذ  IP Packetفٟ حٌـ  IP Source Addressحٌـ

 
  

 Protocolٌىاً  ٠Header Elementsلظاٛٞ عٍاٝ حٌاـ  Structأٚ  ٠ٚClassـذ دحثّاخ أشاخء 

ٚطلذ٠ذ ععش وً ِٕٙخ رٕخء عٍٝ حٌغعش حٌلم١م١اش ٌٙاخ  ،٠ظُ حٌظعخًِ ِعٗ ٚكظٝ ٔغظط١ع طل١ٍٍٗ لاكمخ 

 : IPHeaderخخص  رخٌـ Structٚوّؼخي لإٔشخء 

 

C#: 

public struct IPHeader 

 { 

[FieldOffset(0)] public byte    ip_verlen; //IP version and IP Header 

length  

[FieldOffset(1)] public byte    ip_tos; //Type of Service 

[FieldOffset(2)] public ushort  ip_totallength; //Total Packet Length 

[FieldOffset(4)] public ushort  ip_id; //Unique ID 

[FieldOffset(6)] public ushort  ip_offset; //Flags and Offset 

[FieldOffset(8)] public byte    ip_ttl; //Time To Live 

[FieldOffset(9)] public byte    ip_protocol; //Protocol (TCP, UDP, 

ICMP, Etc.) 

[FieldOffset(10)] public ushort ip_checksum; //IP Header Checksum 

[FieldOffset(12)] public uint   ip_srcaddr; //Source IP Address 

[FieldOffset(16)] public uint   ip_destaddr; //Destination IP Address 

 } 
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VB.NET: 

Public Structure IPHeader 

    <FieldOffset(0)> _ 

    Public ip_verlen As Byte 'IP version and IP Header length 

    <FieldOffset(1)> _ 

    Public ip_tos As Byte 'Type of Service 

    <FieldOffset(2)> _ 

    Public ip_totallength As System.UInt16 'Total Packet Length 

    <FieldOffset(4)> _ 

    Public ip_id As System.UInt16 'Unique ID 

    <FieldOffset(6)> _ 

    Public ip_offset As System.UInt16 'Flags and Offset 

    <FieldOffset(8)> _ 

    Public ip_ttl As Byte 'Time To Live 

    <FieldOffset(9)> _ 

    Public ip_protocol As Byte 'Protocol (TCP, UDP, ICMP, Etc.) 

    <FieldOffset(10)> _ 

    Public ip_checksum As System.UInt16 'IP Header Checksum 

    <FieldOffset(12)> _ 

    Public ip_srcaddr As System.UInt32 'Source IP Address 

    <FieldOffset(16)> _ 

    Public ip_destaddr As System.UInt32 'Destination IP Address 

End Structure 

 

 IPٚٔلاذد ف١ٙاخ حٌاـ  ٠Raw Socketـاذ طعش٠اف  IP Layerٌٚظفع١اً ع١ٍّاش حٌظظإض عٍاٝ حٌاـ 

 Interface Cardٌٍاـ  IP Addressِاع حٌاـ  Bindingػاُ ٔماَٛ رعّاً حٌاـ  Protocol Typeوـ

ِعاا١ٓ ار أٔٙااخ لا  Portطلذ٠ااذ  Raw Socketٚرظؤو١ااذ لا طلظااخؽ حٌااـ  ،حٌاازٞ ٔش٠ااذ حٌظظاإض ع١ٍااٗ 

 ٠ٚظُ رٌه وّخ ٠ٍٟ: ، Transport Layer Protocolsـ طظعخًِ ِع أٞ ِٓ حٌ

 

C#: 

socket = new Socket(AddressFamily.InterNetwork, SocketType.Raw, 

ProtocolType.IP); 

socket.Bind(new IPEndPoint(IPAddress.Parse(“10.0.0.10”), 0)); 

socket.BeginReceive(m_Buffer, 0, m_Buffer.Length, 

SocketFlags.None, new AsyncCallback(this.OnReceive), null); 

VB.NET: 

socket = New Socket(AddressFamily.InterNetwork, SocketType.Raw, 

ProtocolType.IP) 

socket.Bind(New IPEndPoint(IPAddress.Parse(“10.0.0.10”), 0)) 

socket.BeginReceive(m_Buffer, 0, m_Buffer.Length, 

SocketFlags.None, New AsyncCallback(AddressOf Me.OnReceive), 

Nothing) 

 

حٌغخرمش ٠ٚظُ رٌه   BeginReceive Methodٌٍـ  AsyncCallback Methodػُ اػخفش حٌـ 

  وّخ ٠ٍٟ:

C#: 

private void OnReceive(IAsyncResult ar)  
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{ 

int received = socket.EndReceive(ar); 

if (socket != null)  

 { 

byte[] packet = new byte[received]; 

Array.Copy(Buffer, 0, packet, 0, received); 

// Here The all Captured Packet in The Buffer 

} 

socket.BeginReceive(Buffer, 0, Buffer.Length, SocketFlags.None, new 

AsyncCallback(this.OnReceive), null);    

} 

 

VB.NET: 

Private Sub OnReceive(ByVal ar As IasyncResult) 

    Dim received As Integer = socket.EndReceive(ar) 

    If Not socket Is Nothing Then 

        Dim packet As Byte() = New Byte(received) 

        Array.Copy(Buffer, 0, packet, 0, received) 

        „ Here The all Captured Packet in The Buffer 

    End If 

    socket.BeginReceive(Buffer, 0, Buffer.Length, SocketFlags.None, 

New AsyncCallback(AddressOf Me.OnReceive), Nothing) 

End Sub 

٠اظُ حٌظمخؽاٗ ٚطخض٠ٕاٗ  ٠Network Layerّش ِٓ خالاي حٌاـ  Packetٚفٟ ٘زٖ حٌّشكٍش فبْ أٞ 

حٌٍّاظمؾ  Packetٌٍاـ Headerك١غ ٠ّىٓ طل١ٍٍٗ لاكماخ رلغاذ كـاُ حٌاـ  ،حٌغخرك Bufferفٟ حٌـ 

 ... Headerفٟ حٌـ  Elementرخلإػخفش اٌٝ ِعشفش حٌلـُ ٌىً 

 

فٟ حٌذٚص ١ٔض ٚو١ف١ش حعظخذحِٙخ ٌزشِـش  Raw Socketٚ٘ىزح ر١ٕخ و١ف١ش حٌظعخًِ ِع حٌـ 

 ... Raw IPٚحٌـ  ICMPرشٚطٛوٛلاص حٌـ

 

 Application Layerع١زُ اٌذذ٠ش فٟ اٌجضء اٌزبٌٟ ػٓ ثشِجخ ثشٚرٛوٛلاد اٌـ  

 فٟ ث١ئخ اٌذٚد ١ٔذ. Remotingٚاٌـ
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Chapter 12 

DNS Programming 

 

- Synchronous DNS Members  

- Asynchronous DNS Members 
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21 :ProgrammingDNS : 

 

 ،ٚحكذس ِآ أ٘اُ حٌخاذِخص حٌظاٟ طغاظخذَ فاٟ حلإٔظشٔاض ٚحٌشازىخص رشاىً عاخَ DNSطعظزش خذِش 

ٚحٌعىاظ  Domain IPاٌاٝ  Domain Nameحٌـرع١ٍّش طشؿّش رخٌم١خَ  DNSٚطخظظش ٚظ١فش 

( ٚحٌظااٟ طمااَٛ رظلااذ٠غ لخعااذس  ٠ٚDNSااظُ رٌااه ِاآ خاالاي ِـّٛعااش وز١ااشس ؿااذح ِاآ ِااضٚدحص ، 

 A Clientـرم١اخَ حٌافٟ حٌشازىخص حٌّل١ٍاش طزذأ ٘زٖ حٌع١ٍّش  ،حٌز١خٔخص حٌخخطش رٙخ وً فظشس ِع١ٕش) 

ك١اغ -حٌخاخص راٗ   Domain Nameبدخخي ٚرٌه ر Client Bخٌـحٌخخص ر Domainحٌـرطٍذ 

وّاخ    - DNS Server ـرظعش٠ف ٔفغٗ فٟ لخعاذس حٌز١خٔاخص حٌخخطاش را Client Bحٌـطُ ِغزمخ ل١خَ 

 localخٌاـٚطغاّٝ ر  Domainsحٌاـعٍٝ لخعذس ر١خٔخص طلظٛٞ عٍاٝ عٕاخ٠ٚٓ  ٠Clientلظٛٞ وً 

DNS    ْك١غ ٠مَٛ رخٌزلغ رذحخٍٙخ عٍٝ عٕٛحDomain  خلاي ِٓDomain Name  ُفبرح ٌا

 DNS Serverحٌاـٚرعاذ ا٠ـاخدٖ ٠ماَٛ  DNS Serverحٌاـ٠ـاذٖ ٠ماَٛ رطٍاذ عٕاٛحْ حٌاذ١ِٚٓ ِآ 

  ،حٌخاخص راٗ  ٠ٚLocal DNSماَٛ راذٚسٖ رظخاض٠ٓ حٌعٕاٛحْ فاٟ  Clientحٌاـربسعخي حٌعٕٛحْ اٌٝ 

 حٔظش اٌٝ حٌشىً حٌظخٌٟ:

 

 
 

ٚحٌظاااٟ  Namespace System.Netرخعاااظخذحَ  DNSفاااٟ حٌاااذٚص ١ٔاااض ٠ّىٕٕاااخ حٌظعخِاااً ِاااع 

 DNSحٌاـ  دٚحيٚطمغااُ ،  DNS ـحٌخخطاش را Methodsحٌاـٚ  Classesحٌااـطلظاٛٞ عٍاٝ ؿ١ّاع 

Class  ِٓاٌاٝ لغا١ّٓ ِظاضحSynchronous Methods  ِٓغ١اش ِظاضح ٚAsynchronous 

Methods :ٍٟوّخ ٠ ٟ٘ٚ 

 

 ٟٚ٘ :   Synchronous Methodsاٌّزضإِخ   اٌذٚايأٚلا 

 GetHostName َحٌـ ٌـٍذ حعُ ٚحٌظٟ طغظخذHost ٌل١ّش  ذحٌشٚطشؿع ٘زٖ حString  ٞٛطلظ

 ٠ّٚىٓ حعظخذحِٙخ وّخ ٠ٍٟ :رخس١ِٚظشحص أٞ  ذحٌشٚلا طؤخز ٘زٖ حٌ Computer Nameحٌـعٍٝ 

 

:#C 
string hostname = Dns.GetHostName(); 

 

VB.NET: 

Private hostname As String = Dns.GetHostName 

 

 ٚطغظخذَ وً ِٕٙخ وّخ ٠ٍٟ:  GetHostByAddress ذحٌشٚ حٌ GetHostByName ذحٌشحٌ

 

:#C 
IPHostEntry host_ip = Dns.GetHostByName(Computer_Name); //  ٌـٍذ

 حٌعٕٛحْ رخعظخذحَ حلاعُ
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IPHostEntry host_name = Dns.GetHostByAddress(IP_Address); //  ٌـٍذ

 حلاعُ رخعظخذحَ حٌعٕٛحْ

 

VB.NET: 

Private host_ip As IPHostEntry = 

Dns.GetHostByName(Computer_Name) 

Private host_name As IPHostEntry = 

Dns.GetHostByAddress(IP_Address) 

 

ارح أسعاٍض ٌٙاخ  Host Nameك١اغ طشؿاع  Overloaded Methodٚ٘اٟ  Resolve ذحٌشحٌ

IP Address  ٚطشؿعHost Address  ارح أسعٍض ٌٙخHost Name   ٟحٌاـفIPHostEntry 

 ٚ٘زح حٌّؼخي ٠ز١ٓ ؽش٠مش حعظخذحِٙخ : ،حٌغخرمش  حٌذٚحيٙخ عٓ حعظخذحَ ٚلا ٠خظٍف حعظخذحِ

 

:#C 
using System; 

using System.Net; 

 

class FMO_DNS 

{ 

 public static void Main() 

 { 

IPHostEntry IPHost = Dns.Resolve("www.yahoo.com");  

Console.WriteLine(IPHost.HostName); 

 

IPAddress[] addr = IPHost.AddressList;  

  for(int i= 0; i < addr.Length ; i++) 

  {Console.WriteLine(addr[i]);} 

} 

}  

 

VB.NET: 

Imports System 

Imports System.Net 

 

Class FMO_DNS 

    Public Shared Sub Main() 

        Dim IPHost As IPHostEntry = Dns.Resolve("www.yahoo.com") 

        Console.WriteLine(IPHost.HostName) 

        Dim addr As IPAddress() = IPHost.AddressList 

        Dim i As Integer = 0 

        While i < addr.Length 

            Console.WriteLine(addr(i)) 

            System.Math.Min(System.Threading.Interlocked.Increment(i), i 

- 1) 

        End While 

    End Sub 

End Class 
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 : Asynchronous Methodsغ١ش اٌّزضإِخ اٌ اٌذٚايصب١ٔب 

 ِٚٓ حلأِؼٍش ع١ٍٙخ :  Endأٚ  Beginٚطزذأ عخدس رىٍّش 

BeginGetHostByName   ٚ BeginResolve   ٚ EndGetHostByName   ٚ

EndResolve      

حٌّظضحِٕش ٌىٕٙخ طخظٍف رىْٛ حٔٗ لا ٠شظشؽ طٕف١ز٘خ لإوّخي  حٌذٚحيخ وّخ ٘ٛ حٌلخي فٟ ؽز١عش عٍّٙ

اٌٝ حٌخطٛس حٌؼخ١ٔش فٟ حٌزشٔخِؾ الا فٟ كخٌش حلأظمخي عًّ حٌزشٔخِؾ فٟ ك١ٓ حٌّظضحِٓ لا طغّق 

رشىً عخَ فٟ حٌزشٔخِؾ ٌزٌه ٠ٕظق رخعظخذحَ حلأدحث١ش حٔظٙخء عٍّٙخ ٚلذ طغزذ ٘زٖ حٌغ١جش رخفغ 

 حٌطش٠مش حٌغ١ش ِظضحِٕش ٚطغظخذَ وّخ ٠ٍٟ :

 Begin___ 

public static IAsyncResult BeginResolve(string hostname, 

    AsyncCallback requestCallback, object stateObject) 

 

فااٟ حٌزااخس١ِٚظش حلأٚي ٚ حٌزااخس١ِٚظش حٌؼااخٟٔ ٠عااشف  ف١ااٗ   Host Nameـك١ااغ ٠ااظُ ٚػااع حٌاا

 ____٠ٚEndغاظخذَ  ، delegate Method اٌاٌٝاه رظّش٠اش ِاذخلاص  ٚطغاّق delegateحٌاـ

 وّخ ٠ٍٟ : Back Resultلإٔٙخء حٌع١ٍّش فٟ حٌـ 

 

public static IPHostEntry EndResolve(IasyncResult ar) 

 

حٌّٛؿٛدس عٍٝ حٌشزىش ك١غ ٠عًّ عٍاٝ ؿٍاذ  IP‟sحٌـٕٚ٘خ ِؼخي شخًِ ٚ رغ١ؾ ٠مَٛ رـٍذ ؿ١ّع 

رظٕف١ااز   StandardOutputِاآ خاالاي حٌخخطاا١ش  ProcessStartInfoِاآ  host namesحٌااـ

 حٌذحٌاااااشِااااآ خااااالاي  host nameك١اااااغ ٠اااااظُ طل٠ٍٛاااااٗ اٌاااااٝ  ، Net Viewحلأِاااااش 

GetMachineNamesFromProcessOutput  ٟػُ طخض٠ٕٙخ فCollicaion  ًػاُ ٠اظُ طل٠ٛا

 StreamReaderحٌاـ.. ؽزعخ ٠ظُ حعاظخذحَ  Dns.Resolve ذحٌشحلأعّخء اٌٝ عٕخ٠ٚٓ ِٓ خلاي حٌ

 ٚ٘زح ٘ٛ حٌّؼخي :  ProcessStartInfoخٌـحٌخخص ر collectionحٌـٌمشحءس 

 

:#C 
 using System; 

using System.IO; 

using System.Diagnostics; 

using System.Net; 

using System.Collections.Specialized; 

 

namespace NetworkIPs 

{ 

 public class Names 

 {  

  public StringCollection GetNames() 

  { 

ProcessStartInfo _startInfo = new ProcessStartInfo("net","view"); 

  _startInfo.CreateNoWindow = true; 

  _startInfo.UseShellExecute = false; 

  _startInfo.RedirectStandardOutput = true; 

  Process _process = Process.Start(_startInfo); 

  StreamReader _reader = _process.StandardOutput; 

  StringCollection _machineNames = 

GetMachineNamesFromProcessOutput(_reader.ReadToEnd()); 
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StringCollection _machineIPs = new StringCollection(); 

 foreach(string machine in _machineNames) 

  { 

  _machineIPs.Add(IPAddresses(machine)); 

  } 

  return _machineIPs; 

  } 

  private static string IPAddresses(string server)  

  { 

   try  

   { 

System.Text.ASCIIEncoding ASCII = new 

System.Text.ASCIIEncoding(); 

  // Get server related information. 

  IPHostEntry heserver = Dns.Resolve(server); 

  //assumin the machine has only one IP address 

  return heserver.AddressList[0].ToString(); 

   } 

   catch  

   { 

return "Address Retrieval error for " + server; 

   } 

  } 

//string manipulations 

private StringCollection GetMachineNamesFromProcessOutput(string 

processOutput) 

 { 

string _allMachines = processOutput.Substring( 

processOutput.IndexOf("\\")); 

 StringCollection _machines= new StringCollection();  

while(_allMachines.IndexOf("\\") != -1 ) 

 { 

_machines.Add(_allMachines.Substring(_allMachines.IndexOf("\\"), 

_allMachines.IndexOf(" ",_allMachines.IndexOf("\\")) - 

_allMachines.IndexOf("\\")).Replace("\\",String.Empty)); 

_allMachines = _allMachines.Substring(_allMachines.IndexOf(" 

",_allMachines.IndexOf("\\") + 1)); 

   } 

   return _machines; 

  } 

 } 

 

 public class Runner 

 { 

  static void Main() 

  { 

   Names _names = new Names(); 
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   StringCollection names = _names.GetNames(); 

   foreach(string name in names) 

   Console.WriteLine(name); 

   Console.ReadLine(); 

  } 

 } 

 

VB.NET: 

Imports System 

Imports System.IO 

Imports System.Diagnostics 

Imports System.Net 

Imports System.Collections.Specialized 

 

Public Class Names 

 

    Public Function GetNames() As StringCollection 

 

Dim _startInfo As ProcessStartInfo = New ProcessStartInfo("net", 

"view") 

        _startInfo.CreateNoWindow = True 

        _startInfo.UseShellExecute = False 

        _startInfo.RedirectStandardOutput = True 

        Dim _process As Process = Process.Start(_startInfo) 

        Dim _reader As StreamReader = _process.StandardOutput 

        Dim _machineNames As StringCollection = 

GetMachineNamesFromProcessOutput(_reader.ReadToEnd()) 

        Dim _machineIPs As StringCollection = New StringCollection 

        For Each machine As String In _machineNames 

            _machineIPs.Add(IPAddresses(machine)) 

        Next machine 

        Return _machineIPs 

    End Function 

    Private Shared Function IPAddresses(ByVal server As String) As 

String 

        Try 

            Dim ASCII As System.Text.ASCIIEncoding = New 

System.Text.ASCIIEncoding 

            ' Get server related information. 

            Dim heserver As IPHostEntry = Dns.Resolve(server) 

            'assumin the machine has only one IP address 

            Return heserver.AddressList(0).ToString() 

        Catch 

            Return "Address Retrieval error for " & server 

        End Try 

    End Function 

    'string manipulations 
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    Private Function GetMachineNamesFromProcessOutput(ByVal 

processOutput As String) As StringCollection 

        Dim _allMachines As String = 

processOutput.Substring(processOutput.IndexOf("\")) 

        Dim _machines As StringCollection = New StringCollection 

        Do While _allMachines.IndexOf("\") <> -1 

            

_machines.Add(_allMachines.Substring(_allMachines.IndexOf("\"), 

_allMachines.IndexOf(" ", _allMachines.IndexOf("\")) - 

_allMachines.IndexOf("\")).Replace("\", String.Empty)) 

            _allMachines = _allMachines.Substring(_allMachines.IndexOf(" 

", _allMachines.IndexOf("\") + 1)) 

        Loop 

        Return _machines 

    End Function 

End Class 

 

Public Class Runner 

    Shared Sub Main() 

        Dim _names As Names = New Names 

        Dim names As StringCollection = _names.GetNames() 

        For Each name As String In names 

            Console.WriteLine(name) 

        Next name 

        Console.ReadLine() 

    End Sub 

End Class 

 

عت١زُ  ,ٚؽتشق اٌزؼبِتً ِؼتٗ فتٟ ث١ئتخ اٌتذٚد ١ٔتذ  DNSٚ٘ىزا ث١ٕب فٟ ٘تزٖ اٌفظتً أ١ّ٘تخ اٌتـ

 ٚؽشق ثشِجزٗ فٟ ث١ئخ اٌذٚد ١ٔذ. HTTPاٌذذ٠ش فٟ اٌفظً اٌزبٌٟ ػٓ 
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Chapter 13  

HTTP Programming 

 

 

- The Concept of HTTP Protocol 

 

- Using HTTP in Dot Net 

 

- Advanced HTTP Programming 

 

- Using HttpWebRequest 

 

- Using HttpWebResponse 
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31 :Hyper Text Transfer Protocol Programming –HTTP   

 

رشاىً عاخَ عٍاٝ حٔاٗ حٌزشطٛواٛي حٌّغاظخذَ ٌظٛطا١ً ؽٍاذ حٌّغاظخذَ  HTTPطظٍخض ٚظ١فاش حٌاـ

User Request  اٌٝ ح٠ٌٛذServer ػُ ل١اخَ حٌاـweb server راخٌشد عٍاٝ حٌاـRequest  ٞٚحٌاز

) ِآ  حٌإض Multimediaٚرظؤو١ذ طغظط١ع ٔمً ؿ١ّاع أشاىخي ( Server Response ـ٠غّٝ ر

 Client Applicationاٌااٝ حٌااـ Web Serverٚطااٛسس ٚ طااٛص ٚ ف١ااذ٠ٛ ٚغ١ااشٖ .. ِاآ حٌااـ

   .Byte objectوـ

 

ٟ  حعاظخذحِٗ رشاىً ِزخشاش ٚ٘ازح ٠عٕا Application Layerعٍٝ حٌـ ٠HTTPعًّ رشطٛوٛي حٌـ

 حٔظش اٌٝ حٌشىً حٌظخٌٟ:  DNS,SMTP,POP3,FTPفٟ  ِٓ ٚحؿٙش حٌّغظخذَ وّخ ٘ٛ حٌلخي

 

 
 

 Downloading From Web Serverأٚلا : 

  Class WebClientرخعااظخذحَ حٌااـفااٟ حٌااذٚص ١ٔااض  Web Serverٔغااظط١ع حٌظعخِااً ِااع حٌااـ

ٌظٛطاا١ً ؽٍااذ  ِىخ١ٔااخصخ ؿ١ّااع حلإار طمااذَ ٌٕاا   Namespace System.Netحٌّٛؿااٛد فااٟ 

 WebClient Classٚطذعُ حٌاـ User Request & Server Responseحٌضرْٛ ٚ حٌشد ع١ٍٗ

 ٟٚ٘:  Web Serverٌظل١ًّ حٌز١خٔخص ِٓ حٌـ Methodsػلاػش 

 

1- DownloadData ٚٚظ١فظٙاخ ؿٍاذ حٌز١خٔاخص ِآ حٌاـWeb Server  ٟٚطخض٠ٕٙاخ فاByte 

Array  ًٚطعشع عٍٝ شىHTML Code خيٚطغظخذَ وّخ ٠ٍٟ وّؼ: 

 

:#C 
using System; 

using System.Net; 

using System.Text; 

class DownloadData_Method 

{ 

 public static void Main () 

 { 

  WebClient wc = new WebClient(); 

  byte[] response = 

wc.DownloadData("http://www.google.com"); 
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 Console.WriteLine(Encoding.ASCII.GetString(response)); 

 } 

} 

 

VB.NET: 

Imports System 

Imports System.Net 

Imports System.Text 

 

Class DownloadData_Method 

 

    Public Shared Sub Main() 

        Dim wc As WebClient = New WebClient 

        Dim response As Byte() = 

wc.DownloadData("http://www.google.com") 

        Console.WriteLine(Encoding.ASCII.GetString(response)) 

    End Sub 

End Class 

 

2- DownloadFileٚٚظ١فظٙااخ ٔمااً ٍِااف ِااخ  ِاآ حٌااـWeb Server  ٟٚطخض٠ٕٙااخ ِزخشااشس فاا

Local Computer  ْعاًٙ حلاعاظخذحَ ؿاذح ار ِاخ ع١ٍاه عاٛح طّش٠اش ِٛلاع حٌٍّاف ٚحٌّىاخ ٛ٘ٚ

 :خيحٌزٞ طش٠ذ طخض٠ٓ حٌٍّف ف١ٗ ٠ٚغظخذَ وّخ ٠ٍٟ وّؼ

 

:#C 
using System; 

using System.Net; 

 

class DownloadFile_Method 

{ 

 public static void Main () 

 { 

WebClient wc = new WebClient(); 

string filename = "C:\\ra.zip"; 

 

Console.WriteLine("Download in Progress Please Waite..."); 

 

wc.DownloadFile("http://www.personalmicrocosms.com/zip/ra.zip", 

filename); 

 

Console.WriteLine("file downloaded"); 

 } 

} 

 

VB.NET: 

Imports System 

Imports System.Net 
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Imports System.Text 

 

Class DownloadData_Method 

 

    Public Shared Sub Main() 

        Dim wc As WebClient = New WebClient 

        Dim response As Byte() = 

wc.DownloadData("http://www.google.com") 

        Console.WriteLine(Encoding.ASCII.GetString(response)) 

    End Sub 

End Class 

 

3- OpenRead  ٚٚظ١فظٙااخ أشااخءRead Only Stream ـراا١ٓ حٌضرااْٛ ٚحٌااServer  ٌـٍااذ

ٌٍّٛلاع حٌازٞ طش٠اذ  URLرعذ طّش٠ش حٌـ Stream Objectِلذد ٚطخض٠ٕٗ فٟ  URLر١خٔخص ِٓ 

 Streamٔغااظط١ع عااشع حٌز١خٔااخص حٌّخضٔااش فااٟ حٌااـ  ReadLine ذحٌااشعشػااٗ ٚرخعااظخذحَ حٌ

Object  ًعٍٝ شىHTML Code  . 

 

 . Stream Objectٌّعشفش ٔٙخ٠ش حٌـ Peek ذحٌشِلاكظش : طغظخذَ  حٌ

 

:#C  
using System; 

using System.IO; 

using System.Net; 

 

class OpenRead_Method 

{ 

 public static void Main () 

 { 

  WebClient wc = new WebClient(); 

  string response; 

 

  Stream strm = wc.OpenRead("http://www.google.com"); 

  StreamReader sr = new StreamReader(strm); 

 

  while(sr.Peek() > -1) 

  { 

   response = sr.ReadLine(); 

   Console.WriteLine(response); 

  } 

  sr.Close(); 

 } 

} 

 

VB.NET: 

Imports System 

Imports System.IO 

Imports System.Net 
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Class OpenRead_Method 

 

    Public Shared Sub Main() 

        Dim wc As WebClient = New WebClient 

        Dim response As String 

        Dim strm As Stream = wc.OpenRead("http://www.google.com") 

        Dim sr As StreamReader = New StreamReader(strm) 

        While sr.Peek > -1 

            response = sr.ReadLine 

            Console.WriteLine(response) 

        End While 

        sr.Close() 

    End Sub 

End Class 

 

ٚحٌظاٟ طغاظخذَ ٌـٍاذ  Propertiesحٌاـعٍاٝ ِـّٛعاش ِآ  ٠ٚWebClient Classلظاٛٞ حٌاـ

ٚحٌازٞ ٠غاظخذَ ٌـٍااذ  property  ResponseHeadersِؼاً Web Hostِعٍِٛاخص عآ حٌاـ

ٚحعااُ  cash controlٚٔااٛ  حٌااـ Headersِؼااً عااذد حٌااـ web hostِعٍِٛااخص ٘خِااش عاآ حٌااـ

 ٠ٚغاظخذَ وّاخ ٠ٍاٟ ،حٌّغظخذَ ٚغ١ش٘خ ِٓ حٌّعٍِٛاخص حٌٙخِاش Encodingٚ ٔٛ  حٌـ  Serverحٌـ

 وّؼخي: 

 

:#C 
using System; 

using System.Net; 

 

class ResponseHeaders_property 

{ 

 public static void Main () 

 { 

  WebClient wc = new WebClient(); 

  byte[] response = 

wc.DownloadData("http://www.google.com"); 

  WebHeaderCollection whc = wc.ResponseHeaders; 

  Console.WriteLine("header count = {0}", whc.Count); 

  for (int i = 0; i < whc.Count; i++) 

  { 

  Console.WriteLine(whc.GetKey(i) + " = " + whc.Get(i)); 

  } 

 } 

} 

VB.NET: 

Imports System 

Imports System.Net 

 

Class ResponseHeaders_property 
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    Public Shared Sub Main() 

        Dim wc As WebClient = New WebClient 

        Dim response As Byte() = 

wc.DownloadData("http://www.google.com") 

        Dim whc As WebHeaderCollection = wc.ResponseHeaders 

        Console.WriteLine("header count = {0}", whc.Count) 

        Dim i As Integer = 0 

        While i < whc.Count 

            Console.WriteLine(whc.GetKey(i) + " = " + whc.Get(i)) 

            System.Math.Min(System.Threading.Interlocked.Increment(i), i 

- 1) 

        End While 

    End Sub 

End Class 

 

Output:// 

//header count = 6 

//Cache-Control = private 

//Content-Type = text/html 

//Set-Cookie = PREF=ID=6ae22f44980c5d78… 

//7JRA; expires=Sun, 17-Jan-2038 19:14: 

//Server = GWS/2.1 

//Transfer-Encoding = chunked 

//Date = Wed, 23 Nov 2005 10:10:58 GMT 

 

  Uploading to Web Serverصب١ٔب : 

 ٟٚ٘ : Web Serverٌظل١ًّ حٌز١خٔخص اٌٝ حٌـ Methodsأسرعش  ٠WebClientذعُ حٌـ

1- OpenWrite ٠ٚغاظخذَ لإسعخٌاـStream Data اٌاٝ حٌاـWeb Server  ٚرٌاه رعاذ طّش٠اش

ؽزعااخ ٠ـااذ أْ طٍّااه  Web Pageٌٍٍّااف ٚحٌاإض حٌاازٞ ٔش٠ااذ وظخرظااٗ عٍااٝ حٌااـ URLعٕااٛحْ حٌااـ

 :خيلاك١خص ٌزٌه ٠ٚغظخذَ وّخ ٠ٍٟ وّؼحٌظ

 

:#C 
using System; 

using System.IO; 

using System.Net; 

class OpenWrite_method 

{ 

 public static void Main () 

  {  

  WebClient wc = new WebClient(); 

  string data = "<h1>Welcome to My Page</h1>"; 

  Stream strm = wc.OpenWrite("C:\\mypage.html"); 

  StreamWriter sw = new StreamWriter(strm); 

  sw.WriteLine(data); 

  sw.Close(); 

  strm.Close(); 

 }  
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} 

 

VB.NET: 

Imports System 

Imports System.IO 

Imports System.Net 

 

Class OpenWrite_method 

 

    Public Shared Sub Main() 

        Dim wc As WebClient = New WebClient 

        Dim data As String = "<h1>Welcome to My Page</h1>" 

        Dim strm As Stream = wc.OpenWrite("C:\mypage.html") 

        Dim sw As StreamWriter = New StreamWriter(strm) 

        sw.WriteLine(data) 

        sw.Close() 

        strm.Close() 

    End Sub 

End Class 

 

2 – UploadData   ٌٕٛ٠ٚغظخذَ ٌٕمً ِلظ٠ٛخص ِظفٛفش ِٓ حByte اٌٝ حٌاـWeb Server 

ٚ٘زح ٠عٕٟ حٔه طغظط١ع ِٓ خلاٌٙخ سفع أٞ ٔٛ  ِٓ حٌز١خٔاخص ِؼاً حٌإض حٌظاٛس حٌف١اذ٠ٛ ٚغ١اشٖ 

 : خيؼ٠ٚغظخذَ وّخ ٠ٍٟ وّ Byte Arrayرعذ طل٠ٍٛٙخ اٌٝ  web serverاٌٝ حٌـ

 

:#C 
using System; 

using System.Net; 

using System.Text; 

 

class UploadData_Method 

{ 

 public static void Main () 

 { 

 WebClient wc = new WebClient(); 

 string data = "This is The Text Before Converted it to Byte"; 

 byte[] dataarray = Encoding.ASCII.GetBytes(data); 

 wc.UploadData("C:\\mydata.txt", dataarray); 

 } 

} 

 

VB.NET: 

Imports System 

Imports System.Net 

Imports System.Text 

 

Class UploadData_Method 
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    Public Shared Sub Main() 

Dim wc As WebClient = New WebClient 

Dim data As String = "This is The Text Before Converted it to Byte" 

Dim dataarray As Byte() = Encoding.ASCII.GetBytes(data) 

wc.UploadData("C:\mydata.txt", dataarray) 

    End Sub 

End Class 

 

3- UploadFile ٌٌشفاع ٍِاف ِآ حٌاـ ذحٌاشٚطغاظخذَ ٘ازٖ حLocal Computer اٌاٝ حٌاـWeb 

Host  خيٟٚ٘ رغطش حلاعظخذحَ ؿذح ٚطغظخذَ وّخ ٠ٍٟ وّؼ: 

 

:#C 
using System; 

using System.Net; 

class UploadFile_Method 

{ 

 public static void Main () 

 {  

WebClient wc = new WebClient(); 

wc.UploadFile("http://www.yoursite.com", "C:\\myfile.html"); 

 }  

} 

 

VB.NET: 

Imports System 

Imports System.Net 

Class UploadFile_Method 

    Public Shared Sub Main() 

        Dim wc As WebClient = New WebClient 

        wc.UploadFile("http://www.yoursite.com", "C:\myfile.html") 

    End Sub 

End Class 

 

4- UploadValues ٚطغااظخذَ ٌشفااع Collection  ٚحٌااـ ِاآ حٌز١خٔااخصvalues  حٌخخطااش رٙااخ

ٌٚظعش٠اااف  Byte Arrayاٌاااٝ  Collectionٚرٌاااه رعاااذ طل٠ٛاااً حٌاااـ  Serverاٌاااٝ ح٠ٌٛاااذ 

Collection  ٔغااااظخذَ حٌىاااالاطNameValueCollection   ٟحٌّٛؿااااٛد فااااNamespace 

System.Collections.Specialized ٌذحٌاااااااشٚرعاااااااذ طعش٠فاااااااٗ ٔغاااااااظخذَ ح add  لإػاااااااخفش

 :ٚطغظخذَ وّخ ٠ٍٟ وّؼخي ؿذ٠ذ..  Collectionحٌـ

 

:#C 
using System; 

using System.Collections.Specialized; 

using System.Net; 

using System.Text; 

 

class UploadValues_Method 

{ 
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 public static void Main () 

 { 

  WebClient wc = new WebClient(); 

  NameValueCollection nvc = new NameValueCollection(); 

  nvc.Add("firstname", "Fadi"); 

  nvc.Add("lastname", "Abdel-qader"); 

  byte[] response = 

wc.UploadValues("http://localhost/mypage.aspx", nvc); 

 

 Console.WriteLine(Encoding.ASCII.GetString(response)); 

 } 

} 

 

VB.NET: 

Imports System 

Imports System.Collections.Specialized 

Imports System.Net 

Imports System.Text 

Class UploadValues_Method 

 

    Public Shared Sub Main() 

        Dim wc As WebClient = New WebClient 

        Dim nvc As NameValueCollection = New NameValueCollection 

        nvc.Add("firstname", "Fadi") 

        nvc.Add("lastname", "Abdel-qader") 

        Dim response As Byte() = 

wc.UploadValues("http://localhost/mypage.aspx", nvc) 

        Console.WriteLine(Encoding.ASCII.GetString(response)) 

    End Sub 

End Class 

 

 :HTTP Programmingب :اٌّٛاػ١غ الأوضش رمذِب فٟ اٌـصبٌض

ٚحٌازٞ  ٠Web Client Applicationsعظزش ٘زح حٌـضء ِٓ أُ٘ حلأؿاضحء فاٟ رشِـاش ططز١ماخص 

ٚ  HttpWebRequest Classعااااااٛف ٔظلااااااذع ف١ااااااٗ عاااااآ حعااااااظخذحَ وااااااً ِاااااآ حٌااااااـ

 :HttpWebResponse Classحٌـ

 

 :  HttpWebRequest Classاعزخذاَ   -1

ٚحٌظااٟ طغااظخذَ رشااىً أعخعااٟ فااٟ  Propertiesعٍااٝ ِـّٛعااش ِاآ حٌااـ Classحٌااـ ٠لظااٛٞ ٘اازح

 لإٔشخء ِؼً : Web Client Applicationsططز١مخص حٌـ

ٚسلُ  Proxy Server: ٚحٌظٟ ّٔشس ف١ٙخ عٕٛحْ حٌـ Web Proxyحعظخذحَ  خخط١ش حٌـ -1

أٚ  Proxy Serverِٓ خٍف HTTP Web Requestsكظٝ ٔغظط١ع حٌظعخًِ ِع حٌـ Portحٌـ

Firewall  ٠ٚظُ طعش٠ف حٌـProxy Server Prosperity  خيوّخ ٠ٍٟ وّؼ: 

 

:#C 
using System; 

using System.Net; 
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class ProxyServer_Property 

{ 

 

 public static void Main () 

 {  

  HttpWebRequest hwr = 

(HttpWebRequest)WebRequest.Create( 

  "http://www.google.com"); 

  WebProxy proxysrv = new 

WebProxy("http://proxy1.server.net:8080"); 

  hwr.Proxy = proxysrv; 

 }  

} 

 

VB.NET: 

Imports System 

Imports System.Net 

 

Class ProxyServer_Property 

 

    Public Shared Sub Main() 

        Dim hwr As HttpWebRequest = 

CType(WebRequest.Create("http://www.google.com"), 

HttpWebRequest) 

        Dim proxysrv As WebProxy = New 

WebProxy("http://proxy1.server.net:8080") 

        hwr.Proxy = proxysrv 

    End Sub 

End Class 

 

ِاآ  WebProxy Objectػااُ ٔعااشف  HttpWebRequest Objectٔعااشف فااٟ حٌزذح٠ااش حٌااـ

ٚرعذ رٌاه ٔغاظط١ع   Portٚسلُ حٌـ  Proxy Serverٚٔغٕذ ٌٗ عٕٛحْ حٌـ Class  webProxyحٌـ

حٌظاااٟ طىاااْٛ ِٛؿاااٛدس عاااخدس فاااٟ ؿ١ّاااع   Proxyرخعاااظخذحَ حٌخخطااا١ش  Objectاعااإخدٖ اٌاااٝ أٞ 

HttpWebRequest Objects . 
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 Streamsرخعظخذحَ حٌاـ Serverر١خٔخص  اٌٝ ح٠ٌٛذ لإسعخي  HttpWebrequestعظخذحَ حٌـح -2

 ٚطغظخذَ وّخ ٠ٍٟ وّؼخي:

:#C 
HttpWebrequest hwr = 

(HttpWebRequest)WebRequest.Create("http://localhost"); 

Stream strm = hwr.GetRequestStream(); 

StreamWriter sw = new StreamWriter(strm); 

sw.WriteLine(data); 

 

VB.NET: 

Dim hwr As HttpWebrequest = 

CType(WebRequest.Create("http://localhost"), HttpWebRequest) 

Dim strm As Stream = hwr.GetRequestStream 

Dim sw As StreamWriter = New StreamWriter(strm) 

sw.WriteLine(data) 

 

ٚٔغاإذ ٌااٗ  Stream Objectٔمااَٛ رظعش٠ااف  HttpWebRequest Objectرعااذ طعش٠ااف حٌااـ

 . GetRequestStream ذحٌشِٓ خلاي حٌ Request Streamحٌـ

 

 :  HttpWebResponse Classاعزخذاَ  - 2

 

اٌاااٝ  Serverلإسؿاااخ  ر١خٔاااخص ِااآ ح٠ٌٛاااذ  HttpWebResponse Objectطغااظخذَ  حٌاااـ 

ٌٙااازٖ  BeginGetResponse  ذحٌاااشٚ حٌ GetResponse ذحٌاااشك١اااغ ٔغاااظخذَ حٌ Clientحٌاااـ

طعظزاش  BeginGetResponseعاٜٛ أْ   Methodحٌع١ٍّش ٚلا ٠ٛؿذ فشق فاٟ ٚظ١فاش ٘ازٖ حٌاـ

asynchronous Method . 

 

 ٟٚ٘ : Propertiesعٍٝ عذد ِٓ حٌـ   ٠HttpWebResponse Objectلظٛٞ حٌـ

 

1- CharacterSet ٚطغظخذَ ٌظلذ٠ذ ٔٛ  حٌـ :Character Set 

2- ContentEncoding ٚطغظخذَ ٌع١ٍّش حٌـ :encoding 

3- ContentLength ٌ َّعشفش كـُ حٌشد: ٚطغظخذ 

4- ContentType ٌظلذ٠ذ ٔٛ  حٌـ : Response 

5- Cookies ٌظعخِااً ِااع حٌااـ :Cookies ٠ـااذ أٚلا أشااخء ٍِااف  ٚحعااظخذحِٙخCookie   فااخس

 ٚطعش٠فٗ وّخ ٠ٍٟ وّؼخي:
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:#C 
HttpWebRequest hwr = 

(HttpWebRequest)WebRequest.Create(http://www.amazon.com); 

hwr.CookieContainer = new CookieContainer(); 

 ػُ ٔغٕذٖ ا١ٌٗ وّخ ٠ٍٟ : HTTP Requestٚرٌه لزً حٌـ

HttpWebResponse hwrsp = (HttpWebResponse)hwr.GetResponse(); 

hwrsp.Cookies = hwr.CookieContainer.GetCookies(hwr.RequestUri); 

 

VB.NET: 

Dim hwr As HttpWebRequest = 

CType(WebRequest.Create("http://www.amazon.com"), 

HttpWebRequest) 

hwr.CookieContainer = New CookieContainer 

Dim hwrsp As HttpWebResponse = CType(hwr.GetResponse, 

HttpWebResponse) 

hwrsp.Cookies = hwr.CookieContainer.GetCookies(hwr.RequestUri) 

 

6- Headers ٌّعشفش حٌـ :HTTP Headers  

7- LastModified  ً٠شؿع ف١ٗ ٚلض ٚطخس٠خ أخش طعذ٠ : 

8- Method ٌٚحٌظٟ طغظخذَ فٟ حٌـ ذحٌش: ٌّعشفش حHTTP Response 

9 – ProtocolVersion ٌّعشفش حٌـ :HTTP Version 

12 – ResponseUri حٌـ :URL حٌخخص دServer 

11 – Server ٌّعشفش حعُ حٌـ :Server 

12 – StatusCode ٌّعشفش ٔٛ  حٌـ :Coding َحٌّغظخذ 

13 – StatusDescription   لإسؿخ :Text ٠لظٛٞ عٍٝ كخٌش حٌـHTTP  

 

 فتتٟ ث١ئتخ اٌتتذٚد ١ٔتذ ٚؽتشق اٌزؼبِتتً ِتغ اٌتتـ HTTPث١ٕتب فتٟ ٘تتزا اٌفظتً و١ف١تتخ ثشِجتخ اٌتـ 

HttpWebRequest ٚاٌتـ HttpWebResponse  عتٛف ٔزذتذس  ,فتٟ ث١ئتخ اٌتذٚد ١ٔتذ

 ٚؽشق اٌزؼبًِ ِؼٗ فٟ ث١ئخ اٌذٚد ١ٔذ. XMLٚاٌـ Web Servicesٌفظً اٌزبٌٟ ػٓ فٟ ا

http://www.amazon.com/
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Chapter 14 

Web Services & XML Programming 

 

 

-Introduction to Web services & XML 

 

-Create A Simple Web Service Application 

 

-Using ADO.NET With Web Services 

 Create a Simple GIS System to Send 

Information About Countries Via SOAP & 

XML to Clients.  
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41 :Web Services Programming 

 web serverٚر١ٕاخ ف١اٗ و١ف١اش حٌظفخعاً را١ٓ حٌاـ HTTPحٌغاخرك عآ رشِـاش حٌاـ حٌفظًطلذػٕخ فٟ 

 خرك.حٌغ فٟ حٌفظًِىًّ ٌّخ طلذػٕخ عٕٗ حٌفظً ٠ٚعظزش ٘زح  clientٚحٌـ

 webحٌّٛؿاٛدس رخٌاـ Methodsربِىخ١ٔاش حلاعاظفخدس ِآ حٌاـ  web servicesطظٍخض ٚظ١فاش  حٌاـ

server  ٚرخعاظخذحَ رشطٛواٛي حٌاـٔخِؾ حٌضراْٛ، دحخً رشSOAP  ـٚ٘اٛ حخظظاخس ٌا  Simple 

Object Access Protocol ٠ااظُ ٔمااً حٌااـResult ِاآ حٌااـweb Services server  ٝاٌاا

ك١اغ طٕماً عزاش   XML - extensible Markup Languageٌٝ حٌاـرعذ طل٠ٍٛٙخ ا Clientحٌـ

ِآ  Dataاٌٝ ؿٙخص حٌضرْٛ ٚحٌٙذف ِآ حعاظخذحِٗ ٘اٛ طغا١ًٙ ٚطاٛي حٌاـ HTTPرشطٛوٛي حٌـ

ٚحٌز١جاخص حٌّخظٍفاش ار أْ ؿ١ّاع ر١جاخص  firewalls ـِآ خالاي حٌا Clientاٌٝ حٌـ web serverحٌـ

 XML. ٚلا طخظٍاف ٌغاش حٌاـ Port 82ـٝ حٌاٚحٌازٞ ٠عّاً عٍا HTTPحٌشزىخص طذعُ رشطٛوٛي حٌاـ

  Elementsـٚ٘اٟ ِـّٛعااش ِآ حٌاا HTMLار طغااظخذَ ٔفاظ حٌمٛحعااذ فاٟ حٌااـ HTMLعآ حٌاـ

 ٚوّؼخي ع١ٍٙخ : طظ١ّض رّشٚٔش حوزش ٌىٓ< >< /ِؼً حٌـ> Attributesٚحٌـ

 

  <MyStuff> 

  <myName>FADI Abdel-qader</myName>  

  <myTelephone>+962796...</myTelephone>  

  <myEmail>fadi822000@yahoo.com</myEmail>  

  <myAge>25</myAge>  

  <myGender>M</myGender>  

  </myStuff> 

 

 Text,Binary Data, Serializationعاٛحء  ٠ٚXMLّىٓ ٔمً أٞ شٟء ٔش٠ذٖ رخعاظخذحَ حٌاـ

Object  أٚ أٞ شٟء حخاش ِٚاخ ١ِاض حٌاـXML  ٝٔماً ؿ١ّاع عآ غ١ش٘اخ ٘اٛ لاذسطٙخ حٌعخ١ٌاش عٍا

 حٔٛح  حٌز١خٔخص رـ١ّع حٌز١جخص...

 

 Namespaces System.xml رخعااظخذحَ حٌااـفااٟ حٌااذٚص ١ٔااض  ٠ٚXMLّىٕٕااخ حٌظعخِااً ِااع حٌااـ 

   :XmlDocument حٌغخرك رخعظخذحَ حٌـ XML لشحءس ٍِف حٌـٚ٘زح ِؼخي ٠ٛػق و١ف١ش 

  

:#C 
using System.Xml; 

XmlDocument xDoc = new XmlDocument(); 

xDoc.Load(@"C:\myinfo.xml");  

XmlNodeList name = xDoc.GetElementsByTagName("myName"); 

XmlNodeList telephone = 

xDoc.GetElementsByTagName("myTelephone"); 

XmlNodeList email = xDoc.GetElementsByTagName("myEmail"); 

XmlNodeList age = xDoc.GetElementsByTagName("myAge"); 

XmlNodeList Gender = xDoc.GetElementsByTagName("myGender"); 

MessageBox.Show( 

 "Name: " + name[0].InnerText +"\n"+ 

 "Telephone: " + telephone[0].InnerText +"\n"+ 

 "Email: "+ email[0].InnerText +"\n"+ 

 "Age: "+ age[0].InnerText +"\n"+ 

 "Gender: "+ Gender[0].InnerText +"\n" 
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VB.NET: 

Dim xDoc As XmlDocument = New XmlDocument 

xDoc.Load("C:\myinfo.xml")  

Dim name As XmlNodeList = 

xDoc.GetElementsByTagName("myName") 

Dim telephone As XmlNodeList = 

xDoc.GetElementsByTagName("myTelephone") 

Dim email As XmlNodeList = 

xDoc.GetElementsByTagName("myEmail") 

Dim age As XmlNodeList = xDoc.GetElementsByTagName("myAge") 

Dim Gender As XmlNodeList = 

xDoc.GetElementsByTagName("myGender") 

Msgbox("Name: " + name(0).InnerText + "" & 

Microsoft.VisualBasic.Chr(10) & "" + "Telephone: " + 

telephone(0).InnerText + "" & Microsoft.VisualBasic.Chr(10) & "" + 

"Email: " + email(0).InnerText + "" & Microsoft.VisualBasic.Chr(10) & 

"" + "Age: " + age(0).InnerText + "" & Microsoft.VisualBasic.Chr(10) 

& "" + "Gender: " + Gender(0).InnerText + "" & 

Microsoft.VisualBasic.Chr(10) & "") 

 

وّاخ ٚ XML Dataٌخاض٠ٓ ر١خٔاخص عٍاٝ ١٘جاش   ٠ٚXmlTextWriter Classّىٓ حعظخذحَ حٌـ 

 :فٟ حٌّؼخي حٌظخٌٟ

 

 
 

C#: 

private void btnSave_Click(object sender, System.EventArgs e) 

  { 

 try  

   {  

XmlTextWriter XMLWriter = new XmlTextWriter 

("AddressBook.XML", null); 

XMLWriter.Formatting = Formatting.Indented; 
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XMLWriter.WriteComment("حٌعٕخ٠ٚٓ ٍِف");  

XMLWriter.WriteStartElement("AddressBook"); 

   

XMLWriter.WriteStartElement("Name");  

XMLWriter.WriteString(tx_Name.Text); 

XMLWriter.WriteEndElement();  

    

XMLWriter.WriteStartElement("Address"); 

XMLWriter.WriteString(tx_Address.Text); 

XMLWriter.WriteEndElement(); 

 

XMLWriter.WriteEndElement(); 

XMLWriter.Flush(); 

XMLWriter.Close(); 

MessageBox.Show("ُط"); 

}  

catch(Exception ex) 

{ 

MessageBox.Show(ex.Message); 

} 

} 

 

private void btnViewXML_Click(object sender, System.EventArgs e) 

{ 

try 

{ 

XmlDocument doc = new XmlDocument(); 

  

doc.PreserveWhitespace = true; 

doc.Load("AddressBook.xml"); 

MessageBox.Show(doc.InnerXml,"ِلظ٠ٛخص حٌٍّف"); 

} 

catch(Exception ex) 

 { 

MessageBox.Show(ex.Message); 

} 

} 

 

VB.NET: 

Private Sub btnSave_Click(ByVal sender As Object, ByVal e As 

System.EventArgs) 

    Try 

  Dim XMLWriter As XmlTextWriter = New 

XmlTextWriter("AddressBook.XML", Nothing) 

  XMLWriter.Formatting = Formatting.Indented 
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XMLWriter.WriteComment(" ٍفِ  ("حٌعٕخ٠ٚٓ 

XMLWriter.WriteStartElement("AddressBook") 

 

XMLWriter.WriteStartElement("Name") 

XMLWriter.WriteString(tx_Name.Text) 

XMLWriter.WriteEndElement() 

 

XMLWriter.WriteStartElement("Address") 

XMLWriter.WriteString(tx_Address.Text) 

XMLWriter.WriteEndElement() 

 

 

XMLWriter.WriteEndElement() 

XMLWriter.Flush() 

XMLWriter.Close() 

MessageBox.Show("ُط") 

    Catch ex As Exception 

        MessageBox.Show(ex.Message) 

    End Try 

End Sub 

 

Private Sub btnViewXML_Click(ByVal sender As Object, ByVal e As 

System.EventArgs) 

    Try 

        Dim doc As XmlDocument = New XmlDocument 

        doc.PreserveWhitespace = True 

        doc.Load("AddressBook.xml") 

        MessageBox.Show(doc.InnerXml, "حٌٍّف ِلظ٠ٛخص") 

    Catch ex As Exception 

        MessageBox.Show(ex.Message) 

    End Try 

End Sub 
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 رؼلاػش ِشحكً ٟٚ٘ : web servicesطّش ع١ٍّش حعظخذحَ  حٌـ

 

1- The web service server  ٚحٌاازٞ ٠ااظُ ِاآ خلاٌااٗ اسعااخي ٚحعااظمزخي حٌز١خٔااخص عزااش :

 . ASP.NETٚحٌـ IISرخعظخذحَ  حٌـ SOAPرشطٛوٛي حٌـ

2-   The proxy object ـ: ٚحٌاازٞ ٠غااّق ٌٍاا Client خي حٌز١خٔااخص ِاآ ٚاٌااٝ ربسعااخي ٚ حعااظمز

ِآ خالاي حٌىالاط  HttpWebRequestك١غ ٠اظُ طعش٠فاٗ فاٟ حٌاـ web Services Serverحٌـ

WebProxy   .ِخ ر١ٕظٗ فٟ حٌـضء حٌغخرك ٛ٘ٚ 

3- The client application ٚ٘اٛ حٌٛحؿٙاش حٌخخطاش رضراْٛ ٚحٌظاٟ ٠اظُ سرطٙاخ رخٌاـ :Web 

Services Server : ٌٟوّخ فٟ حٌشىً حٌظخ 

 
 

213. :Create a Simple Web Services Application : 

ؿذ٠اذ  Web Services  ASP.NETٔماَٛ رعّاً ِشاشٚ  web services serverٚلإٔشاخء  

ػااااااااُ ٔمااااااااَٛ رظٛس٠ااااااااغ حٌىاااااااالاط  Namespaces System.Web.Servicesٚٔغااااااااظذعٟ 

WebService ٌٍـClass :حٌشث١غٟ ٌٍّششٚ  ٚوّخ ٠ٍٟ وّؼخي 

 

:#C 
using System; 

using System.Web; 

using System.Web.Services; 

using System.Web.Services.Protocols; 

[WebService(Namespace = "http://my_url.com/")] 

[WebServiceBinding(ConformsTo = WsiProfiles.BasicProfile1_1)] 

public class Service : System.Web.Services.WebService 

{ 

    public Service () {} 

    [WebMethod] 

  public int Add(int a, int b) 

  { 

   return a + b; 

  } 

     } 
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VB.NET: 

Imports System 

Imports System.Web 

Imports System.Web.Services 

Imports System.Web.Services.Protocols 

<WebService(Namespace="http://my_url.com/")> _  

<WebServiceBinding(ConformsTo=WsiProfiles.BasicProfile1_1)> _  

Public Class Service  

    Inherits System.Web.Services.WebService 

    Public Sub New() 

    End Sub 

    <WebMethod()> _ 

    Public Function Add(ByVal a As Integer, ByVal b As Integer) As 

Integer 

        Return a + b 

    End Function 

End Class 

ٚرعاذ رٌاه ٠ماَٛ ربسؿاخ  ٔاخطؾ ؿّاع حٌم١ّاش حلأٌٚاٝ ِاع حٌم١ّاش   A  ٚBك١غ ٠اظُ حعاظمزخي ل١ّظا١ٓ 

ٚوّاخ ٠ظٙاش فاٟ حٌشاىً  SOAPرخعاظخذحَ رشطٛواٛي حٌاـ  XMLعٍٝ شىً Clientحٌؼخ١ٔش اٌٝ حٌـ

 حٌظخٌٟ : 

 

 

 
 

ٚ اسفخلاااٗ  ٠Dll Fileـاااذ أٚلا طل٠ٛاااً حٌىااالاط حٌغاااخرك اٌاااٝ  Clientٚلإٔشاااخء رشٔاااخِؾ حٌاااـ

 ٠ٚظُ حعظخذحِٗ وّخ ٠ٍٟ : Client Resourcesٌـرخ
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:#C 
using System; 

class Client_side 

{ 

    public static void Main(string[] argv) 

    { 

        My_main_class mm = new My_main_class(); 

        int x = Convert.ToInt16(argv[0]); 

        int y = Convert.ToInt16(argv[1]); 

        int sum = mm.Add(x, y); 

        Console.WriteLine(sum); 

    } 

} 

} 

 

.VB.NET: 

Class Client_side 

    Public Shared Sub Main(ByVal argv As String()) 

        Dim mm As My_main_class = New My_main_class 

        Dim x As Integer = Convert.ToInt16(argv(0)) 

        Dim y As Integer = Convert.ToInt16(argv(1)) 

        Dim sum As Integer = mm.Add(x, y) 

        Console.WriteLine(sum) 

    End Sub 

End Class 

 

 Web Services Serverٚحٌااـ  Clientراا١ٓ حٌااـ  Connection Objectوّااخ ٠ّىاآ أشااخء 

اٌاٝ حٌّشاشٚ  ٚوّاخ فاٟ حٌشاىً  Web Services Referenceرشىً ِزخشش ٠ٚظُ رٌه ربػخفش 

 حٌظخٌٟ:

 
 

عٍٝ ٔفظ حٌـٙخص أٚ عٍٝ ؿٙاخص رع١اذ ٚرٌاه  Web Servicesعٛحء وخٔض حٌـ  لاخظ١خسك١غ ٠ظُ ح

 ّٛلع ٚوّخ فٟ حٌشىً حٌظخٌٟ:ٌٍ URLرٛػع حٌـ 
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عإز١ٓ  ،حٌغخرمش فٟ حٌزشٔخِؾ وّخ ٚأٙخ عٍٝ ٔفظ حٌـٙخص  Methodsعٕذ٘خ ٔغظط١ع حعظذعخء حٌـ 

  لإسعاخي Web Servicesِع حٌـ  ADO.NETفٟ حٌـضء حٌظخٌٟ ِٓ ٘زح حٌفظً و١ف١ش سرؾ حٌـ 

 .Clientاٌٝ حٌـ XMLوـ  Resultحٌـ 
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13.3 :eb ServicesUsing ADO.NET With W   

ِغااظخذِخ  Clientلإسعااخي ر١خٔااخص اٌااٝ حٌااـ  Web Servicesحعااظخذِٕخ فااٟ حٌّؼااخي حٌغااخرك حٌااـ 

ٌٕماً ر١خٔاخص ِآ حٌاـ  Web Servicesٚفاٟ ٘ازح حٌّؼاخي عإمَٛ ربٔشاخء  ، SOAPرشٚطٛوٛي حٌاـ 

SQL Server Database  اٌٝ حٌـClient  ٓ٠ّٚىٓ أْ طىْٛ ٘زٖ حٌز١خٔاخص عزاخسس عاText  ٚأ

Image  عٕمَٛ أٚلا رظؤوذ ِٓ اعذحدحص حٌـأٚ غ١شٖ ... ٌٍٚزذءAuthentication  فٟ حٌـIIS  ٚحٌاـ

SQL Server ،  ٠ٚـاذ أْ طىاْٛ اعاذحدحص حٌاـAuthentication فاٟ حٌاـIIS  ًوّاخ فاٟ حٌشاى

 حٌظخٌٟ:

 

 
 

ِعا١ٓ ٚٔعطااٟ ٌاٗ طاالاك١خص ِع١ٕااش ٌاذخٛي عٍااٝ لخعاذس حٌز١خٔااخص ٚحٌّٛؿااٛدس  Userك١اغ ٔلااذد 

ػاااآّ  Securityٚٔعطااااٟ ٌااااٗ ٘اااازٖ حٌظاااالاك١خص ِاااآ حٌااااـ  ، SQL Server عٍااااٝ  حٌااااـ

 ٚوّخ فٟ حٌشىً حٌظخٌٟ: Microsoft SQL Serverحٌخخص رخٌـ  Enterprise Managerحٌـ
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حٌّغاّٛف ٌٙاُ رخٌاذخٛي عٍاٝ  Usersػآّ حٌاـ  IISػُ ٔذخً حعُ حٌّغظخذَ حٌزٞ كاذدٔخٖ فاٟ حٌاـ 

 لخعذس حٌز١خٔخص ٚوّخ فٟ حٌشىً حٌظخٌٟ:

 

 
 

ٌٚظلذ٠اااذ حٌظااالاك١خص ٔخظاااخس لخعاااذس حٌز١خٔاااخص حٌظاااٟ ٔش٠اااذ حعاااظخذحِٙخ ٚٔلاااذد طااالاك١خص حٌاااـ 

Database Access ٚحٌـServer Roles  حٌاـ ِٓSQL Server Login Properties  ٚوّاخ

 فٟ حٌشىً حٌظخٌٟ:

 
 

 ٗ.٠ّىٕه طلذ٠ذ حٌظلاك١خص حٌظٟ طش٠ذ٘خ ٚحٌظٟ طظٕخعذ ِع حٌزشٔخِؾ حٌزٞ طش٠ذ أشخثٚرظؤو١ذ 

 

حٌاازٞ  حعااُ حٌزٍااذ Clientرغاا١ؾ ٠شعااً حٌااـ  GISٌٍٚزااذء عاإمَٛ رعّااً فىااشس رغاا١طش لإٔشااخء ٔظااخَ 

ِعٍِٛاخص  ٠ٚWeb Servicesشؿاع حٌاـ  ٠Web Services Serverخظخسٖ ِٓ حٌخخسؽش اٌٝ حٌاـ
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فاٟ لخعاذس  Tableٚعٛف ٔمَٛ فٟ حٌزذح٠اش رعّاً  Clientعٓ ٘زح حٌزٍذ ِٓ لخعذس حٌز١خٔخص اٌٝ حٌـ 

 ٚطلظٛٞ عٍٝ أعُ حٌزٍذ ٚ ِعٍِٛخص عٓ ٘زح حٌزٍذ ٚوّخ فٟ حٌشىً حٌظخٌٟ: حٌز١خٔخص

 

 
 

 

 Serverرخٌغالذ ٚحلإفالاص ِآ حٌاـ  Web Servicesػاُ عإمَٛ راشرؾ لخعاذس حٌز١خٔاخص ِاع حٌاـ 

Explorer :ٌٟٚوّخ فٟ حٌشىً حٌظخ 

 

 
 

 Web Servicesحعاُ حٌزٍاذ حٌازٞ ٠ماَٛ رؼاغؾ ع١ٍاٗ ِآ حٌخش٠طاش اٌاٝ حٌاـ  Clientع١شعاً حٌاـ 

 Stringطؤخااز رااخس١ِٚظش ٚحكااذ ٚطشؿااع  Methodٚفااٟ ٘اازٖ حٌلخٌااش ٔلاآ رلخؿااش اٌااٝ أشااخء 

Return Value :ٍٟطلظٛٞ عٍٝ ِعٍِٛخص عٓ ٘زح حٌزٍذ ٚوّخ ٠ 

 

 C#: 

[WebMethod] 

public string GIS_Country(string country) 

{ 

try 

{ 

sqlDataAdapter1.SelectCommand.CommandText = "select * from GIS 

where Country='"+ country+"'";  

DataSet ds = new DataSet (); 

sqlDataAdapter1.Fill (ds); 

return ds.Tables[0].Rows[0][1].ToString (); 

} 

 

catch (Exception){return "I Can not Find Your Country! Please Select 

Another One";} 

} 

 

VB.NET: 

<WebMethod()> _ 

Public Function GIS_Country(ByVal country As String) As String 

    Try 

        sqlDataAdapter1.SelectCommand.CommandText = "select * from 

GIS where Country='" & country & "'" 



~ 225 ~ 
 

        Dim ds As DataSet = New DataSet 

        sqlDataAdapter1.Fill(ds) 

        Return ds.Tables(0).Rows(0)(1).ToString() 

    Catch e1 As Exception 

        Return "I Can not Find Your Country! Please Select Another One" 

    End Try 

End Function 

 

حٌظاٟ طاُ أشاخثٙخ ٚوّاخ فاٟ حٌّؼاخي  Web Serviceعإمَٛ رشرطاٗ ِاع حٌاـ  Clientفٟ ؽاشف حٌاـ 

٠ٚشؿااع ٌٕااخ  Web Services Methodحعااُ حٌذٌٚااش اٌااٝ حٌااـ  Clientس حٌااـعاا١ّشحٌغااخرك ٚ

 وّخ ٠ٍٟ: Clientٚع١ىْٛ حٌشىً حٌعخَ ٌٍـ ،ِعٍِٛخص عٓ حٌذٌٚش

 

 
 

 

 Webغؾ ع١ٍٙخ ٠شعً حعُ حٌزٍذ اٌٝ حٌـك١غ عٕذ حٌؼ Areasطلذ٠ذ كذٚد وً رٍذ رعًّ  ٔغظط١ع

Services ،  ٌٚىٟ لا ٔذخً رظعم١ذحص حٌاـGDI ٌّٛػاٛ  رابدسحؽ عإلً حPanel  عٍاٝ واً رٍاذ

ٚع١ىْٛ حٌىٛد حٌظاخٌٟ عٕاذ كاذع  ، Transparencyٚٔـعً ٌْٛ حٌخٍف١ش ٌٗ ِٓ حٌٕٛ  حٌشفخف حٌـ

 حٌّٛػٛعش عٍٝ وً رٍذ ٚوّخ ٠ٍٟ: Panelعٍٝ حٌـ  Mouse Downحٌـ 
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C#: 

private void panel1_MouseDown(object sender, 

System.Windows.Forms.MouseEventArgs e) 

{ 

localhost.Service1 sr = new GIS.localhost.Service1 (); 

this.Text =  sr.GIS_Country ("Jordan"); 

  } 

 

VB.NET 

Private Sub panel1_MouseDown(ByVal sender As Object, ByVal e As 

System.Windows.Forms.MouseEventArgs) 

    Dim sr As localhost.Service1 = New GIS.localhost.Service1 

    Me.Text = sr.GIS_Country("Jordan") 

End Sub 

 

 

وظتٛسح ِتضلا ثؼتذ إدؼتبس٘ب  Binary Dataلإسجتبع  ٠ٚWeb Servicesّىٓ اعتزخذاَ اٌتـ 

٠ّٚىتٓ رطج١تك  , Streamingِٓ لبػذح اٌج١بٔبد ٚ٘ٛ ِب رتُ شتشدٗ فتٟ اٌفظتً اٌختبص ثبٌتـ 

عت١زُ اٌذتذ٠ش فتٟ اٌفظتً اٌزتبٌٟ ػتٓ  ,ٚثٕفظ اٌطش٠مخ ASP.NETوً ٘زٖ اٌّفب١ُ٘ ػٍٝ اٌـ 

 ٌذٚد ١ٔذ.ٚرطج١مبرٙب فٟ ا Remotingاٌـ 
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Chapter 15 

Remoting & Distributed Systems Programming & 

Design 

 

 

- The Distributed Systems Concept & Design 

 Design a Distributed eCommerce System by 

Using ASP.NET and Web Services. 

 

- Serialization Programming 

 The Serialization (Classes & Members) 

 Using BinaryFormatter & SoapFormatter to 

Serialize Objects & Images Through Network 

 

- Remoting Programming 

 Remoting (Classes & Members) 

 Using Remoting Applications in Dot Net 

 Create an Advanced Distributed eLearning 

System (Remote Class Room)  

 Create an Advanced Remote Desktop 

Application With Remote (Mouse/Keyboard) 

Control Features 
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 :  The Distributed Systems Concept & Design -أٚلا ,  15

 

٠عشف حٌٕظخَ حٌّٛص  عٍٝ حٔٗ ِـّٛعش ِٓ حلأؿٙضس حٌظٟ طعًّ ِع رعؼٙخ وٕظخَ ٚحكذ رّعٕٝ 

ًّ رشىً ِظٛحصٞ ٚ٘ٛ ِخ ٠غّٝ ِـّٛعش ِٓ حلأؿٙضس رل١غ طعطٛص٠ع ِٙخَ حٌزشٔخِؾ عٍٝ 

ٚطعًّ ِع  Serverك١غ طىْٛ ٕ٘خٌه ٔغخش ِٓ حٌزشٔخِؾ عٍٝ وً  Load Balanceرخٌـ

رعؼٙخ عٍٝ أعخط طٛص٠ع حٌلًّ أٚ رشىً ِظغٍغً رل١غ طعًّ ِع رعؼٙخ عٍٝ أعخط طٛص٠ع 

طمغ١ُ حٌّٙخَ حٌظخ١ٌش وً  ٠ٚBusiness Applicationsفؼً فٟ رشِـ١خص حلأعّخي  ،حٌّٙخَ 

 ِٕفظً: Serverِٕٙخ عٍٝ 

ٚ٘ااٟ حٌٛحؿٙااش حٌظااٟ ٠ظعخِااً ِعٙااخ حٌضرااْٛ رشااىً  Presentationٚحؿٙااش حٌّغااظخذَ أٚ حٌااـ  -1

 ِزخشش.

ٚؿ١ّع حٌمٛحعذ حٌظٟ ٌٙخ  Business Tierحٌـضء حٌزٞ ٌٗ علالش رطز١عش رشٔخِؾ حلأعّخي -2

أٚ ؽش٠مش حٌذفع أٚ ؽش٠مش طٛط١ً  Discountsعلالش رخٌعًّ ِؼً ؽش٠مش كغخد حٌخظِٛخص 

 حٌغٍعش ٌضرْٛ أٚ ِخ شخرٗ.

ٚ٘ااٛ حٌـااضء حٌاازٞ ٠لظااٛٞ عٍااٝ لٛحعااذ  Data Sourceحٌـااضء حٌّخظااض ٌلفااع حٌز١خٔااخص  -3

 حٌز١خٔخص ٚحٌظٟ طلفع ع١ٍٙخ ِعٍِٛخص حٌضرخثٓ أٚ كغخرخطُٙ ٚوً ِخ ٌٗ علالش رزٌه.

) أٚ Web Servicesعغ ِغظخذِخ حٌـ(٠ّٚىٓ أْ ٠ظُ سرؾ وً ِٓ ٘زٖ حلأؿضحء ِع رعؼٙخ حٌز

 Web Servicesٚ٘ٛ ِخ ر١ٕظٗ فٟ حٌفظً حٌغخرك  DLL Referenceحعظخذحِٙخ  وـ 

Programming ،  َحٌـ  أعٍٛدٚفٟ ولا حٌلخٌظ١ٓ ٠ـذ حعظخذحRemoting ٌٓشرؾ ر١ 

حٌفظً و١ف١ش حٌشرؾ رخعظخذحَ  ٚعٛف ٔز١ٓ فٟ حٌـضء حٌظخٌٟ ِٓ ٘زح ،حٌّظعذدس   Serversحٌـ

ٚحٌظٟ لذ   Dllلاعظخذحَ ِىظزخص حٌـ Serializationٚو١ف١ش حلاعظفخدس ِٓ حٌـ  Remotingحٌـ

 طىْٛ ِٛؿٛدس عٍٝ ؿٙخص رع١ذ لاكع حٌشىً حٌظخٌٟ:

 

 
 

ك١غ ٔمَٛ رشرؾ  ِٓ حلأِٛس حٌٙخِش ٚخخطش رزشِـش حٌٕظُ حٌّٛصعش Web Servicesطعظزش حٌـ  

أؿضحء حٌزشٔخِؾ ِع رعؼٙخ حٌزعغ ٚوّؼخي عٕمَٛ رظطز١ك ٔظخَ ٌششوش طظ١ٕع حٌعخد حٌلخعٛد 

 ك١غ ع١مَٛ حٌضرْٛ رخٌذخٛي عٍٝ ،حٌز١ع حلإٌىظشٟٚٔ (حٌظـخسس حلإٌىظش١ٔٚش)  أعٍٛدطغظخذَ 

٠ٚلظٛٞ ٘زح حٌّٛلع عٍٝ  ASP.NETزٕٟ عٍٝ حٌـ حٌخخص رخٌششوش ٚحٌّ Web Siteحٌـ

 ،ٌذفع حلإٌىظشٟٚٔ ABCحٌّٕظـخص حٌخخطش رخٌششوش ٚحلأععخس ٌىً ِٕظؾ ٚطعظّذ حٌششوش رٕه حٌـ 

وّخ ٚطمذَ حٌششوش خظِٛخص رٕغزش   ،ٌظٛط١ً حٌّٕظؾ اٌٝ حٌزٍذ حٌزٞ ٠م١ُ ف١ٗ حٌضرْٛ DHLٚ حٌـ 

%  52ٌعشحق ٚعٛس٠خ ٚخظِٛخص طظً اٌٝ % ٌضرخثٓ حٌّم١ّ١ٓ فٟ حلأسدْ ٚ فٍغط١ٓ ٚح 22

 ِٕظـخص أٚ أوؼش ِٓ ِٕظـخص حٌششوش. 3ٌضرخثٓ حٌز٠ٓ ٠شظشْٚ 
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 ٚ لزً حٌزذء رزٕخء حٌٕظخَ عٕمَٛ رظمغ١ُ ٘زٖ حٌّٙخَ عٍٝ ػلاػش أؿضحء ٚوّخ ٠ٍٟ:

ِٛلع حٌىظشٟٚٔ ِزٕٟ عٍٝ  ٠ّىٓ أْ طىْٛٚ Presentationٚحؿٙش حٌّغظخذَ حٌـ  -1

عٍٝ طٛس حٌّٕظـخص ٚششف ِخظظش عٓ وً ِٕظؾ رخلإػخفش اٌٝ عٍش ٠لظٛٞ  ASP.NETحٌـ

ِٓ حٌّٛلع ٚحٌم١ّش ِشظش٠خطٗ  حٌضرْٛ ٚحٌظٟ ٠ـّع ف١ٙخ Shopping Cartحٌّشظش٠خص حٌـ 

 حلإؿّخ١ٌش ٌٙخ.

ٔظخَ حٌخظِٛخص أٚ ،ٚ٘ٛ ِمغُ ٕ٘خ عٍٝ ػلاػش أؿضحء ( حٌزٕه Business Partحٌـ  -2

  وّؼخي) DHLٔظخَ حٌظٛط١ً ،حٌؼشحثذ 

ٚ٘ٛ ٕ٘خ لخعذس حٌز١خٔخص حٌخخطش رخٌششوش ٚحٌظٟ طمغُ اٌٝ ؿضأ٠ٓ  Data Source Partحٌـ  -3

 ؿضء حٌعشٚع ٚحلأععخس). ،(ؿضء ِعٍِٛخص حٌضرخثٓ 

 

: ج١ّغ اٌّؼٍِٛبد اٌّزؼٍمخ ثبٌششوبد اٌّزوٛسح ٟ٘ ِؼٍِٛتبد ١ّ٘ٚتخ ٚأعتّبء اٌشتشوبد ر٠ٕٛٗ
طتذبثٙب ٚلا رؼجتش اٌّؼٍِٛتبد اٌّٛجتٛدح ٚاٌجٕٛن اٌّٛػٛػخ فتٟ اٌّضتبي ٘تٟ أعتّبء ِغتجٍخ لأ

 ػٓ اٌطش٠مخ اٌّزجؼخ ٚإّٔب رُ رجغ١طٙب لذس الإِىبْ ٌغب٠بد اٌزؼٍُ.

 
 ABCك١غ ع١ٛفش رٕه حٌـ  Web Servicesحٌشرؾ ر١ٓ ٘زٖ حلأٔظّش عٍٝ حٌـ  أعٍٛدع١عظّذ 

 Web Serviceحٌـ  DHLحٌذفع حلإٌىظشٟٚٔ ٚعظٛفش حٌـ  ؤعٍٛدحٌخخطش ر Web Serviceحٌـ 

رخٌّٛلع حلإٌىظشٟٚٔ ٚعٕفظشع  Web Servicesٌخخطش رظٛط١ً حٌّٕظؾ ٚع١ظُ سرؾ ٘زٖ حٌـ ح

 أْ حٌزٕه ع١لظخؽ حٌّعٍِٛخص حٌظخ١ٌش لإطّخَ ع١ٍّش حٌذفع:

 

Field Name Data Type 

 Full Name( Stringحعُ حٌضرْٛ (

) + سلُ حٌٙخطف Full Addressحٌعٕٛحْ (

 ٚحٌفخوظ ...

String 

 Zip Code( Integerٌّذ٠ٕش (سِض حٌذٌٚش ٚ ح

 ,MasterCardسلُ رطخلش حلاثظّخْ عٛحء وخْ 

VISA, Discover , American 

Express ٖأٚ غ١ش 

String 

 Float حٌّزٍت حٌّٛد 

 String سلُ حٌلغخد حٌخخص رخٌششوش

 

 حٌخخطش رخٌزٕه وّخ ٠ٍٟ وّؼخي:  Web Servicesرخٌـ  Methodٚعظىْٛ حٌـ 

 

C# 

[WebMethod] 

public bool Bank_Tier(string Customer_Name,string Address,int 

zip_code,string payment_method,string ecard_number,float 

depositor,string acount_number) 

{ 

// Check if the eCard number is correct  

// Check if the Account is Available 

// Do The Transaction 

// Return if the Transaction Done Successfully or not 

} 
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VB.NET 

<WebMethod()> _ 

Public Function Bank_Tier(ByVal Customer_Name As String, ByVal 

Address As String, ByVal zip_code As Integer, ByVal payment_method 

As String, ByVal ecard_number As String, ByVal depositor As Single, 

ByVal acount_number As String) As Boolean 

    ' Check if the eCard number is correct  

    ' Check if the Account is Available 

    ' Do The Transaction 

    ' Return if the Transaction Done Successfully or not 

End Function 

 

 DHLك١غ ٠ٍّه حٌـ  DHL Customers Tableلذ طُ طغـ١ٍٙخ فٟ حٌـ  عٕفظشع أْ حٌششوش

 DHLح٢ْ ع١طٍذ حٌـحٌّعٍِٛخص حٌىخٍِش عٓ حٌششوش (ِؼً سلُ حٌلغخد ٚعٕٛحٔٙخ ِٚخ شخرٗ) ...

 ٘زٖ حٌّعٍِٛخص ٌظٛط١ً حٌغٍعش اٌٝ حٌضرْٛ:

 

Field Name Data Type 

 Full Name( Stringحعُ حٌضرْٛ (

) + سلُ حٌٙخطف Full Addressحٌعٕٛحْ (

 ٚحٌفخوظ ...

String 

 Zip Code( Integerسِض حٌذٌٚش ٚ حٌّذ٠ٕش (

 String حعُ حٌششوش حٌظٟ طُ حٌششحء ِٕٙخ

 Email )Primary Kay( Stringحٌزش٠ذ حلإٌىظشٟٚٔ 

 (حٌّلٛي)  طخفٟ حٌّزٍت حٌّطٍٛد

أخشٜ طلغذ  method(ع١ظُ  ِعشفظٗ ِٓ  
ش اٌٝ حٌزٍذ حٌزٞ حٌم١ّش حٌّطٍٛرش ٌظٛط١ً حٌغٍع

 ٠م١ُ ف١ٗ حٌضرْٛ)

Float 

 

 وّخ ٠ٍٟ وّؼخي: DHLحٌخخطش رخٌـ   Web Servicesرخٌـ  Methodٚعظىْٛ حٌـ 

 

C#: 

[WebMethod] 

public string DHL_Tier(string Customer_Name,string Address,int 

zip_code,string company_name,string email,float cost, int quantity) 

 { 

// Check the Company Account 

// Store all information about the Customer 

// Do The Transaction 

// if the Transaction Done Successfully  

// it Return The Number of Days that Need to Deliver the Product to 

Customer 

 } 
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VB.NET 

<WebMethod()> _ 

Public Function DHL_Tier(ByVal Customer_Name As String, ByVal 

Address As String, ByVal zip_code As Integer, ByVal company_name 

As String, ByVal email As String, ByVal cost As Single, ByVal 

quantity As Integer) As String 

    ' Check the Company Account 

    ' Store all information about the Customer 

    ' Do The Transaction 

    ' if the Transaction Done Successfully  

    ' it Return The Number of Days that Need to Deliver the Product to 

Customer 

End Function 

 

 ٌّعٍِٛخص حٌظخ١ٌش:ٌزٌه عٕذِخ ٠ش٠ذ أٞ صرْٛ حٌظغـ١ً فٟ حٌّٛلع ع١ظطٍذ ِٕٗ ادخخي ح

 

Field Name Data Type 

 Full Name( Stringحعُ حٌضرْٛ (

 Password( Stringوٍّش حٌّشٚس (

 Email )Primary Kay( Stringحٌزش٠ذ حلإٌىظشٟٚٔ 

) + سلُ حٌٙخطف Full Addressحٌعٕٛحْ (

 ٚحٌفخوظ ...

Integer 

 Zip Code( Stringسِض حٌذٌٚش ٚ حٌّذ٠ٕش (

 

ع ع١ٍّخص حٌششحء (حٌغٍع حٌظٟ طُ ششحثٙخ ) ٚغ١اش حٌّشاظشٜ رعاذ (فاٟ عشراش حٌظغاٛق  ٚطغـً ؿ١ّ

shopping Cart عٍٝ لخعذس ر١خٔخص ِٛؿٛدس فٟ حٌـ (Storage Tier  ٚعاظلظٛٞ عٍاٝ حٌلماٛي

 حٌظخ١ٌش:

Field Name Data Type 

 Email )Foreign Kay( Stringحٌزش٠ذ حلإٌىظشٟٚٔ 

 Stringأٚ  Foreign Kay( Barcodeحٌزخس وٛد ٌغٍعش  (

 Integer حٌعذد حٌّطٍٛد

 Date/Time طخس٠خ ٚٚلض حٌطٍذ 

 Date/Time طخس٠خ ٚٚلض حٌظغ١ٍُ

 Float طخفٟ حٌّزٍت حٌّطٍٛد

 Check or Bankؽش٠مش حٌذفع (

Transfer..( 

String 

 DHL For Example( Stringؽش٠مش حٌظغ١ٍُ (

 Statues ( Boolean (True/False)ً٘ طُ حٌذفع أَ لا (
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آخش ٠لظٛٞ عٍٝ حٌغٍع حٌّظٛفشس ٚحٌى١ّخص رخلإػخفش اٌٝ طٛسس  Tableٚعٕفظشع ٚؿٛد 

 حٌغٍعش:

Field Name Data Type 

 Stringأٚ  Primary Kay( Barcodeحٌزخس وٛد ٌغٍعش  (

 String حعُ حٌغٍعش

 Integer حٌعذد حٌّظٛفش

 Binary طٛسس حٌغٍعش

 

ك١غ طلظٛٞ عٍٝ سِض حٌذٌٚش ٚحٌؼش٠زش ٌىً  Taxخد حٌؼش٠زش ٚلخعذس ر١خٔخص أخشٜ ٌلغ

 دٌٚش:

Field Name Data Type 

 Zip Code( Integerسِض حٌذٌٚش ٚ حٌّذ٠ٕش (

 Tax Floatحٌؼش٠زش 

 

 حٌّّٕٛف ٌىً دٌٚش: Discountٚؿذٚي آخش ٠لظٛٞ عٍٝ حعُ حٌذٌٚش ٚحٌخظُ 

 Field Name Data Type 

 Zip Code( Integerسِض حٌذٌٚش ٚ حٌّذ٠ٕش (

 discount Floatحٌخظُ 

 

ٚح٢ْ عاإلظخؽ اٌااٝ رٕااخء لخعااذس حٌز١خٔااخص حٌظااٟ طلظااٛٞ عٍااٝ ِعٍِٛااخص حٌعّاالاء ٚسرطٙااخ رظاافلش 

ASP.NET :ٌٟٚوّخ فٟ حٌشىً حٌظخ 

 

 
 

٠ـذ أْ ٠ظُ أٚلا حٌظلمك ِٓ طلش حٌز١خٔخص حٌّذخٍاش  Register Me Nowرعذ حٌؼغؾ عٍٝ حٌـ 

 لخعذس حٌز١خٔخص : ػُ ادخخي حٌّعٍِٛخص اٌٝ

 

C#: 

try 

{ 

// Check if All Information is Correct if Yes do: 

sqlConnection1.Open(); 

sqlCommand1.CommandText = "insert into Clients_info 

values('"+Email_TextBox.Text+"','"+Pass_TextBox.Text+"','"+Name_T

extBox.Text+"',"+Zipcode_TextBox.Text + 

",'"+address_TextBox.Text+"')"; 
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sqlCommand1.ExecuteNonQuery(); 

Response.Redirect("http://www.fadidotnet.org/welcome.aspx"); 

} 

catch(Exception ex){msg_txt.Text = ex.Message;} 

finally{sqlConnection1.Close (); 

} 

 

VB.NET 

Try 

„ Check if All Information is Correct if Yes do:  

sqlConnection1.Open() 

sqlCommand1.CommandText = "insert into Clients_info values('" & 

Email_TextBox.Text & "','" & Pass_TextBox.Text & "','" & 

Name_TextBox.Text & "'," & Zipcode_TextBox.Text & ",'" & 

address_TextBox.Text & "')" 

sqlCommand1.ExecuteNonQuery() 

Response.Redirect("http://www.fadidotnet.org/welcome.aspx") 

Catch ex As Exception 

msg_txt.Text = ex.Message 

Finally sqlConnection1.Close () 

End Try 

 

ٚرعذ رٌه ع١ٕظمً اٌٝ حٌظفلش حٌظٟ طلظٛٞ عٍٝ حٌّٕظـخص حٌخخطش رخٌششوش ك١غ ٠ّىٕاه حخظ١اخس 

 عش حٌظٟ طش٠ذ ششحثٙخ ٠ٚظُ كفظٙخ فٟ عٍش حٌّشظش٠خص...حٌغٍ

 

 
 

رٛطااافٙخ ػااآّ  ٠Client Information Tableاااظُ فاااٟ حلأٔظّاااش حٌّٛصعاااش فظاااً حٌاااـ 

٠ٚاظُ  Business Tireعآ رم١اش حلأِاٛس حٌّظعٍماش رخٌشاشحء ِٚاخ شاخرٗ  Presentation Tierحٌاـ

حٌخاخص رخٌشاشوش   ٠ASP.NETشرؾ ِع ِشاشٚ  حٌاـ  Web Servicesسرطٙخ ؿ١ّعخ رخعظخذحَ 

٠ٚفظشع حٌفظً حٌظاخَ را١ٓ  ،ِٓ ٔظخَ اٌٝ آخش  Serialization Objectٚطشعً حٌّعٍِٛخص وـ 

ل١ّاش طاخف١ش دْٚ  Remote Methodوً ؽزمش ِٓ ؽزماخص حٌٕظاخَ حٌّاٛص  ك١اغ عاظشؿع واً 

 لاكع حٌشىً حٌظخٌٟ: ،اظٙخس و١ف١ش حعظخشحؽ ٘زٖ حٌم١ّش
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 :  Business Tier Web Servicesفٟ حٌـ 

ٚحٌظٟ طلظٛٞ عٍٝ (ٔظخَ حٌز١ع ٚ حٌخظِٛخص ٚ حٌؼشحثذ) اٌاٝ  Web Servicesطشؿع ٘زٖ حٌـ 

حخظ١ااخسٖ شااشحء عااٍعش ِاآ حٌم١ّااش حٌظااخف١ش حٌّطٍٛرااش ِاآ حٌضرااْٛ رعااذ  Presentation Tierحٌااـ 

حٌّٛلع ك١غ  عظؤخز أسرعش رخس١ِٚظشحص حلأٚي ع١لظٛٞ عٍٝ سِض حٌذٌٚش ٚحٌؼخٟٔ عا١لظٛٞ عٍاٝ 

حٌخخص رخٌغٍعش ٚحٌشحراع عا١لظٛٞ عٍاٝ  Barcodeحٌخخص رخٌضرْٛ ٚحٌؼخٌغ عٍٝ حٌـ  Emailحٌـ 

ء حٌغاٍعش ٠ٚاظُ حٌم١ّش حٌظخف١ش حٌّطٍٛرش ِٓ حٌضراْٛ ٌشاشح  Methodؽش٠مش حٌذفع ٚطشؿع ٘زٖ حٌـ 

 طظ١ّّٙخ وّخ ٠ٍٟ:

 

C# 

[WebMethod] 

public float Business_Tier_Get_Net_Cost (int zip_code,string 

email,string barcode,string payment_method,int quantity) 

{ 

float tax =  Calculate_Tax(email,zip_code,barcode,quantity); 

float dicount =  Calculate_Discount(email,zip_code,barcode,quantity); 

float DHL_Cost = 

DHL_Cost(Products_barcode,Product_weighing,Company_ID,quantity; 

float Product_Cost = Product(barcode,quantity); 

return  (Product_Cost + tax + DHL_Cost) - dicount; 

} 

 

VB.NET 

<WebMethod()> _ 

Public Function Business_Tier_Get_Net_Cost(ByVal zip_code As 

Integer, ByVal email As String, ByVal barcode As String, ByVal 

payment_method As String, ByVal quantity As Integer) As Single 

    Dim tax As Single = Calculate_Tax(email, zip_code, barcode, 

quantity) 

    Dim dicount As Single = Calculate_Discount(email, zip_code, 

barcode, quantity) 

    Dim DHL_Cost As Single = DHL_Cost(Products_barcode, 

Product_weighing, Company_ID, quantity) 

    Dim Product_Cost As Single = Product(barcode, quantity) 

    Return (Product_Cost + tax + DHL_Cost) - dicount 

End Function 
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ٚفٟ كخٌش ِٛحفمش حٌضرْٛ عٍاٝ شاشحء حٌغاٍعش عا١ٕظمً راٗ حٌّٛلاع اٌاٝ حٌظافلش حٌظاٟ طلظاٛٞ عٍاٝ 

حٌخخطااش  Web Serviceعزااش حٌااـ  Serverك١ااغ ٠ااظُ طّش٠ااش حٌماا١ُ اٌااٝ حٌااـ   ،ِعٍِٛااخص حٌزٕااه 

 رخٌزٕه ٚوّخ ٠ٍٟ:

 

C#: 

[WebMethod] 

public bool Payment (string Customer_Name,string Address,int 

zip_code,string payment_method,string ecard_number,string 

acount_number) 

{ 

Return Bank_Tier( Customer_Name, Address, zip_code, 

payment_method, ecard_number, Net_Cost, acount_number); 

  } 

 

VB.NET: 

<WebMethod()> _ 

Public Function Payment(ByVal Customer_Name As String, ByVal 

Address As String, ByVal zip_code As Integer, ByVal payment_method 

As String, ByVal ecard_number As String, ByVal acount_number As 

String) As Boolean 

    Return Bank_Tier(Customer_Name, Address, zip_code, 

payment_method, ecard_number, Net_Cost, acount_number) 

End Function 

 

ٚوّخ لاكظٕخ فٟ حٌٕظُ حٌّٛصعش فبْ وً خذِش ِٓ حٌخاذِخص طعّاً رـٙاش ِٕفظاٍش عآ حٌـٙاش أٚ 

عإظلذع فاٟ حٌـاضء ًّ ؿ١ّعخ ٚوؤٔٙاخ فاٟ ٔظاخَ ٚحكاذ... ٚطع ،حٌٛحؿٙش حٌظٟ ٠ظعخًِ ِعٙخ حٌضرْٛ

ٚططز١مخطٙااخ فااٟ رشِـ١ااخص حٌشاازىخص ٚحٌاإظُ  Remotingٚحٌااـ Serializationحٌااـ  حٌظااخٌٟ عاآ

 حٌّٛصعش.   
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 : The Serialization Programming -صب١ٔب 

 

The Serialization Classes & Members : ٠ّىٕٕاخ ِآ خالاي حٌاـSerialization  ًعّا

Serializing ٌـObject ش رخعاظخذحَ حٌاـ ِٓ ؿٙخص اٌٝ آخش عٛحء عزاش حٌشازىش حٌّل١ٍاStream 

Socket أٚ عزش حلإٔظشٔض رخعظخذحَ حٌـWebServices ٚحٌـRemoting ،  ٠ّٚىٕٕخ حعاظخذحَ حٌاـ

Serialization فااااٟ حٌااااذٚص ١ٔااااض ِاااآ خاااالاي حٌااااـSystem.Runtime.Serialization 

Namespace  ك١ااغ ٠لظااٛٞ ٘اازح حٌااـNamespace عٍااٝ عااذد ػااخُ ِاآ حٌااـClasses  ٟٚحٌظاا

٠ٚز١ٓ حٌـاذٚي  ،عزش حلإٔظشٔض أٚ حٌشزىش حٌّل١ٍش Objectلأٞ  Serializationطغخعذ فٟ عًّ 

 ٚحٌظٟ ٠ّىٕٕخ حلاعظفخدس ِٕٙخ فٟ رٕخء حٌٕظُ حٌّٛصعش: Classesحٌظخٌٟ أُ٘ ٘زٖ حٌـ 

 

عٍٝ وً حٌٛظخثف حٌشث١غ١ش ٌعًّ  ٠ٚClassلظٛٞ ٘زح حٌـ 

Serialization  ٞلأObject  ِٕٚٙخ ٠غظخذَ حٌـSerialize 

Method  لإسعخيSerializing Object  عزش حٌـStream  

 Serializingٚحٌظٟ طغظخذَ ٌلاعظمزخي حٌـ  Deserializeٚحٌـ 

Object حٌـ ِٓStream  ٌٝطل٠ٍٛٗ ا ٚObject .ِٜشس أخش 

 ٚطؤخز ع١ٍّش حلإسعخي ٔٛع١ٓ ّ٘خ حلإسعخي عزش رشٚطٛوٛي

  ٠ٚNamespaceؤطٟ ػّٓ حٌـ  Soapحٌـ  

System.Runtime.Serialization.Formatters.Soap  ك١غ

ٌٍّششٚ  ٚلذ ر١ٕخ فٟ حٌفظً  ٠Referenceـذ اػخفظٗ اٌٝ حٌـ 

 Objectك١غ ٠لٛي حٌـ  SOAPحٌغخرك و١ف١ش عًّ رشٚطٛوٛي حٌـ 

ٚحٌطش٠مش حٌؼخ١ٔش ٟ٘ رظل٠ًٛ  ، XML Serial Streamاٌٝ 

٠ٚؤطٟ ػّٓ  Binary Serial Streamاٌٝ  Objectحٌـ

 : Namespaceحٌـ

System.Runtime.Serialization.Formatters.Binary 
 ٚحٌزٞ ع١ظُ ششكٗ رخٌظفظ١ً فٟ حلأِؼٍش حٌمخدِش فٟ ٘زح حٌفظً.

Formatters , 

Formatter & 

FormatterServices 

ٚحٌـ  IFormatter Interfaceك١غ ٠لظٛٞ عٍٝ حٌـ 

IConvertible Interface  لأعظخذِّٙخ فٟ ع١ٍّخص طّؼ١ً حٌـ

Object سعخٌٗ عزش حٌـ كظٝ ٠ّىٓ اSerializing Stream  ... 

FormatterConverter 

ك١غ ٠لظٛٞ ٘زح  Objectعشٛحثٟ لأٞ  ٠ٚIDغظخذَ ٌظ١ٌٛذ سلُ 

حلأٚي ٠مَٛ رظ١ٌٛذ سلُ طغٍغٍٟ  Tow Methodsعٍٝ  Classحٌـ 

حٌخخص رخٌـ  IDٚحٌؼخٟٔ ٠شؿع ل١ّش حٌـ  ٠GetIDغّٝ  Objectٌٍـ 

Object  ّٝ٠ٚغHasId ِٕٙ ًحعُ ّخ ٠ٚؤخز و 

أٚ  Trueحٌزٞ ٔش٠ذ ط١ٌٛذ سلُ طغٍغٍٟ ٌٗ ٚل١ّش  Objectحٌـ 

False   ٌظلذ٠ذ ف١ّخ ارح وخٔض ٘زٖ ٟ٘ حٌّشس حلأٌٚٝ حٌظٟ طُ ف١ٙخ

 أَ لا... Objectط١ٌٛذ سلُ طغٍغٍٟ ٌٍـ 

GetId ( object_name,out bool) to Set an ID  

HasId( object_name,out bool)  to Return the ID 

ObjectIDGenerator 

 ٠ٚلظٛٞ عٍٝ وً حٌّعٍِٛخص حٌظٟ ٠ّىٓ أْ ٔلظخؽ ٌٙخ ٌع١ٍّش

ِؼلا  Objectلأٞ  Deserializeٚ حٌـ  Serializeحٌـ 

AssemblyName  حٌـ ٚFullTypeName  ٚحٌـ

MemberCount  ٚطل٠ٛلاص حٌـData Types  ٌٍـObjects 

 ٚغ١ش٘خ...

SerializationInfo 

 

 Attribute [Serializable]٠ـااذ أٚلا أْ ٠عااشف رخٌااـ  Serializable Classلإٔشااخء أٞ 

ع١ٍٙااخ  Serializingحٌظااٟ ٠ّىاآ أْ ٠ااظُ عّااً  Classesِاآ حٌاـ  Classك١اغ ٠عااشف أْ ٘اازح حٌااـ

 حٌخخص رخٌّؼخي حٌغخرك: Bank_Tierٌٍـ Serializable Classٚوّخ ٠ٍٟ وّؼخي ٌعًّ 
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C#: 

[Serializable] 

public class Bank_Tier 

{ 

public string Customer_Name; 

public string Address; 

public int zip_code; 

public string payment_method; 

public string ecard_number; 

public float depositor; 

public string acount_number; 

public Bank_Tier(){// Get_Session_ID();} 

} 

 

VB.NET: 

<Serializable()> _ 

Public Class Bank_Tier 

    Public Customer_Name As String 

    Public Address As String 

    Public zip_code As Integer 

    Public payment_method As String 

    Public ecard_number As String 

    Public depositor As Single 

    Public acount_number As String 

    Public Sub New() 

        ' Get_Session_ID() 

    End Sub 

End Class 

 

 Binaryٚلإٔشخء حٌزشٔاخِؾ حٌخاخص رع١ٍّاش حلإسعاخي لاراذ ِآ طلذ٠اذ ؽش٠ماش حلإسعاخي عاٛحء واـ

Stream Data  ٚأXML Data  ففااٟ حلأٚي عٕغااظخذَ حٌااـBinaryFormatter  ٚحٌّٛؿااٛد

أِااخ  System.Runtime.Serialization.Formatters.Binary Namespaceػاآّ حٌااـ

 SOAPFormatter Classٚحٌّعاشف ػآّ حٌاـ  SOAP Protocolحٌؼخٟٔ فغ١غظخذَ ِع حٌاـ 

 System.Runtime.Serialization.Formatters.Soap ـحٌااااا ٚحٌّٛؿاااااٛد ػااااآّ

Namespace. 

 

لارااذ أٚلا ِاآ  SOAP Formatterحٌغااخرك رخعااظخذحَ حٌااـ  Classٌٍااـ  Serializationٌٚعّااً 

 حٌظخ١ٌش: Namespacesف حٌـطعش٠

 

System.Runtime.Serialization 

System.Runtime.Serialization.Formatters.Soap 

 

ذ اعاإخد ك١ااغ ٔغااظط١ع ف١ّااخ رعاا Bank Web Services ِاآ حٌااـ  Instanceػااُ ٔمااَٛ رعّااً  

 Bank Serverا١ٌااٗ ػااُ  اسعااخٌٙخ اٌااٝ حٌااـ  Presentation Tierحٌّعٍِٛااخص ح٢ط١ااش ِاآ حٌااـ

 Binary Dataأٚ كفظٙخ عٍاٝ حٌـٙاخص واـ  NetworkStreamأٚ حٌـ Remotingعظخذحَ حٌـ رخ

رخعاظخذحَ رشٚطٛواٛي حٌاـ  XML Fileٌظخاض٠ٓ حٌّخشؿاخص راـ ٚوّخ ٠ٍٟ وّؼاخي  XML Fileأٚ 

SOAP : 
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C#: 

Bank_Tier bt = new Bank_Tier(); 

bt.acount_number = acount_number; 

bt.Address = Address; 

bt.depositor=depositor; 

bt.ecard_number = ecard_number; 

bt.payment_method = payment_method; 

bt.zip_code = zip_code; 

Stream str = new FileStream("bank_result.xml", FileMode.Create, 

FileAccess.ReadWrite); 

IFormatter formatter = new SoapFormatter(); 

formatter.Serialize(str, bt); 

str.Close();    

 

VB.NET: 

Dim bt As Bank_Tier = New Bank_Tier 

bt.acount_number = acount_number 

bt.Address = Address 

bt.depositor=depositor 

bt.ecard_number = ecard_number 

bt.payment_method = payment_method 

bt.zip_code = zip_code 

 

Dim str As Stream = New FileStream("bank_result.xml", 

FileMode.Create, FileAccess.ReadWrite) 

 

Dim formatter As IFormatter = New SoapFormatter 

formatter.Serialize(str, bt) 

str.Close() 

 

 ٠لظٛٞ عٍٝ حٌز١خٔخص حٌظٟ طُ ادخخٌٙخ ٚوّخ ٠ٍٟ: XMLٍِف  Outputٚعىْٛ حٌـ 

 

- <SOAP-ENV:Envelope 

xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 

xmlns:xsd="http://www.w3.org/2001/XMLSchema" xmlns:SOAP-

ENC="http://schemas.xmlsoap.org/soap/encoding/" xmlns:SOAP-

ENV="http://schemas.xmlsoap.org/soap/envelope/" 

xmlns:clr="http://schemas.microsoft.com/soap/encoding/clr/1.0" 

SOAP-

ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/

"> 

- <SOAP-ENV:Body> 

- <a1:Form1_x002B_Bank_Tier id="ref-1" 

xmlns:a1="http://schemas.microsoft.com/clr/nsassem/Serializatio

n/Serialization%2C%20Version%3D1.0.2309.39316%2C%20C

ulture%3Dneutral%2C%20PublicKeyToken%3Dnull"> 

../Test%20Projects/Serialization/bin/Debug/bank_result.xml##
../Test%20Projects/Serialization/bin/Debug/bank_result.xml##
../Test%20Projects/Serialization/bin/Debug/bank_result.xml##
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  <Customer_Name xsi:null="1" />  

  <Address id="ref-3">Amman Jordan</Address>  

  <zip_code>962</zip_code>  

  <payment_method id="ref-4">Master Card</payment_method>  

  <ecard_number id="ref-5">66-6655-444433-

55655</ecard_number>  

  <depositor>600</depositor>  

  <acount_number id="ref-6">3399948845</acount_number>  

  </a1:Form1_x002B_Bank_Tier> 

  </SOAP-ENV:Body> 

  </SOAP-ENV:Envelope> 

 

أٚ رخعاظخذحَ  Network Streamٚرظؤو١ذ ٔغظط١ع حعظخذحَ ٘زح حٌّؼخي لإسعخي حٌز١خٔاخص عزاش حٌاـ 

عٍاٝ شاىً  Objectٌظّؼ١اً أٞ  Serializationوّخ ٠ّىٕٕاخ حلاعاظفخدس ِآ حٌاـ  ، Remotingحٌـ 

XML   ٚأBinary Data ...ٜلاعظخذحِٙخ فٟ أِٛس أخش 

 Objectلإسعاخي  BinaryFormatter Classٟ حٌّؼخي حٌظخٌٟ و١ف١ش حلاعاظفخدس ِآ  حٌاـ عٕز١ٓ ف

 SOAPِٓ ؿٙخص اٌٝ آخش عزش حٌشزىش وّاخ عإز١ٓ و١ف١اش حلاعاظفخدس ِآ حٌاـ  Binary Dataأٚ 

Protocol  لإسعخيBinary Data وـXML Stream  ٚوّؼخي ٔش٠ذ اسعخي طٛسس ِآ ؿٙاخص

 ٚوّخ ٠ٍٟ: MemoryStreamرخعظخذحَ حٌـ Binary Streamاٌٝ آخش رعذ طل٠ٍٛٙخ اٌٝ 

 

 فٟ رشٔخِؾ حلإسعخي: BinaryFormatterأٚلا : رخعظخذحَ حٌـ  

 

C#: 

using System.Runtime.Serialization.Formatters.Binary; 

using System.Runtime.Serialization; 

. 

. 

private void Send_Image_Using_BinaryFormatter 

{     

MemoryStream ms = new MemoryStream (); 

pictureBox1.Image.Save 

(ms,System.Drawing.Imaging.ImageFormat.Jpeg); 

object op = (object) ms; 

 

BinaryFormatter br = new BinaryFormatter (); 

 

TcpClient myclient = new TcpClient ("localhost",5000); 

NetworkStream myns = myclient.GetStream (); 

br.Serialize (myns,op); 

 

myns.Close (); 

myclient.Close ();   

} 
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VB.NET 

Imports System.Runtime.Serialization.Formatters.Binary 

Imports System.Runtime.Serialization 

. 

. 

Private Property Send_Image_Using_BinaryFormatter() As void 

Dim ms As MemoryStream = New MemoryStream () 

pictureBox1.Image.Save 

(ms,System.Drawing.Imaging.ImageFormat.Jpeg) 

Dim op As Object = CObj(ms) 

 

Dim br As BinaryFormatter = New BinaryFormatter 

 

Dim myclient As TcpClient = New TcpClient("localhost", 5000) 

Dim myns As NetworkStream = myclient.GetStream() 

br.Serialize (myns,op) 

 

myns.Close () 

myclient.Close () 

End Property 

 

 فٟ رشٔخِؾ حلاعظمزخي: BinaryFormatterحعظخذحَ حٌـ 

حٌّعخوغاااااش  ذحٌاااااشخي عٕغاااااظخذَ حٌفاااااٟ رشٔاااااخِؾ حلاعاااااظمز BinarFormatterٚلاعاااااظخذحَ حٌاااااـ 

حٌّغاظمزً ٚٔلٌٛاٗ اٌاٝ  Objectٌٍاـ  Castingػُ ٔماَٛ رعّاً  Serialize  ٟ٘ٚDeserializeٌٍـ

MemoryStream Object  ٜعٕااذ٘خ ٔغااظط١ع عشػااٗ عٍااٝ حٌااـ  ،ِااشس أخااشPicture box 

 : Image Classٚحٌّٛؿٛدس ػّٓ حٌـ  FromStream Methodرخعظخذحَ حٌـ 

 

C#: 

void Image_Receiver() 

{ 

 

NetworkStream myns; 

TcpListener mytcpl;  

Socket mysocket; 

Thread myth; 

 

mytcpl = new TcpListener (5000); 

mytcpl.Start (); 

mysocket = mytcpl.AcceptSocket (); 

myns = new NetworkStream (mysocket); 

BinaryFormatter br = new BinaryFormatter (); 

object op; 

    

op= br.Deserialize (myns); // Deserialize the Object from Stream 

MemoryStream mm = (MemoryStream) op; // Casting The Object to 

MemoryStream Object  
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pictureBox1.Image = Image.FromStream(mm); 

mytcpl.Stop(); 

if (mysocket.Connected ==true) 

{while (true){Image_Receiver();}} 

} 

. 

. 

private void server_Load(object sender, System.EventArgs e) 

{ 

 

Thread myth; 

myth= new Thread  (new System.Threading 

.ThreadStart(Image_Receiver)); 

myth.Start (); 

} 

  

VB.NET 

Imports System.Runtime.Serialization.Formatters.Binary 

Imports System.Runtime.Serialization 

. 

. 

Private Sub Image_Receiver() 

 

    Dim myns As NetworkStream 

    Dim mytcpl As TcpListener 

    Dim mysocket As Socket 

    Dim myth As Thread 

 

    mytcpl = New TcpListener(5000) 

    mytcpl.Start() 

    mysocket = mytcpl.AcceptSocket() 

    myns = New NetworkStream(mysocket) 

    Dim br As BinaryFormatter = New BinaryFormatter 

    Dim op As Object 

    op = br.Deserialize(myns) ' Deserialize the Object from Stream 

    Dim mm As MemoryStream = CType(op, MemoryStream) ' Casting 

The Object to MemoryStream Object 

 

    pictureBox1.Image = Image.FromStream(mm) 

    mytcpl.Stop() 

 

    If mysocket.Connected = True Then 

        Do While True 

            Image_Receiver() 

        Loop 

    End If 

End Sub 
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. 

. 

Private Sub server_Load(ByVal sender As Object, ByVal e As 

System.EventArgs) 

    Dim myth As Thread 

    myth = New Thread(New System.Threading.ThreadStart(AddressOf 

Image_Receiver)) 

    myth.Start() 

End Sub 

 

 فٟ رشٔخِؾ حلإسعخي: SOAPػخ١ٔخ : حعظخذحَ حٌـ 

ػاُ طلاٛي فاٟ حٌطاشف حٌّمخراً اٌاٝ طاٛسس ِاشس أخاشٜ  XML Dataك١غ عظشعً حٌظٛسس وـ 

 ٚوّخ ٠ٍٟ فٟ رشٔخِؾ حلإسعخي: SOAPرخعظخذحَ رشٚطٛوٛي حٌـ ع١ٍّش ٚطظُ ٘زٖ حٌ

 

C#: 

using System.Runtime.Serialization.Formatters.Soap; 

using System.Runtime.Serialization; 

. 

. 

private void Send_Image_Using_ SoapFormatter 

{ 

server fr = new server (); 

fr.Show(); 

    

MemoryStream ms = new MemoryStream (); 

pictureBox1.Image.Save 

(ms,System.Drawing.Imaging.ImageFormat.Jpeg); 

object op = (object) ms; 

   

TcpClient myclient = new TcpClient ("localhost",5000); 

NetworkStream myns = myclient.GetStream (); 

 

IFormatter formatter = new SoapFormatter(); 

formatter.Serialize(myns, op); 

myns.Close(); 

} 

 

VB.NET: 

Imports System.Runtime.Serialization.Formatters.Soap 

Imports System.Runtime.Serialization 

. 

.  

Private void Property SoapFormatter() As Send_Image_Using_ 

Dim fr As server = New server 

fr.Show() 

 

Dim ms As MemoryStream = New MemoryStream 
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pictureBox1.Image.Save 

(ms,System.Drawing.Imaging.ImageFormat.Jpeg) 

Dim op As Object = CObj(ms) 

 

Dim myclient As TcpClient = New TcpClient("localhost", 5000) 

Dim myns As NetworkStream = myclient.GetStream() 

 

Dim formatter As IFormatter = New SoapFormatter 

formatter.Serialize(myns, op) 

myns.Close() 

End Property 

 

 فٟ رشٔخِؾ حلاعظمزخي: SoapFormatterحعظخذحَ حٌـ 

 Serializeحٌّعخوغاش ٌٍاـ ذحٌشفٟ رشٔخِؾ حلاعظمزخي عٕغظخذَ حٌ SOAPٚلاعظخذحَ رشٚطٛوٛي حٌـ 

حٌّغاااااظمزً ٚٔلٌٛاااااٗ اٌاااااٝ  Objectٌٍاااااـ  Castingػاااااُ ٔماااااَٛ رعّاااااً  Deserializeٚ٘اااااٟ 

MemoryStream Object  ٜعٕااذ٘خ ٔغااظط١ع عشػااٗ عٍااٝ حٌااـ  ،ِااشس أخااشPicture box 

 : Image Classٚحٌّٛؿٛدس ػّٓ حٌـ  FromStream Methodرخعظخذحَ حٌـ 

 

C#: 

using System.Runtime.Serialization.Formatters.Soap; 

using System.Runtime.Serialization; 

. 

. 

void Image_Receiver() 

{ 

NetworkStream myns; 

TcpListener mytcpl;  

Socket mysocket; 

mytcpl = new TcpListener (5000); 

mytcpl.Start (); 

mysocket = mytcpl.AcceptSocket (); 

myns = new NetworkStream (mysocket); 

object op; 

IFormatter formatter = new SoapFormatter(); 

op= formatter.Deserialize(myns); 

myns.Close(); 

MemoryStream mm = (MemoryStream) op;  

pictureBox1.Image = Image.FromStream(mm);    

mytcpl.Stop(); 

 

 if (mysocket.Connected ==true) 

 { 

 while (true) 

  {Image_Receiver();} 

 } 

} 

. 
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. 

private void server_Load(object sender, System.EventArgs e) 

{ 

Thread myth; 

myth= new Thread  (new System.Threading 

.ThreadStart(Image_Receiver)); // Start Thread Session 

myth.Start (); 

} 

 

VB.NET: 

Imports System.Runtime.Serialization.Formatters.Soap 

Imports System.Runtime.Serialization 

. 

.  

Private Sub Image_Receiver() 

    Dim myns As NetworkStream 

    Dim mytcpl As TcpListener 

    Dim mysocket As Socket 

    mytcpl = New TcpListener(5000) 

    mytcpl.Start() 

    mysocket = mytcpl.AcceptSocket() 

    myns = New NetworkStream(mysocket) 

    Dim op As Object 

    Dim formatter As IFormatter = New SoapFormatter 

    op = formatter.Deserialize(myns) 

    myns.Close() 

    Dim mm As MemoryStream = CType(op, MemoryStream) 

    pictureBox1.Image = Image.FromStream(mm) 

    mytcpl.Stop() 

    If mysocket.Connected = True Then 

        Do While True 

            Image_Receiver() 

        Loop 

    End If 

End Sub 

. 

.  

Private Sub server_Load(ByVal sender As Object, ByVal e As 

System.EventArgs) 

    Dim myth As Thread 

    myth = New Thread(New System.Threading.ThreadStart(AddressOf 

Image_Receiver)) ' Start Thread Session 

    myth.Start() 

End Sub 

 Binaryفٟ ر١جش حٌذٚص ١ٔض رٕٛع١ٙخ حٌـ  Serializationٚ٘ىزح ر١ٕخ و١ف١ش حعظخذحَ حٌـ  

 Remotingع١ظُ حٌلذ٠غ فٟ حٌـضء حٌظخٌٟ ِٓ ٘زح حٌفظً عٓ حٌـ  ، XML Dataٚحٌـ

 ٚحعظخذحِٙخ فٟ رشِـ١خص حٌشزىخص ٚحٌٕظُ حٌّٛصعش...
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 : Programming  Remotingصبٌضب:

ار ٠مااذَ ٌٕااخ  ،ِاآ حٌّٛحػاا١ع حٌٙخِااش ؿااذح فااٟ رشِـااش حٌشاازىخص  ٠Remotingعظزااش ِٛػااٛ  حٌااـ 

 Remoteٚحٌّٛؿٛدس عٍٝ حٌـ  Remote Methodsسحثعش فٟ ِشخسوش ٚ حعظخذحَ حٌـ  اِىخ١ٔخص

Server ٗع١ٍّاش حٌظعخِاً ِاع حٌاـ ٚطشازRemoting  ع١ٍّاش حٌاـWeb Services  اٌاٝ كاذ وز١اش

حوزاش  اِىخ١ٔاخصِاع  ٌىآ ،Clientفاٟ ؽاشف حٌاـ Proxy Objectك١غ ٠ظطٍذ حعظخذحِٙخ عّاً 

 رٕفغه ٌٚغض ِؼطشح ٌظؼز١ض Serverك١غ طمَٛ ربٔشخء حٌـ

  ، Remote Serverأٚ غ١ااشٖ ِاآ حٌظطز١مااخص حٌٛعاا١طش ٌلاعااظفخدس ِاآ خااذِخص حٌااـ  IISحٌااـ  

ِّااااخ ٠عااااضص ِاااآ ِزااااذأ  Serverٚطغااااظط١ع ِاااآ خلاٌااااٗ طٕف١ااااز أٞ ع١ٍّااااش ِعخٌـااااش عٍااااٝ حٌااااـ 

ح حٌفظااً ك١ااغ طزمااٝ ٚحٌاازٞ شااشكٕخٖ فااٟ حٌـااضء حلأٚي ِاآ ٘ااز  Distributed Systemsحٌااـ

 Resultفاٟ كا١ٓ ٠اظُ اسعاخي حٌاـ Serverٚ ع١ٍّش حٌّعخٌـش حٌخخطاش رٙاخ عٍاٝ حٌاـ  methodsحٌـ

كغاذ لٕاخس حلاطظاخي حٌّغاظخذِش عاٛحء  Binary Dataأٚ  XML Dataـ وا Clientsاٌاٝ حٌاـ 

HttpChannel  ٚأTcpChannel ،  ٚطّشس اٌٝ حٌـClient  عزش حٌاـProxy Object  ٞٚحٌاز

 لاكع حٌشىً حٌظخٌٟ: Clientِع حٌـ  Serverحٌّٛؿٛد عٍٝ حٌـ  Remote Classسرؾ حٌـ 

 
 

1- in Dot Net RemotingUsing   : 

ك١اغ طاظُ ع١ٍّاش  HTTPرطاش٠مظ١ٓ حلأٌٚاٝ عزاش رشٚطٛواٛي حٌاـ  Remotingحَ حٌاـ ٠ّىٓ حعظخذ

 ٚطظُ رخعظخذحَ رشٚطٛوٛي Clientsٚحٌـ  Serverر١ٓ حٌـ  XML Dataحٌظشحعً وـ 

ك١اغ طىاْٛ ع١ٍّاش حٌظشحعاً  TCP Protocolأِخ حٌطش٠مش حٌؼخ١ٔش فظظُ رخعاظخذحَ حٌاـ  SOAPحٌـ  

 TCPحٌااـ ٠ٚفؼااً دحثّااخ حعااظخذحَ  ، ١Clientsااش حٌااـ ٚرم Serverراا١ٓ حٌااـ  Binary Dataوااـ 

Channel :ٓفٟ حٌلخٌظ١ٓ حٌظخ١ٌظ١ 

 

 حلأٌٚٝ: ارح وخٔض لٕخس حلاطظخي عش٠عش ٔغز١خ

فاااٟ ؿ١ّاااع  Microsoft Windowsحٌؼخ١ٔااش: طٛحفم١اااش حٌز١جااخص ك١اااغ طغااظخذَ ٔظاااخَ حٌظشااغ١ً 

ٚخخطاش فاٟ كخٌاش  ٠ٚTCP Channelعظزش ٘زٖ حلأِش ِٓ أُ٘ ع١ٛد حعاظخذحَ حٌاـ  ، clientsحٌـ

٠ٚفؼاً فاٟ ٘ازٖ حٌلخٌاش حعاظخذحَ  Clientؼآّ حٌز١جاش حٌظاٟ عا١عًّ ع١ٍٙاخ حٌاـك١اغ لا ط Webحٌـ

 ... HTTPأفؼً ِٓ حٌـ  TCP Channelطزمٝ أدحث١ش حٌـ  ٌىٓ ، HTTP Channelحٌـ

ٚحٌاازٞ ٠ظعخِااً ِااع  SOAP٘ااٛ حعااظخذحِٗ رشٚطٛوااٛي حٌااـ  HTTP Channelِٚااخ ١ّ٠ااض حٌااـ 

 ش حٌظشحعً ِّخ ٠ؼّٓ طٛحفم١ظٗ ِع ؿ١ّع حٌز١جخص.فٟ ع١ٍّ XMLحٌـ

 

 فٟ حٌذٚص ١ٔض ػلاػش أِٛس : ٠Remotingٍضَ حعظخذحَ حٌـ 

 TCPأٚ عزش حٌـ  XMLوـ HTTPطلذ٠ذ ؽز١عش حٌمٕخس حٌّغظخذِش عٛحء عزش حٌـ  ،أٚلا

 Class HttpChannelٚدعّض حٌذٚص ١ٔض ولا ِّٕٙخ فٟ حٌـ Binary Formatterوـ

 System.Runtime.Remoting.Channels.Http Namespaceٚحٌّٛؿٛد ػّٓ 

ٛد ػّٓ ٚحٌّٛؿ TcpChannel Classٚحٌـ

اػخفظٗ اٌٝ (٠ـذ  System.Runtime.Remoting.Channels.Tcp Namespaceحٌـ
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 Serverٚحٌـ  Clientك١غ ٠ـذ طعش٠فٙخ فٟ ولا حٌطشف١ٓ حٌـ  ،)فٟ حٌّششٚ  Referencesحٌـ

 ٚوّخ ٠ٍٟ:

 

C#: 

HttpChannel http_Channel = new HttpChannel(Port_Number); 

 

VB.NET: 

Dim http_Channel As HttpChannel = New HttpChannel(Port_Number) 

 

 وّخ ٠ٍٟ: TcpChannelٚفٟ كخٌش حعظخذحَ حٌـ 

 

C#: 

TcpChannel Tcp_Channel = new TcpChannel(Port_Number); 

 

VB.NET: 

Dim Tcp_Channel As TcpChannel = New TcpChannel(Port_Number) 

 

ٚحٌّٛؿٛدس ػّٓ  RegisterChannel ذحٌشرعذ رٌه ٠ـذ طغـ١ً حٌمٕخس حٌّغظخذِش رخعظخذحَ حٌ

 System.Runtime.Remoting.Channelsػّٓ حٌـ ChannelServices Classحٌـ

Namespace ، ٚ٠ظُ رٌه فٟ ولا حٌطشف١ٓ أ٠ؼخ حٌـClient  ٚحٌـServer :ٍٟٚوّخ ٠ 

C#: 

ChannelServices.RegisterChannel(chan); 

 

VB.NET: 

ChannelServices.RegisterChannel(chan) 

 

 ٠ٚظُ رٌه رخعظخذحَ Serverحٌزٞ ع١ظُ ِشخسوظٗ عٍٝ  حٌـ  Classرعذ رٌه ٠ـذ طعش٠ف حٌـ 

 ٚحٌّٛؿٛدس ػّٓ RegisterWellKnownServiceType ذحٌشحٌ

 ٚحٌّٛؿٛد ػّٓ RemotingConfigurationClassحٌـ

 :٠ٚServerظُ رٌه وّخ ٠ٍٟ فٟ ؽشف حٌـ  System.Runtime.Remoting Namespaceحٌـ

C#: 

RemotingConfiguration.RegisterWellKnownServiceType 

(Type.GetType ("Class_File_Name, Distributed_Class_Name"), 

"unique_Service_Name", WellKnownObjectMode.SingleCall); 

 

VB.NET: 

RemotingConfiguration.RegisterWellKnownServiceType 

(Type.GetType ("Class_File_Name, Distributed_Class_Name"), 

"unique_Service_Name", WellKnownObjectMode.SingleCall) 

 

ػلاػااش رااخس١ِٚظشحص حلأٚي  RegisterWellKnownServiceType Method ٚطؤخااز حٌااـ 

ِٚغاخسٖ ٚحٌازٞ ٔش٠اذ طٛص٠عاٗ  Dll Fileِع حعُ حٌاـ  Remote Classحٌخخص رخعُ حٌـ Typeحٌـ

حٌازٞ ٔش٠اذ طٛص٠عاٗ ٠ٚـاذ أْ ٠ىاْٛ  Objectحٌخخص رخٌـ  ٠ٚURIؤخز حٌزخس١ِٚظش حٌؼخٟٔ حعُ حٌـ 

٠ٚؤخاااز  ، Application Portعٍاااٝ ِغاااظٜٛ حٌاااـ uniqueحعاااُ فش٠اااذ   URI Objectحٌاااـ 

فٙاازح  SingleCallفاابرح طااُ حخظ١ااخس  Remote Instance Objectحٌزااخس١ِٚظش حٌؼخٌااغ ٔااٛ  حٌااـ

 Remoteِآ حٌاـ  ٠Instanceماَٛ ربٔشاخء  Clientؿذ٠اذ ٌىاً  ٠New Instanceعٕاٟ أشاخء 

Class،  ٚارح طااُ حخظ١ااخسSingleton  فٙاازح ٠عٕااٟ حعااظخذحَ ٔفااظ حٌااـRemote Instance 
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Object  ٌىاااً حٌاااـClients،  َ٠ٕٚظاااق حعاااظخذحSingleCall فاااٟ كخٌاااش واااخْ حٌٕظاااخَ حٌّاااٛص  

عا١زغ  Serverفٟ كخٌش وخْ حٌاـ  ٠ٚSingletonٕظق رخعظخذحَ  Userٌىً  Sessionع١غظخذَ 

ف١ـااذ طعش٠ااف ٔااٛ   Clientأِااخ فااٟ حٌااـ  عٍااٝ حٌشاازىش... Clientsٔفااظ حٌّعٍِٛااخص اٌااٝ وااً حٌااـ 

حٌمٕااخس حٌظااٟ طااُ حعااظخذِٙخ فااٟ  كغااذ ٔااٛ  HTTP Channelأٚ  TCPعااٛحء  Channelحٌااـ

 URIٚٔىظفٟ رٛػعٗ فاٟ حٌاـ Client Channelفٟ حٌـ  Portحٌـ  ٚلا ٠ظُ ٚػع سلُ Serverحٌـ

Object  ٠ٚظُ طعش٠ف حٌمٕخس فٟ حٌـClient :ٍٟوّخ ٠ 

 

C#: 

HttpChannel http_Channel = new HttpChannel 

 

VB.NET: 

Dim http_Channel As HttpChannel = New HttpChannel() 

 

 وّخ ٠ٍٟ: TcpChannelٚفٟ كخٌش حعظخذحَ حٌـ 

:C# 

TcpChannel Tcp_Channel = new TcpChannel(); 

 

VB.NET: 

Dim Tcp_Channel As TcpChannel = New TcpChannel() 

 

 ٚوّخ ٠ٍٟ: Serverوّخ ٘ٛ حٌلخي فٟ حٌـ  Clientفٟ حٌـ  ٠ٚRegisterChannelظُ طغـ١ً حٌمٕخس

C#: 

ChannelServices.RegisterChannel(chan); 

VB.NET: 

ChannelServices.RegisterChannel(chan) 

 

ك١اغ ٠ـاذ أْ  Remote Clientِآ حٌاـ  New Instance Objectرعاذ رٌاه ٔماَٛ رظعش٠اف 

ك١اغ ٔماَٛ  Distributed Classحٌخاخص رخٌاـ  Dll Fileعٍاٝ حٌاـ  ٠Client Projectلظٛٞ حٌـ

ص حٌّغظخذَ ٠ٚظزع رعٕاٛحْ حٌـٙاخ Protocolٚحٌزٞ ع١لظٛٞ عٍٝ حٌـ  URIفٟ حٌزذح٠ش رظعش٠ف حٌـ 

حٌّغظخذَ ٚ حعُ حٌخذِش حٌظاٟ طاُ طعش٠فٙاخ  Portِٚٓ ػُ سلُ حٌـ Serverحٌخخص رخٌـ  DNSأٚ حٌـ 

 ٠ٚظُ رٌه وّخ ٠ٍٟ: Serverفٟ حٌـ 

 

 : TCP Channelفٟ كخٌش حعظخذحَ 

C#: 

string URI = "Tcp://"+Remote_IP.Text+":Port/ unique_Service_Name 

"; 



~ 248 ~ 
 

VB.NET: 

Dim URI As String = "Tcp://" & Remote_IP.Text & ": Port/ 

unique_Service_Name " 

 

 : HTTP Channelفٟ كخٌش حعظخذحَ 

C#: 

string URI = "Http://"+Remote_IP.Text+": Port / 

unique_Service_Name"; 

 

VB.NET: 

Dim URI As String = " Http://" & Remote_IP.Text & ": Port / 

unique_Service_Name " 

 

٠ٚظُ رٌه رخعظخذحَ  Remote Classِٓ حٌـ  New Instance Objectذ رٌه ٔمَٛ ربٔشخء ٚرع

 ّٚٔشس ٌٙخ Activator Classٚحٌّٛؿٛد ػّٓ حٌـ  GetObject Methodحٌـ

 ٚوّخ ٠ٍٟ: ،حٌزٞ عشفٕخٖ  URIٚ حٌـ  Distributed Class Typeحٌـ

 

C#: 

Distributed_Class_Name obj = (Distributed_Class_Name) 

Activator.GetObject  

(typeof (Distributed_Class_Name), URI); 

 

VB.NET: 

Dim obj As Distributed_Class_Name = 

CType(Activator.GetObject(GetType(Distributed_Class_Name), URI), 

Distributed_Class_Name) 

 

 ِلادظخ ٘بِخ:

حٌزٞ  Distributed Classاٌٝ حٌـ  ٠MarshalByRefObject Classـذ أْ ٠ظُ طٛس٠غ حٌـ 

ٚعٕذ طٛس٠غ  System Namespaceٔش٠ذ طٛص٠عٗ ٚحٌّٛؿٛد ػّٓ 

ع١ظُ طٕف١ز وخفش حٌع١ٍّخص أٚ  Distributed Classاٌٝ حٌـ  MarshalByRefObjectحٌـ

حٌٕٙخثٟ فٟ ك١ٓ ارح طُ  Resultعٍٝ حٌـ  Clientٚع١لظً حٌـ  Serverعٍٝ حٌـ  Processحٌـ

 ٌىٓٚ  Remote Classعٕذ٘خ ع١ظُ حعظخذحَ حٌـ  MarshalByValueObjectحعظخذحَ حٌـ

 ... Client Sideعظظُ ع١ٍّش حٌّعخٌـش عٍٝ حٌـ 

 

فٟ حٌذٚص ١ٔض عٕمَٛ ح٢ْ رظطز١ك ٘زٖ حٌّفخ١ُ٘ فٟ  Remotingٚ٘ىزح ر١ٕخ و١ف١ش حعظخذحَ حٌـ 

ٍّلخػش ٚعطق ِششٚع١ٓ حلأٚي ع١ىْٛ ٔظخَ طع١ٍّٟ ِٛص  ك١غ ع١زغ ف١ٙخ طٛسس حٌىخ١ِشح ٌ

 حٌّىظذ حٌخخص رٗ اٌٝ حٌطٍزش ٚحٌّٛؿٛد٠ٓ فٟ دٚي ِظعذدس.
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 : Distributed eLearning Systemأٚلا: إٔشبء ٔظبَ 

 

مخؽ ٌظٛسس عطق ٠مَٛ رع١ٍّش حٌظ Distributed Classلإٔشخء ٘زح حٌٕظخَ لارذ أٚلا ِٓ ربٔشخء 

 Serverر١ٓ حٌـ  TcpChannelـ ِغظخذِخ حٌ Clientٚرؼٙخ اٌٝ حٌـ  Serverحٌّىظذ حٌخخص رخٌـ

ك١غ ٠مَٛ حٌّعٍُ ربٌمخء  Remote Classroomٚعٕفظشع فٟ ٘زح حٌّؼخي أشخء  Clientٚحٌـ 

ِلخػشس اٌٝ ؽلارٗ ٠ٚظُ رغ طٛسس حٌىخ١ِشح ٚعطق حٌّىظذ حٌخخص رخٌّعٍُ عزش حلإٔظشٔض اٌٝ 

 خٌٟ:ٚحٌّٛؿٛد٠ٓ فٟ دٚي ِظعذدس ٚوّخ فٟ حٌشىً حٌظ Classroomحٌطلاد فٟ حٌـ 

 

 

 
 

ٚعاإمخسْ حلأدحء فااٟ وااً  HttpChannelٚحٌااـ  TCP Channelعٕغااظخذَ فااٟ ٘اازح حٌّؼااخي حٌااـ 

 خٌشىً حٌظخٌٟ:شز١ٗ رع١ىْٛ حٌشىً حٌعخَ ٌٍزشٔخِؾ  ،ِّٕٙخ 
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 :)Server Projectرشٔخِؾ حٌّلخػش (أٚلا 

 
 

 أٚ ٠ٚReal IPّىٓ أْ ٠ىْٛ ِٓ خلاي حلإٔظشٔض فٟ كخٌش وخْ ٌذ٠ه  Clientرشٔخِؾ حٌـ 

 فٟ حٌشزىش حٌّل١ٍش ٚوّخ ٘ٛ ِز١ٓ فٟ حٌشىً حٌظخٌٟ:

 

 
 

عٕغااظخذَ دٚحي  ،ٚحٌاازٞ عاا١مَٛ رـٍااذ طااٛسس عااطق حٌّىظااذ  Remote Classٚلإٔشااخء حٌااـ 

  user32.dlٚحٌّٛؿاااٛدس ػااآّ حٌاااـ GetDesktopWindow Methodِٕٚٙاااخ حٌاااـ APIحٌاااـ

ٚكظاٝ  Byte Arrayػاُ عإمَٛ رظل٠ٛاً حٌظاٛسس اٌاٝ  ،ٌشعاُ حٌظاٛسس BitBlt Methodٚحٌاـ

  MarshalByRefObjectٚرظؤو١اااذ عٕغاااظخذَ ؽش٠ماااش  ، Clientsٔغاااظط١ع اسعاااخٌٙخ اٌاااٝ حٌاااـ 

 :٠ٚظُ رٌه وّخ ٠ٍٟ ، Server Sideٚكظٝ طظُ ع١ٍّش حٌظمخؽ ِٚعخٌـش حٌظٛسس عٍٝ حٌـ 
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C#: 

using System;  

using System.Drawing; 

using System.Drawing.Imaging; 

using System.Runtime.InteropServices; 

using System.IO; 

 

public class ScreenCapture : System.MarshalByRefObject 

{ 

[DllImport("user32.dll")] 

private static extern IntPtr GetDesktopWindow(); 

 

[DllImport("gdi32.dll")] 

private static extern bool BitBlt( 

IntPtr hdcDest, // handle to destination DC 

int nXDest, // x-coord of destination upper-left corner 

 int nYDest, // y-coord of destination upper-left corner 

 int nWidth, // width of destination rectangle 

 int nHeight, // height of destination rectangle 

 IntPtr hdcSrc, // handle to source DC 

 int nXSrc, // x-coordinate of source upper-left corner 

 int nYSrc, // y-coordinate of source upper-left corner 

 System.Int32 dwRop // raster operation code 

); 

 

private const Int32 SRCCOPY = 0xCC0020; 

[DllImport("user32.dll")] 

private static extern int GetSystemMetrics(int nIndex); 

 

private const int SM_CXSCREEN = 0; 

private const int SM_CYSCREEN = 1; 

 

public Size GetDesktopBitmapSize() 

{ 

return new Size(GetSystemMetrics(SM_CXSCREEN), 

GetSystemMetrics(SM_CYSCREEN)); 

} 

 

public byte[] GetDesktopBitmapBytes() 

 { 

Size DesktopBitmapSize = GetDesktopBitmapSize(); 

Graphics Graphic = Graphics.FromHwnd(GetDesktopWindow()); 

Bitmap MemImage = new Bitmap(DesktopBitmapSize.Width, 

DesktopBitmapSize.Height, Graphic); 

Graphics MemGraphic = Graphics.FromImage(MemImage); 

IntPtr dc1 = Graphic.GetHdc(); 
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IntPtr dc2 = MemGraphic.GetHdc(); 

BitBlt(dc2, 0, 0, DesktopBitmapSize.Width, 

DesktopBitmapSize.Height, dc1, 0, 0, SRCCOPY); 

Graphic.ReleaseHdc(dc1); 

MemGraphic.ReleaseHdc(dc2); 

Graphic.Dispose(); 

MemGraphic.Dispose(); 

 

Graphics g = System.Drawing.Graphics.FromImage(MemImage); 

System.Windows.Forms.Cursor cur = 

System.Windows.Forms.Cursors.Arrow; 

cur.Draw(g,new Rectangle(System.Windows.Forms.Cursor.Position.X-

10,System.Windows.Forms.Cursor.Position.Y-

10,cur.Size.Width,cur.Size.Height)); 

 

MemoryStream ms = new MemoryStream(); 

MemImage.Save(ms,System.Drawing.Imaging.ImageFormat.Jpeg); 

return ms.GetBuffer(); 

} 

}  

 

VB.NET 

Imports System 

Imports System.Drawing 

Imports System.Drawing.Imaging 

Imports System.Runtime.InteropServices 

Imports System.IO 

 

Public Class ScreenCapture : Inherits System.MarshalByRefObject 

    <DllImport("user32.dll")> _ 

    Private Shared Function GetDesktopWindow() As IntPtr 

    End Function 

 

    <DllImport("gdi32.dll")> _ 

    Private Shared Function BitBlt(ByVal hdcDest As IntPtr, ByVal 

nXDest As Integer, ByVal nYDest As Integer, ByVal nWidth As 

Integer, ByVal nHeight As Integer, ByVal hdcSrc As IntPtr, ByVal 

nXSrc As Integer, ByVal nYSrc As Integer, ByVal dwRop As 

System.Int32) As Boolean 

    End Function 

 

    Private Const SRCCOPY As Int32 = &HCC0020 

    <DllImport("user32.dll")> _ 

Private Shared Function GetSystemMetrics(ByVal nIndex As Integer) 

As Integer 

End Function 
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 Private Const SM_CXSCREEN As Integer = 0 

 Private Const SM_CYSCREEN As Integer = 1 

 Public Function GetDesktopBitmapSize() As Size 

 Return New Size(GetSystemMetrics(SM_CXSCREEN), 

GetSystemMetrics(SM_CYSCREEN)) 

    End Function 

 

    Public Function GetDesktopBitmapBytes() As Byte() 

        Dim DesktopBitmapSize As Size = GetDesktopBitmapSize() 

        Dim Graphic As Graphics = 

Graphics.FromHwnd(GetDesktopWindow()) 

        Dim MemImage As Bitmap = New 

Bitmap(DesktopBitmapSize.Width, DesktopBitmapSize.Height, 

Graphic) 

        Dim MemGraphic As Graphics = 

Graphics.FromImage(MemImage) 

        Dim dc1 As IntPtr = Graphic.GetHdc() 

        Dim dc2 As IntPtr = MemGraphic.GetHdc() 

        BitBlt(dc2, 0, 0, DesktopBitmapSize.Width, 

DesktopBitmapSize.Height, dc1, 0, 0, SRCCOPY) 

        Graphic.ReleaseHdc(dc1) 

        MemGraphic.ReleaseHdc(dc2) 

        Graphic.Dispose() 

        MemGraphic.Dispose() 

 

Dim g As Graphics = 

System.Drawing.Graphics.FromImage(MemImage) 

Dim cur As System.Windows.Forms.Cursor = 

System.Windows.Forms.Cursors.Arrow 

cur.Draw(g, New Rectangle(System.Windows.Forms.Cursor.Position.X 

- 10, System.Windows.Forms.Cursor.Position.Y - 10, cur.Size.Width, 

cur.Size.Height)) 

 

Dim ms As MemoryStream = New MemoryStream 

MemImage.Save(ms, System.Drawing.Imaging.ImageFormat.Jpeg) 

Return ms.GetBuffer() 

    End Function 

End Class 

 

ػااُ ٚػااعٗ رـخٔااذ حٌٍّااف حٌظٕف١اازٞ  Dll Fileحٌغااخرك اٌااٝ  Classـ ٚرظؤو١ااذ ٠ـااذ طل٠ٛااً حٌاا

ٚكظااٝ ٔغااظط١ع  Clientفااٟ ِشااشٚ  حٌااـ  Referencesٚأ٠ؼااخ اػااخفظٗ ػاآّ حٌااـ  ،ٌٍّشااشٚ  

 . Severحٌمخدَ ِٓ حٌـ Objectعٍٝ حٌـ  Castingعًّ حٌـ 
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  : Server Remotingأٚلا : أشخء حٌـ 

 س حٌظخ١ٌش:عٍٝ حلأِٛ Serverع١لظٛٞ رشٔخِؾ حٌـ 

 

Class Object Name 

pictureBox pictureBox1 

mainMenu mainMenu1 

WebCamCapture – External Dll 

File 

WebCamCapture1 

 

٠ٚظُ  Server Objectػُ أشخء حٌـ  TCP Remote Channelعٕمَٛ ح٢ْ ربٔشخء ٚطغـ١ً  

 رٌه وّخ ٠ٍٟ:

 

C#: 

TcpChannel chan = new TcpChannel(6600); 

ChannelServices.RegisterChannel(chan); 

RemotingConfiguration.RegisterWellKnownServiceType(Type.GetTyp

e("ScreenCapture, ScreenCapture"), 

"MyCaptureScreenServer",WellKnownObjectMode.Singleton); 

 

VB.NET 

Dim chan As TcpChannel = New TcpChannel(6600) 

ChannelServices.RegisterChannel(chan) 

RemotingConfiguration.RegisterWellKnownServiceType(Type.GetTyp

e("ScreenCapture, ScreenCapture"), 

"MyCaptureScreenServer",WellKnownObjectMode.Singleton) 

 

 Instanceٚ ؽز١عااش حٌااـ  MyCaptureScreenServerرااـ  Server Objectلّٕاخ رظغاا١ّش حٌااـ 

ٚ فاٟ  Clientsٌىاً حٌاـ  Instance Objectحعاظخذحَ ٔفاظ حٌاـ  ٚ٘زح ٠عٕٟ Singletonع١ىْٛ 

ف١ـاذ حعاظخذحَ حٌاـ  Client Requestٌىاً  New Instance Objectأشاخء  كخٌاش ارح أسدٔاخ

SingleCall  ٚفٟ كخٌظٕخ ٘زٖ ٠ٕظق رخعظخذحَ حلأٚي ٚكظٝ لا ٠ض٠اذ حٌاـLoad عٍاٝ حٌاـServer 

ار أْ حٌّعٍِٛااخص حٌظااٟ ٠ااظُ رؼٙااخ اٌااٝ حٌااـ  Clientsعٍااٝ ِـّٛعااش وز١ااشس ِاآ حٌااـ  فااٟ كخٌااش سرطااٗ

Clients ... ٔفغٙخ ٟ٘ 

 

ٔؼااع حٌىااٛد حٌظااخٌٟ فااٟ كااذع  Pictureboxفااٟ حٌااـ  WebCamCapture Classٌٚااشرؾ حٌااـ 

ImageCaptured  حٌخخص رخٌـWebCamCapture Class  :ٍٟٚوّخ ٠ 

 

C#: 

private void webCamCapture1_ImageCaptured(object source, 

WebCam_Capture.WebcamEventArgs e) 

 { 

pictureBox1.Image = e.WebCamImage; 

 } 
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VB.NET: 

Private Sub webCamCapture1_ImageCaptured(ByVal source As 

Object, ByVal e As WebCam_Capture.WebcamEventArgs) 

    pictureBox1.Image = e.WebCamImage 

End Sub 

 

 main حٌّٛؿاٛد فاٟ حٌاـ Start Buttonٚح٢ْ ٔغاظط١ع طشاغ١ً حٌىاخ١ِشح عٕاذ حٌؼاغؾ عٍاٝ حٌاـ 

Menu  ٚٔؼع فٟ حٌلذع حٌخخص رٙاخ واٛد حٌظشاغ١ً ّٚٔاشس ٌاٗ حٌاـPeriod Time  ٌىاً ع١ٍّاش

 ٠ٚظُ رٌه وّخ ٠ٍٟ:  Milliseconds 1حٌظمخؽ ٚ٘ٛ ِؼلا 

 

C#: 

this.webCamCapture1.TimeToCapture_milliseconds = 1; 

this.webCamCapture1.Start(0); 

 

VB.NET: 

Me.webCamCapture1.TimeToCapture_milliseconds = 1 

Me.webCamCapture1.Start(0) 

 

  : Client Remotingػخ١ٔخ : أشخء حٌـ 

 ٠ٚلظٛٞ أ٠ؼخ عٍٝ حلأِٛس حٌظخ١ٌش:

 

Class Object Name 

pictureBox pictureBox1 

mainMenu mainMenu1 

Timer timer1 

TextBox textBox1 

ScreenCapture Class – External 

Class in References 

ScreenCapture 

 

 ٌٍزشٔخِؾ: Global Declarationحٌظخ١ٌش فٟ حٌـ  Objectsٚعٕمَٛ رظعش٠ف حٌّظغ١شحص ٚحٌـ  

 

C#: 

ScreenCapture obj; 

TcpChannel chan; 

string URI; 

VB.NET:  

Dim obj As ScreenCapture 

Dim chan As TcpChannel 

Dim URI As String 

 

 Incoming Remoteعٍاٝ حٌاـ  Castingٌعّاً حٌاـ  ScreenCapture Objectعٕغظخذَ حٌاـ

Instance Object ،  ٚعٕغااظخذَ حٌااـTcpChannel Object  لإٔشااخء حٌااـRemoting 

Channel  ٚعٕؼع فٟ حٌـURI String Variable  حٌاـURI  حٌخاخص رخٌاـServer Object 

 . Serverٚحٌزٞ طُ طعش٠فٗ فٟ حٌـ 

 

فااٟ  Remote Objectٚحٌااـ  TCP Channelػااُ عاإمَٛ رٛػااع حٌظعش٠فااخص حلأعخعاا١ش ٌٍااـ 

 حٌخخص رخٌّششٚ  ٚوّخ ٠ٍٟ: Constructerحٌـ
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C#: 

public Form1() 

{ 

 

URI = "Tcp://"+textBox1.Text+":6600/MyCaptureScreenServer"; 

chan = new TcpChannel(); 

ChannelServices.RegisterChannel(chan); 

obj = (ScreenCapture)Activator.GetObject(typeof(ScreenCapture), 

URI); 

 } 

 

VB.NET: 

URI = "Tcp://" & textBox1.Text & ":6600/MyCaptureScreenServer" 

chan = New TcpChannel() 

ChannelServices.RegisterChannel(chan) 

obj = CType(Activator.GetObject(GetType(ScreenCapture), URI), 

ScreenCapture) 

 

 TextBoxِاآ حٌااـ  Serverحٌخااخص رخٌااـ  DNSأٚ حٌااـ  Remote IPك١ااغ عاا١ظُ طّش٠ااش حٌااـ 

 ...Clientحٌزٞ طُ طعش٠فٗ فٟ حٌـ  Remote Objectٚحٌـ  ٠ٚPortظزعٗ سلُ حٌـ 

 

واً فظاشس  Serverك١غ ٠ـٍذ حٌظٛسس ِآ حٌاـ  Timerىٛد حٌظخٌٟ فٟ ٌٚـٍذ حٌظٛسس عٕؼع حٌ

 ِلذدس:

 

C#: 

private void timer1_Tick(object sender, System.EventArgs e) 

{ 

try 

{ 

URI = "Tcp://"+textBox1.Text+":6600/MyCaptureScreenServer"; 

byte[] buffer = obj.GetDesktopBitmapBytes(); 

MemoryStream ms = new MemoryStream(buffer); 

pictureBox1.Image = Image.FromStream(ms); 

} 

catch(Exception ex){timer1.Enabled=false; 

MessageBox.Show(ex.Message);} 

} 

 

VB.NET: 

 Private Sub timer1_Tick(ByVal sender As Object, ByVal e As 

System.EventArgs) 

    Try 

        URI = "Tcp://" & textBox1.Text & 

":6600/MyCaptureScreenServer" 

        Dim buffer As Byte() = obj.GetDesktopBitmapBytes() 

        Dim ms As MemoryStream = New MemoryStream(buffer) 



~ 257 ~ 
 

        pictureBox1.Image = Image.FromStream(ms) 

    Catch ex As Exception 

        timer1.Enabled = False 

        MessageBox.Show(ex.Message) 

    End Try 

End Sub 

 

اٌاااٝ  TcpChannelفماااؾ لاااُ رظغ١١اااش حٌاااـ  Http Channelٌٚظل٠ٛاااً لٕاااخس حلاطظاااخي اٌاااٝ 

HttpChannel  ٚعٕاذ٘خ عاظظّىٓ ِآ ِشاخ٘ذس حٌاـRemote Methods  عزاش حٌاـInternet 

Browser  ٌّٚشاخ٘ذطٙخ ٔؼا١ف حٌاـWSDL – Web Services Definition Language 

Query  حٌظخٌٟ اٌٝ حٌـURI  حٌخخص رخٌـRemote Object: 

 

http://10.0.0.10:6600/MyCaptureScreenServer?wsdl 

 

 كع حٌشىً حٌظخٌٟ:لا XMLر١ٙجش  Remote Interface Classٚعظظٙش ٌٕخ حٌـ 

 

 
 

 Dllفٟ كخٌش ٌُ طظّىٓ ِٓ حٌلظٛي عٍٝ حٌاـ  Classٚطغظط١ع حلاعظفخدس ِٓ حٌظشو١ذ حٌغخرك ٌٍـ 

File حٌخاخص رخٌاـRemote Class ،  ك١اغ طغاظط١ع طل٠ٛاً حٌاـXML  حٌغاخرك اٌاٝ ٍِافDll 

 ٠ٚMetadataااظُ رٌااه رخعااظخذحَ حٌااـ Clientفااٟ رشٔااخِؾ حٌااـ  Referencesٌٛػااعٗ ِااع حٌااـ 

Namespace  ِٕٚٙاااخ حٌاااـw3cxsd2001 Standard  ك١اااغ ٠ٛػاااع حٌـاااضء حلأٚي حٌخاااخص

 ٚوّخ ٠ٍٟ وّؼخي: Serializable Attributeفٟ حٌـ  XML Namespaceرخٌـ

 

C#: 

using System; 

using System.Runtime.Remoting.Messaging; 

using System.Runtime.Remoting.Metadata; 

using System.Runtime.Remoting.Metadata.W3cXsd2001; 

 

http://10.0.0.10:6600/MyCaptureScreenServer?wsdl
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[Serializable,SoapType(XmlNamespace=@"http://http://schemas.micro

soft.com/clr/nsassem/ScreenCapture/ScreenCapture%2C%20Version%3

D1.0.2314.30913%2C%20Culture%3Dneutral%2C%20PublicKeyToke

n%3Dnull")] 

public class ScreenCapture : System.MarshalByRefObject 

{// Your Methods with Return Values Only} 

 

VB.NET: 

Imports System 

Imports System.Runtime.Remoting.Messaging 

Imports System.Runtime.Remoting.Metadata 

Imports System.Runtime.Remoting.Metadata.W3cXsd2001 

 

<Serializable(), 

SoapTypeAttribute(XmlNamespace:="http://http://schemas.microsoft.co

m/clr/nsassem/ScreenCapture/ScreenCapture%2C%20Version%3D1.0.

2314.30913%2C%20Culture%3Dneutral%2C%20PublicKeyToken%3

Dnull"), Serializable(), 

SoapTypeAttribute(XmlNamespace:="http://http://schemas.microsoft.co

m/clr/nsassem/ScreenCapture/ScreenCapture%2C%20Version%3D1.0.

2314.30913%2C%20Culture%3Dneutral%2C%20PublicKeyToken%3

Dnull")> _ 

Public Class ScreenCapture : Inherits System.MarshalByRefObject 

„Your Methods with Return Values Only  

End Class 

 

 Remoteف١فؼاً دحثّاخ فاٟ كخٌاش واخْ حٌاـ  HTTP Channelأٚ حٌاـ  ١TCPٓ حٌاـ را لاخظ١اخسٌٚ

Object  ِٛؿٛد عٍٝ ؿٙخص طظظاً ِعاٗ عزاش حلإٔظشٔاض حعاظخذحَ حٌاـHTTP Channel  رغازذ

أٚ غ١اشٖ  Windowsِلذٚد٠ش عشعش حلاطظخي رخلإػخفش اٌاٝ وٛٔاٗ ٠ظٛحفاك ِاع أٞ ٔظاخَ عاٛحء 

 ... Local Networkؼً فمؾ فٟ حٌـأف TCP Channelٚعشعش حٌـ أدحء ٠زمٝ  ٌىٓ

 Distributedفاٟ حٌاذٚص ١ٔاض ٚؽزمٕاخ ع١ٍّاش أشاخء  Remotingٚ٘ىزح ر١ٕخ و١ف١ش حعظخذحَ حٌـ 

eLearning System ،  ٚرظؤو١ذ طغظط١ع ح٢ْ اػخفش ١ِضس ٔمً حٌظٛص اٌٝ ؿخٔاذ ٔماً طاٛسس

ظاااً حٌخاااخص حٌشخشاااش ٚحٌىاااخ١ِشح حٌخخطاااش رخٌّلخػاااش (ٌّض٠اااذ ِااآ حٌّعٍِٛاااخص حسؿاااع اٌاااٝ حٌف

 Remoteٚعاإز١ٓ فاااٟ حٌـااضء حٌظاااخٌٟ ِاآ ٘ااازح حٌفظااً و١ف١اااش أشااخء رشٔاااخِؾ ، )VOIPرخٌااـ

Desktop Application .ُِع خخط١ش حٌظلى 



~ 259 ~ 
 

 Create an Advanced Remote Desktopصب١ٔتب : إٔشتبء ثشٔتبِج اٌتزذىُ ػتٓ ثؼتذ 

Application With Remote (Mouse/Keyboard) Control Features : 

 

) Mouse )X,Yحٌفىاااشس حلأعخعااا١ش فاااٟ ِؼاااً ٘ااازٖ حٌزاااشحِؾ عٍاااٝ اسعاااخي اكاااذحػ١خص  حٌاااـطعظّاااذ 

ٚحٌّٛؿاٛدس فاٟ  APIٚرظُ وً رٌه رخعظخذحَ دٚحي حٌـ   Serverاٌٝ حٌـ  Kay Press Eventٚحٌـ

ِٕٚٙاخ ك١غ ٠لظٛٞ ٘زح حٌٍّف عٍٝ عذد ػاخُ ِآ حٌاذٚحي  user32.dllٍِف حٌّغظخذَ حٌش١ٙش 

حٌازٞ طاُ حٌؼاغؾ ع١ٍاٗ  input Button Typeشعً ِآ خلاٌٙاخ حٌاـ ٚحٌظٟ ط SendInputحٌذحٌش 

 ٚطؤخز اكذحػ١خص SetCursorPosٚحٌذحٌش   Mouseأٚ حٌـ  Keyboardرخٌـ 

٠ّٚىآ  ،عٍٝ حلإكذحػ١خص حٌّشعٍش  Mouseك١غ ٠ظُ ٚػع ِئشش حٌـ Mouseٌٍـ  Yٚحٌـ  Xحٌـ  

 Serverٌٍاااـ Desktop Screenٌّعشفاااش كـاااُ حٌاااـ  GetSystemMetricsحعاااظخذحَ حٌذحٌاااش 

)Width  &Height (، :ٓ٠ّٚىٓ حعظخذحَ ٘زٖ حٌذٚحي ٌظلىُ عٓ رعذ رطش٠مظ١ 

 

ػااُ  Socketعزااش حٌااـ  Serialization Objectوااـ  Serverاسعااخي حلإكااذحػ١خص اٌااٝ حٌااـ  -1

حٌّشىٍش فٟ ٘زٖ حٌطش٠ماش ٘اٟ  ٌىٓٚ  ،حعظمزخٌٙخ ٚطٕف١ز٘خ رظّش٠ش حلإكذحػ١خص حٌّغظمزٍش اٌٝ حٌذٚحي 

خ١٘ااه عاآ ؾء فااٟ ع١ٍّااش اسعااخي حلإكااذحػ١خص ك١ااغ ٠ّىاآ أْ ٠لااذع طااؤخ١ش اػٕااخء حلإسعااخي ٔحٌااز

 ... Control Objectحٌزٞ عظلخؿٗ فٟ ع١ٍّش اسعخي حٌـ  Bandwidthحٌـ

 

 Methodsحٌاااـ  Clientفاااٟ ع١ٍّاااش حٌاااظلىُ ك١اااغ ٠غاااظذعٟ حٌاااـ  Remotingحعاااظخذحَ حٌاااـ  -2

٠ّٚااشس  Server Sideعخٌـظٙااخ عٍااٝ حٌااـ ِٚاآ ػااُ ٚطـااشٜ ع١ٍّاش ِ Serverحٌّٛؿاٛدس عٍااٝ حٌااـ

 Serverحٌّٛؿاٛدس عٍاٝ حٌاـ Remote Methodsكذحػ١خص حٌخخطش رخٌظلىُ اٌٝ حٌـحلإ Clientحٌـ

ك١اغ ٠اظُ  ، Serverٚطعظزش ٘زٖ حٌطش٠مش ِٓ أعاش  حٌطاشق لإسعاخي ِعٍِٛاخص حٌاظلىُ اٌاٝ حٌاـ ،

ٚ طٕفز رعاذ رٌاه عٍاٝ  Clientٚوؤٔٙخ عٍٝ حٌـ Serverحٌّٛؿٛدس عٍٝ حٌـ  Methodsحعظذعخء حٌـ 

 . Server Sideحٌـ 

ٚحٌزٞ ع١لظٛٞ عٍٝ وً حٌذٚحي حٌخخطش راخٌظلىُ  Distributed Classٌٍٚزذء عٕمَٛ ربٔشخء حٌـ 

عٍاااٝ  Methodsٌٚىاااٟ ٠اااظُ طٕف١اااز واااً حٌاااـ System.MarshalByRefObjectٚعٕغاااظخذَ  ،

ٌٚىااٟ  Unsigned Variablesفااٟ حٌزذح٠ااش عاإعشف ِـّٛعااش ِاآ حٌااـ  ، Server Sideحٌااـ

 Hexٔغظخذِٙخ لاكمخ ٌظّش٠ش ؽز١عش حٌع١ٍّش حٌظٟ ٔش٠ذ حٌظلىُ رٙخ ّٚٔشس ٌٙخ ِـّٛعش حٌما١ُ رخٌاـ 

Decimal ٚحٌظٟ طخض وً ع١ٍّش : 

 

C#: 

const uint MOUSEEVENTF_MOVE       = 0x0001; //mouse move  

const uint MOUSEEVENTF_LEFTDOWN  = 0x0002; // left button 

down  

const uint MOUSEEVENTF_LEFTUP     = 0x0004; // left button up  

const uint MOUSEEVENTF_RIGHTDOWN = 0x0008; // right button 

down  

const uint MOUSEEVENTF_RIGHTUP   = 0x0010; // right button up  

const uint MOUSEEVENTF_MIDDLEDOWN = 0x0020; // middle 

button down  

const uint MOUSEEVENTF_MIDDLEUP = 0x0040; // middle button 

up  

const uint MOUSEEVENTF_WHEEL  = 0x0800; // wheel button rolled  

const uint MOUSEEVENTF_ABSOLUTE   = 0x8000; // absolute move  

const uint KEYEVENTF_EXTENDEDKEY = 0x0001; 

const uint KEYEVENTF_KEYUP       = 0x0002; 

const uint INPUT_MOUSE    = 0; 

const uint INPUT_KEYBOARD = 1;  
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VB.NET: 

Const MOUSEEVENTF_MOVE As Integer = &H1    'mouse move 

Const MOUSEEVENTF_LEFTDOWN As Integer = &H2    ' left button 

down 

Const MOUSEEVENTF_LEFTUP As Integer = &H4    ' left button up 

Const MOUSEEVENTF_RIGHTDOWN As Integer = &H8    ' right 

button down 

Const MOUSEEVENTF_RIGHTUP As Integer = &H10   ' right button 

up 

Const MOUSEEVENTF_MIDDLEDOWN As Integer= &H20 'middle 

button down 

Const MOUSEEVENTF_MIDDLEUP As Integer = &H40   ' middle 

button up 

Const MOUSEEVENTF_WHEEL As Integer = &H800  ' wheel button 

rolled 

Const MOUSEEVENTF_ABSOLUTE As Integer = &H8000 ' absolute 

move 

Const KEYEVENTF_EXTENDEDKEY As Integer = &H1 

Const KEYEVENTF_KEYUP As Integer = &H2 

Const INPUT_MOUSE As Integer = 0 

Const INPUT_KEYBOARD As Integer = 1 

 

ِآ  Kay Press Valueلاعظخذحِٙخ فٟ ع١ٍّش ادخخي حٌـ  Structsػُ عٕعشف ِـّٛعش ِٓ حٌـ 

 Mouse Buttonsلإدخااخي  MOUSE_INPUTٚ٘ااٟ  Serverاٌااٝ حٌااـ  Clientلزااً حٌااـ 

Press Values ٚحٌااـKEYBD_INPUT  لإدخااخيKeyboard Button Press Value 

 ٚوّخ ٠ٍٟ: INPUT Structٚطغظذعٝ وً ِٕٙخ رخعظخذحَ حٌـ 

C#: 

struct MOUSE_INPUT 

{ 

public uint dx; 

public uint dy; 

public uint mouseData; 

public uint dwFlags; 

public uint time; 

public uint dwExtraInfo; 

} 

 

struct KEYBD_INPUT 

{ 

public ushort wVk; 

public ushort wScan; 

public uint   dwFlags; 

public uint   time; 

public uint   dwExtraInfo; 

} 
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[StructLayout(LayoutKind.Explicit)] 

struct INPUT 

{ 

[FieldOffset(0)] 

public uint type; 

// union 

[FieldOffset(4)] 

public MOUSE_INPUT mi; 

[FieldOffset(4)] 

public KEYBD_INPUT ki; 

} 

 

 VB.NET: 

Friend Structure MOUSE_INPUT 

    Public dx As System.UInt32 

    Public dy As System.UInt32 

    Public mouseData As System.UInt32 

    Public dwFlags As System.UInt32 

    Public time As System.UInt32 

    Public dwExtraInfo As System.UInt32 

End Structure 

 

Friend Structure KEYBD_INPUT 

    Public wVk As System.UInt16 

    Public wScan As System.UInt16 

    Public dwFlags As System.UInt32 

    Public time As System.UInt32 

    Public dwExtraInfo As System.UInt32 

End Structure 

 

<StructLayout(LayoutKind.Explicit)> _ 

Friend Structure INPUT 

    <FieldOffset(0)> _ 

    Public type As System.UInt32 

 

    ' union 

    <FieldOffset(4)> _ 

    Public mi As MOUSE_INPUT 

 

    <FieldOffset(4)> _ 

    Public ki As KEYBD_INPUT 

End Structure 

 

 ظخ١ٌش ٌظٕف١ز ع١ٍّش حٌظلىُ عٓ رعذ:حٌ Methodsٚعٛف ٔغظخذَ حٌـ  

ك١ااغ ٠ااظُ ٚػااع ِئشااش  Mouseٌٍااـ  Yٚحٌااـ  Xٚطؤخااز اكااذحػ١خص حٌااـ  SetCursorPos ذحٌااشحٌ -

ك١اغ عظغاظخذَ ٌظلش٠اه ِئشاش حٌاـ  ، Clientرٕخء عٍٝ حلإكاذحػ١خص حٌّشعاٍش ِآ حٌاـ  Mouseحٌـ

Mouse  فٟ حٌـServer . 
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١ظشحص حلأٚي عاذد حلإدخاخلاص فاٟ واً ع١ٍّاش ٚ ٚعٕشعً ف١ٙخ ػلاػاش راخسِٚ SendInput ذحٌشحٌ -

Reference Value  ٌٍع١ٍّاش حٌّذخٍاش ِاؼلا فاٟ كخٌاش حٌاـKeyboard فبٔٙاخ طؤخاز حٌاـVirtual 

Kay Code  ٌٍااـButton ٗٚلاعااظخذحَ حٌااـ  ،حٌاازٞ طااُ حٌؼااغؾ ع١ٍاا SendInput Method 

 SendKeystroke Methodٚحٌاـ PressOrReleaseMouseButton Method عٕٕشات 

 Input Structِآ حٌاـ Instanceك١اغ عإعشف ٚعإّشس ٌىاً ِٕٙاخ ِـّٛعاش ِآ حٌّظغ١اشحص 

أٚ  Mouseعااٛحء ِاآ حٌااـ  Input Typeٚحٌاازٞ عشفٕااخٖ فااٟ رذح٠ااش حٌزشٔااخِؾ ٚعاإّشس ٌااٗ حٌااـ 

عاٛحء  Kay Buttonّٔاشس ٌاٗ اكاذحػ١خص حٌّئشاش ٚحٌاـ Mouseفبرح وخْ ِٓ حٌاـ  Keyboardحٌـ

Left  ٚأRight ، حٌّذخً ِٓ حٌـ أِخ ارح وخ ْKeyboard فغّٕشس ٌٗ حٌاـ VirtualKeyCode 

  حٌزٞ طُ حٌؼغؾ ع١ٍٗ ...     Buttonحٌخخص رخٌـ 

 

C#: 

[DllImport("user32.dll")] 

private static extern uint SendInput( 

uint nInputs,     // count of input events 

ref INPUT input, 

int cbSize        // size of structure 

); 

 

public void PressOrReleaseMouseButton(bool Press, bool Left, int X, 

int Y) 

{ 

INPUT input = new INPUT(); 

 

input.type           = INPUT_MOUSE; 

input.mi.dx          = (uint) X; 

input.mi.dy          = (uint) Y; 

input.mi.mouseData   = 0; 

input.mi.dwFlags     = 0; 

input.mi.time        = 0; 

input.mi.dwExtraInfo = 0; 

 

if (Left) 

  { 

input.mi.dwFlags = Press ? MOUSEEVENTF_LEFTDOWN : 

MOUSEEVENTF_LEFTUP; 

  } 

else 

 { 

input.mi.dwFlags = Press ? MOUSEEVENTF_RIGHTDOWN : 

MOUSEEVENTF_RIGHTUP; 

 } 

 

SendInput(1, ref input, Marshal.SizeOf(input)); 

 } 

 

[DllImport("user32.dll")] 

private static extern void SetCursorPos(int x, int y); 
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public void MoveMouse(int x, int y) 

{SetCursorPos(x, y);} 

 

public void SendKeystroke(byte VirtualKeyCode, byte ScanCode, bool 

KeyDown, bool ExtendedKey) 

 { 

INPUT input = new INPUT(); 

 

input.type           = INPUT_KEYBOARD; 

input.ki.wVk         = VirtualKeyCode; 

input.ki.wScan       = ScanCode; 

input.ki.dwExtraInfo = 0; 

input.ki.time        = 0; 

 

if (!KeyDown) 

 { 

input.ki.dwFlags |= KEYEVENTF_KEYUP; 

 } 

 

if (ExtendedKey) 

 { 

 input.ki.dwFlags |= KEYEVENTF_EXTENDEDKEY; 

 } 

 

SendInput(1, ref input, Marshal.SizeOf(input)); 

 } 

 

VB.NET: 

<DllImport("user32.dll")> _ 

Private Shared Function SendInput(ByVal nInputs As System.UInt32, 

ByRef input As Input, ByVal cbSize As Integer) As System.UInt32 

End Function 

 

Public Sub PressOrReleaseMouseButton(ByVal Press As Boolean, 

ByVal Left As Boolean, ByVal X As Integer, ByVal Y As Integer) 

    Dim input As Input = New Input 

 

    input.type = INPUT_MOUSE 

    input.mi.dx = System.Convert.ToUInt32(X) 

    input.mi.dy = System.Convert.ToUInt32(Y) 

    input.mi.mouseData = 0 

    input.mi.dwFlags = 0 

    input.mi.time = 0 

    input.mi.dwExtraInfo = 0 

 

    If Left Then 

        If Press Then 
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            input.mi.dwFlags = MOUSEEVENTF_LEFTDOWN 

        Else 

            input.mi.dwFlags = MOUSEEVENTF_LEFTUP 

        End If 

    Else 

        If Press Then 

            input.mi.dwFlags = MOUSEEVENTF_RIGHTDOWN 

        Else 

            input.mi.dwFlags = MOUSEEVENTF_RIGHTUP 

        End If 

    End If 

 

    SendInput(1, input, Marshal.SizeOf(input)) 

End Sub 

 

<DllImport("user32.dll")> _ 

Private Shared Sub SetCursorPos(ByVal x As Integer, ByVal y As 

Integer) 

End Sub 

 

Public Sub MoveMouse(ByVal x As Integer, ByVal y As Integer) 

    SetCursorPos(x, y) 

End Sub 

 

Public Sub SendKeystroke(ByVal VirtualKeyCode As Byte, ByVal 

ScanCode As Byte, ByVal KeyDown As Boolean, ByVal ExtendedKey 

As Boolean) 

    Dim input As Input = New Input 

 

    input.type = INPUT_KEYBOARD 

    input.ki.wVk = VirtualKeyCode 

    input.ki.wScan = ScanCode 

    input.ki.dwExtraInfo = 0 

    input.ki.time = 0 

 

    If (Not KeyDown) Then 

        input.ki.dwFlags = input.ki.dwFlags Or KEYEVENTF_KEYUP 

    End If 

 

    If ExtendedKey Then 

        input.ki.dwFlags = input.ki.dwFlags Or 

KEYEVENTF_EXTENDEDKEY 

    End If 

 

    SendInput(1, input, Marshal.SizeOf(input)) 

End Sub 
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فغٕغاظخذَ ٔفاظ  Serverٌظٛسس عطق حٌّىظذ حٌخخص رخٌاـ  Bitmapٚأِخ ف١ّخ ٠ظعٍك رـٍذ حٌـ 

ٚح٢ْ عإمَٛ رظظا١ُّ شخشاخص حٌزشٔاخِؾ ٚعإلٛي  ،حٌخطٛحص حٌظاٟ عشفٕخ٘اخ فاٟ حٌّؼاخي حٌغاخرك 

ٚع١ٛػاع رـخٔاذ  Referenceواـ  Clientك١اغ عا١شفك رخٌاـ  Dllحٌغاخرك اٌاٝ ٍِاف  Classحٌـ

 :   Serverحٌٍّف حٌظٕف١زٞ حٌخخص رطشف حٌـ

 

 : Serverأٚلا اٌـ 

ٚحٌازٞ عا١مَٛ  Remoting Registration Channelعٍاٝ حٌاـ  Serverعا١لظٛٞ رشٔاخِؾ حٌاـ

أشخثٗ ك١غ ع١ّىٕٕخ ِآ حلاطظاخي  ٚحٌزٞ طُ Control Classرظعش٠ف لٕخس حلاطظخي ٚطٛص٠ع حٌـ 

 ِلذد ٠ٚظُ رٌه وّخ ٠ٍٟ: Portعزش  Remote Classِع حٌـ 

     

C#: 

TcpChannel chan = new TcpChannel(6600); 

ChannelServices.RegisterChannel(chan); 

RemotingConfiguration.RegisterWellKnownServiceType(Type.GetTyp

e("ScreenCapture, ScreenCapture"), 

"MyCaptureScreenServer",WellKnownObjectMode.Singleton); 

 

VB.NET 

Dim chan As TcpChannel = New TcpChannel(6600) 

ChannelServices.RegisterChannel(chan) 

RemotingConfiguration.RegisterWellKnownServiceType(Type.GetTyp

e("ScreenCapture, ScreenCapture"), 

"MyCaptureScreenServer",WellKnownObjectMode.Singleton) 

 

 : Clientصب١ٔب اٌـ 

عإمَٛ ِآ خلاٌاٗ  ٌىآحٌزشٔاخِؾ حٌازٞ لّٕاخ ربٔشاخثٗ فاٟ حٌّؼاخي حٌغاخرك  ٠Clientشزٗ رشٔاخِؾ حٌاـ 

حٌخااااخص  Virtual Kay Codeٚ حٌااااـ  Mouseرظّش٠ااااش لاااا١ُ حلإكااااذحػ١خص حٌخخطااااش رخٌااااـ 

 ٍزذء لُ ربٔشخء ِششٚ  ؿذ٠ذ ٚوّخ فٟ حٌشىً حٌظخٌٟ:  ٌٚ ، Keyboard Buttonsرخٌـ
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 حٌظخ١ٌش: Namespacesعٕلظخؽ اٌٝ حعظخذحَ حٌـ 

System.Runtime.Remoting 

System.Runtime.Remoting.Channels 

System.Runtime.Remoting.Channels.Tcp 

System.IO 

System.Runtime.InteropServices 

System.Threading 

 

 فٟ حٌزشٔخِؾ: Global Declarationه لُ ربػخفش حٌظعخس٠ف حٌظخ١ٌش اٌٝ ِٕطمش حٌـ رعذ رٌ

C#: 

string URI; 

ScreenCapture obj; 

TcpChannel chan; 

bool connected = false; 

 

VB.NET: 

Dim URI As String 

Dim obj As ScreenCapture 

Dim chan As TcpChannel 

Dim connected As Boolean = False 

 

ٌـٍاذ  user32.dllٚحٌظاٟ عٕغاظذع١ٙخ ِآ حٌاـ  MapVirtualKey Method ٚعٛف ٔغظخذَ 

حٌاازٞ عاا١ظُ حٌؼااغؾ ع١ٍااٗ ك١ااغ عٕغااظخذِٗ  Buttonحٌخااخص رخٌااـ  Virtual Kay Codeحٌااـ 

 Controlأٚ حٌاـ  Shiftٌّعشفش أصسحس حٌظلىُ حٌظٟ طُ حٌؼغؾ ع١ٍٙخ اػٕخء وظخراش حلأكاشف ِؼاً حٌاـ

 أٚ غ١شٖ:

 

C#: 

[DllImport("")] 

private static extern uint MapVirtualKey( 

uint uCode,     // virtual-key code or scan code 

uint uMapType   // translation to perform 

); 

 

VB.NET: 

<DllImport("user32.dll")> _ 

Private Shared Function MapVirtualKey(ByVal uCode As 

System.UInt32, ByVal uMapType As System.UInt32) As 

System.UInt32 

End Function 

 

 ؿذ٠ذس ٚوّخ ٠ٍٟ:  Start Methodػُ عٕمَٛ رىظخرش حٌىٛد حٌخخص رظعش٠ف لٕخس حلاطظخي فٟ 
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C#: 

void start() 

{ 

try 

{ 

 

URI = "Tcp://"+textBox1.Text+":6600/MyCaptureScreenServer"; 

chan = new TcpChannel(); 

ChannelServices.RegisterChannel(chan); 

obj = (ScreenCapture)Activator.GetObject(typeof(ScreenCapture), 

URI); 

   

connected = true; 

timer1.Enabled = true; 

textBox1.ReadOnly = true; 

 

this.FormBorderStyle = FormBorderStyle.None;// Full Size Mode 

this.WindowState = FormWindowState.Maximized; 

textBox1.Visible = false; 

menuItem5.Enabled = true; 

} 

catch (Exception){stop();}; 

} 

 

VB.NET: 

Private Sub start() 

    Try 

       URI = "Tcp://" & textBox1.Text & 

":6600/MyCaptureScreenServer" 

       chan = New TcpChannel 

       ChannelServices.RegisterChannel(chan) 

obj = CType(Activator.GetObject(GetType(ScreenCapture), URI), 

ScreenCapture) 

connected = True 

timer1.Enabled = True 

textBox1.ReadOnly = True 

Me.FormBorderStyle = FormBorderStyle.None ' Full Size Mode 

Me.WindowState = FormWindowState.Maximized 

textBox1.Visible = False 

menuItem5.Enabled = True 

End Try 

 

فااٟ كاا١ٓ عاإمَٛ  Start monitoringحٌغااخرمش عٕااذ صس حٌااـ  Start Methodٚعٕغااظذعٟ حٌااـ 

حٌاازٞ طااُ أشااخثٗ ٚ  Remote Objectأخااشٜ لإغاالاق حلاطظااخي ٚطااذ١ِش حٌااـ  Methodربٔشااخء 

 :Serverٞ ٠مَٛ رـٍذ طٛسس عطق حٌّىظذ حٌخخص رخٌـحٌز Timerلإ٠مخف حٌـ 
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C#: 

void stop() 

{ 

 try 

{ 

 timer1.Enabled = false; 

 textBox1.ReadOnly = false; 

 connected = false; 

 

 this.FormBorderStyle = FormBorderStyle.Sizable; // Normal 

Size Mode 

 this.WindowState = FormWindowState.Normal; 

 textBox1.Visible = true; 

 this.Width = 584; 

 this.Height = 440; 

 

ChannelServices.UnregisterChannel(chan);//to Un Register chan 

Channel  

} 

catch(Exception){} 

}  

 

VB.NET: 

Private Sub Stop() 

 Try 

timer1.Enabled = False 

textBox1.ReadOnly = False 

connected = False 

Me.FormBorderStyle = FormBorderStyle.Sizable ' Normal Size Mode 

Me.WindowState = FormWindowState.Normal 

textBox1.Visible = True 

Me.Width = 584 

Me.Height = 440 

ChannelServices.UnregisterChannel(chan) 'to Un Register chan Channel 

End Try 

 

وّاخ ٠ٍاٟ ك١اغ عٕؼاع ٘ازح  Remote Objectؿٍاذ طاٛسس عاطق حٌّىظاذ ِآ حٌاـ ٚطظُ ع١ٍّش 

 :Picture boxٌظىش٠ش ع١ٍّش حٌـٍذ ٚعشع حٌظٛسس عٍٝ  Timerحٌىٛد فٟ 

 

C#: 

try 

{ 

URI = "Tcp://"+textBox1.Text+":6600/MyCaptureScreenServer"; 

byte[] buffer = obj.GetDesktopBitmapBytes(); 

MemoryStream ms = new MemoryStream(buffer); 

pictureBox1.Image = Image.FromStream(ms);} 

 catch (Exception){stop();} 
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VB.NET 

Try 

URI = "Tcp://" & textBox1.Text & ":6600/MyCaptureScreenServer" 

Dim buffer As Byte() = obj.GetDesktopBitmapBytes() 

Dim ms As MemoryStream = New MemoryStream(buffer) 

pictureBox1.Image = Image.FromStream(ms) 

Catch e1 As Exception 

stop() 

End Try 

 

 MoveMouse Methodعٕمَٛ رخعاظذعخء حٌاـ  Serverاٌٝ حٌـ  Mouseٌٚظّش٠ش اكذحػ١خص حٌـ 

 Mouse Move Eventحٌغااخرك ٠ٚٛػااع فااٟ  remote Classٚحٌظااٟ عشفٕخ٘ااخ فااٟ حٌااـ 

 ٚوّخ ٠ٍٟ: Picture boxٌٍـ

 

 
 

C#: 

private void pictureBox1_MouseMove(object sender, 

System.Windows.Forms.MouseEventArgs e) 

{ 

if (connected == true) {obj.MoveMouse(e.X, e.Y);} 

} 

 

VB.NET: 

Private Sub pictureBox1_MouseMove(ByVal sender As Object, ByVal 

e As System.Windows.Forms.MouseEventArgs) 

    If connected = True Then 

        obj.MoveMouse(e.X, e.Y) 

    End If 

End Sub 

 PressOrReleaseMouseButton اٌااٝ حٌااـ Mouse Button Eventٚعاإّشس حٌااـ 

Method رخعاااظذعخثٙخ ِااآ حٌاااـMouse up  ٚحٌاااـMouse Down Events  ٖٚطؤخاااز ٘اااز



~ 271 ~ 
 

٘اٛ  Eventفابرح واخْ حٌاـ  Falseأٚ  Trueظشحص حلأٚي ٠ّشس ٌٗ ل١ّاش أسرعش رخس١ِٚ Methodحٌـ

Mouse Down  عٕذ٘خ ٠ـذ أْ طىْٛ ل١ّظٙخTrue ٚحٌعىظ فٟ كخٌش حٌـMouse up Event 

 Rightأٚ  Leftعاٛحء  Mouseحٌزٞ طُ حٌؼغؾ ع١ٍٗ رخٌـ  ٠ٚButtonؤخز حٌزخس١ِٚظش حٌؼخٟٔ حٌـ  

فابرح  MouseButtons.Leftِاع حٌاـ  e.Buttonـ ك١اغ طماخسْ حٌا Falseأٚ  ٠ٚTrueؤخز ل١ّاش 

 Leftحٌاازٞ طااُ حٌؼااغؾ ع١ٍااٗ ٘ااٛ  Mouse Buttonفاابْ رٌااه ٠ااذي عٍااٝ أْ حٌااـ  Trueوخٔااض 

 ٌٍّئشش: Yٚحٌـ  ٠ٚXؤخز حٌزخس١ِٚظش حٌؼخٌغ ٚحٌشحرع اكذحػ١خص حٌـ  Rightٚحٌعىظ فٟ كخٌش حٌـ 

 

C#: 

private void pictureBox1_MouseDown(object sender, 

System.Windows.Forms.MouseEventArgs e) 

 { 

if (connected == true) 

 { 

obj.PressOrReleaseMouseButton(true, e.Button == MouseButtons.Left, 

e.X, e.Y); 

 } 

} 

 

private void pictureBox1_MouseUp(object sender, 

System.Windows.Forms.MouseEventArgs e) 

 { 

if (connected == true) 

 { 

obj.PressOrReleaseMouseButton(false, e.Button == MouseButtons.Left, 

e.X, e.Y); 

 } 

} 

 

VB.NET: 

Private Sub pictureBox1_MouseDown(ByVal sender As Object, ByVal 

e As System.Windows.Forms.MouseEventArgs) 

    If connected = True Then 

        obj.PressOrReleaseMouseButton(True, e.Button = 

MouseButtons.Left, e.X, e.Y) 

    End If 

End Sub 

Private Sub pictureBox1_MouseUp(ByVal sender As Object, ByVal e 

As System.Windows.Forms.MouseEventArgs) 

    If connected = True Then 

        obj.PressOrReleaseMouseButton(False, e.Button = 

MouseButtons.Left, e.X, e.Y) 

    End If 

End Sub 

 

حٌااازٞ طاااُ حٌؼاااغؾ ع١ٍاااٗ  Keyboardحٌخاااخص رخٌاااـ  Buttonsٌٍاااـ  Kay Codeٌٚظّش٠اااش حٌاااـ 

 ٚوّخ ٠ٍٟ: Formحٌخخطش رخٌـ  Kay upٚحٌـ Kay Downعٕغظخذَ حلأكذحع 
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C#: 

private void Form1_KeyDown(object sender, 

System.Windows.Forms.KeyEventArgs e) 

{ 

if (connected == true) 

{ 

 e.Handled = true; 

obj.SendKeystroke((byte) e.KeyCode, (byte) MapVirtualKey((uint) 

e.KeyCode, 0), true, false); 

} 

} 

 

private void Form1_KeyUp(object sender, 

System.Windows.Forms.KeyEventArgs e) 

{ 

if (connected == true) 

 { 

e.Handled = true; 

obj.SendKeystroke((byte) e.KeyCode, (byte) MapVirtualKey((uint) 

e.KeyCode, 0), false, false); 

 } 

} 

 

VB.NET: 

Private Sub Form1_KeyDown(ByVal sender As Object, ByVal e As 

System.Windows.Forms.KeyEventArgs) 

    If connected = True Then 

        e.Handled = True 

        obj.SendKeystroke(CByte(e.KeyCode), 

CByte(MapVirtualKey(System.Convert.ToUInt32(e.KeyCode), 0)), 

True, False) 
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    End If 

End Sub 

 

Private Sub Form1_KeyUp(ByVal sender As Object, ByVal e As 

System.Windows.Forms.KeyEventArgs) 

    If connected = True Then 

        e.Handled = True 

        obj.SendKeystroke(CByte(e.KeyCode), 

CByte(MapVirtualKey(System.Convert.ToUInt32(e.KeyCode), 0)), 

False, False) 

    End If 

End Sub 

 

ٚرعذ رٌه ِشسٔاخ حٌاـ e.Handled = True رخعظخذحَ حٌـ Buttonsلّٕخ رخٌزذح٠ش رب٠مخف فخع١ٍش حٌـ 

Kay code  حٌاازٞ عاا١ظُ حٌؼااغؾ ع١ٍااٗ اٌااٝ حٌااـ SendKeystroke Method ٖٚطؤخااز ٘ااز

 Virtual Kayٌٍاـ  Byteحلأٚي ٠ٚؤخاز حٌاـ  ،رعش رخس١ِٚظشحص عٍاٝ حٌٕلاٛ حٌظاخٌٟأس Methodحٌـ

code  حٌزٞ طُ حٌؼغؾ ع١ٍٗ ٠ٚؤخز حٌؼاخٟٔ حٌاـScan Code ٌحٌاـ لخٌاشKeys  عاٛحءShift Kay 

أٚ غ١ااشٖ ِاآ أصسحس حٌااظلىُ  Caps look Modeأٚ ارح وٕااض طلااض حٌااـ  Control Kayأٚ 

حٌشحؿاع  ٠ٚunassigned Integer Codeظُ رٌاه رعاذ طّش٠اش لا١ُ حٌاـ  Keyboardحٌخخطش رخٌـ 

 حٌظٟ عشفٕخ٘خ فٟ رذح٠ش حٌزشٔخِؾ ... MapVirtualKeyاٌٝ حٌـ  e.KayCodeِٓ حٌـ

 

فاٟ  KayDown  ٚFalseفاٟ كخٌاش واخْ حٌلاذع ٘اٛ  Trueزاخس١ِٚظش حٌؼخٌاغ ف١ؤخاز ل١ّاش أِخ حٌ

ك١اااغ ٌااآ طغاااظخذَ  ٠ٚfalseؤخاااز حٌزاااخس١ِٚظش حٌشحراااع ل١ّاااش   KayUpكخٌاااش واااخْ حٌلاااذع ٘اااٛ 

 أٞ حٌؼغؾ حٌّطٛي...      Extended Keysحٌـ

 

عتتزخذاَ ٚؽتتشق ا Remotingٚ٘ىتتزا ث١ٕتتب و١ف١تتخ ثٕتتبء ٔظتتبَ ٌتتزذىُ ػتتٓ ثؼتتذ ثبعتتزخذاَ اٌتتـ 

عتتٕزذذس فتتٟ  ,فتتٟ اٌتتذٚد ١ٔتتذ ٚؽتتشق ثٕتتبء ٚرظتت١ُّ الأٔظّتتخ اٌّٛصػتتخ Serializationاٌتتـ

 Mailٌمشاءح اٌـ  POP3ٚاٌـ  Emil’sلإسعبي  SMTPاٌفظً اٌزبٌٟ ػٓ ؽشق اعزخذاَ اٌـ 

Box فٟ اٌذٚد ١ٔذ... 



~ 273 ~ 
 

 

Chapter 16 

SMTP & POP3 Programming 

 

- SMTP Protocol 

1. SMTP Concept 

2. Using SMTP in Dot Net  

3. Advanced SMTP Programming  

 

- POP3 Protocol 

1. POP3 Concept 

2. Using POP3 in Dot Net 
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61 :SMTP & POP3 Programming : 

ٚحٌّغجٛي عآ اسعاخي حٌشعاخثً عزاش حٌزش٠اذ  SMTPحٌـفٟ ٘زح حٌـضء عٓ رشِـش عٛف ٔظلذع 

ٌشعاخٌش  Download حٌاـ ٚحٌّغاجٛي عآ ع١ٍّاش POP3ـحٌاٚ  Mail Serverاٌٝ حٌاـ حلإٌىظشٟٚٔ

 .اٌٝ ؿٙخص حٌضرْٛ ..  Mail  Serverحٌـِٓ 

 

  Simple Mail Transfer Protocol Programming –SMTPأٚلا: 

٠مَٛ رظـضثاش ع١ٍّاخص  اسعاخي ٚ حعاظمزخي حٌزش٠اذ حلإٌىظشٚٔاٟ  Mail Serverحٌـِٓ حٌّعشٚف أْ 

 وّخ فٟ حٌشىً حٌظخٌٟ :عزش حلإٔظشٔض اٌٝ ػلاػش أؿضحء ٟٚ٘ 

 
 

MTA – Message Transfer Agent  ٚحٌّغااجٛي عاآ حلإسعااخيOutgoing  ًٚحٌظٛطاا١

Incoming ًٌٍشعخث 

MDA- Message Delivery Agent  حٌاـٚ حٌّغاجٛي عآ ع١ٍّاخص filtering  ٓٚحٌظؤواذ ِا

   ٚطٛي حٌشعخٌش

MUA- Message User Agent  ٌشعااخٌش فااٟ ٚحٌّغااجٛي عاآ ع١ٍّااش لااشحءس ٚ طخااض٠ٓ ح

Database  ًٌااذٜ حٌّغااظمزClient  ٚطااظُ ٘اازٖ حٌع١ٍّااش رخعااظخذحَ رشٚطٛوااٛيPOP - Post 

Office Protocol : ٌٟحٔظش اٌٝ حٌشىً حٌظخ 

 

 
 

رشااىً أعخعااٟ فااٟ  SMTP Simple Mail Transfer Protocolحٌااـٚ ٠غااظخذَ رشطٛوااٛي 

 حٌشعخثً .  Incomingٚطٛط١ً  Outgoingأٞ ع١ٍّخص اسعخي  MTAحٌـ

 



~ 275 ~ 
 

حٌخاخص راه   Internet Providerحٌـِٓ  SMTPٌظطز١ك ٠ـذ أٚلا حٌظؤوذ ِٓ أٔه طٍّه كغخد 

حٌّٛؿاٛد  Outlook Expressحٌاـحٌخاخص راه ِآ خالاي رشٔاخِؾ  Accountحٌاـطغظط١ع طـشرش 

طغاظط١ع طـشراش حٌزشٔاخِؾ ِآ خالاي أشاخء  SMTPارح وٕض لا طٍّاه كغاخد  Windowsحٌـِع 

Virtual SMTP Server حٌاـ٠اك عآ ؽشIIS   : ٓٚرٌاه رظؼز١ظٙاخ ِاControl Panel >> 

Add/Remove Programs  ِٓ ًحٌـطؤوذ ِٓ طفع١ً وIIS ٚحٌـSMTP ٌٟوّخ فٟ حٌشىً حٌظخ: 

 

 
 

 وّخ فٟ حٌشىً حٌظخٌٟ :  IISحٌـِٓ  Serverـػُ اعذحد حٌ

 

 
 

 Namespaceِااااااآ خااااااالاي  SMTPحٌاااااااـطاااااااذعُ حٌاااااااذٚص ١ٔاااااااض حعاااااااظخذحَ رشٚطٛواااااااٛي  

System.Web.Mail   طلظٛٞ عٍٝ حٌىلاط ٚSmtpMail ٌذحٌاشٚحٌظٟ ِٓ خلاٌٙخ ٔغاظخذَ ح  

Sendـ ٚحٌظٟ طغاظخذَ لإسعاخي حٌشعاخٌش عزاش حٌاPort 25  ٛحٌاـٚ٘اPort  حٌّخظاض ٌزشٚطٛواٛي

SMTP  ٌذحٌشٚ طعظزش ح Send  "overloaded Method  ك١غ طؤخز عذس أشىخي ار ربِىخٔاه "
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ٚرشااااىً حفظشحػااااٟ  ٔغااااظخذَ  ،رااااخس١ِٚظشحص ٚحكااااذ اٌااااٝ أسرعااااش  رااااخس١ِٚظشحعااااظخذحِٙخ ِااااع  

 ظشحص حٌظخ١ٌش : ١ِخسٚحٌز

 

SmtpMail.Send(string from, string to, string subject, string body) 

 

حلأٚي ٠ٛػاااع ف١اااٗ عٕاااٛحْ حٌّشعاااً ٚحٌؼاااخٟٔ ٠ٛػاااع ف١اااٗ عٕاااٛحْ حٌّشعاااً ا١ٌاااٗ ٚ حٌزاااخس١ِٚظش 

 .    حٌؼخٌغ ٌعٕٛحْ حٌشعخٌش ٚحٌشحرع ٌٕض حٌشعخٌشحٌزخس١ِٚظش 

 

 وّخ فٟ حٌشىً حٌظخٌٟ: New Formٌٚعًّ رشٔخِؾ ٠مَٛ ربسعخي حٌزش٠ذ حلإٌىظشٟٚٔ لُ ربٔشخء 

 

 
 

لاُ رابدسحؽ  Mail.( ارح ٌاُ طظٙاش ٌاذ٠ه  ، Namespace System.Web.Mailػُ لاُ ربػاخفش 

Namespace System.Web  ٌٝحٌـاReferences : ٌٟػُ لُ رىظخرش حٌىٛد حٌظخ ( 

 

:#C 
using System.Web.Mail;  

 

VB.NET: 

imports System.Web.Mail;  

 

 ٚطظُ ع١ٍّش اسعخي حٌشعخٌش وّخ ٠ٍٟ:

:#C 
try 

{ 

string from = textBox1.Text; 

string to = textBox2.Text; 

string subject = textBox3.Text; 

string body = textBox4.Text; 

SmtpMail.SmtpServer = textBox5.Text; 

SmtpMail.Send(from, to, subject, body); 

} 
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   catch (Exception ex) 

 { MessageBox.Show(ex.Message); 

} 

 

VB.NET: 

Try  

Dim from As String = textBox1.Text 

 Dim to As String = textBox2.Text  

Dim subject As String = textBox3.Text 

Dim body As String = textBox4.Text 

 SmtpMail.SmtpServer = textBox5.Text  

 SmtpMail.Send(from, to, subject, body)  

Catch ex As Exception  

Msgbox(ex.Message)  

End Try 

 

 ِلادظخ ٘بِخ جذا :

وّااخ روااش فااٟ  IISحٌااـِاآ  SMTPحٌااـ٠ـااذ حٌظؤوااذ ِاآ طفع١ااً  ٌىاآ ،٘اازح حٌىااٛد ٠عّااً رشااىً ؿ١ااذ

 )SMTP Virtual Serverُ طعش٠فاٗ ِغازمخ فاٟ (ٚحٌازٞ طا SMTPخٌاـحٌخخص ر IP ٚحٌـحٌغخرك 

ٌااذ٠ه ٠ااذعُ  SMTP Serverحٌااـ٠ـااذ حٌظؤوااذ أ٠ؼااخ ِاآ  ، Textbox  SMTP Serverخٌااـر

 CDO2 - Microsoft Collaboration Data Objects Version 2 حعاظخذحَ حٌّىظزاش  

 ، ٠CDO2 Objectخزشن رؤٔٗ لا ٠غظط١ع حٌٛطٛي اٌاٝ  Exceptionٚالا عٛف طلظً عٍٝ 

ٚطعّاً رشاىً حفظشحػاٟ  Windows XP  ٚWindows 2000فاٟ حٌعاخدس ٠اظُ حعاظخذِٙخ ِاع 

أِاخ  Microsoft Exchange Server2003 أٚ ِع  SMTP Virtual Serverحٌـعٕذ طؼز١ض 

 Exceptionحٌااـفغااٛف طلظااً عٍااٝ   5.5أٚ   Exchange Version 5 ارح وٕااض طغااظخذَ 

 حٌغخرك حٌزوش . 
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 Advanced Programming SMTPاٌجضء الأوضش رمذَ: 

 

، ٚفااٟ  CDO2رخعااظخذحَ  SMTP حٌااـ ٠عظزااش حٌّؼااخي حٌغااخرك ِؼااخي رغاا١ؾ لإسعااخي سعااخثً عزااش

رخلإػاخفش  HTML Formatحٌاـ٠اظُ حعاظخذحَ  Outlookحٌاـحٌعخدس عٕذ أشخء رشحِؾ ِؼً رشٔخِؾ 

ٌىظشٚٔاٟ الا اِىخ١ٔش اسعخي ٍِلماخص ٚؽزعاخ ٠عط١اه عاذس خ١اخسحص لإسعاخي  ٚ حعاظمزخي حٌزش٠اذ حلإ

 ...  POP3حٌـأٚ  HTTPحٌـً٘ رخعظخذحَ 

 

 SMTPحٌاـعٛف ٔمَٛ ربٔشخء رشٔخِؾ رغ١ؾ ٠مَٛ ربسعخي ٚحعاظمزخي حٌزش٠اذ حلإٌىظشٚٔاٟ رخعاظخذحَ 

 أٚ أْ طماَٛ رظؼز١اض POP3ف١ـذ أْ ٠ظٛفش ٌاذ٠ه كغاخد  POP3حٌـرٕغزش لاعظخذحَ  POP3 حٌـٚ

 Microsoft  أْ طغااظخذَ أٚ Windows Serverٚحٌظااٟ طااؤطٟ ِااع  POP3 Serviceحٌااـ

Exchange Server  َحٌاـعٍاٝ ؿٙاخصن ٚاعاذحدٖ رل١اغ ٠غاظخذPOP3  ار عٕاذ٘خ عاٛف طلظاخؽ

رخلإػاخفش اٌااٝ  Windows  Serverِؼزاض عٍااٝ حٌـٙاخص ٚ  Domain Controllerٌٛؿاٛد 

 ع١ٍٗ. Active Directoryـطؼز١ض حٌ

 

 Namespace لاااذِض حٌاااذٚص ١ٔاااض دعاااُ ِّظاااخص لاعاااظخذحَ ٘ااازٖ حٌخاااٛحص ٚرٌاااه ِااآ خااالاي

System.Web.Mail  ٚرخعااظخذحَ حٌىاالاطMailMessage   ُحٌااـٌااذعHTML Format  ٚ

 POP3حٌاـٌزشِـش  ٌىٌٓذعُ اِىخ١ٔش اسعخي ٍِلمخص ِع حٌشعخٌش ٚ MailAttachmentحٌىلاط 

 ٠Namespace System.Net.Socket  ٚSystem.Net  ٚSystem.IOٍااااااااضَ حعااااااااظخذحَ 

ٌٍم١اخَ رع١ٍّاش طفلاض ٚؿاٛد سعاخثً ؿذ٠اذس ٚفاٟ  Serverـخخص ِع حٌ Sessionك١غ ٠ظُ عًّ 

كغااذ حٌلخؿااش ٚعٕااذ حٌؼااغؾ عٍااٝ  Treelistأٚ  List Boxكخٌااش ٚؿٛد٘ااخ ٠مااَٛ رظعزجظٙااخ فااٟ 

 Advancedٌٚعّاً  Mail Serverحٌاـٌشعخٌش ِٓ  Downloadرعًّ  Clientحٌـاكذح٘خ ٠مَٛ 

SMTP eMail Sender  لُ  رؤخزObject  حٌىلاط ِٓMailMessage  ّخ ٠ٍٟ :و 

 

:#C 
using System.Web.Mail;  

 

try 

{ 

 MailMessage mm = new MailMessage(); 

   mm.From = textBox1.Text; 

      mm.To = textBox2.Text; 

  // mm.Cc =  

  // mm.Bcc =  

   mm.Subject = textBox3.Text; 

   mm.Headers.Add("Reply-To", "fadi822000@yahoo.com");  

   mm.Headers.Add("Comments", "This is a test HTML message"); 

   mm.Priority = MailPriority.High;  

   mm.BodyFormat = MailFormat.Html;  

   mm.Body = "<html><body><h1>" + textBox4.Text + 

"</h1></html>"; 

   SmtpMail.Send(mm); 

} 

catch (Exception ex) {MessageBox.Show(ex.Message);} 

 

VB.NET: 

imports System.Web.Mail;  
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Try  

Dim mm As MailMessage = New MailMessage 

 mm.From = textBox1.Text  

 mm.To = textBox2.Text  

 mm.Subject = textBox3.Text  

 mm.Headers.Add("Reply-To", "fadi822000@yahoo.com")  

 mm.Headers.Add("Comments", "This is a test HTML message")  

 mm.Priority = MailPriority.High  

 mm.BodyFormat = MailFormat.Html  

 mm.Body = "<html><body><h1>" + textBox4.Text + "</h1></html>"  

 SmtpMail.Send(mm)  

Catch ex As Exception  

Msgbox(ex.Message)  

End Try 

 

ٚ٘زح ٠ّىٕه ِآ ٚػاع أٞ ٌاْٛ أٚ كـاُ أٚ أٞ   HTMLحٌـعخٌش ٠غظخذَ وٛد لاكع أْ ؿغُ حٌش

ٌٚـعااً حٌزشٔااخِؾ لااخدس عٍااٝ اسعااخي ٍِلمااخص ٠ـااذ  ، HTMLحٌااـشااٟء ٠ّىاآ عٍّااٗ رخعااظخذحَ 

 ٚادسحؽ حعُ حٌٍّف ف١ٗ ٚوّخ ٠ٍٟ رخٌىٛد : MailAttachmentحعظخذحَ حٌىلاط 

 

:#C 
MailAttachment myattach =  

new MailAttachment("Your_Attached_File_path.extension", 

MailEncoding.Base64); 

 

VB.NET: 

Dim myattach As MailAttachment = New 

MailAttachment("Your_Attached_File_path.extension", 

MailEncoding.Base64) 

 

طعظّاذ  ٚغ١ش٘اخ   Designرشىً وخًِ ، ؽزعخ ع١ٍّاش حي SMTPٚ٘ىزح  لذ حٔظ١ٕٙخ ِٓ رشٔخِؾ حٌـ

 عٍٝ كغذ رٚق ٚروخء ٚخزشس حٌّزشِؾ.
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 Post Office Protocol Version 3 Programming  -POP3: صب١ٔب 

 MUA - Mailحٌاـٚحٌازٞ ٠عّاً فاٟ ؿاضء  POP3حٌاـوّاخ طلاذػٕخ عاخرمخ فابْ ٚظ١فاش رشطٛواٛي 

User Agent  ٍٝعPort 112  حٌـػّٓ رشطٛوٛيTCP   طىّٓ فاٟ وٛٔاٗ حٌّغاجٛي عآ ع١ٍّاش

 Mail  Serverحٌاـٌٙاخ ِآ  Downloadِٓ خلاي عّاً   Clientشعخٌش اٌٝ حٌضرْٛ طٛط١ً حٌ

أٔظااش اٌااٝ  Clientحٌااـٚحٌّٛؿااٛد أعخعااخ فااٟ ؿٙااخص  Mail Folderحٌااـك١اغ طلفااع حٌشعااخثً فااٟ 

 حٌشىً حٌظخٌٟ:

 

 
 

فّآ  Interactive Mail Access Protocol – IMAPرشطٛواٛي  POP3 ـِٚآ حٌزاذحثً ٌٍا

ٌٚا١ظ  Mail serverحٌاـفاٟ   ٌىآخخطش رٗ ٚ  Mail  Folderخذَ أشخء خلاٌٗ ٠غظط١ع  حٌّغظ

ٚعا١جخطٗ رإفظ حٌٛلاض ار أْ لاشحءس حٌشعاخٌش  IMAPحٌـفٟ ؿٙخص حٌضرْٛ  ٚطعظزش ٘زٖ ِٓ ١ِضحص 

حٌّشاىٍش ف١اٗ  ٌىآٚ Clientك١غ طغظط١ع لشحءطٙخ ِٓ أوؼش ِٓ  Serverحٌـطظُ ِزخششس ِٓ خلاي 

ار   Mail Folderحٌاـرلـاُ  Mail Server Administrator٘اٟ طلىاُ ِاذ٠ش خاخدَ حٌشعاخثً 

 طىْٛ فٟ حٌعخدس ععظٙخ ِلذٚدس  أٔظش اٌٝ حٌشىً حٌظخٌٟ : 

 

 
٠ٚااااظُ لشحءطااااٗ رعااااذ حٌظلمااااك  ٠Mail Serverمااااع ػاااآّ  Mail Folderحٌااااـلاكااااع أْ 

Authentication  وّااخ لٍٕااخ فاابْ ِشااىٍظٗ طىّاآ فااٟ  ٌىاآِاآ حعااُ حٌّغااظخذَ ٚوٍّااش حٌّااشٚس

وٛٔااٗ غ١ااش  POP3حٌااـٌاازح ٠ٕظااق ٌشااشوخص حٌىز١ااشس حعااظخذحَ  Mail Folderحٌااـش ِلذٚد٠ااش عااع

 Mail Server ـٚلا دخاااً ٌااا Clientحٌاااـِلاااذٚد حٌغاااعش فخٌااازٞ ٠اااظلىُ فاااٟ حٌغاااعش ٘اااٛ 

Administrator .رٙخ 
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ٌع١ٍّااش لااشحءس حٌشعااخثً عااٛف ٔزااذأ رزشِـظااٗ ار ٠ٍااضَ حلأِااش  POP3حٌااـٚرّااخ إٔٔااخ لشسٔااخ حعظّااخد 

ك١ااغ ٠ااظُ  Namespace System.Net.Socket  ٚSystem.Net  ٚSystem.IOحعااظخذحَ 

ٌٍم١اخَ رع١ٍّاش طفلاض ٚؿاٛد سعاخثً  Socketحٌاـرخعظخذحَ  Serverـخخص ِع حٌ Sessionعًّ 

خااخص كغااذ   Treelistأٚ  List Boxؿذ٠ااذس ٚفااٟ كخٌااش ٚؿٛد٘ااخ ٠مااَٛ رظعزجااش عٕخ٠ٕٚٙااخ فااٟ 

 Mailحٌاـٌشعاخٌش ِآ  Downloadرعّاً  Clientحٌاـحٌلخؿاش ٚعٕاذ حٌؼاغؾ عٍاٝ اكاذح٘خ ٠ماَٛ 

Server  ٌٝحٌـاMail Folder  ٟػُ عشػٙخ فTextbox. 

 ؿذ٠ذ وّخ ٠ظٙش فٟ حٌشىً حٌظخٌٟ : New Formٌٚظطز١ك لُ ربٔشخء 

 

 
 

 حٌظخ١ٌش : Namespacesػُ لُ ربػخفش 

 

:#C 
using System.Net; 

using System.Net.Socket; 

using System.IO; 

 

VB.NET: 

imports System.Net 

imports System.Net.Socket 

imports System.IO 

 

رخعظخذحَ  Serverـِع حٌ Sessionلإٔشخء  Streamحٌـٚ Socketحٌـلاكع حٔٗ ٠ظُ حٌظعخًِ ِع 

 ٠ٚStream Socketغظخذَ حٌـ ، POP3 Serverحٌـٚلشحءس حٌشعخٌش ِٓ  TCPحٌـرشطٛوٛي 

 ٟٚ٘: Serverاٌٝ حٌـ Commandsحٌغخرك ٌظّش٠ش حٌـ 
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 Passwordٚحٌـ  User Nameحٌـ  ادخخي

لإؿشحء ع١ٍّخص حٌظلمك حٌـ 

Authentication 

USER  (USER USER_NAME) 

PASS (PASS PASSWORD) 

 POP3ٚطغظخذَ ٌـٍذ حٌشعخٌش ِٓ حٌـ 

 ... Byte Arrayٚطشؿع وـ 

RETR  (RETR Message_Number) 

ٌّعشفش ٚؿٛد سعخثً ؿذ٠ذس ٚعذد حٌشعخثً 

 inboxـ حٌـذ٠ذس فٟ حٌ

STAT  

  POP3 Server QUITِع حٌـ  Sessionاغلاق حٌـ 

 

فاٟ ِٕطماش  –ػُ لُ ربػخفش حٌظعخس٠ف حٌظخ١ٌش فٟ رذح٠ش حٌزشٔخِؾ (أٞ رعذ طعش٠ف حٌىلاط حٌشث١غاٟ 

 ) : Global Declarationحٌـ

 

:#C 
public TcpClient Server;// ِٓ رشطٛوٛي حٌظٟ عٟ رٟ ٚرٌه رٙذف أشخء وخثٓ حشظمخق 

ٌـٍغش ح  

public NetworkStream NetStrm;// َعٛف ٔغظخذِٗ لإسعخي ِعٍِٛخص حٌّغظخذ 

public StreamReader  RdStrm; //  3ٌمشحءس حٌّعٍِٛخص حٌٛحسدس ِٓ حٌزٛد  

public string Data; //لاعظخذحِٙخ فٟ طّش٠ش حلأٚحِش اٌٝ حٌغ١شفش 

public byte[] szData; // ِ 3ٓ حٌزٛد ٌظخض٠ٓ حٌز١خٔخص حٌٛحسدس  

public string CRLF = "\r\n";//   ..لاعظخذحِٙخ فٟ حٌزشٔخِؾ ٌعًّ عطش ؿذ٠ذ  

 

VB.NET: 

Public Server As TcpClient 

Public NetStrm As NetworkStream 

Public RdStrm As StreamReader 

Public Data As String 

Public szData As Byte() 

Public CRLF As String = "" & Microsoft.VisualBasic.Chr(13) & "" & 

Microsoft.VisualBasic.Chr(10) & "" 

 

 لُ ربػخفش حٌىٛد حٌظخٌٟ : Connect Buttonحٌـفٟ 

 

:#C 

// create server POP3 with port 110 

Server = new TcpClient(POPServ.Text,110);    

  

try 

{ 

// initialization 

NetStrm = Server.GetStream(); 

RdStrm= new StreamReader(Server.GetStream()); 

Status.Items.Add(RdStrm.ReadLine()); 

 

// Login Process 

Data = "USER "+ User.Text+CRLF;      

szData = System.Text.Encoding.ASCII.GetBytes(Data.ToCharArray()); 
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NetStrm.Write(szData,0,szData.Length); 

Status.Items.Add(RdStrm.ReadLine()); 

Data = "PASS "+ Passw.Text+CRLF; 

 

 رعذ حٌظؤوذ ِٓ حعُ حٌّغظخذَ ٚوٍّش حٌّشٚس ٠ظُ لشحءس طٕذٚق حٌٛحسد حٌخخص رخٌّغظخذَ

szData = System.Text.Encoding.ASCII.GetBytes(Data.ToCharArray()); 

NetStrm.Write(szData,0,szData.Length); 

Status.Items.Add(RdStrm.ReadLine()); 

 

Send STAT command to get information ie: number of mail and size 

 STATرخعظخذحَ حلأِش  POP3 Serverٌّعشفش عذد حٌشعخثً حٌّٛؿٛدس فٟ 

Data = "STAT"+CRLF;     

szData = System.Text.Encoding.ASCII.GetBytes(Data.ToCharArray()); 

NetStrm.Write(szData,0,szData.Length); 

Status.Items.Add(RdStrm.ReadLine()); 

 

 : Disconnect Buttonحٌـلُ ربػخفش حٌىٛد حٌظخٌٟ اٌٝ 

 

C#: 

// Send QUIT command to close session from POP server 

Data = "QUIT"+CRLF;     

szData = System.Text.Encoding.ASCII.GetBytes(Data.ToCharArray()); 

NetStrm.Write(szData,0,szData.Length); 

Status.Items.Add(RdStrm.ReadLine()); 

//close connection 

NetStrm.Close(); 

RdStrm.Close(); 

 

VB.NET: 

Server = New TcpClient(POPServ.Text, 110)  

NetStrm = Server.GetStream  

RdStrm = New StreamReader(Server.GetStream)  

Status.Items.Add(RdStrm.ReadLine)  

Data = "USER " + User.Text + CRLF  

szData = System.Text.Encoding.ASCII.GetBytes(Data.ToCharArray)  

NetStrm.Write(szData, 0, szData.Length)  

Status.Items.Add(RdStrm.ReadLine)  

Data = "PASS " + Passw.Text + CRLF  

szData = System.Text.Encoding.ASCII.GetBytes(Data.ToCharArray)  

NetStrm.Write(szData, 0, szData.Length)  

Status.Items.Add(RdStrm.ReadLine)  

Data = "STAT" + CRLF  

szData = System.Text.Encoding.ASCII.GetBytes(Data.ToCharArray)  

NetStrm.Write(szData, 0, szData.Length)  

Status.Items.Add(RdStrm.ReadLine)  

Data = "QUIT" + CRLF  

szData = System.Text.Encoding.ASCII.GetBytes(Data.ToCharArray)  
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NetStrm.Write(szData, 0, szData.Length)  

Status.Items.Add(RdStrm.ReadLine)  

NetStrm.Close  

RdStrm.Close 

 

ذٚق حٌٛحسد( رشىً حفظشحػٟ ع١ظُ لشحءس حٌشعخٌش حلأخ١اشس ) لاُ ربػاخفش ٌٚمشحءس حٌشعخثً ِٓ طٕ

 : Read Last Come Email Buttonحٌـحٌىٛد حٌظخٌٟ اٌٝ 

 

:#C 
string szTemp;       

Message.Clear(); 

try 

 { 

 

// retrieve mail with number mail parameter 

Data = "RETR 1"+CRLF; // ٌّشحد لشحءطٙخٌظلذ٠ذ سلُ حٌشعخٌش ح    

  

szData = System.Text.Encoding.ASCII.GetBytes(Data.ToCharArray()); 

NetStrm.Write(szData,0,szData.Length);     

szTemp = RdStrm.ReadLine(); // طخض٠ٓ حٌشعخٌش رشىً ِئلض كظٝ ٠ظُ ؽزخعظٙخ 

 if(szTemp[0]!='-')  

 { 

 while(szTemp!=".") 

  { 

 Message.Text += szTemp+CRLF; 

 szTemp = RdStrm.ReadLine(); 

 } 

  } 

 else 

 {Status.Items.Add(szTemp);} 

 } 

catch(InvalidOperationException err){Status.Items.Add("Error: 

"+err.ToString());} 

 

 VB.NET: 

Dim szTemp As String 

Message.Clear  

Try  

 Data = "RETR 1" + CRLF  

 szData = System.Text.Encoding.ASCII.GetBytes(Data.ToCharArray)  

 NetStrm.Write(szData, 0, szData.Length)  

 szTemp = RdStrm.ReadLine  

 If Not (szTemp(0) = "-"C) Then  

   While Not (szTemp = ".")  

     Message.Text += szTemp + CRLF  

     szTemp = RdStrm.ReadLine  

   End While  
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 Else  

   Status.Items.Add(szTemp)  

 End If  

Catch err As InvalidOperationException  

 Status.Items.Add("Error: " + err.ToString)  

End Try 

 

ٚرشِـظاٗ فاٟ حٌاذٚص ٔاض ٚ٘ازح ِؼاخي رغا١ؾ طغاظط١ع حٌزاذء ِٕاٗ  POP3حٌاـو١ف١ش عًّ ر١ٕخ ٚ٘ىزح 

حٌخااخص ر١ّىشٚعااٛفض ك١ااغ طغااظط١ع حعااظخذحَ ٍِااف  Outlookخٌااـرٌعّااً ِشااشٚ  وخِااً شااز١ٗ 

حٌخااخص رخلإٔظشٔاض اوغاازٍٛسس ٌعاشع حٌشعااخثً حٌاٛحسدس رااذلا ِآ عشػااٙخ عٍاٝ شااىً  DLLحٌاـ

HTML Code  ًّوّخ طغظط١ع عTree List  ٌٛػع حٌشعخثً حٌٛحسدس ك١غ ٠ىْٛ ٌىاً سعاخٌش

رشااىً حفظشحػااٟ  1ِض حٌااشلُ سلااُ طغٍغااٍٟ ٠ااظُ ٚػااعٗ فااٟ حٌىااٛد حٌغااخرك ٌمشحءطٙااخ ك١ااغ حعااظخذ

    ،ٚحٌزٞ ٠مَٛ رمشحءس حٌشعخٌش حلأخ١شس حٌٛحسدس 

 

 ٚؽشق اٌزؼبًِ ِؼٗ فٟ ث١ئخ اٌذٚد ١ٔذ. FTPع١زُ اٌذذ٠ش فٟ اٌفظً اٌزبٌٟ ػٓ اٌـ 

 

 



~ 286 ~ 
 

 

Chapter 17  

FTP Programming 

 

- Introduction to FTP – File Transfer Protocol 

 

- Create a Simple Application to Transfer Files By 

Using COM Components 

 

- Create a Simple Application to Transfer Files By 

Using Web Classes Components 

 

- Create a Simple Application to Transfer Files By 

Using Socket Programming & Streaming Libraries 
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71 le Transfer Protocol ProgrammingFi –FTP  : 

 

ٚ٘اٛ رشطٛواٛي  Application Layerحٌاـعٛف ٔزذأ ٕ٘خ رششف رشطٛوٛي أخاش ِآ رشطٛواٛلاص 

حٌٍّفاخص   uploadingحٌاـٚ  downloading حٌـٚحٌزٞ ٠غظخذَ رشىً أعخعٟ فٟ ع١ٍّش  FTPحٌـ

عظّاذ عٍاٝ ٚؿاٛد ٚوخٌعاخدس فاٟ حغٍاذ رشِـ١اخص حٌشازىخص ٚ حٌظاٟ ط  FTP Serverحٌاـاٌاٝ ٚ ِآ

Client/Server ـك١اااغ ٠ماااَٛ حٌاااServer ـرظظااإض عٍاااٝ حٌاااPort ـحٌّخظاااض ٌٍااا FTP  ٛٚ٘ااا

 Serverـك١اغ ٠زماٝ حٌاTCP Connection Oriented Protocolحٌاـرخعاظخذحَ  Port 21ـحٌا

ِعااٗ ٚرعااذ اؿااشحء ع١ٍّااخص   Sessionربٔشااخء   Clientحٌااـرٛػااع حلأظظااخس  ٌااٛسٚد ؽٍااذ ِاآ 

ٚحٌظؤواذ ِآ حٌظالاك١خص ٠اظُ حٌّٛحفماش عٍاٝ حٌزاذء رخٌـٍغاش ك١اغ ٠اظُ  Authenticationحٌظلمك 

ٚحٌزٞ عٛف ٠ظُ حعظمزخي حٌز١خٔخص ِٓ خلاٌٗ ٠ٚظُ حلإسعخي اٌٝ ؿٙاخص حٌضراْٛ   Portحٌـطلذ٠ذ سلُ 

 ٚطظؼق ٘زٖ حٌع١ٍّش وّخ فٟ حٌشىً حٌظخٌٟ :  Serverفٟ حي Port 22حٌـعزش 

 

 
 

٠ـاذ أٚلا حٌظؤواذ   FTP Server ـغ ٠عّاً ؿٙاخصن واٌاذ٠ه رل١ا FTPحٌـٌظفع١ً خذِش  :ِلادظخ

 ٚ وّخ ٠ظٙش فٟ حٌشىً حٌظخٌٟ :  IISحٌـِؼزظش ٌذ٠ه ِع  FTP Servicesحٌـِٓ أْ 
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 Administrative Toolsػاُ  Control Panelِآ  Services ـِٚٓ ػُ حٌظؤوذ  ِٓ طفع١ٍٙاخ را

 ٚوّخ ٠ظٙش فٟ حٌشىً حٌظخٌٟ : Servicesػُ 

 

 

 

 رل١غ ٠ظٙش وّخ فٟ حٌشىً حٌظخٌٟ : IISحٌـٗ فٟ ػُ حٌظؤوذ ِٕ
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  FTP Commandsأٚلا :  

اٌٝ كذ وز١ش ك١اغ ٠اذعُ رشطٛواٛي  Telnetحٌـع١ٍّش  FTP ـطشزٗ ع١ٍّش حلاطظخي ٚ حلاعظخذحَ ٌٍ

أٚ ِااع  Serverـِـّٛعااش ِاآ حلأٚحِااش ٚحٌظااٟ ٠ااظُ ِاآ خلاٌٙااخ ع١ٍّااش حٌظخخؽااذ ِااع حٌاا FTPحٌااـ

 حٌع١ٍّش وّخ فٟ حٌشىً حٌظخٌٟ : ٚطؼق ٘زٖ  Remote Hostحٌـ

 
 

 :Commands FTPحٌـٕٚ٘خ ششف لأُ٘ 

USER <username> & PASS 

<password>  

 ِطٍٛرش ٌع١ٍّش حٌظلمك لإٔشخء حٌـٍغش 

RECV ٚأ RETR <filename>  ٌـ٠ٚغظخذَ ٌظٕض٠ً ٍِف ِٓ حServer  رعذ

 طلذ٠ذ حعُ حٌٍّف

 SEND أٚ   STOR <filename>  ٌـٍّف اٌٝ ح٠ٌٚغظخذَ ٌشفع حServer  رعذ

 طلذ٠ذ حعُ حٌٍّف

TYPE <type indicator>   ٌظلذ٠ذ ؽز١عش أٚ ١٘جش حٌز١خٔخص حٌظٟ ٠ظُ ٔمٍٙخ

 ٚوّخ ٠ٍٟ :

-a ASCII –e EBCDIC – I for 

Binary Data      - L<Byte 

Size>ٍٗٚحٌزٞ ع١ظُ ٔم 

PASV   ٌظلذ٠ذ ٔٛ  حٌـٍغش عٛحءPassive  ٚأ
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Active  ٌـحار حٔٗ فٟ كخٌشPassive  ً٠ظُ طفع١

حلاطظخي فمؾ فٟ كخٌش ٚسٚد أٚ سفع أٞ ٍِف 

 . Serverـِٓ ٚ اٌٝ حٌ

 Status أٚ   STAT   ٚ ٌفلض كخٌش حلاطظخيuploading & 

Downloading 

Delete , cd , mkdir , rename …  وّخ ٘ٛ ِظعخسف ع١ٍٗ فٟ حٌظعخًِ ِع ٟ٘ٚ

 DOSحٌـحٌٍّفخص ٚ حٌّـٍذحص فٟ ٔظخَ  

 Close  أ ٚ QUIT   حٌـلإٔٙخء  حٌـٍغش ِعRemote Host 

 

 :  COM Componentsفٟ اٌذٚد ١ٔذ ثبعزخذاَ  FTPاٌـصب١ٔب : اٌزؼبًِ ِغ 

ٚ٘اٛ ؿاضء  ITC – Internet Transfer Controlعزاش  FTPحٌاـطاذعُ حٌاذٚص ١ٔاض حعاظخذحَ 

 New Windowsٌٍٚزاااذء لاااُ ربٔشاااخء  COM Components Controlsحٌاااـِااآ 

Application ّخ فٟ حٌشىً حٌظخٌٟ :و 

 

 
 

 حٌظخ١ٌش : Namespacesػُ لُ ربػخفش 

 

:#C 
using System.IO; 

using System.Reflection; 

 

VB.NET: 

imports System.IO 

imports System.Reflection 

 

 : Upload Buttonحٌـػُ اػخفش حٌىٛد حٌظخٌٟ اٌٝ 

:#C 
private void button1_Click(object sender, System.EventArgs e) 

 { 

 FileInfo thisFile = new FileInfo(tbFile.Text); 

 Type ITC; 

 object[] parameter= new object[2]; 

 object ITCObject; 

 ITC = Type.GetTypeFromProgID("InetCtls.Inet"); 

 ITCObject = Activator.CreateInstance(ITC); 

 parameter[0] = (string)tbServer.Text; 

parameter[1] = (string)"PUT " + thisFile.FullName + " /" + 

thisFile.Name; 
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ITC.InvokeMember("execute", BindingFlags.InvokeMethod,null, 

ITCObject, parameter); 

} 

 

VB.NET: 

Private Sub button1_Click(ByVal sender As Object, ByVal e As 

System.EventArgs) 

    Dim thisFile As FileInfo = New FileInfo(tbFile.Text) 

    Dim ITC As Type 

    Dim parameter(2) As Object 

    Dim ITCObject As Object 

    ITC = Type.GetTypeFromProgID("InetCtls.Inet") 

    ITCObject = Activator.CreateInstance(ITC) 

    parameter(0) = CType(tbServer.Text, String) 

    parameter(1) = CType("PUT ", String) + thisFile.FullName + " /" + 

thisFile.Name 

    ITC.InvokeMember("execute", BindingFlags.InvokeMethod, 

Nothing, ITCObject, parameter) 

End Sub 

 

 Namespaceٌّٛؿااٛد ػاآّ ٚح Type Class ـِاآ خاالاي حٌاا ITCحٌااـطااُ فااٟ حٌزذح٠ااش طعش٠ااف 

System.Reflection  ػُ عشفٕخArray   ٌٕٛح ِٓObject  ُٚرٌه لاعظخذحِٙخ فاٟ طّش٠اش حعا

 ITC Controlحٌاـٚحٌّٛؿٛدس ػّٓ  InvokeMember ذحٌشاٌٝ حٌ FTP Serverحٌـحٌٍّف ٚ 

Object   ... 

 

 عٛف طـذ حٌٍّف حٌزٞ ع١ظُ سفعٗ فٟ حٌّـٍذ :

C:\Inetpub\ftproot 
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 :    Web Classاٌـ  فٟ اٌذٚد ١ٔذ ثبعزخذاَ FTPاٌـاٌزؼبًِ ِغ  صبٌضب :

 

 Namespacesٚحٌّٛؿاااااٛدس ػااااآّ  web Classرخعاااااظخذحَ   FTPحٌاااااـ٠ّىااااآ رشِـاااااش 

System.Net ـٚطشااازٗ ع١ٍّاااش حٌظعخِاااً ِعاااٗ وّاااخ فاااٟ حٌظعخِاااً ِاااع حٌاااWebRequest   ٚ

ك١اااغ ٠ّىٕٕاااخ   HTTPحٌاااـحٌظاااٟ طعخٍِٕاااخ ِعٙاااخ فاااٟ رشِـاااش ٚ  webResponse  Classesحٌاااـ

 ٟٚ٘ وّخ ٠ٍٟ  :  FTP Protocolحٌـحلاعظفخدس ِٕٙخ ٌظعخًِ ِع 

 

- WebClient  ُار طُ دعdot net Framework 2   حعظخذحَ حٌىالاطWebClient  ٞٚحٌاز

٠ٚاظُ طعش٠فاٗ  Namespaces System.Netٚحٌزٞ ٠ظُ حعظذعخثٗ ِآ  FTPحٌـ٠ذعُ حٌظعخًِ ِع 

 وّخ ٠ٍٟ :

 

   :#C 
using System; 

using System.Net; 

 

namespace Web_Client 

{ 

    class Program 

    { 

        public static void Main(string[] args) 

        { 

            string filename = "ftp://ms.com/files/dotnetfx.exe"; 

            WebClient client = new WebClient(); 

            client.DownloadFile(filename, "dotnetfx.exe"); 

 

        } 

 

    } 

} 

 

VB.NET: 

Imports System 

Imports System.Net 

Namespace Web_Client 

 

    Class Program 

 

        Public Shared Sub Main(ByVal args As String()) 

            Dim filename As String = "ftp://ms.com/files/dotnetfx.exe" 

            Dim client As WebClient = New WebClient 

            client.DownloadFile(filename, "dotnetfx.exe") 

        End Sub 

    End Class 

End Namespace 
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- FtpRequestCreator  َحٌـٌظغـ١ً ٚرذأ حٌعًّ ِع ٠ٚغظخذFTP : ٍٟ٠ٚعشف وّخ ٠ 

:#C 
using System; 

using System.Net; 

 

namespace FTP 

{ 

    public class FtpRequestCreator : IWebRequestCreate 

    { 

        public FtpRequestCreator() 

        { 

        } 

 

        public System.Net.WebRequest Create(System.Uri uri) 

        { 

            return new FtpWebRequest(uri); 

        } 

    } 

} 

 

VB.NET: 

Imports System 

Imports System.Net 

Namespace FTP 

 

    Public Class FtpRequestCreator 

        Implements IWebRequestCreate 

 

        Public Sub New() 

        End Sub 

 

        Public Function Create(ByVal uri As System.Uri) As 

System.Net.WebRequest 

            Return New FtpWebRequest(uri) 

        End Function 

    End Class 

End Namespace 

 

- FtpWebRequest  ًّ٠ٚغظخذَ ٌعdownload or upload a file on an FTP 

server : ٍٟ٠ٚظُ طعش٠فٙخ وّخ ٠ 

 

:#C 
using System; 

using System.Net; 

namespace FTP 

{ 
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    public class FtpWebRequest : WebRequest 

    { 

        private string username = "Fadi"; 

        internal string password = "fff"; 

        private Uri uri; 

        private bool binaryMode = true; 

        private string method = "GET"; 

 

        internal FtpWebRequest(Uri uri) 

        { 

            this.uri = uri; 

        } 

 

        public string Username 

        { 

            get { return username; } 

            set { username = value; } 

        } 

 

        public string Password 

        { 

            set { password = value; } 

        } 

 

        public bool BinaryMode 

        { 

            get { return binaryMode; } 

            set { binaryMode = value; } 

        } 

 

        public override System.Uri RequestUri 

        { 

            get { return uri; } 

        } 

 

        public override string Method 

        { 

            get { return method; } 

            set { method = value; } 

        } 

        public override System.Net.WebResponse GetResponse() 

        { 

            FtpWebResponse response = new FtpWebResponse(this); 

            return response; 

        } 

    } 

} 
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VB.NET: 

Imports System 

Imports System.Net 

Namespace FTP 

 

    Public Class FtpWebRequest 

        Inherits WebRequest 

        Private username As String = "Fadi" 

        Friend password As String = "fff" 

        Private uri As Uri 

        Private binaryMode As Boolean = True 

        Private method As String = "GET" 

 

        Friend Sub New(ByVal uri As Uri) 

            Me.uri = uri 

        End Sub 

 

        Public Property Username() As String 

            Get 

                Return username 

            End Get 

            Set(ByVal value As String) 

                username = value 

            End Set 

        End Property 

 

        Public WriteOnly Property Password() As String 

            Set(ByVal value As String) 

                password = value 

            End Set 

        End Property 

 

        Public Property BinaryMode() As Boolean 

            Get 

                Return binaryMode 

            End Get 

            Set(ByVal value As Boolean) 

                binaryMode = value 

            End Set 

        End Property 

 

        Public Overloads Overrides ReadOnly Property RequestUri() As 

System.Uri 

            Get 

                Return uri 

            End Get 

        End Property 
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        Public Overloads Overrides Property Method() As String 

            Get 

                Return method 

            End Get 

            Set(ByVal value As String) 

                method = value 

            End Set 

        End Property 

 

        Public Overloads Overrides Function GetResponse() As 

System.Net.WebResponse 

            Dim response As FtpWebResponse = New 

FtpWebResponse(Me) 

            Return response 

        End Function 

    End Class 

End Namespace 

 

- FtpWebResponse ٌـ٠ٚغظخذَ ٌع١ٍّش حٌشد ِٓ لزً حServer  :ٍٟ٠ٚظُ طعش٠فٙخ وّخ ٠ 

:#C 
using System;  

using System.IO;  

using System.Net;  

using System.Net.Socket; 

 

namespace FTP 

{ 

    public class FtpWebResponse : WebResponse 

    { 

        private FtpWebRequest request; 

        private FtpClient client; 

        internal FtpWebResponse(FtpWebRequest request) 

        { 

            this.request = request; 

        } 

    } 

}  

 

VB.NET: 

Imports System 

Imports System.IO 

Imports System.Net 

Imports System.Net.Socket 

    Public Class FtpWebResponse 

        Inherits WebResponse 

        Private request As FtpWebRequest 
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        Private client As FtpClient 

        Friend Sub New(ByVal request As FtpWebRequest) 

            Me.request = request 

        End Sub 

    End Class 

 

- FtpWebStream  حٌاااـ٠ٚغاااظخذَ ٌظعش٠ااافStream ٌ َع١ٍّاااش حٌٕماااً ٚحٌااازٞ عاااٛف ٠غاااظخذ

 ٠ٚعشف رشىً ِزذثٟ وّخ ٠ٍٟ:

 

:#C 
using System;  

using System.IO;  

using System.Net.Socket; 

 

namespace FTP 

{ 

    internal class FtpWebStream : Stream 

    { 

        private FtpWebResponse response; 

        private NetworkStream dataStream; 

 

 public FtpWebStream(NetworkStream dataStream, FtpWebResponse 

response) 

        { 

            this.dataStream = dataStream; 

            this.response = response; 

        } 

    } 

} 

 

VB.NET: 

Imports System 

Imports System.IO 

Imports System.Net.Socket 

Namespace FTP 

 

    Friend Class FtpWebStream 

        Inherits Stream 

        Private response As FtpWebResponse 

        Private dataStream As NetworkStream 

        Public Sub New(ByVal dataStream As NetworkStream, ByVal 

response As FtpWebResponse) 

            Me.dataStream = dataStream 

            Me.response = response 

        End Sub 

    End Class 

End Namespace 
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 Streamاٌـثبعزخذاَ  Serverإٌٝ جٙبص  Clientساثؼب : ِضبي رطج١مٟ ٌشفغ ٍِف ِٓ جٙبص 

 :  Socketاٌـٚ

 

 Streamـحٌااٚرظعخِااً ِااع  Client / Serverفااٟ ٘اازح حٌـااضء عااٛف ٔمااَٛ ربٔشااخء رشٔااخِـ١ٓ 

Library  ٝعاٛف ٔماَٛ رظل٠ٛاً حٌٍّاف اٌاByte Array  حٌاـٚ اسعاخٌٗ عزاشStream  َرخعاظخذح

لُ ربٔشاخء  Clientحٌـٌٚزشِـش حٌـضء حٌخخص رخلإسعخي أٚ  ، Socket ٚTCP Connectionحٌـ

 وّخ فٟ حٌشىً حٌظخٌٟ : ِششٚ  ؿذ٠ذ

 

 
 

 حٌظخ١ٌش : Namespacesعٛف ٔغظخذَ 

 

:#C 
using System.IO; 

using System.Net; 

using System.Net.Socket; 

using System.Text; 

 

VB.NET: 

imports System.IO 

imports System.Net 

imports System.Net.Socket 

imports System.Text 

 

 لُ رىظخرش حٌىٛد حٌظخٌٟ : Send Buttonحٌـفٟ 

:#C 
try 

{ 

Stream fileStream = File.OpenRead(textBox1.Text); 

// Alocate memory space for the file 

byte[] fileBuffer = new byte[fileStream.Length]; 

fileStream.Read(fileBuffer, 0, (int)fileStream.Length); 

// Open a TCP Connection and send the data 

TcpClient clientSocket = new TcpClient(textBox2.Text,8880); 

NetworkStream networkStream = clientSocket.GetStream(); 

networkStream.Write(fileBuffer,0,fileBuffer.GetLength(0)); 

networkStream.Close(); 

} 

catch (Exception ex){MessageBox.Show(ex.Message);} 
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VB.NET: 

Try  

Dim fileStream As Stream = File.OpenRead(textBox1.Text) 

Dim fileBuffer(fileStream.Length) As Byte 

 fileStream.Read(fileBuffer, 0, CType(fileStream.Length, Integer))  

Dim clientSocket As TcpClient = New TcpClient(textBox2.Text, 8880) 

Dim networkStream As NetworkStream = clientSocket.GetStream 

 networkStream.Write(fileBuffer, 0, fileBuffer.GetLength(0))  

 networkStream.Close  

Catch ex As Exception  

Msgbox(ex.Message)  

End Try 

 

ٚكظاٝ ٔغاظط١ع  Stream Object ـلّٕخ فٟ حٌزذح٠اش رماشحءس حٌٍّاف حٌازٞ ٔاٛد اسعاخٌٗ ٚطخض٠ٕاٗ را

   ـلّٕااخ رظغاا١ّظٗ رااٚ Byteلارااذ ِاآ طل٠ٍٛااٗ اٌااٝ ِظاافٛفش ِاآ حٌٕااٛ   Socketحٌااـاسعااخٌٗ عزااش 

FileBuffer ٌذحٌشػُ طعزجظٗ رخعظخذحَ ح Read  ّٓٚحٌّٛؿٛدس ػاFileStream  ٚرعاذ رٌاه لّٕاخ

ك١ااغ طااُ اسعااخي ِلظ٠ٛااخص  TCP Connectionحٌااـرخعااظخذحَ  Serverحٌااـربٔشااخء حطظااخي ِااع 

      ... NetworkStream Classرخعظخذحَ   Serverحٌـاٌٝ  FileBufferحٌـ

 

ٚ٘ٛ حٌّغجٛي عٓ حعظمزخي حٌٍّف ٚطخض٠ٕٗ لُ ربٔشخء ِششٚ  ؿذ٠اذ وّاخ  Serverٌٚزشِـش ؿضء 

 ٠ظٙش فٟ حٌشىً حٌظخٌٟ:

 

 
 

 حٌظخ١ٌش : Namespaces حٌـ عٛف ٔغظخذَ

:#C 
using System.Threading; 

using System.Net; 

using System.Net.Socket; 

using System.Text; 

using System.IO; 

 

VB.NET: 

imports System.Threading 

imports System.Net 

imports System.Net.Socket 

imports System.Text 

imports System.IO 
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 ٚوّخ ٠ٍٟ :handlerThread حٌظخ١ٌش ١ٌٚىٓ حعّٙخ  Methodحٌـػُ اػخفش 

 

:#C 
public void handlerThread() 

{ 

Socket handlerSocket = (Socket)alSocket[alSocket.Count-1]; 

NetworkStream networkStream = new 

    NetworkStream(handlerSocket); 

int thisRead=0; 

int blockSize=1024; 

Byte[] dataByte = new Byte[blockSize]; 

lock(this) 

{ 

// Only one process can access 

// the same file at any given time 

Stream fileStream = File.OpenWrite(@"c:\upload"); 

while(true) 

  { 

thisRead=networkStream.Read(dataByte,0,blockSize); 

fileStream.Write(dataByte,0,thisRead); 

if (thisRead==0) break; 

fileStream.Close(); 

  } 

   lbConnections.Items.Add("File Written"); 

   handlerSocket = null; 

  } 

 

VB.NET: 

Public Sub handlerThread() 

    Dim handlerSocket As Socket = CType(alSocket(alSocket.Count - 1), 

Socket) 

    Dim networkStream As NetworkStream = New 

NetworkStream(handlerSocket) 

    Dim thisRead As Integer = 0 

    Dim blockSize As Integer = 1024 

    Dim dataByte(blockSize) As Byte 

    SyncLock Me 

        Dim fileStream As Stream = File.OpenWrite("c:\upload") 

        While True 

            thisRead = networkStream.Read(dataByte, 0, blockSize) 

            fileStream.Write(dataByte, 0, thisRead) 

            If thisRead = 0 Then 

                ' break  

            End If 

            fileStream.Close() 

        End While 
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        lbConnections.Items.Add("File Written") 

        handlerSocket = Nothing 

    End SyncLock 

End Sub 

 

ٚ٘اٛ  Port 8880ـ عٍاٝ حٌا TCP Connectionأخاشٜ ؿذ٠اذس  ٚرٌاه ٌفاظق   دحٌاشػُ لاُ رىظخراش 

 ٚوّخ ٠ٍٟ :listenerThread ١ٌٚىٓ حعّٙخ حفظشحػٟ ٚحٌظظٕض ع١ٍٙخ 

 

:#C 
public void listenerThread() 

{ 

TcpListener tcpListener = new TcpListener(8880); 

 tcpListener.Start(); 

 while(true) 

 { 

 Socket handlerSocket = tcpListener.AcceptSocket(); 

 if (handlerSocket.Connected) 

  { 

 lbConnections.Items.Add(handlerSocket.RemoteEndPoint.ToStri

ng() + " connected."); 

 lock (this) 

  { 

  alSocket.Add(handlerSocket); 

  } 

ThreadStart thdstHandler = new 

   ThreadStart(handlerThread); 

Thread thdHandler = new Thread(thdstHandler); 

thdHandler.Start(); 

  } 

 } 

} 

 

VB.NET: 

Public Sub listenerThread() 

    Dim tcpListener As TcpListener = New TcpListener(8880) 

    tcpListener.Start() 

    While True 

        Dim handlerSocket As Socket = tcpListener.AcceptSocket 

        If handlerSocket.Connected Then 

            

lbConnections.Items.Add(handlerSocket.RemoteEndPoint.ToString + " 

connected.") 

            SyncLock Me 

                alSocket.Add(handlerSocket) 

            End SyncLock 

            Dim thdstHandler As ThreadStart = New 

ThreadStart(handlerThread) 
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            Dim thdHandler As Thread = New Thread(thdstHandler) 

            thdHandler.Start() 

        End If 

    End While 

End Sub 

 

 : Form Loadػُ لُ ربػخفش حٌىٛد حٌظخٌٟ اٌٝ كذع رذأ طشغ١ً حٌزشٔخِؾ 

 

:#C 
private void Form1_Load(object sender, System.EventArgs e) 

{ 

IPHostEntry IPHost = Dns.GetHostByName(Dns.GetHostName()); 

 

lbConnections.Text = "My IP address is " + 

IPHost.AddressList[0].ToString(); 

 

alSocket = new ArrayList(); 

 

Thread thdListener = new Thread(new ThreadStart(listenerThread)); 

thdListener.Start();} 

 

VB.NET: 

Private Sub Form1_Load(ByVal sender As Object, ByVal e As 

System.EventArgs) 

    Dim IPHost As IPHostEntry = 

Dns.GetHostByName(Dns.GetHostName) 

    lbConnections.Text = "My IP address is " + 

IPHost.AddressList(0).ToString 

    alSocket = New ArrayList 

    Dim thdListener As Thread = New Thread(New 

ThreadStart(listenerThread)) 

    thdListener.Start() 

End Sub 

 

ٚحٌظااٟ لّٕااخ ف١ٙااخ رظعش٠ااف  listenerThread Method حٌااـطااُ طٕف١ااز  Threadحٌااـرخعااظخذحَ  

 Clientحٌاـك١غ ع١ظُ لزٛي أٞ ؽٍاذ ٠اؤطٟ ِآ   Port 8882ـ ٚطفع١ٍٗ عٍٝ حٌ TcpListenerحٌـ

ٚحٌظااٟ عاا١ظُ ف١ٙااخ حعااظمزخي  handlerThread ذحٌااشٚرعااذ رٌااه حعااظذعخء حٌ Portـ عٍااٝ ٘اازح حٌاا

ػااُ لشحءطٙااخ ٚطخض٠ٕٙااخ فااٟ حٌّىااخْ حٌّلااذد  Byte Arrayٚطخض٠ٕٙااخ فااٟ  Stream Dataحٌااـ

ٚحٌازٞ ٠لظاٛٞ عٍاٝ حعاُ حٌٍّاف  Streamحٌاـك١غ ِشسٔخ ٌٗ  fileStream.Writeحٌـٚرخعظخذحَ 

thisRead ٚحٌـ DataByte Array. 
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لإسعبي ٍِف ِتٓ جٙتبص إٌتٝ  FileStream Classٚاٌـ   Serializationاعزخذاَ اٌـخبِغب 

  خش:

لإسعخي حعُ حٌٍّف ِع ِلظ٠ٛخطٗ ار ٠ظُ طخض٠ٓ  ٠Serializationّىٕٕخ حلاعظفخدس ِٓ ١ِضس حٌـ

ٝ حٌطشف ح٢خش رٕخءح عٍٝ حعُ حٌٍّف حلأطٍٟ ، ٚع١ىْٛ حٌشىً حٌعخَ ٌٍزشٔخِؾ وّخ حٌٍّف عٍ

 ٠ٍٟ وّؼخي:

 

 
 

 أٚلا رشٔخِؾ حلإسعخي:    

، وّخ  Byte Arrayٌظل٠ًٛ حٌٍّف حٌّشحد اسعخٌٗ اٌٝ  FileStream Classٚعٕغظخذَ ف١ٗ حٌـ 

 Serializationـٌـٍذ حعُ حٌٍّف ٚكظٝ ٠ظُ اسعخٌٗ و FileInfo Classٚعٕغظخذَ حٌـ

Object رخعظخذحَ حٌـBinaryFormatter Class :ٍٟٚطظُ ٘زٖ حٌع١ٍّش وّخ ٠ 

C# 

string FileName; 

. 

. 

openFileDialog1.ShowDialog(); 

textBox1.Text = openFileDialog1.FileName; 

FileInfo TheFile = new FileInfo(textBox1.Text); // Get The File Name 

FileName  = TheFile.Name; 

. 

. 

FileStream fs = new FileStream(textBox1.Text,FileMode.Open); 

byte[] buffer = new byte[fs.Length]; 

int len = (int)fs.Length; 

fs.Read(buffer,0,len); 

fs.Close(); 

BinaryFormatter br = new BinaryFormatter (); 

TcpClient myclient = new TcpClient (text_IP.Text,7000); 

NetworkStream myns = myclient.GetStream (); 

br.Serialize (myns,FileName); 

BinaryWriter  mysw = new BinaryWriter (myns); 

mysw.Write(buffer); 

mysw.Close (); 

myns.Close (); 

myclient.Close (); 

 

VB.NET: 

Private FileName As String 

. 

. 
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openFileDialog1.ShowDialog() 

textBox1.Text = openFileDialog1.FileName 

Dim TheFile As FileInfo = New FileInfo(textBox1.Text) ' Get The File 

Name 

FileName = TheFile.Name 

. 

. 

Dim fs As FileStream = New 

FileStream(textBox1.Text,FileMode.Open) 

Dim buffer As Byte() = New Byte(fs.Length - 1) 

Dim len As Integer = CInt(fs.Length) 

fs.Read(buffer,0,len) 

fs.Close() 

Dim br As BinaryFormatter = New BinaryFormatter () 

Dim myclient As TcpClient = New TcpClient (text_IP.Text,7000) 

Dim myns As NetworkStream = myclient.GetStream () 

br.Serialize (myns,FileName) 

Dim mysw As BinaryWriter = New BinaryWriter (myns) 

mysw.Write(buffer) 

mysw.Close () 

myns.Close () 

myclient.Close () 

 

 ػخ١ٔخ رشٔخِؾ حلاعظمزخي:

 

C#: 

NetworkStream myns; 

TcpListener mytcpl;  

Socket mysocket; 

Thread myth; 

BinaryReader bb; 

 

void File_Receiver() 

{ 

mytcpl = new TcpListener (7000); 

mytcpl.Start (); 

mysocket = mytcpl.AcceptSocket (); 

myns = new NetworkStream (mysocket); 

BinaryFormatter br = new BinaryFormatter (); 

Object op= br.Deserialize (myns); // Deserialize the Object from Stream 

 

bb = new BinaryReader (myns); 

byte[] buffer = bb.ReadBytes(Buffer_Size); 

FileStream fss = new FileStream(@textBox1.Text + (string) op, 

FileMode.CreateNew, FileAccess.Write); 

fss.Write(buffer,0,buffer.Length); 

fss.Close(); 
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mytcpl.Stop(); 

listBox1.Items.Add ("Successfully Saved to: " + textBox1.Text + 

(string) op); 

if (mysocket.Connected ==true) 

 { 

 while (true) 

 { 

 File_Receiver(); 

 } 

} 

} 

VB.NET: 

Private myns As NetworkStream 

Private mytcpl As TcpListener 

Private mysocket As Socket 

Private myth As Thread 

Private bb As BinaryReader 

Private Sub File_Receiver() 

mytcpl = New TcpListener (7000) 

mytcpl.Start () 

mysocket = mytcpl.AcceptSocket () 

myns = New NetworkStream (mysocket) 

Dim br As BinaryFormatter = New BinaryFormatter () 

Dim op As Object 

op= br.Deserialize (myns) ' Deserialize the Object from Stream 

bb = New BinaryReader (myns) 

Dim buffer As Byte() = bb.ReadBytes(Buffer_Size) 

Dim fss As FileStream = New FileStream(textBox1.Text + CStr(op), 

FileMode.CreateNew, FileAccess.Write) 

fss.Write(buffer,0,buffer.Length) 

fss.Close() 

mytcpl.Stop() 

listBox1.Items.Add ("Successfully Saved to: " & textBox1.Text + 

CStr(op)) 

 

If mysocket.Connected =True Then 

 Do While True 

File_Receiver() 

 Loop 

End If 

End Sub 

 

عتت١زُ  ,ِجزتتٗ فتتٟ ث١ئتتخ اٌتتذٚد ١ٔتتذ ٚؽتتشق ثش FTPٚ٘ىتتزا ث١ٕتتب ؽش٠متتخ ػّتتً ثشٚرٛوتتٛي اٌتتـ 

 Networkاٌتتـ ؽتتشق ٚأٔتتٛاع اٌزشتتف١ش ٚاعتتزخذاِٙب فتتٟ  اٌذتتذ٠ش فتتٟ اٌجتتضء اٌزتتبٌٟ ػتتٓ

Security Programming . 
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Chapter 18  

Cryptography & Network Security Programming  

 

 

 

- Cryptography in Dot Net: 

 

 Symmetric Encryption 

 DES (Data Encryption Standard) 

 

 Asymmetric Encryption     

 RSA (Rivest Shamir Adleman) 

 Digital Signature Algorithms 

 Hashing Algorithms 

 

 Using Security Encryption Standards With 

Network Applications 

 Create an Advanced RSA Client Server 

Chat System. 
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18  :Network Security Programming : 

 

 unauthorized Accessطظٍخض حٌفىشس ِٓ حلأِٓ رلّخ٠ش حٌز١خٔخص ِٓ حٌذخٛي غزش حٌّخٛي 

 رخعظخذحَ عذس أعخ١ٌذ ٚأّ٘ٙخ :

 

- Data Encryption & Decryption حٌظشف١ش ٚفه حٌظشف١ش 

- Authentications حٌظلمك ِٓ ٠ٛ٘ش حٌشخض ِشعً حٌشعخٌش 

- Set Policies & Permissions  طلذ٠ذ ٚطٕف١ز حٌغ١خعخص ٚ حٌظلاك١خص 

 

 Securityدعّااض فااٟ حٌااذٚص ١ٔااض ؿ١ّااع أعااخ١ٌذ حٌلّخ٠ااش حٌظااٟ روشٔخ٘ااخ عااخرمخ رخعااظخذحَ حٌااـ

Namespaces ّٛعش ػخّش ِٓ حٌّىظزخص حٌفشع١ش ٟٚ٘ وّخ فٟ حٌشاىً ٚحٌظٟ طلظٛٞ عٍٝ ِـ

 حٌظخٌٟ

 

 

 
 

 :  Cryptography Namespace Overviewأٚلا :

 

Cryptography in .NET:  ٚ٘اٟ حٌّىظزاش حٌظاٟ طٙاظُ رىاً ِاخ ٠خاض ع١ٍّاخص طشاف١ش ٚفاه

ٚرخٌعىظ ٚطغاظخذَ رشاىً أعخعاٟ ٌظشاف١ش  Cipher Textاٌٝ  Clear Textطشف١ش حٌز١خٔخص ِٓ 

ٚٔغظط١ع طمغ١ُ ؽشق حٌظشف١ش ف١ٙخ اٌاٝ  ،ٔخص لزً ع١ٍّش حلإسعخي ٚفه طشف١ش٘خ عٕذ حلاعظلاَ حٌز١خ

 ػلاػش ألغخَ سث١غ١ش ٟ٘:

 

A- Symmetric algorithms: حٌّظّخػً ٚف١ٗ ٠غظخذَ حٌّفظخف حٌغشٞ رحطاٗ ٌع١ٍّاش  عٍٛدحلأ

ٙاخ ١ٌغاض إِٓاش ٌىٕ حٌظشف١ش ٚفه حٌظشف١ش ٟٚ٘ ؽش٠مش عش٠عش لإؿشحء ع١ٍّش حٌظشاف١ش ٚفاه حٌظشاف١ش

 Classesوطش٠مااش حٌغ١ااش حٌّظّخػٍااش ٚدعّااض حٌااذٚص ١ٔااض حٌظشااف١ش حٌّظّخػااً رّـّٛعااش ِاآ حٌااـ

Algorithms :ٟ٘ٚ 

 

 :    DES-Data Encryption Standardـحٌىلاط حٌزٞ ٠ذعُ حٌظشف١ش رخعظخذحَ حٌ -

DESCryptoServiceProvider 

 RC2 Algorithms  :RC2CryptoServiceProviderحٌىلاط حٌزٞ ٠ذعُ  -

 Algorithms Rijndael Managed  :RijndaelManagedحٌىلاط حٌزٞ ٠ذعُ  -

 

 ٌىآحٌّظّخػاً ٘اٟ طشاف١ش حٌشعاخٌش ٚاسعاخٌٙخ عزاش حٌشازىش  عٍٛدحٌطش٠مش حٌّعظخدس فٟ حٌظشف١ش رخلأ

 رخعظخذحَ ٘زٖ حٌطش٠مش فبْ ٔغزش حٌخطؤ حٌظٟ لذ طىْٛ عخ١ٌش ؿذح ٚلذ ٔفمذ رعاغ ٘ازٖ حٌز١خٔاخص ِّاخ

٠ئدٞ اٌٝ فمذ حٌشعخٌش أٚ لذ طغشق ٚطـشٜ ع١ٍٙخ ع١ٍّخص ٌّلخٌٚش فه حٌشفشس ٔخ١٘اه عآ حٌلـاُ 

..ٚطاُ كاً ٘ازٖ حٌّشاىٍش رـعاً ع١ٍّاش  Network Bandwidthحٌٙخثاً حٌظاٟ لاذ طلـاضٖ ِآ حٌاـ

 CryptoStreamٔفغااٗ ٠ٚغااظخذَ ٌٙاازٖ حٌع١ٍّااش حٌااـ Streamحٌظشااف١ش  طااظُ عٍااٝ ِغااظٜٛ حٌااـ

Class حَ ِفظااخك١ٓ ٌظشااف١ش ِفظااخف حٌظشااف١ش ك١ااغ ٠ااظُ حعااظخذEncryption Kay  ِٚفظااخف ٌفااه

٠ٚشظشؽ حعظخذحَ ٔفظ حٌّفظخك١ٓ فٟ ع١ٍّاش  IV Installation Victor Decryptionحٌظشف١ش 

 FileStreamأٚ  MemoryStreamحٌظشف١ش ٚفه حٌظشاف١ش ٠ٚغاظخذَ حٌىالاط حٌغاخرك ِاع حٌاـ

ِٚآ  RC2أٚ  TripleDESأٚ  DESء ٚٔاٛ  حٌظشاف١ش عاٛح Stream Dataك١غ ّٔشس ٌاٗ حٌاـ

ك١غ ٠اظُ طشاف١ش حٌمٕاخس ٔفغاٙخ ٠ٚغاّٝ  Socketحٌلٍٛي حلأخشٜ حعظخذحَ حٌظشف١ش عٍٝ ِغظٜٛ حٌـ 
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ٚ٘اٛ ِآ أشاٙش أٔاٛح  حٌظشاف١ش حٌازٞ ٠غاظخذَ  SSL – Socket Secure Layer٘زح حٌٕاٛ  حٌاـ 

ف ٔغااظخذَ ٚوّؼااخي عااٛ ،فااٟ حلإٔظشٔااض رشااىً خااخص ٚخخطااش فااٟ اؿااشحء حٌع١ٍّااخص حٌزٕى١ااش 

 ٚوّخ فٟ حٌّؼخي حٌظخٌٟ: Bits 16ار ٠ظىْٛ ولا حٌّفظخك١ٓ ِٓ  TripleDESحٌـ

 

Symmetric Stream Encryption Example: 

 

:#C 
byte[] Key = {0x01, 0x02, 0x03, 0x04, 0x05, 0x06, 0x07, 0x08, 

0x09,0x10, 0x11, 0x12, 0x13, 0x14, 0x15, 0x16}; 

byte[] IV =  {0x01, 0x02, 0x03, 0x04, 0x05, 0x06, 0x07, 0x08, 

0x09,0x10, 0x11, 0x12, 0x13, 0x14, 0x15, 0x16}; 

 

string phrase = msg.Text; 

MemoryStream ms = new MemoryStream(); 

    

TripleDESCryptoServiceProvider tdes = new 

TripleDESCryptoServiceProvider(); 

CryptoStream csw = new CryptoStream(ms,tdes.CreateEncryptor(Key, 

IV), CryptoStreamMode.Write); 

 

csw.Write(Encoding.ASCII.GetBytes(phrase), 0, phrase.Length); 

csw.FlushFinalBlock(); 

 

byte[] cryptdata = ms.GetBuffer(); 

 

textBox1.Text=Encoding.ASCII.GetString(cryptdata, 0, 

(int)ms.Length);    

 

VB.NET: 

Dim Key As Byte() = {&H1, &H2, &H3, &H4, &H5, &H6, &H7, 

&H8, &H9, &H10, &H11, &H12, &H13, &H14, &H15, &H16} 

Dim IV As Byte() = {&H1, &H2, &H3, &H4, &H5, &H6, &H7, &H8, 

&H9, &H10, &H11, &H12, &H13, &H14, &H15, &H16} 

 

Dim phrase As String = msg.Text 

Dim ms As MemoryStream = New MemoryStream() 

Dim tdes As TripleDESCryptoServiceProvider = New 

TripleDESCryptoServiceProvider() 

Dim csw As CryptoStream = New CryptoStream(ms, 

tdes.CreateEncryptor(Key, IV), CryptoStreamMode.Write) 

 

csw.Write(Encoding.ASCII.GetBytes(phrase), 0, phrase.Length) 

csw.FlushFinalBlock() 

 

Dim cryptdata As Byte() = ms.GetBuffer() 

textBox1.Text=Encoding.ASCII.GetString(cryptdata, 0, 

CInt(ms.Length)) 
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Symmetric Stream Decryption Example: 

 

:#C 
byte[] Keyy = {0x01, 0x02, 0x03, 0x04, 0x05, 0x06, 0x07, 0x08, 

0x09,0x10, 0x11, 0x12, 0x13, 0x14, 0x15, 0x16}; 

byte[] IVv =  {0x01, 0x02, 0x03, 0x04, 0x05, 0x06, 0x07, 0x08, 

0x09,0x10, 0x11, 0x12, 0x13, 0x14, 0x15, 0x16}; 

ms.Position = 0; 

byte[] data = new byte[1024]; 

CryptoStream csr = new CryptoStream(ms,tdes.CreateDecryptor(Keyy, 

IVv),CryptoStreamMode.Read); 

int recv = csr.Read(data, 0, data.Length); 

string newphrase = Encoding.ASCII.GetString(data, 0, recv); 

    textBox1.Text=newphrase; 

 

VB.NET: 

Dim Keyy As Byte() = {&H1, &H2, &H3, &H4, &H5, &H6, &H7, 

&H8, &H9, &H10, &H11, &H12, &H13, &H14, &H15, &H16} 

Dim IVv As Byte() = {&H1, &H2, &H3, &H4, &H5, &H6, &H7, &H8, 

&H9, &H10, &H11, &H12, &H13, &H14, &H15, &H16} 

ms.Position = 0 

Dim data As Byte() = New Byte(1023)  

Dim csr As CryptoStream = New CryptoStream(ms, 

tdes.CreateDecryptor(Keyy, IVv), CryptoStreamMode.Read) 

Dim recv As Integer = csr.Read(data, 0, data.Length) 

Dim newphrase As String = Encoding.ASCII.GetString(data, 0, recv) 

textBox1.Text=newphrase 

 

B- Asymmetric algorithms: عااٍٛدغ١ااش ِظّخػااً ٚ٘ااٛ أوؼااش أِخٔااخ ِاآ حلأحٌ عااٍٛدحلأ 

ٌٚفااه حٌظشااف١ش ٠غااظخذَ ِفظااخف  Public Kayحٌّظّخػااً ار طشاافش حٌز١خٔااخص رخعااظخذحَ ِفظااخف عااخَ 

ٌظشاف١ش ٚ٘اٛ  Bits ٠ٚ128ىاْٛ ٕ٘اخن علالاش را١ٓ حٌّفظاخك١ٓ ٠ٚغاظخذَ  Private Kayخاخص 

خػاً ٚحٌازٞ ٠اذعُ طشاف١ش أفؼً أعخ١ٌذ حٌظشاف١ش ٌٍز١خٔاخص ٚدعّاض حٌاذٚص ١ٔاض حٌظشاف١ش حٌغ١اش ِظّ

 ٟٚ٘: Tow Algorithms Classesرخعظخذحَ  Private Kayحٌّفظخف حٌخخص 

 

1- RSACryptoServiceProvider 

2- DSACryptoServiceProvider for Digital Signature Algorithm 

 

 :RSACryptoServiceProviderأٚلا: 

فٟ حٌزذح٠اش  non inherited Classٚ٘ٛ ٠ٚغظخذَ فٟ اؿشحء حٌظشف١ش ٚفه حٌظشف١ش حٌغ١ش ِظّخػً 

ٚرٌااه ٌظ١ٌٛااذ حٌّفظااخف  RSACryptoServiceProviderؿذ٠ااذ ِاآ حٌاـ instanceعاٛف ٕٔشاات 

حٌعااخَ ٚحٌخااخص ٚٔشفااك حٌّفظااخف حٌعااخَ ِااع حٌشعااخٌش ِٚاآ ػااُ ٠مااَٛ حٌّغااظٍُ رفااه حٌشعااخٌش رخعااظخذحَ 

 حٌّفظخف حٌخخص لاكع حٌشىً حٌظخٌٟ: 
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عا١ىْٛ  ، RSA Algorithmطشف١ش ٚفه طشف١ش  ٠غظخذَ ؽش٠ماش حٌاـعٕمَٛ ح٢ْ ربٔشخء ِششٚ  

 حٌشىً حٌعخَ ٌٍزشٔخِؾ وّخ ٠ٍٟ:

 

 
 

 String Plain Messageحلأٌٚااٝ ّٔااشس ٌٙااخ حٌااـ Tow Methodsعاإمَٛ رخٌزذح٠ااش ربٔشااخء 

ٚأخاشٜ ٌفاه حٌظشاف١ش ّٚٔاشس ٌٙاخ حٌشعاخٌش  ،ٚرٌه ٌظشف١ش حٌشعاخٌش رٕاخءح ع١ٍاٗ  PrivateKayٚحٌـ

ٚعٕغاااااااااظخذَ  ، Stringٚحٌّفظاااااااااخف حٌخاااااااااخص واااااااااـ Byte Arrayـ حٌّشااااااااافشس وااااااااا

ٌظشااااااااااف١ش حٌشعااااااااااخٌش رخعااااااااااظخذحَ  RSACryptoServiceProvider Classحٌااااااااااـ

 CspParameters Objectواااـ  Private Kayّٚٔاااشس ٌاااٗ حٌاااـ  ، RSAAlgorithmsحٌاااـ

ػاااااااااااااااااآّ  DecryptMethodٚحٌااااااااااااااااااـ  EncryptMethodٚرخعااااااااااااااااااظخذحَ حٌااااااااااااااااااـ 

ٔاظُّ ع١ٍّاش حٌظشاف١ش ٚفاه حٌظشاف١ش ّٚٔاشس ٌٙاخ  RSACryptoServiceProvider Classحٌـخٌاـ

ٌظفع١ااً ؽش٠مااش  Falseأٚ  Trueحٌشعااخٌش حٌّااشحد طشااف١ش٘خ أٚ فااه طشااف١ش٘خ رخلإػااخفش اٌااٝ ل١ّااش 

ٌاازٌه  ،ِٚااخ رعااذ٘خ  Windows XPاطااذحسحص حٌااـ  عااٍٛد٠ٚااذعُ ٘اازح حلأ ١FOAEPش وااـحٌظشااف

 ... حلألذَ ِٓ ٔظخَ حٌظشغ١ً دحثّخ ٌٚؼّخْ حٌظٛحفم١ش ِع حلإطذحسحص ٠Falseفؼً حخظ١خس 
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:#C 
public byte[] Encrypt(string strData,CspParameters PrivateKey)  

{  

RSACryptoServiceProvider rsa = new 

RSACryptoServiceProvider(PrivateKey);  

byte[] data = rsa.Encrypt(Encoding.Unicode.GetBytes(strData), false);  

return data;  

}  

 

public byte[] Decrypt(byte[] en_data,CspParameters PrivateKey)  

{  

RSACryptoServiceProvider rsa = new 

RSACryptoServiceProvider(PrivateKey);  

byte[] data = rsa.Decrypt(en_data, false);  

return data;  

} 

 

VB.NET: 

Public Function Encrypt(ByVal strData As String, ByVal PrivateKey 

As CspParameters) As Byte() 

    Dim rsa As RSACryptoServiceProvider = New 

RSACryptoServiceProvider(PrivateKey) 

    Dim data As Byte() = 

rsa.Encrypt(Encoding.Unicode.GetBytes(strData), False) 

    Return data 

End Function 

 

Public Function Decrypt(ByVal en_data As Byte(), ByVal PrivateKey 

As CspParameters) As Byte() 

    Dim rsa As RSACryptoServiceProvider = New 

RSACryptoServiceProvider(PrivateKey) 

    Dim data As Byte() = rsa.Decrypt(en_data, False) 

    Return data 

End Function 

 

ِااااااآ  Instance Objectحٌغاااااااخرمش ٠ـاااااااذ أٚلا أشاااااااخء  Methodsظخذحَ حٌاااااااـ ٚلاعااااااا

 KeyContainerNameلاااُ ّٔاااشس حٌّفظااخف حٌعاااخَ اٌاااٝ حٌااـ  CspParameters Classحٌااـ

Proparity  ػّٓ حٌـInstance Object حٌخخص رخٌـCspParameters Class :ٍٟٚوّخ ٠ 

 

:#C 
public byte[] mymsg; 

 

Try //ٌظشف١ش 

{ 

CspParameters cp = new CspParameters();  

cp.KeyContainerName = text_private.Text; 
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mymsg = Encrypt(text_msg_to_send.Text,cp); 

text_encrypted.Text = Encoding.Unicode.GetString(mymsg); 

} 

catch (Exception ex){MessageBox.Show(ex.Message);} 

 

 

try// ٌظشف١شٌفه ح  

{ 

CspParameters cp = new CspParameters();  

cp.KeyContainerName = text_private1.Text; 

 

byte[] my_msg = Decrypt(mymsg,cp); 

text_decrypted.Text = Encoding.Unicode.GetString(my_msg); 

} 

catch (Exception ex){MessageBox.Show(ex.Message);} 

 

VB.NET: 

Public mymsg As Byte() 

 

Try 'ٌظشف١ش 

Dim cp As CspParameters = New CspParameters 

cp.KeyContainerName = text_private.Text 

 

mymsg = Encrypt(text_msg_to_send.Text,cp) 

text_encrypted.Text = Encoding.Unicode.GetString(mymsg) 

Catch ex As Exception 

 MessageBox.Show(ex.Message) 

End Try 

 

Try ' ٌظشف١شٌفه ح   

Dim cp As CspParameters = New CspParameters 

cp.KeyContainerName = text_private1.Text 

 

Dim my_msg As Byte() = Decrypt(mymsg, cp) 

text_decrypted.Text = Encoding.Unicode.GetString(my_msg) 

Catch ex As Exception 

 MessageBox.Show(ex.Message) 

End Try 

 

ِآ  RSAٟ٘ اِىخ١ٔاش حٌاـ DESٚحٌـ RSAحٌظشف١ش حٌـ  أعٍٛدلاكع أْ ِٓ حٌفشٚق ر١ٓ حعظخذحَ 

ٚكظاٝ ٌاٛ حعاظخذِٕخ ٔفاظ  ،حعظخذحَ ِفظخك١ٓ وّخ ٠خظٍف ِفظاخف حٌظشاف١ش عآ ِفظاخف فاه حٌظشاف١ش 

فاٟ  ،حٌّفظخف ٌع١ٍّش حٌظشف١ش فبْ ٔاخطؾ حٌظشاف١ش عا١خظٍف عٕاذ واً ِاشس ٔغاظخذَ ف١ٙاخ ٔفاظ حٌّفظاخف

 RSA Algorithmsِٚآ حلاعاظخذحِخص حلأخاشٜ ٌٍاـ  ،وّاخ ٘اٛ  DESٓ ٠زمٝ حٌٕخطؾ فٟ حٌاـ ك١

 ٚ٘ٛ ِخ عٕز١ٕٗ فٟ حٌـضء حٌظخٌٟ ِٓ ٘زح حٌفظً. Digital Signatureحٌـ
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 DSACryptoServiceProvider for Digital Signature Algorithmػخ١ٔخ: 

ٚوّؼاخي ٠ماَٛ حٌّشعاً  ِشعاً حٌشعاخٌش حٌظلمك ِٓ ٠ٛ٘ش حٌشاخضحٌظٛحل١ع حٌشل١ّش :ٚحٌٙذف ِٕٙخ 

ٚرعاذ رٌاه ٠ماَٛ رظشاف١ش ٍِخاض حٌشعاخٌش  Hash Functionرظ١ٌٛذ ٍِخاض ٌشعاخٌش رخعاظخذحَ حٌاـ

حٌزٞ طُ ط١ٌٛذٖ ٌظى٠ٛٓ حٌّفظخف حٌخخص ٚحٌزٞ ع١غظخذَ وظٛل١ع سلّاٟ ٌٍّشعاً ػاُ ٠شعاً حٌّفظاخف 

ٌٍّخااض رخعااظخذحَ حٌّفظااخف حٌعااخَ أِااخ رّااخ ٠ظعٍااك رخٌّغااظٍُ ف١مااَٛ رفااه طشااف١ش ح  ،حٌعااخَ ِااع حٌشعااخٌش

فابرح واخْ  ،٠ٚـذ أْ ٠ظُ رٌه رخعظخذحَ ٔفظ حٌخٛحسص١ِش حٌظٟ حطزعٙخ حٌّشعً فٟ طشف١ش حٌٍّخاض

ٓ أْ حٌشاخض ٍِخض حٌشعخٌش حٌظٟ ٌٚذ٘خ حٌّغظٍُ ٟ٘ ٔفغٙخ حٌظٟ ٌٚذ٘خ حٌّشعً عٕذ٘خ ٠ظلمك ِا

 .ِشعً حٌشعخٌش ٘ٛ ٔفغٗ

ٌظ١ٌٛااذ حٌّفظااخف  DSACryptoServiceProviderِاآ حٌااـ instanceفااٟ حٌزذح٠ااش عااٛف ٕٔشاات 

ٌٚفلظااٗ ٌٔٛااذ  Byte Arrayٚٔخضٔااٗ فاٟ  Hash sign Valueحٌعاخَ ٚحٌخااخص ػاُ ٔىااْٛ حٌاـ

hash sign value  ٗؿذ٠ااذ ٚٔمخسٔااٗ رخٌغااخرك فاابرح طشااخرٙخ عٕااذ٘خ ٔمااشس أْ حٌشااخض ٘ااٛ ٔفغاا

عااااااااإمَٛ ح٢ْ ربٔشاااااااااخء ِشاااااااااشٚ  ٔغاااااااااظخذَ ف١اااااااااٗ  ،طاااااااااخكذ حٌشعاااااااااخٌش حٌّشعاااااااااٍش 

 ،ٌظ١ٌٛااذ طٛحل١ااع سل١ّااش ػااُ اؿااشحء ع١ٍّااش حٌظلمااك ع١ٍااٗ  DSACryptoServiceProviderحٌااـ

 :ٚع١ىْٛ حٌشىً حٌعخَ ٌٍزشٔخِؾ وّخ فٟ حٌشىً حٌظخٌٟ

 

 
 

ٌظٛل١ااع حٌشلّااٟ  Hash Codeٌظ١ٌٛااذ حٌااـ  GetHashحٌااـ  ، Four Methodsعاإمَٛ ربٔشااخء 

ظخذَ ٚع١غااا Byte Arrayواااـ  Hash Codeٚعااا١شؿع حٌاااـ  String Messageٚعااا١ؤخز 

 MD5CryptoServiceProvider Instanceِاآ حٌااـ ComputeHash Methodحٌااـ

Object  ٌظ١ٌٛاذ حٌاـHash Code  حٌاـ،حٌغاخركVerifyHash method  ٚٔغاظط١ع ِآ خلاٌٙاخ

حٌٌّٛااذ ِاآ حٌشعااخٌش ٌظؤوااذ ِاآ طاالش  Hash Codeحٌّشعااٍش ٚحٌااـ  Messageحٌّمخسٔااش راا١ٓ حٌااـ

ٚعظغظخذَ ٌظ١ٌٛاذ طٛل١اع  CreateSignature Methodحٌـ  ،حٌٌّٛذ  Hashططخرك حٌٕض ِع حٌـ 

 RSAPKCS1SignatureFormatterحٌّّشس ك١غ عٕغظخذَ حٌـ Hash Codeسلّٟ ِٓ حٌـ

Class حٌااـّٚٔااشس ٌاا ٗRSACryptoServiceProvider Instance Object ٚحٌااـHash 

gorithm ٚرخعااااااظخذحَ حٌااااااـCreateSignature Method  ٟعاااااإٌٛذ حٌظٛل١ااااااع حٌشلّاااااا، 

ٚحٌظٛل١اع حٌشلّاٟ  Hash Codeٚعظغظخذَ ٌٍّمخسٔاش را١ٓ حٌاـ  VerifySignature Methodحٌـ

 ٠ٚظُ وً رٌه وّخ ٠ٍٟ: ، Falseٚحٌعىظ ٠شؿع  Trueحٌٌّٛذ فبرح ططخرك ٠شؿع ل١ّش 

 

:#C 
using System;  

using System.Security.Cryptography;  

using System.Text;  

public class MD5HashHelper  

{  

 

 public byte[] GetHash(string message)  
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 {  

  byte[] data;  

data = UTF8Encoding.ASCII.GetBytes(message);  

MD5CryptoServiceProvider md5 = new MD5CryptoServiceProvider();  

 return md5.ComputeHash(data, 0, data.Length);  

 }  

 

 public bool VerifyHash(string message, byte[] hash)  

 {  

 byte[] data;  

 data = UTF8Encoding.ASCII.GetBytes(message);  

 MD5CryptoServiceProvider md5 = new 

MD5CryptoServiceProvider();  

 byte[] hashTemp = md5.ComputeHash(data, 0, data.Length);  

 

 for (Int32 counter = 0; counter <= hash.Length - 1; counter += 1)  

  { 

  if (hash[counter] != hashTemp[counter])  

   {  

   return false;  

   }  

  }  

  return true;  

 }  

} 

 

public class DigitalSignatureHelper  

{  

 private RSAParameters m_public;  

 

 public byte[] CreateSignature(byte[] hash)  

 {  

 RSACryptoServiceProvider RSA = new 

RSACryptoServiceProvider();  

RSAPKCS1SignatureFormatter RSAFormatter = new 

RSAPKCS1SignatureFormatter(RSA);  

RSAFormatter.SetHashAlgorithm("MD5");  

m_public = RSA.ExportParameters(false);  

return RSAFormatter.CreateSignature(hash);  

 }  

 

 public bool VerifySignature(byte[] hash, byte[] signedhash)  

 {  

RSACryptoServiceProvider RSA = new RSACryptoServiceProvider();  

RSAParameters RSAKeyInfo = new RSAParameters();  

RSAKeyInfo.Modulus = m_public.Modulus;  

RSAKeyInfo.Exponent = m_public.Exponent;  
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RSA.ImportParameters(RSAKeyInfo);  

RSAPKCS1SignatureDeformatter RSADeformatter = new 

RSAPKCS1SignatureDeformatter(RSA);  

RSADeformatter.SetHashAlgorithm("MD5");  

return RSADeformatter.VerifySignature(hash, signedhash);  

 }  

} 

 

VB.NET: 

Imports System 

Imports System.Security.Cryptography 

Imports System.Text 

 

Public Class MD5HashHelper 

 

    Public Function GetHash(ByVal message As String) As Byte() 

        Dim data As Byte() 

        data = UTF8Encoding.ASCII.GetBytes(message) 

        Dim md5 As MD5CryptoServiceProvider = New 

MD5CryptoServiceProvider 

        Return md5.ComputeHash(data, 0, data.Length) 

    End Function 

    Public Function VerifyHash(ByVal message As String, ByVal hash 

As Byte()) As Boolean 

        Dim data As Byte() 

        data = UTF8Encoding.ASCII.GetBytes(message) 

        Dim md5 As MD5CryptoServiceProvider = New 

MD5CryptoServiceProvider 

        Dim hashTemp As Byte() = md5.ComputeHash(data, 0, 

data.Length) 

 

        Dim counter As Int32 = 0 

        Do While counter <= hash.Length - 1 

            If hash(counter) <> hashTemp(counter) Then 

                Return False 

            End If 

            counter += 1 

        Loop 

        Return True 

    End Function 

End Class 

 

Public Class DigitalSignatureHelper 

    Private m_public As RSAParameters 

    Public Function CreateSignature(ByVal hash As Byte()) As Byte() 

        Dim RSA As RSACryptoServiceProvider = New 

RSACryptoServiceProvider 
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        Dim RSAFormatter As RSAPKCS1SignatureFormatter = New 

RSAPKCS1SignatureFormatter(RSA) 

        RSAFormatter.SetHashAlgorithm("MD5") 

        m_public = RSA.ExportParameters(False) 

        Return RSAFormatter.CreateSignature(hash) 

    End Function 

 

 Public Function VerifySignature(ByVal hash As Byte(), ByVal 

signedhash As Byte()) As Boolean 

        Dim RSA As RSACryptoServiceProvider = New 

RSACryptoServiceProvider 

        Dim RSAKeyInfo As RSAParameters = New RSAParameters 

        RSAKeyInfo.Modulus = m_public.Modulus 

        RSAKeyInfo.Exponent = m_public.Exponent 

        RSA.ImportParameters(RSAKeyInfo) 

        Dim RSADeformatter As RSAPKCS1SignatureDeformatter = 

New RSAPKCS1SignatureDeformatter(RSA) 

        RSADeformatter.SetHashAlgorithm("MD5") 

        Return RSADeformatter.VerifySignature(hash, signedhash) 

    End Function 

End Class 

 

 حٌغخرمش: Methodsحٌـ  ٚلإعظخذحَ

:#C 
DigitalSignatureHelper ds = new DigitalSignatureHelper();  

byte[] hash1;  

byte[] hash2;  

byte[] signedhash; 

. 

. 

. 

 

try // ط١ٌٛذ حٌظٛل١ع حٌشلّٟ   

 { 

MD5HashHelper md5 = new MD5HashHelper();  

hash1 = md5.GetHash(textBox1.Text);  

signedhash = ds.CreateSignature(hash1);  

MessageBox.Show("Signature Created Successfully!"); 

 } 

catch(Exception ex){MessageBox.Show(ex.Message);} 

. 

. 

. 

 

try // ٌظؤوذ ِٓ طلش حٌظٛل١ع   

 { 

MD5HashHelper md5 = new MD5HashHelper(); 
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hash2 = md5.GetHash(textBox2.Text);  

 

if (ds.VerifySignature(hash2, signedhash))  

 {  

 MessageBox.Show("Signatures verified Successfully!");  

 }  

 else  

 {  

 MessageBox.Show("Signatures verification failed!");  

 } 

 } 

catch(Exception ex){MessageBox.Show(ex.Message);} 

 

VB.NET: 

Dim ds As DigitalSignatureHelper   = New DigitalSignatureHelper() 

Dim hash1 As Byte() 

Dim hash2 As Byte() 

Dim signedhash As Byte() 

. 

. 

. 

 

Try ط١ٌٛذ حٌظٛل١ع حٌشلّٟ'   

Dim md5 As MD5HashHelper = New MD5HashHelper() 

hash1 = md5.GetHash(textBox1.Text) 

signedhash = ds.CreateSignature(hash1) 

MessageBox.Show("Signature Created Successfully!") 

Catch ex As Exception 

 MessageBox.Show(ex.Message) 

End Try 

. 

. 

. 

Try 'ٌظؤوذ ِٓ طلش حٌظٛل١ع 

Dim md5 As MD5HashHelper = New MD5HashHelper() 

hash2 = md5.GetHash(textBox2.Text) 

 

If ds.VerifySignature(hash2, signedhash) Then 

 MessageBox.Show("Signatures verified Successfully!") 

 Else 

 MessageBox.Show("Signatures verification failed!") 

 End If 

Catch ex As Exception 

 MessageBox.Show(ex.Message) 

End Try 
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رخعااظخذحَ  Digital Signature Algorithmsٚ٘ىاازح ر١ٕااخ و١ف١ااش أشااخء رشٔااخِؾ ٌظ١ٌٛااذ حٌااـ 

ٚحعاظخذحِٙخ  Hash Algorithmsعٕز١ٓ فٟ حٌـضء حٌظخٌٟ ِآ ٘ازح حٌفظاً حٔاٛح  حٌاـ  ،RSAحٌـ

 فٟ ر١جش حٌذٚص ١ٔض. 

 

٠ٚعظزش ِٓ حلأعخ١ٌذ حٌم٠ٛش ؿذح ٌظشف١ش حٌز١خٔخص ار ٠ّىٕٕخ ِآ  :Hashing algorithms -صبٌضب

 Messageٚرٌاه رخعاظخذحَ حٌاـ  bits 128ِآ رذلا  bits 512طظً اٌٝ  algorithmحعظخذحَ 

Digest Algorithms MAC  ٕٚ٘ااخ ٌاآ طغااظط١ع فااه طشااف١ش حٌشعااخٌش ٚاسؿخعٙااخ اٌااٝ كخٌظٙااخ

 Digitalٚفاٟ ط١ٌٛاذ حٌظٛحل١اع حٌشل١ّاش  Passwordsحٌغاخرمش ٠ٚغاظخذَ رشاىً أعخعاٟ ٌظ١ٌٛاذ حٌاـ

Signature  ٚفٟ حغٍذ حٌلخلاص طغظخذَ ٌظخض٠ٓ وٍّش حٌّاشٚسPassword فاٟ حٌاـDatabase 

 رشىً حِٓ.

 

 SHA384ManagedٚحٌـSHA256Managedحٌـٚ ٠ٚSHA1Managedغظخذَ حٌـ

 ComputeHashِٕٚٗ ٔغظخذَ حٌـ Hash Objectٌظعش٠ف  SHA512Managedٚحٌـ

Method ٌظ١ٌٛذ حٌـhash code  ٟٚطخض٠ٕٗ فbyte Array :ٚوّخ ٠ٍٟ وّؼخي 

 

 :#C 
SHA1Managed shaM1 = new SHA1Managed (); 

byte[] my_kay1= ASCIIEncoding.ASCII.GetBytes("convert this text to 

hash code"); 

byte[] hashed_kay1 = shaM1.ComputeHash(my_kay1); 

MessageBox.Show(ASCIIEncoding.ASCII.GetString(hashed_kay1)); 

 

SHA256Managed shaM2 = new SHA256Managed(); 

byte[] my_kay2= ASCIIEncoding.ASCII.GetBytes("convert this text to 

hash code"); 

byte[] hashed_kay2 = shaM2.ComputeHash(my_kay2); 

MessageBox.Show(ASCIIEncoding.ASCII.GetString(hashed_kay2)); 

 

SHA384Managed shaM3 = new SHA384Managed (); 

byte[] my_kay3= ASCIIEncoding.ASCII.GetBytes("convert this text to 

hash code"); 

byte[] hashed_kay3 = shaM3.ComputeHash(my_kay3); 

MessageBox.Show(ASCIIEncoding.ASCII.GetString(hashed_kay3)); 

SHA512Managed shaM4 = new SHA512Managed (); 

byte[] my_kay4= ASCIIEncoding.ASCII.GetBytes("convert this text to 

hash code"); 

byte[] hashed_kay4 = shaM4.ComputeHash(my_kay4); 

MessageBox.Show(ASCIIEncoding.ASCII.GetString(hashed_kay4)); 
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VB.NET: 

Dim shaM1 As SHA1Managed = New SHA1Managed 

Dim my_kay1 As Byte() = ASCIIEncoding.ASCII.GetBytes("convert 

this text to hash code") 

Dim hashed_kay1 As Byte() = shaM1.ComputeHash(my_kay1) 

Msgbox(ASCIIEncoding.ASCII.GetString(hashed_kay1))  

Dim shaM2 As SHA256Managed = New SHA256Managed 

Dim my_kay2 As Byte() = ASCIIEncoding.ASCII.GetBytes("convert 

this text to hash code") 

Dim hashed_kay2 As Byte() = shaM2.ComputeHash(my_kay2) 

Msgbox(ASCIIEncoding.ASCII.GetString(hashed_kay2))  

Dim shaM3 As SHA384Managed = New SHA384Managed 

Dim my_kay3 As Byte() = ASCIIEncoding.ASCII.GetBytes("convert 

this text to hash code") 

Dim hashed_kay3 As Byte() = shaM3.ComputeHash(my_kay3) 

Msgbox(ASCIIEncoding.ASCII.GetString(hashed_kay3))  

Dim shaM4 As SHA512Managed = New SHA512Managed 

Dim my_kay4 As Byte() = ASCIIEncoding.ASCII.GetBytes("convert 

this text to hash code") 

Dim hashed_kay4 As Byte() = shaM4.ComputeHash(my_kay4) 

Msgbox(ASCIIEncoding.ASCII.GetString(hashed_kay4)) 

 

عٕز١ٓ فٟ حٌـضء حٌظخٌٟ ِآ  ،... ٠ٚHash Codesّىٓ حعظخذحَ حٌطش٠مش حٌغخرمش ٌٍّمخسٔش ر١ٓ حٌـ 

 ٘زح حٌفظً و١ف١ش حعظخذحَ ِعخ١٠ش حٌظشف١ش فٟ رشِـ١خص حٌشزىخص...

 

C - ndards With Network Using Security Encryption Sta

Applications: 
فااٟ رشِـ١ااخص حٌشاازىخص ٔمااَٛ فااٟ حٌزذح٠ااش رظشااف١ش حٌز١خٔااخص حٌّشعااٍش رخعااظخذحَ أٞ ِاآ حلأعااخ١ٌذ 

رخعااظخذحَ  Socketلإسعااخٌٙخ عزااش حٌااـ Streamحٌغااخرمش ٌظشااف١ش ػااُ ٔلااٛي حٌز١خٔااخص حٌّشاافشس اٌااٝ 

حٌشعاااخٌش رخعاااظخذحَ  ػاااُ ٠ماااَٛ حٌطاااشف حٌّغاااظمزً رخعاااظمزخي ،وّؼاااخي Network Streamحٌاااـ

٠ٚـاااذ أْ طىاااْٛ ع١ٍّاااش فاااه حٌظشاااف١ش وّاااخ ٘اااٟ ، Socketعزاااش حٌاااـ Network Streamحٌاااـ

ػااُ ٔغااظط١ع  ،أٚ حٌظٛحل١ااع حٌشل١ّااش  DESأٚ  RSAحٌخٛحسص١ِااش حٌّغااظخذِش اػٕااخء حٌظشااف١ش عااٛحء 

ٚرعاذ  ، Stream Dataك١اغ عظغاظمزً حٌشعاخٌش واـ Memory streamطلّاً حٌشعاخٌش اٌاٝ حٌاـ

لاكاع   ،ٌفاه طشاف١ش٘خ  ٌظل٠ٍٛٙاخ  اٌاٝ سعاخٌش ِاشس أخاشٜ Byte Arrayل٠ٍٛٙخ اٌاٝ رٌه ٠ّىٓ ط

 حٌشىً حٌظخٌٟ:  
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) لإسعخي ٔض ِٓ ؿٙخص اٌٝ آخش ٚعإخذَ Client / Serverعٕمَٛ ح٢ْ ربٔشخء رشٔخِؾ رغ١ؾ (

ٚحٌاازٞ  Private Kayٌظشااف١ش حٌاإض حٌّشعااً ك١ااغ عاا١ظفك حٌطشفااخْ عٍااٝ حٌااـ  RSAف١ااٗ حٌااـ 

 ظشف١ش ٚ فه طشف١ش حٌشعخٌش...ع١غظخذَ ٌ

 

ٚ عاا١ىْٛ حٌشااىً حٌعااخَ ٌٍزشٔااخِؾ وّااخ فااٟ حٌشااىً حٌظااخٌٟ ٠ٚزاا١ٓ ؽشفااخْ ِشعااً ِٚغااظمزً ٠ٚمااَٛ 

حٌّشعً رظشف١ش حٌشعخٌش رخعظخذحَ حٌّفظخف حٌعخَ ٠ٚظفك حٌطشفخْ عٍٝ حٌّفظخف حٌخخص ٚحٌازٞ عا١ظُ 

 فه حٌشعخٌش ِٓ خلاٌٗ:

 
 

 :  Clientأٚلا حٌّشعً أٚ حٌـ 

ك١اغ عا١ظُ  RSA algorithmsذَ ف١ٗ حٌطش٠مش حٌّعشٚفش ٌظشف١ش حٌشعخثً رخعاظخذحَ حٌاـ ٚعٕغظخ

لإسعاخٌٙخ ك١اغ عا١ظُ  Serializationٚعٕغظخذَ حٌـ  Byte Arrayطل٠ًٛ حٌشعخٌش حٌّشفشس اٌٝ 

 ٠ٚظُ وً رٌه وّخ ٠ٍٟ: Serialization Objectاسعخٌٙخ وـ 
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C#: 

using System.Text; 

using System.Security.Cryptography;  

using System.Net.Sockets; 

using System.Net; 

using System.IO; 

using System.Runtime.Serialization.Formatters.Binary; 

. 

. 

. 

public byte[] mymsg; 

public byte[] Encrypt(string strData,CspParameters PrivateKey)  

{  

RSACryptoServiceProvider rsa = new 

RSACryptoServiceProvider(PrivateKey);  

byte[] data = rsa.Encrypt(Encoding.Unicode.GetBytes(strData), false);  

return data;  

}  

. 

. 

. 

try 

{ 

CspParameters cp = new CspParameters();  

cp.KeyContainerName = text_private.Text; 

mymsg = Encrypt(text_msg_to_send.Text,cp); 

text_encrypted.Text = Encoding.Unicode.GetString(mymsg); 

 

object op = (object) mymsg; 

    

BinaryFormatter br = new BinaryFormatter (); 

    

TcpClient myclient = new TcpClient (text_IP.Text,7000); 

NetworkStream myns = myclient.GetStream (); 

br.Serialize (myns,op); 

 

myns.Close (); 

myclient.Close (); 

 

} 

catch (Exception ex){MessageBox.Show(ex.Message);} 
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VB.NET: 

Imports System.Text 

Imports System.Security.Cryptography 

Imports System.Net.Sockets 

Imports System.Net 

Imports System.IO 

Imports System.Runtime.Serialization.Formatters.Binary 

. 

. 

. 

Public mymsg As Byte() 

Public Function Encrypt(ByVal strData As String, ByVal PrivateKey 

As CspParameters) As Byte() 

    Dim rsa As RSACryptoServiceProvider = New 

RSACryptoServiceProvider(PrivateKey) 

    Dim data As Byte() = 

rsa.Encrypt(Encoding.Unicode.GetBytes(strData), False) 

    Return data 

End Function 

. 

. 

. 

Try 

Dim cp As CspParameters = New CspParameters   

cp.KeyContainerName = text_private.Text 

mymsg = Encrypt(text_msg_to_send.Text,cp) 

text_encrypted.Text = Encoding.Unicode.GetString(mymsg) 

 

Dim op As Object = CObj(mymsg) 

Dim br As BinaryFormatter = New BinaryFormatter 

Dim myclient As TcpClient = New TcpClient(text_IP.Text, 7000) 

Dim myns As NetworkStream = myclient.GetStream() 

br.Serialize (myns,op) 

 

myns.Close () 

myclient.Close () 

 

Catch ex As Exception 

 MessageBox.Show(ex.Message) 

End Try 

 

 :  Serverػخ١ٔخ حٌّغظمزً أٚ حٌـ 

ػاُ  ٠Encrypted Message as an Objectاظُ حعاظمزخي حٌاـ  Serverٚفٟ ؽشف حٌّغظمزً حٌاـ 

حٌّغاظٍُ  Byte Arrayحٌاـ  ع١ٍٙخ ِٚٓ ػُ ّٔاشس Castingرعذ عًّ حٌـ  Byte Arrayطلٛي اٌٝ 

١ٌاظُ فاه طشاف١ش٘خ رخعاظخذحَ حٌّفظاخف حٌخاخص ٚحٌازٞ طاُ  RSA Decryption Methodاٌٝ حٌاـ 

 حلاطفخق ع١ٍٗ .
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C#: 

using System.Text; 

using System.Security.Cryptography;  

using System.Net.Sockets ; 

using System.IO; 

using System.Threading; 

using System.Runtime.Serialization.Formatters.Binary; 

using System.Runtime.Serialization.Formatters; 

. 

. 

. 

public byte[] mymsg; 

NetworkStream myns; 

TcpListener mytcpl;  

Socket mysocket; 

Thread myth; 

 

public byte[] Decrypt(byte[] en_data,CspParameters PrivateKey)  

{  

RSACryptoServiceProvider rsa = new 

RSACryptoServiceProvider(PrivateKey);  

byte[] data = rsa.Decrypt(en_data, false);  

return data;  

} 

. 

. 

. 

void RSA_Server ()//حعظمزخي حٌشعخٌش رشىً ِشفش 

{ 

mytcpl = new TcpListener (7000); 

mytcpl.Start (); 

mysocket = mytcpl.AcceptSocket (); 

myns = new NetworkStream (mysocket); 

BinaryFormatter br = new BinaryFormatter (); 

object op; 

op= br.Deserialize (myns); // Deserialize the Object from Stream 

   

mymsg = (byte[]) op; 

text_encrypted.Text = Encoding.Unicode.GetString(mymsg); 

    

    

mytcpl.Stop(); 

 

 while (true) 

  { 

 RSA_Server(); 
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  } 

} 

. 

. 

. 

 

try // فه طشف١ش حٌشعخٌش 

{ 

     

CspParameters cp = new CspParameters();  

cp.KeyContainerName = text_private1.Text; 

     

byte[] my_msg = Decrypt(mymsg,cp); 

text_decrypted.Text = Encoding.Unicode.GetString(my_msg); 

} 

catch (Exception ex){MessageBox.Show(ex.Message);} 

 

VB.NET: 

Imports System.Text 

Imports System.Security.Cryptography 

Imports System.Net.Sockets 

Imports System.IO 

Imports System.Threading 

Imports System.Runtime.Serialization.Formatters.Binary 

Imports System.Runtime.Serialization.Formatters 

. 

. 

. 

Public mymsg As Byte() 

Private myns As NetworkStream 

Private mytcpl As TcpListener 

Private mysocket As Socket 

Private myth As Thread 

 

Public Function Decrypt(ByVal en_data As Byte(), ByVal PrivateKey 

As CspParameters) As Byte() 

    Dim rsa As RSACryptoServiceProvider = New 

RSACryptoServiceProvider(PrivateKey) 

    Dim data As Byte() = rsa.Decrypt(en_data, False) 

    Return data 

End Function 

. 

. 

. 

 

Private Sub RSA_Server() ' ش رشىً ِشفشحعظمزخي حٌشعخٌ   

    mytcpl = New TcpListener(7000) 
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    mytcpl.Start() 

    mysocket = mytcpl.AcceptSocket() 

    myns = New NetworkStream(mysocket) 

    Dim br As BinaryFormatter = New BinaryFormatter 

    Dim op As Object 

    op = br.Deserialize(myns) ' Deserialize the Object from Stream 

 

    mymsg = CType(op, Byte()) 

    text_encrypted.Text = Encoding.Unicode.GetString(mymsg) 

 

    mytcpl.Stop() 

 

    Do While True 

        RSA_Server() 

    Loop 

End Sub 

. 

. 

. 

Try ' فه طشف١ش حٌشعخٌش 

 

Dim cp As CspParameters = New CspParameters 

cp.KeyContainerName = text_private1.Text 

 

Dim my_msg As Byte() = Decrypt(mymsg, cp) 

text_decrypted.Text = Encoding.Unicode.GetString(my_msg) 

Catch ex As Exception 

 MessageBox.Show(ex.Message) 

End Try 

 

لإجتشاء ػ١ٍّتبد اٌزشتف١ش  Cryptography ٚ٘ىزا ث١ٕب فٟ ٘زا اٌفظتً و١ف١تخ اٌزؼبِتً ِتغ اٌتـ

ٚ  DESوّب ث١ٕب ؽشق اعزخذاَ ِؼتب٠ش اٌزشتف١ش ِضتً اٌتـ  ,اٌّشعٍخ ػجش اٌشجىخ  Dataػٍٝ اٌـ 

عت١زُ اٌذتذ٠ش فتٟ  ,فٟ ث١ئخ اٌذٚد ١ٔتذ  Digital Signatureٚاٌـ  RSAٚاٌـ Hashingاٌـ

ٚد ١ٔتذ ٚثشِج١تبد ٚاعتزخذاِٙب فتٟ ث١ئتخ اٌتذ Socket Permissionاٌفظً اٌزتبٌٟ ػتٓ اٌتـ 

 اٌشجىبد.



~ 327 ~ 
 

 

 

Chapter 19 

Socket Permissions 

 

- Permission Namespace Overview 

- Security Action 

- Socket Access property 

- Socket Permissions 
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19 :Permission Namespace Overview  : 

 

 ذٚص ١ٔاض ػلاػاش أٔاٛح  ِآ حٌظالاك١خص ٚ٘اٟ حٌاـفٟ حٌ Permission Namespaceٚطذعُ حٌـ

Code access permissions ٚحٌاااـIdentity Permissions ٚحٌاااـRole- based 

permissions  ... 

 

 حٌظخ١ٌش:  Classesعٍٝ وً ِٓ حٌـ Code access permissionsططزك حٌـ 

 

WebPermission: The ability to make/accept connection to/from the 

web. 

OleDbPermission: The ability to access databases with OLEDB. 

SQLClientPermission: The ability to access SQL databases. 

UIPermission: The ability to use User Interface. 

PrintingPermission: The ability to print. 

FileIOPermission: The ability to work with files. 

SocketPermission: The ability to make/accept TCP/IP connections on a 

transport address. 

SecurityPermission: The ability to execute, assert permissions, call into 

unmanaged code, skip verification and other rights. 

 

 حٌظخ١ٌش: Classesٌـ عٍٝ ح Identity permissionsٚططزك حٌـ

 

PublisherIdentityPermission: Software publisher's digital signature 

StrongNameIdentityPermission: Assembly's strong Name 

URLIdentityPermission: URL from which the code is originated 

ZoneIdentityPermission: Zone from which the assembly is originated 

SiteIdentityPermission: Location of web site from which the code is 

originated  

 

  فمؾ. Class PrincipalPermissionعٍٝ حٌـ  based permissions -Roleٚططزك حٌـ 

 

Socket Permission: ٚطّىٕااه ِاآ طلذ٠ااذ طاالاك١خص حعااظخذحَ حٌااـSocket  فااٟ رشِـ١ااخص 

ػااااااآّ  SocketPermission  ٚSocketPermissionAttributeذحَ حٌشااااااازىخص رخعاااااااظخ

ٚوّؼااخي ٔغااظط١ع  System.Security.Permissions Namespacesٚحٌااـ System.Netحٌااـ

٠ٚظُ رٌاه  ، Listener Applicationِع١ٓ ِٓ حلاطظخي ِع حٌـ Client Host Addressِٕع 

ٚ  Access Kindش ٚحٌااـٔلااذد ف١ٙااخ ٔااٛ  حٌع١ٍّاا Attribute SocketPermissionرظعش٠ااف 

عاٛحء  Transportٚٔاٛ  حٌاـ Portٚسلاُ حٌاـ Permissionحٌزٞ ع١طزك ع١ٍٗ حٌـ Hostعٕٛحْ حٌـ

 .  UDPأٚ  TCPِٛؿٗ أٚ غ١ش ِٛؿٗ 

 

عزش ؿ١ّع  Socketرخٌـ Address loopback 127.0.0.1ِٕع حطظخي حٌـ ٔش٠ذ فٟ ٘زح حٌّؼخي

 . حٌّغظخذَ Socketٚرغغ حٌٕظش عٓ ٔٛ  حٌـ Portsحٌـ

 

 [SocketPermission(SecurityAction.Deny, Access="Connect", 

Host="127.0.0.1",Port="All", Transport="All")] 
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 ِٓ طلذ٠ذ ٔٛ  حٌع١ٍّش حٌظٟ ٔش٠ذ٘خ ٚوّخ ٠ٍٟ: ٠object SecurityActionّىٕٕخ حٌـ

 

 
 

Assert ٚطعٕٟ حٌغّخف :Client Host ِع١ٓ ِٓ اؿشحء ع١ٍّش ِلذدس 

Demand: ٚطعٕٟ ططز١ك حٌظلاك١خص عٍٝ ؿ١ّع حٌاـClasses حٌظاٟ طماع فاٟ ِٕطماش حٌاـStack 

 Defined Abstractأعٍٝ حٌـ

Denyٚطعٕٟ ِٕع حٌـ :Client Host .اؿشحء ع١ٍّش ِع١ٕش ِٓ 

InheritanceDemand ٚف١ٙاخ ططزااك حٌظالاك١خص عٍااٝ حٌاـ :Class حٌاازٞ عا١شع حٌااـClass 

 حٌلخٌٟ.

PermitOnly حٌـ: ٚف١ٗ ٠ّٕع ؿ١ّعAccess عذح حٌـClient User . حٌّلذد... 

 

 ٔلذد ٔٛ  ع١ٍّش حٌّٕع أٚ حٌغّخف ٚطؤخز خ١خس٠ٓ ّ٘خ :  Access propertyٚفٟ حي

 

Accept ـٌّٕااع أٚ حٌغااّخف ٌاا Client Socket  ًِاآ عّااBinding ِااع حٌااـIP Address  ٚ

 حٌّلذد. Portحٌـ

 Connect ـٌّٕع أٚ حٌغاّخف ٌا Client Socket  ًِآ عّاconnect ِاع حٌاـRemote Host 

 حٌّلذد.

 

 Portٚ سلُ حٌـ Permissionحٌزٞ ع١طزك ع١ٍٗ حٌـ Hostٔلذد عٕٛحْ حٌـ Portٚحٌـ Hostفٟ حٌـ

ٌذلاٌش عٍٝ ططز١ك حٌظلاك١ش  allٔغظط١ع طّش٠ش وٍّش  Port propertyحٌظٟ ٠ظظً رٙخ ( فٟ حٌـ

 ) Portsعٍٝ ؿ١ّع حٌـ

 

حٌّغاظخذَ ٚطؤخاز  Socketٌظاٟ عإعشف ف١ٙاخ ٔاٛ  حٌاـٚح Transport propertyٚأخ١شح ٔلذد حٌـ

 حٌخ١خسحص حٌظخ١ٌش:

All رااذْٚ طلذ٠ااذ ٔااٛ  حٌااـSocket ار ططزااك ٘اازٖ حٌااـPermission عٍااٝ ؿ١ّااع حٌااـSocket 

Types. 

Connectionless ارح وخٔاااض حٌاااـSocket  َطغاااظخذ Datagram Protocols  ٚوّؼاااخي

 .UDPرشٚطٛوٛي 

ConnectionOriented ارح وخٔااض حٌااـSocket  َطغااظخذOriented Protocols  ٚوّؼااخي

 .TCPرشٚطٛوٛي 

TCP طلذ٠ذٖ ِزخششس. ار طغظط١ع 

UDP .ار طغظط١ع طلذ٠ذٖ ِزخششس 

 

ِآ  Instance Objectِآ خالاي حشاظمخق  ٠ٚSocket Permissionّىآ أ٠ؼاخ حعاظخذحَ حٌاـ 

ّىٕاه أْ حٌّاشحد ٚػاعٗ ٠ٚ Permissionػاُ طلذ٠اذ ٔاٛ  حٌاـ  SocketPermission Classحٌاـ

حٌّلاذد أٚ طّش٠اش  Permissionٚرٌاه ٌغاّخف أٚ ِٕاع حٌاـ  Permission Stateطّشس ٌٗ اِخ حٌـ 

 Connectعٛحء حطظخي  Network Accessحٌزٞ طش٠ذ ِٓ خلاي طلذ٠ذ حٌـ  Permissionحٌـ 
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Outgoing  ٚأAccept Incoming  ػااُ طلذ٠ااذ ٔااٛ  حٌزشٚطٛوااٛي حٌّغااظخذَ عااٛحءTCP  ٚأ

UDP ِ ٓعاخ ٚرعاذ رٌاه ّٔاشس حٌاـ أٚ حلاػٕا١IP Address  ٌٍاـRemote Machine  فاٟ كخٌاش

فااٟ كخٌااش حٌااـ  Local Machineٌٍااـ  IPأٚ حٌااـ  Access incomingحٌغااّخف أٚ حٌّٕااع ٌٍااـ 

Connect Outgoing ، :ٍٟ٠ٚظُ رٌه وّخ ٠ 

 

 
 

 Stateار ٔلاذد ٌاٗ حٌاـ  SocketPermission Classٌٍاـ Socket Stateوّاخ ٠ّٚىآ اعإخد حٌاـ 

 عٛحء رغّخف أٚ سفغ حلاطظخي ٚوّخ ٠ٍٟ:

 

 
 

ٚرعاذ  ، Union Methodٚرٌه رخعاظخذحَ حٌاـ  Socket Permissionوّخ ٠ّىٓ دِؾ أوؼش ِٓ 

 ؿذ٠ذ ٚوّخ ٠ٍٟ وّؼخي: SocketPermission Objectرٌه طغٕذ اٌٝ 

 

C#: 

SocketPermission mySocketPermission1= new 

SocketPermission(PermissionState.None); 

mySocketPermission1.AddPermission(NetworkAccess.Accept, 

TransportType.Tcp, IP, Port);  

    

SocketPermission mySocketPermission2 =new 

SocketPermission(NetworkAccess.Connect, TransportType.Tcp, IP, 

Port); 

  

SocketPermission mySocketPermissionUnion = 

(SocketPermission)mySocketPermission1.Union(mySocketPermission2

); 

 

VB.NET: 

Dim mySocketPermission1 As SocketPermission = New 

SocketPermission(PermissionState.None) 

mySocketPermission1.AddPermission(NetworkAccess.Accept, 

TransportType.Tcp, IP, Port) 

 

Dim mySocketPermission2 As SocketPermission = New 

SocketPermission(NetworkAccess.Connect, TransportType.Tcp, IP, 

Port) 
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Dim mySocketPermissionUnion As SocketPermission = 

CType(mySocketPermission1.Union(mySocketPermission2), 

SocketPermission) 

 

 Intersectٚرٌه رخعظخذحَ حٌـ  Union Permission Listؼش ِٓ وّخ ٠ّىٓ أ٠ؼخ دِؾ أو 

Method :ٍٟٚوّخ ٠ 

 

C#: 

SocketPermission mySocketPermissionIntersect =  

(SocketPermission)mySocketPermission1.Intersect(mySocketPermissio

nUnion); 

 

VB.NET: 

Dim mySocketPermissionIntersect As SocketPermission = 

CType(mySocketPermission1.Intersect(mySocketPermissionUnion), 

SocketPermission) 

 

٠ّٚىاآ طل٠ٍٛٙااخ ِاآ  XML Dataحٌغااخرمش اٌااٝ  Permission Listٚٔغااظط١ع أ٠ؼااخ ٔمااً حٌااـ 

XML  ٌٝاPermission List  ِشس أخشٜ ٚرٌه رخعظخذحَ حٌـFromXml Method  ٌٍماشحءس

 ِٓXML  ٚحٌـToXml Method ٌظل٠ًٛ حٌـPermission  ٌٝاXML :ٚوّخ ٠ٍٟ وّؼخي 

 

  C#: 

mySocketPermission1.FromXml(mySocketPermission1.ToXml()); 

 

VB.NET: 

mySocketPermission1.FromXml(mySocketPermission1.ToXml()); 

 

 ، Denyرخخظ١خس ٚحكذس ِٓ ( Security Permissionsٚٔغظط١ع ططز١ك  حٌـ 

Assert,PermitOnly:( 

 

C#: 

SocketPermission sp = new SocketPermission(PermissionState.None);  

sp.AddPermission(NetworkAccess.Accept,TransportType.Tcp,"0.0.0.0"

,0);  

sp.AddPermission(NetworkAccess.Connect,TransportType.Tcp,"0.0.0.0

",0)  

// sp.Deny; // حٌّٕع 

// sp.Assert;//حٌغّخف 

sp.PermitOnly(); 

 

VB.NET: 

Dim sp As SocketPermission = New 

SocketPermission(PermissionState.None) 

sp.AddPermission(NetworkAccess.Accept,TransportType.Tcp,"0.0.0.0"

,0) 

sp.AddPermission(NetworkAccess.Connect,TransportType.Tcp,"0.0.0.0

",0) 
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' sp.Deny; // حٌّٕع 

' sp.Assert;//حٌغّخف 

sp.PermitOnly()  

 

ٌّٕاع حلاطظاخي ِآ لزاً  Socket Permissionsعٕمَٛ ح٢ْ رظطز١ك ِؼخي رغ١ؾ ٔغظخذَ ف١ٗ حٌاـ 

فىاشس حٌزشٔاخِؾ طىّآ فاٟ ٔماً طاٛسس  ،أٚ ِٕعاٗ  رخلاطظاخي Clientرشٚطٛوٛي ِخ أٚ حٌغّخف ٌٍـ 

ِٚآ ػاُ ٚػاع طالاك١خص  Socketرخعاظخذحَ حٌاـ  Serverاٌٝ حٌـ Clientحٌىخ١ِشح ِٓ ؿٙخص حٌـ 

 ... Serverٌلاطظخي ِع حٌـ 

 

 : Serverأٚلا رشٔخِؾ حٌـ 

 وّخ فٟ حٌشىً حٌظخٌٟ: ٠ٚPictureboxلظٛٞ عٍٝ 

 

 
 

C#: 

void StartMethod () 

{ 

TcpListener mytcpl;       

Socket mysocket; 

NetworkStream myns; 

 

SocketPermission sp = new SocketPermission(PermissionState.None);  

sp.AddPermission(NetworkAccess.Accept,TransportType.Tcp,"0.0.0.0"

,0); 

sp.AddPermission(NetworkAccess.Connect,TransportType.Tcp,"0.0.0.0

",0);  

    

// sp.Deny; // حٌشفغ  

// spAssert;//حٌغّخف 

sp.PermitOnly(); 

 

mytcpl = new TcpListener (5020);   

mytcpl.Start ();       

mysocket = mytcpl.AcceptSocket ();   

myns = new NetworkStream (mysocket); 

 

pictureBox1.Image = Image.FromStream(myns); 

mytcpl.Stop(); 
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if (mysocket.Connected ==true)      

 { 

 while (true) 

  { 

 StartMethod ();     

  } 

 } 

} 

 

VB.NET: 

Private Sub StartMethod() 

    Dim mytcpl As TcpListener 

    Dim mysocket As Socket 

    Dim myns As NetworkStream 

    Dim sp As SocketPermission = New 

SocketPermission(PermissionState.None) 

    sp.AddPermission(NetworkAccess.Accept, TransportType.Tcp, 

"0.0.0.0", 5020) 

    sp.AddPermission(NetworkAccess.Connect, TransportType.Tcp, 

"0.0.0.0", 5020) 

    ' sp.Deny; // حٌشفغ  

    ' spAssert;//حٌغّخف 

    sp.PermitOnly() 

    mytcpl = New TcpListener(5020) 

    mytcpl.Start() 

    mysocket = mytcpl.AcceptSocket() 

    myns = New NetworkStream(mysocket) 

    pictureBox1.Image = Image.FromStream(myns) 

    mytcpl.Stop() 

 

    If mysocket.Connected = True Then 

        Do While True 

            StartMethod() 

        Loop 

    End If 

End Sub 
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 : Clientرشٔخِؾ حٌـ  ػخ١ٔخ

 

 
 

C#: 

private void timer1_Tick(object sender, System.EventArgs e) 

{ 

try{ 

MemoryStream ms = new MemoryStream();// Store it in Binary Array 

as Stream 

pictureBox1.Image.Save(ms,System.Drawing.Imaging.ImageFormat.Jp

eg); 

byte[] arrImage = ms.GetBuffer(); 

ms.Close(); 

TcpClient myclient = new TcpClient 

(txt_host.Text,int.Parse(text_Port.Text));//Connecting with server 

NetworkStream myns = myclient.GetStream (); 

BinaryWriter  mysw = new BinaryWriter (myns); 

mysw.Write(arrImage);//send the stream to above address 

mysw.Close (); 

myns.Close (); 

myclient.Close ();} 

catch (Exception ex){timer1.Enabled=false; 

listBox1.Items.Add(ex.Message ); 

} 

VB.NET: 

Private Sub timer1_Tick(ByVal sender As Object, ByVal e As 

System.EventArgs) 

    Try 

        Dim ms As MemoryStream = New MemoryStream   ' Store it in 

Binary Array as Stream 

        pictureBox1.Image.Save(ms, 

System.Drawing.Imaging.ImageFormat.Jpeg) 

        Dim arrImage As Byte() = ms.GetBuffer() 

        ms.Close() 

        Dim myclient As TcpClient = New TcpClient(txt_host.Text, 

Integer.Parse(text_Port.Text)) 'Connecting with server 

        Dim myns As NetworkStream = myclient.GetStream() 
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        Dim mysw As BinaryWriter = New BinaryWriter(myns) 

        mysw.Write(arrImage) 'send the stream to above address 

        mysw.Close() 

        myns.Close() 

        myclient.Close() 

    Catch ex As Exception 

        timer1.Enabled = False 

        listBox1.Items.Add(ex.Message) 

    End Try 

 

 SocketPermissionحٌـأٚ Permission Attributeر١ٓ ٚػع حٌـ  لاخظ١خسلاكع أٔٗ ٠ّىٕه ح

٠ٚزمٝ حٌفشق ر١ٓ حعظخذحَ أٞ ِٕٙخ فٟ كخٌش وٕض طش٠ذ ٚػع حٌظلاك١خص اػٕخء حٌظشغ١ً ٚطش٠ذ 

 SocketPermissionف١فؼً حعظخذحَ حٌـ Runtimeاِىخ١ٔش طغ١١ش ٘زٖ حٌظلاك١خص اػٕخء  

instance Object  ٍٝأِخ ارح أسدص ٚػع حٌظلاك١خص رشىً دحثُ ٚرذْٚ اِىخ١ٔش طغ١ش٘خ ٚع

 ... Attributeعٕذ٘خ ٠فؼً حعظخذحَ حٌـ ،ٌٍزشٔخِؾ وخِلا  Scopeِغظٜٛ حٌـ 

 

عت١زُ اٌذتذ٠ش  ,فٟ ث١ئتخ اٌتذٚد ١ٔتذ  Socket Permissionٚ٘ىزا ث١ٕب ؽشق اٌزؼبًِ ِغ اٌـ 

 ٚاعزخذاِٙب فٟ ث١ئخ اٌذٚد ١ٔذ. Multithreadingفٟ اٌجضء اٌزبٌٟ ػٓ اٌـ 
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- Chapter 22 Multithreading (Using & 

Managing) 

Part 6 

Multithreading 
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Chapter 20 

Multithreading Using & Managing 

 

- Introduction to Threading in Dot Net 

- Threading Classes & Members 

- Multithreading & Network Applications 
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 .120  :The Concept of Threading : 

 

فٟ أٔظّش حٌظشاغ١ً رل١اغ أْ أٞ  Multitaskingَٙٛ حٌـ ِف Multithreadingعضص ِفَٙٛ حٌـ 

ِٕفظاً عآ حلأخاش رخلإػاخفش الا اِىخ١ٔاش أْ ٠عّاً ٔفاظ  Threadرشٔخِؾ ٠ّىٕٗ أْ ٠عّاً عٍاٝ 

فاٟ  Multitaskingأطاٝ ٘ازح حٌّفٙاَٛ رعاذ ططا٠ٛش فىاشس حٌاـ  ،Threadحٌزشٔخِؾ عٍٝ أوؼاش ِآ 

ٔظاخَ حٌظشاغ١ً حٌازٞ ٠ماَٛ رظمغا١ُ حٌّٙاخَ عٍاٝ  ٠ٚظُ ادحسس ٘زٖ حٌع١ٍّخص ِٓ لزاً  ،أٔظّش حٌظشغ١ً 

٠ّٚىآ ِشاخ٘ذس ٘ازٖ حٌع١ٍّاخص فاٟ  ،ٚعٍٝ فظاشحص ص١ِٕاش  Threadحٌّعخٌؾ ٚفك حلأ٠ٌٛٚخص ٌىً 

 ٚوّخ فٟ حٌشىً حٌظخٌٟ:    Task Managerٔظخَ حٌظشغ١ً ِٓ خلاي حٌـ 

 

 
 

ٔظخَ حٌظشغ١ً رظمغا١ُ لاكع أْ وً رشٔخِؾ ٠لـض ِمذحس ِع١ٓ ِٓ حٌّعخٌؾ رٕخء عٍٝ كخؿظٗ ٠ٚمَٛ 

 حٌّٙخَ عٍٝ حٌّعخٌؾ ٚفك حٌلخؿش ٚ حلأ٠ٌٛٚخص لاكع حٌشىً حٌظخٌٟ:
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ٌااٗ وّااخ  Interruptفااٟ ٔظااخَ حٌظشااغ١ً ار ٠ّىٕٕااخ ِاآ عّااً  Threadٚرظؤو١ااذ ٠ّىاآ حٌااظلىُ رااؤٞ 

وااً ٘اازٖ حٌع١ٍّااخص ِظخكااش ٌااذٜ  ،ٌااٗ  Abortٚأ٠ؼااخ اٌغخثااٗ رعّااً  ،٠ّىٕٕااخ ا٠مخفااٗ رشااىً ِئلااض

 م١خَ رٙخ ٚأ٠ؼخ ِظخف حعظخذحِٙخ رشِـ١خ.ٌٍ Userحٌـ

 

 
 

2.20  :Threading in Dot Net  : 

ٚلاكظٕاخ حٔاٗ لا ٠ّىآ أْ ٠غاظمزً  ،فٟ رشِـ١اخص حٌشازىخص  Threadingلّٕخ عخرمخ رخعظخذحَ حٌـ 

ِّاخ ٠ّٕاع  Formحٌخاخص رخٌاـ  Threadحٌزشٔخِؾ أٞ شٟء فاٟ كخٌاش وٛٔاٗ ٠عّاً عٍاٝ ٔفاظ حٌاـ 

ار إٔٔاخ حعاظخذِٕخ  ،الا رعاذ حٔظٙاخء حٌع١ٍّاش حٌـخس٠اش ٚ٘اٛ ِاخ ٌآ ٠لاذع أراذح طٕف١ز أٞ ع١ٍّش أخشٜ 

Infinity Loop  ٌزشٔاخِؾ حلاعاظمزخي ِّااخ عا١ئدٞ اٌاٝ عاذَ طٕف١ااز أٞ أِاش آخاش ٚعاٛف ٠ظٛلااف

 ر١ٓ  أِش٠ٓ : لاخظ١خسٚ حٌلً ٌٙزٖ حٌّشىٍش ح ،حٌزشٔخِؾ عٓ حلاعظـخرش 

ٚ حٌظٛؿاٗ  Synchronous Programmingٕاش حلارظعاخد عآ حعاظخذحَ حٌزشِـاش حٌّظضحِ ،حلأٚي

ٚ٘ٛ ِخ طاُ شاشكٗ فاٟ حٌـاضء Asynchronous Programmingٔلٛ حٌزشِـش غ١ش حٌّظضحِٕش 

 .Asynchronous Socketٚحٌـ  Streamingحٌخخص رخٌـ 

حٌخااخص رخٌزشٔااخِؾ ٚؿعٍااٗ ٠عّااً عٍااٝ  Threadعاآ حٌااـ  Infinity Loopفظااً حٌااـ  ،حٌؼااخٟٔ 

Thread  ًِخ ٠غّٝ رخٌـ  ٚ٘زح ،آخش ِٕفظMultithreading  ٝك١غ ع١ظُ طمغ١ُ حٌّعخٌـاش عٍا

 لاكع حٌشىً حٌظخٌٟ: ،حٌزٞ طُ أشخثٗ  Threadحٌخخص رخٌزشٔخِؾ ٚحٌـ  Threadحٌـ 

 

 
 

 ٚع١عًّ فٟ ٘زٖ حٌلخٌش رشىً ِظٛحصٞ ِع حٌزشٔخِؾ ١ٌٚظ رشىً طغٍغٍٟ وّخ فٟ حٌغخرك.
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 System.Threadingٚلا طعش٠ااف حٌااـ فااٟ حٌااذٚص ١ٔااض  ٠ـااذ أ Threadingٚلاعااظخذحَ حٌااـ 

Namespaces،  ٌٚظعش٠فThread  ؿذ٠ذ ٔمَٛ رخشظمخقInstance Object  حٌـ ِٓThread 

Class  ػااُ ّٔااشس حعااُ حٌااـMethod  ًحٌظااٟ ٔش٠ااذ عّااThread  ٌٙااخ اٌااٝ حٌااـThread Start 

Delegate :ٍٟ٠ّىٓ عًّ وً رٌه ِزخششس ٚرخطٛس ٚحكذس وّخ ٠ 

 

C#: 

Thread my_thread = new (new ThreadStart (my_method)); 

 

VB.NET: 

Dim my_thread As Thread = New (AddressOf my_method) 

 

 
 

 Threadِآ خالاي حٌاـ  Threadingلاكع حٔٗ ٠ّىٕه حٌظلىُ رـ١ّاع حٌع١ٍّاخص حٌظاٟ طخاض حٌاـ 

Object  حٌاازٞ طااُ حشااظمخلٗ ِٚاآ أ٘ااُ ٘اازٖ حٌع١ٍّااخص حٌااـStart  ٚحٌااـStop ذَ ٌظفع١ااً ٚحٌظااٟ طغااظخ

 ٔٙخث١خ ِٓ حٌّعخٌـش. Threadلإٌغخء حٌـ  Abortٚوّخ ٔغظخذَ حٌـ  Threadٚا٠مخف حٌـ 

 

  Thread Class Methodsأٚلا : أُ٘ حٌـ  

Start  ٚطغظخذَ ٌزذأ حٌـThread  فٟ واً ِاشس ٠اظُ حعاظذعخثٙخ ٠اظُ طٕف١ازThread  آخاش ٌإفظ حٌاـ

Method .حٌظٟ طُ طّش٠ش٘خ 

Join ٌفظشس حٌظٟ ع١ظُ ف١ٙخ أٙخء حٌـ ٚطغظخذَ ٌظلىُ رخThread  ًّعٕذ عAbort .ٌٗ 

Suspend  ٚطغااااظخذَ لإ٠مااااخف حٌااااـThread  ٞحٌلااااخٌٟ رشااااىً ِئلااااض ٚلا ٔلظااااً عٍااااٝ أ

Exception فٟ كخٌش وخْ حٌـThread .فٟ ٚػع حٌظٛلف 

Abort  ٚطغظخذَ لإ٠مخف حٌـThread ٠ٚفؼاً ٚػاع ٘ازٖ حٌاـ  ،رشىً ٔٙخثٟ ٚاٌغخثٗ ِٓ حٌازحوشس

Method فٟ حٌـClosing Event  حٌخخص رخٌزشٔخِؾ ٌىٟ لا ٠زمٝ حٌـThread .فٟ حٌزحوشس 

Resume  ٚطغظخذَ لإسؿخ  طٕف١ز حٌـThread َرعذ ا٠مخفٗ رشىً ِئلض رخعظخذح 

 . Suspendحٌـ  

Sleep  ٚطغظخذَ لإ٠مخف حٌـThread .فظشس ص١ِٕش ِع١ٕش 

   Thread Class Propertiesػخ١ٔخ : أُ٘ حٌـ  

Name ؤخز ٚطGet  ٚأSet  ٌظلذ٠ذ أٚ ِعشفش حعاُ حٌاـThread ٚ حٌٙاذف ِٕٙاخ حٌازٞ طاُ حٔشاخثٙش

 فٟ حٌزشٔخِؾ. Multithreadsطغ١ًٙ حٌظعخًِ ِع حٌـ

CurrentCulture  ٚطؤخزGet  ٚأSet  ٌظلذ٠ذ أٚ ِعشفش حٌٍغش حٌّعشفش ٌٙزح حٌـThread. 

CurrentUICulture  ٚطؤخزGet َحٌظشغ١ً. ٌّعشفش حٌٍغش حٌّغظخذِش فٟ ٔظخ 

IsAlive  ٚطؤخزGet  ٌّعشفش ارح وخْ حٌـThread .حٌلخٌٟ ل١ذ حٌظشغ١ً أَ لا 
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IsBackground  ٚطؤخزGet  ٚأSet  ٌظلذ٠ذ أٚ ِعشفش ارح وخْ حٌاـThread  ًّ٠عّاً أٚ عا١ع

 .Proccess Backgrount فٟ حٌـ

IsThreadPoolThread  ٚطؤخزGet  ٌّعشفاش ارح واخْ حٌاـThread  َ٠غاظخذPool queue 

 أَ لا. Threadٌّـّٛعش ِٓ حٌـ

ManagedThreadId  ٚطؤخزGet  ٌّعشفش حٌـUnique ID  حٌخخص رخٌـThread .ٌٟحٌلخ 

Priority  ٚطؤخاازGet  ٚأSet  ٌظلذ٠ااذ أٚ ِعشفااش حلأ٠ٌٛٚااش ٌٍااـThread  حٌلااخٌٟ ٚفااٟ حٌٛػااع

 ٠ّٚىٓ طغ١ش٘خ وّخ ٠ٍٟ: Normalحٌطز١عٟ طىْٛ 

 
ٌٕغزش لأ٠ٌٛٚش حٌّعخٌـش.ك١غ ٠لذد ف١ٙخ ِذٜ ح١ّ٘ظٙخ رخ  

ThreadState  ٚطؤخاازGet  ٌّعشفااش كخٌااش حٌااـThread  حٌلااخٌٟ ٘ااً ٘ااٛ ٠عّااً أَ لا ٚطشؿااع

True  ٚأFalse . 

 

 :First Thread Program in Dot Netفٟ حٌذٚص ١ٔض  Threadِؼخي رغ١ؾ ٌـ 

 وّخ فٟ حٌشىً حٌظخٌٟ: New Formعٕمَٛ فٟ حٌزذح٠ش رظظ١ُّ 
 

 
 ذ :ؿذ٠ Threadلإٔشخء 

C#: 

using System.Threading; 

. 

. 

Thread th; 

. 

. 

private void Start_New_Thread_Click(object sender, EventArgs e) 

{ 

th = new Thread(new ThreadStart(xx)); 

th.Start(); 

}  

 

VB.NET: 

Imports System.Threading 

.. 

Private th As Thread 
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.. 

Private Sub Start_New_Thread_Click(ByVal sender As Object, ByVal e 

As EventArgs) 

    th = New Thread(AddressOf xx) 

    th.Start() 

End Sub 

 

 رشىً ِئلض: Threadلإ٠مخف حٌـ 

  th.Suspend()  

 

 رشىً ٔٙخثٟ ِٓ حٌزحوشس: Threadلإ٠مخف حٌـ 

  th.Abort() 

 

ٌٍزشٔااخِؾ رل١ااغ ٠مااَٛ  Closing Eventعاآ حٌااـ  ٠ٚAbort Methodفؼااً دحثّااخ ٚػااع حٌااـ 

 عٕذ اؽفخء حٌزشٔخِؾ. Threadربغلاق حٌـ 

 

 حٌلخٌٟ: Threadٌّعشفش وخفش حٌّعٍِٛخص عٓ حٌـ 

 

listBox1.Items.Add(th.ApartmentState) 

listBox1.Items.Add(th.CurrentCulture) 

listBox1.Items.Add(th.CurrentUICulture) 

listBox1.Items.Add(th.IsAlive) 

listBox1.Items.Add(th.IsBackground) 

listBox1.Items.Add(th.IsThreadPoolThread) 

listBox1.Items.Add(th.ManagedThreadId) 

listBox1.Items.Add(th.Priority) 

listBox1.Items.Add(th.ThreadState) 

 

ذ ٠ٚطزاع حٌٕظ١ـاش رّماذحس ٚحكا ٠Iض٠اذ واً ِاشس حٌاـ  Infinity Loopعٍاٝ  Methodٚطلظٛٞ حٌـ 

ِآ أ٘اُ ِاخ دعخٔاخ لإعاظخذحَ حٌاـ  ٠ٚInfinity Loopعظزاش حعاظخذحَ حٌاـ  ، Form Textعٍاٝ حٌاـ 

Thread :فٟ ٘زٖ حٌلخٌش 

 

C#: 

void xx() 

{ 

int i = 0; 

while (true) { i++; this.Text = i.ToString(); }  

} 

 

VB.NET: 

Private Sub xx() 

    Dim i As Integer = 0 

    Do While True 

        i += 1 

        Me.Text = i.ToString() 

    Loop 

End Sub 
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 ٌٍزشٔخِؾ وّخ فٟ حٌشىً حٌظخٌٟ: Outputٚع١ىْٛ حٌـ 

 

 
 

 فٟ ثشِج١بد اٌشجىبد: Multithreadingاعزخذاَ اٌـ 

 فاٟ رشِـ١اخص حٌشازىخص حٌظاٟ طعظّاذ حٌزشِـاش حٌّظضحِٕاش  ٠Multithreadingٕظق رخعاظخذحَ حٌاـ 

Synchronous Programming  ار أْ ؽز١عاش حٌظٕف١از فاٟ ٘ازٖ حٌزشِـ١اخص ِظغٍغاٍش ٚ٘اٛ ِااخ

ار أٔاٗ ِٚآ حٌّفؼاً   ،عٛف ٠ّٕع ِٓ طٕف١ز ع١ٍّخص أخاشٜ ٌلا١ٓ حلأظٙاخء ِآ حٌع١ٍّاش حٌـخس٠اش 

ِٕفظً ٌىً ع١ٍّش لاذ ططشٔاخ اٌاٝ حلأظظاخس فظاشس ؽ٠ٍٛاش أٚ أْ حٌع١ٍّاش عاظزمٝ  Threadحعظخذحَ 

 ف١ز ؽ١ٍش فظشس طشغ١ً حٌزشٔخِؾ.فٟ ٚػع حٌظٕ

 

 : Clientsفٟ رشِـ١خص حٌضرْٛ  Threadingحعظخذحَ حٌـ  -1

 Connectفااٟ حلاطظااخي حٌّظااضحِٓ: فااٟ كخٌااش حعااظخذحَ حٌااـ  Connectحٌااشرؾ  دحٌااشحعااظخذحَ  -

Method ٚفٟ كخٌش وخْ حٌـServer  ٞرطٟء فبْ ع١ٍّش حٌّٛحفمش عاظؤخز رعاغ حٌٛلاض ِّاخ ٠ائد

ِؾ عآ حلاعاظـخرش ٌلا١ٓ اطّاخَ ع١ٍّاش حٌمزاٛي ٠ٚفؼاً فاٟ ٘ازٖ حٌلخٌاش  حعاظخذحَ اٌٝ طٛلف حٌزشٔاخ

Thread .ِٕفظً ٌٍم١خَ رع١ٍّش حلاطظخي 

 

٠فؼااً فااٟ كخٌااش حلإسعااخي  ،فااٟ ع١ٍّااش حلإسعااخي ٚ حلاعااظمزخي حٌّظااضحِٓ  Clientحعااظخذحَ حٌااـ  -

ٌزشٔااخِؾ ِٕفظااً ٌىااً ع١ٍّااش ٚخخطااش ارح وااخْ حٌٙااذف ِاآ ح Threadحٌّظااضحِٓ عااذَ حعااظخذحَ 

ك١ااغ عاا١ىْٛ ِٕشااغً رخعااظمزخي  Serverحٌظع١ٍّااخص حٌّخظٍفااش  اٌااٝ ٔفاظ حٌااـاسعاخي ِـّٛعااش ِاآ 

٠ٚفؼً فٟ ٘زٖ حٌلخٌش حعاظخذحَ حٌزشِـاش غ١اش حٌّظضحِٕاش ارح واخْ  ،حٌظع١ٍّخص حٌظٟ طُ ٠ظُ اسعخٌٙخ 

ذحَ عاظخأِاخ فاٟ كخٌاش حلاعاظمزخي حٌّظاضحِٓ فالا راذ ِآ ح ،حلإسعخي لأوؼش ِٓ طع١ٍّش ٌٚإفظ حٌـٙاش

 ع١ئدٞ اٌٝ طٛلف حٌزشٔخِؾ عٓ حلاعظـخرش. Threadلأْ عذَ حعظخذحَ حٌـ  Threadحٌـ

    



~ 344 ~ 
 

 : Serverفٟ رشِـ١خص حٌخخدَ  Threadingحعظخذحَ حٌـ  -2

فٟ كخٌاش حعاظخذحَ ِٕفظً  Threadلارذ ِٓ حعظخذحَ  ، AcceptSocketحٌمزٛي  دحٌشحعظخذحَ  -

حٌّظضحِٕش ار حٔٗ ع١ظٛلف حٌزشٔخِؾ عٓ حلإعاظـخرش فاٟ  فٟ حٌزشِـش AcceptSocketحٌمزٛي  دحٌش

 Infinityك١ااغ طٛػااع عااخدس فااٟ  AcceptSocketِااع حٌااـ  Threadكخٌااش عااذَ حعااظخذحَ حٌااـ 

Loop. 

 

 دبٌخ خبطخ:

ع١غاظمزً أوؼاش  Serverـٛء اٌٝ حٌزشِـش غ١ش حٌّظضحِٕاش فاٟ كخٌاش ارح واخْ حٌاـ ٍاٌٝ حٌطؼطش لذ 

 ِٓClient Reqouest ٌٛلض ِّخ عا١ئدٞ اٌاٝ لزاٛي أٚي ؽٍاذ ٚسفاغ حٌزم١اش ٚ٘ازح فٟ ٔفظ ح

ٚأٚلاخص  Clientsحِش غ١ش فعخي ٚخخطش ارح وخْ حٌزشٔخِؾ عا١عًّ عٍاٝ حلإٔظشٔاض ٚأْ عاذد حٌاـ 

اٌاااٝ حٌزشِـاااش غ١اااش حٌّظضحِٕاااش  حٌٍـاااٛءٚفاااٟ ٘ااازٖ حٌلخٌاااش لاراااذ ِااآ  ،دخاااٌُٛٙ غ١اااش ِعشٚفاااش 

asynchronous Programming .لإطّخَ ع١ٍّش حٌمزٛي 

 

 :اٌّزضإِخ فٟ ثشِج١بد اٌشجىبد Multithreadingػٍٝ اعزخذاَ اٌـ  ِضبي

ٚ  Textاسعخي  Clientك١غ ٠ّىٓ ٌٍـ  Client/Serverعٛف ٕٔشت فٟ ٘زح حٌّؼخي رشٔخِـ١ٓ 

Images اٌٝ حٌـServer  ٚع١غظمزً حٌـServer  حٌظٛس ٚحٌـText  َرخعظخذحTow Threads 

 ٠عّلاْ رشىً ِظٛحصٞ :

 

 
 

 : Clientحلإسعخي حٌـ رشٔخِؾ أٚلا 

C#: 

void send(byte[] arrImage) 

 { 

try 

{  

TcpClient myclient = new TcpClient (txt_host.Text,5000); 

NetworkStream myns = myclient.GetStream (); 

BinaryWriter  mysw = new BinaryWriter (myns); 

mysw.Write(arrImage);//send the stream to above address 

mysw.Close (); 

myns.Close (); 

myclient.Close (); 

} 

catch (Exception ex){MessageBox.Show(ex.Message );} 

} 

   

void send(string msg) // overloading method 
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 { 

try 

 { 

TcpClient myclient = new TcpClient (txt_host.Text,7000); 

NetworkStream myns = myclient.GetStream (); 

StreamWriter mysw = new StreamWriter (myns); 

mysw.Write(msg); 

mysw.Close (); 

myns.Close (); 

myclient.Close (); 

 } 

catch (Exception ex){MessageBox.Show(ex.Message );} 

} 

 

VB.NET: 

Private Sub send(ByVal arrImage As Byte()) 

Try 

Dim myclient As TcpClient = New TcpClient (txt_host.Text,5000) 

Dim myns As NetworkStream = myclient.GetStream () 

Dim mysw As BinaryWriter = New BinaryWriter (myns) 

mysw.Write(arrImage)  

mysw.Close () 

myns.Close () 

myclient.Close () 

Catch ex As Exception 

MessageBox.Show(ex.Message) 

End Try 

End Sub 

 

Private Sub send(ByVal msg As String) „ overloading method 

 Try 

Dim myclient As TcpClient = New TcpClient (txt_host.Text,7000) 

Dim myns As NetworkStream = myclient.GetStream () 

Dim mysw As StreamWriter = New StreamWriter (myns) 

 mysw.Write(msg) 

 mysw.Close () 

 myns.Close () 

 myclient.Close () 

Catch ex As Exception 

MessageBox.Show(ex.Message) 

End Try 

End Sub 

 

 : Serverػخ١ٔخ رشٔخِؾ حلإعظمزخي حٌـ 

 

C#: 

Thread myth1; 
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Thread myth2; 

private void Form1_Load(object sender, System.EventArgs e) 

{ 

myth1= new Thread  (new System.Threading 

.ThreadStart(Image_Receiver));  

myth1.Start (); // Start Thread 1 

 

myth2= new Thread  (new System.Threading 

.ThreadStart(text_Receiver)); 

myth2.Start ();// Start Thread 2  

  } 

  

NetworkStream ns; 

TcpListener tcp; 

 Socket sock; 

StreamReader sr; 

 

void text_Receiver() 

  { 

tcp = new TcpListener (7000);// Open The Port 

tcp.Start ();// Start Listening on That Port 

sock = tcp.AcceptSocket ();// Accept Any Request From Client and 

Start a Session 

ns = new NetworkStream (sock);// Receives The Binary Data From Port 

sr = new StreamReader (ns);// Convert Received Data to String 

textBox1.Text = sr.ReadLine(); 

tcp.Stop(); 

 while (true) 

  { 

  text_Receiver();// Back to First Method 

  } 

  } 

   

NetworkStream myns; 

TcpListener mytcpl; 

Socket mysocket; 

void Image_Receiver() 

 { 

mytcpl = new TcpListener (5000);// Open The Port 

mytcpl.Start ();// Start Listening on That Port 

mysocket = mytcpl.AcceptSocket (); 

myns = new NetworkStream (mysocket); 

pictureBox1.Image = Image.FromStream(myns);   

  

mytcpl.Stop(); 

 

if (mysocket.Connected ==true)//if Connected Start Again 
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  { 

 while (true) 

 { 

 Image_Receiver();// Back to First Method 

 } 

} 

      

} 

 

VB.NET: 

Private myth1 As Thread 

Private myth2 As Thread 

Private Sub Form1_Load(ByVal sender As Object, ByVal e As 

System.EventArgs) 

    myth1 = New Thread(New System.Threading.ThreadStart(AddressOf 

Image_Receiver)) 

    myth1.Start()  ' Start Thread 1 

 

    myth2 = New Thread(New System.Threading.ThreadStart(AddressOf 

text_Receiver)) 

    myth2.Start()  ' Start Thread 2 

End Sub 

 

Private ns As NetworkStream 

Private tcp As TcpListener 

Private sock As Socket 

Private sr As StreamReader 

Private Sub text_Receiver() 

    tcp = New TcpListener(7000)  ' Open The Port 

    tcp.Start()  ' Start Listening on That Port 

    sock = tcp.AcceptSocket()  ' Accept Any Request From Client and 

Start a Session 

    ns = New NetworkStream(sock)  ' Receives The Binary Data From 

Port 

    sr = New StreamReader(ns)  ' Convert Received Data to String 

    textBox1.Text = sr.ReadLine() 

    tcp.Stop() 

    Do While True 

        text_Receiver() ' Back to First Method 

    Loop 

End Sub 

 

Private myns As NetworkStream 

Private mytcpl As TcpListener 

Private mysocket As Socket 

Private Sub Image_Receiver() 

    mytcpl = New TcpListener(5000)  ' Open The Port 
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    mytcpl.Start()  ' Start Listening on That Port 

    mysocket = mytcpl.AcceptSocket() 

    myns = New NetworkStream(mysocket) 

    pictureBox1.Image = Image.FromStream(myns) 

    mytcpl.Stop() 

    If mysocket.Connected = True Then 'if Connected Start Again 

        Do While True 

            Image_Receiver() ' Back to First Method 

        Loop 

    End If 

End Sub 

 

ٚ٘ٛ اغلاق وً ِخ ٌٗ علالش  ٠ٚThreading Aportـذ حلإٔظزخٖ اٌٝ أِش ٘خَ فٟ حٌـ

... Formٌٍـ Closingفٟ كذع حٌـ Threadاغلاق حٌـلزً   Tcplistenerِؼً حٌـ Socketرخٌـ
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1- System.Net Namespace Classes 

 

 Transport اٌـ ٚ Application Layer اٌـ ثشِجخ Namespaceزٖ اٌـ ٘ٚرذػُ 

Layer ٚاٌـ Web Protocols ٖاٌـ ِٚٓ اُ٘ ٘ز Classes :ٚاعزخذاِبرٙب 

 

Class  Description  

Authorization  Provides authentication messaging for a web 

server. 

Cookie  Provides a set of properties and methods used 

to manage cookies. This class cannot be 

inherited. 

Dns  Simple domain name resolution functionality. 

EndPoint  Identifies a network address. This is an 

abstract class. 

GlobalProxySelection  Global default proxy instance for all HTTP 

requests. 

HttpVersion  Defines the HTTP version numbers supported 

by the HttpWebRequest and 

HttpWebResponse classes. 

HttpWebRequest  HTTP-specific implementation of the 

WebRequest class. 

HttpWebResponse  HTTP-specific implementation of the 

WebResponse class. 

IPAddress  Internet Protocol (IP) address. 

IPEndPoint  A network endpoint consisting of an IP 

address and a port number. 

IPHostEntry  Container class for Internet host address 

information. 

NetworkCredential  Provides credentials for password-based 

authentication schemes such as basic, digest, 

NTLM, and Kerberos authentication. 

SocketAddress  Stores serialized information from EndPoint-

derived classes. 

SocketPermission  Controls rights to make or accept socket 

connections. 

WebClient  Provides common methods for sending data to 

and receiving data from a resource identified 

by a URI. 

WebException  The exception that is thrown when an error 

occurs while accessing resources via the 

HTTP protocol. 

WebPermission  Controls rights to access HTTP Internet 
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Class  Description  

resources. 

WebPermissionAttribute  Specifies permission to access Internet 

resources. 

WebProxy  Contains HTTP proxy settings for the 

WebRequest class. 

WebRequest  Makes a request to a Uniform Resource 

Identifier (URI). This class is abstract. 

WebResponse  Provides a response from a Uniform Resource 

Identifier (URI). This class is abstract. 

 

2- System.Net.Socket Namespace Classes 

 

 TCP & UDPٚخبطتخ  Transport Layerاٌتـٚرشوض ثشتىً اعبعتٟ ػٍتٝ ثشِجتخ 

Socket Programming  ُ٘اٌـِٚٓ اClasses :اٌزٟ رذػّٙب 

 

Class  Description  

LingerOption  Contains information about the amount of time it will 

remain available after closing with the presence of 

pending data (the socket's linger time). 

MulticastOption  Contains IP address values for IP multicast packets. 

NetworkStream  Provides the underlying stream of data for network 

access. 

Socket  Implements the Berkeley Socket interface. 

SocketException  The exception that is thrown when a socket error 

occurs. 

TcpClient  Provides client connections for TCP network services. 

TcpListener  Listens for connections from TCP network clients. 

This is essentially the TCP server class. 

UdpClient  Provides User Datagram Protocol (UDP) network 

services. 

 

3- Socket Options Class: 

 

بطخ أٔٗ ٠غّخ ٌه فٟ ثشِج١بد اٌشجىبد ٚخاٌّّٙخ  ٠ٚClassesؼزجش ٘زا اٌىلاط ِٓ اٌـ 

أٚ  Network Layerثزؼذ٠ً أٞ أِش ٌٗ ػلالخ ثؼ١ٍّخ الارظبي عٛاء ػٍٝ ِغزٜٛ اٌـ 

ٔفغٗ ٚاٌظ١غخ اٌؼبِخ ٌٗ وّب  Socket ـأٚ دزٝ ػٍٝ ِغزٜٛ اٌ Transport Layerاٌـ

:ٍٟ٠ 
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اٌزٟ ٔش٠ذ إعٕبد اٌـ  ٠ٚSocket Optionأخز صلاصخ ثبس١ِٚزشاد ٠ذذد فٟ الأٚي ِغزٜٛ اٌـ 

Option  إ١ٌٙب, ٠ٚذذد فٟ اٌجبس١ِٚزش اٌضبٟٔ ٔٛػ١خ اٌـOption  اٌزٟ ٔش٠ذ رفؼ١ٍٙب أٚ ِٕؼٙب

فئرا وبٔذ اٌؼ١ٍّخ ٟ٘  Object Value, ٠ٚأخز اٌجبس١ِٚزش الأخ١ش أٚ رغ١١ش فٟ ل١ّٙب 

ٚإرا وبٔذ رغ١١ش أٚ رذذ٠ذ ل١ُ ِب فزأخز اٌم١ّخ  Falseأٚ  Trueاٌغّبح أٚ اٌشفغ فزأخز إِب 

 اٌزبٌٟ: Socket Option Nameغ١١ش٘ب , ِٚٓ أُ٘ اٌـ اٌزٟ ٔش٠ذ ر

 

 

Member name Description 

AcceptConnection  Socket is listening. 

AddMembership  Add an IP group membership. 

AddSourceMembership  Join a source group. 

BlockSource  Block data from a source. 

Broadcast Permit sending broadcast 

messages on the socket. 

BsdUrgent Use urgent data as defined in 

RFC-1222. This option can be 

set only once, and once set, 

cannot be turned off. 

ChecksumCoverage  Set or get UDP checksum 

coverage. 

Debug  Record debugging information. 

DontFragment  Do not fragment IP datagrams. 

DontLinger  Close socket gracefully without 

lingering. 

DontRoute  Do not route; send directly to 

interface addresses. 

DropMembership  Drop an IP group membership. 

DropSourceMembership  Drop a source group. 

Error  

 

Get error status and clear. 

ExclusiveAddressUse  

 

Enables a socket to be bound for 

exclusive access. 

Expedited  Use expedited data as defined in 
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RFC-1222. This option can be 

set only once, and once set, 

cannot be turned off. 

HeaderIncluded  

 

Indicates application is 

providing the IP header for 

outgoing datagrams. 

IPOptions  

 

Specifies IP options to be 

inserted into outgoing 

datagrams. 

IpTimeToLive  

 

Set the IP header time-to-live 

field. 

KeepAlive  Send keep-alives. 

Linger  Linger on close if unsent data is 

present. 

MaxConnections  Maximum queue length that can 

be specified by Listen. 

MulticastInterface  

 

Set the interface for outgoing 

multicast packets. 

MulticastLoopback  IP multicast loopback. 

MulticastTimeToLive  IP multicast time to live. 

NoChecksum  Send UDP datagrams with 

checksum set to zero. 

NoDelay  

 

Disables the Nagle algorithm for 

send coalescing. 

OutOfBandInline  

 

Receives out-of-band data in the 

normal data stream. 

PacketInformation  

 

Return information about 

received packets. 

ReceiveBuffer  

 

Send low water mark. 

ReceiveLowWater  

 

Receive low water mark. 

ReceiveTimeout  

 

Receive time out. 

ReuseAddress  

 

Allows the socket to be bound to 

an address that is already in use. 

SendBuffer  

 

Specifies the total per-socket 

buffer space reserved for sends. 

This is unrelated to the 

maximum message size or the 

size of a TCP window. 

SendLowWater  

 

Specifies the total per-socket 

buffer space reserved for 

receives. This is unrelated to the 

maximum message size or the 

size of a TCP window. 
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SendTimeout  Send timeout. 

Type  Get socket type. 

TypeOfService  Change the IP header type of 

service field. 

UnblockSource  Unblock a previously blocked 

source. 

UseLoopback  Enable Or Disable a Loop Back 

Connection 

 

4- System.Threading Namespace Classes 

 

اٌّغتزخذِخ فتٟ اٌجشٔتبِج  sessionاٌتـِٕفظتٍخ ػتٓ  Sessionٌؼًّ  Threadingاٌـ٠غزخذَ 

ِجّٛػتتتخ ِتتتٓ  System.Threadingٚرتتتذػُ  Asynchronousـاختتتش ٌٍتتت أعتتتٍٛةٚ٘تتتٛ 

 ٟٚ٘ وّب ٠ٍٟ: Threadingاٌـٚاٌزٟ رغزخذَ فٟ اداسح ػ١ٍّبد  Classesاٌـ

 

Class  Description  

AutoResetEvent  This event notifies one or more waiting 

threads that an event has occurred. 

Interlocked  This class protects against errors by 

providing atomic operations for 

variables that are shared by multiple 

threads. 

ManualResetEvent  This event occurs when notifying one 

or more waiting threads that an event 

has occurred. 

Monitor  This class provides a mechanism that 

synchronizes access to objects. 

Mutex  A synchronization primitive that grants 

exclusive access to a shared resource to 

only one thread. It can also be used for 

inter-process synchronization. 

ReaderWriterLock  This class defines a lock that allows 

single-writer and multiple-reader 

semantics. 

RegisteredWaitHandle  This class represents a handle that has 

been registered when calling the 

RegisterWaitForSingleObject() method. 

SynchronizationLockException  This exception is thrown when a 

synchronized method is invoked from 

an unsynchronized block of code. 

Thread  This class creates and controls a thread, 

sets its priority, and gets its status. 

ThreadAbortException  This exception is thrown when a call is 
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Class  Description  

made to the Abort() method. 

ThreadExceptionEventArgs  This class provides data for the 

ThreadException event. 

ThreadInterruptedException  This exception is thrown when a thread 

is interrupted while it is in a waiting 

state. 

ThreadPool  This class provides a pool of threads 

that can be used to post work items, 

process asynchronous I/O, wait on 

behalf of other threads, and process 

timers. 

ThreadStateException  This is the exception that is thrown 

when a thread is in an invalid state for 

the method call. 

Timeout  This class simply contains a constant 

integer used when we want to specify 

an infinite amount of time. 

Timer  This class provides a mechanism for 

executing methods at specified 

intervals. 

WaitHandle  This class encapsulates operating 

system-specific objects that wait for 

exclusive access to shared resources. 

 

 فٟ اٌذٚد ١ٔذ : Threadingاٌـاداسح اٌزٟ رغزخذَ فٟ  Methodsاٌـاُ٘ 

Public Method Name  Description  

Abort()  This overloaded method raises a 

ThreadAbortException in the thread on 

which it is invoked, to begin the process of 

terminating the thread. Calling this method 

usually terminates the thread. 

AllocateDataSlot()  This static method allocates an unnamed data 

slot on all the threads. 

AllocateNamedDataSlot()  This static method allocates a named data 

slot on all threads. 

FreeNamedDataSlot()  This static method frees a previously 

allocated named data slot. 

GetData()  This static method retrieves the value from 

the specified slot on the current thread, 

within the current thread's current domain. 

GetDomain()  This static method returns the current domain 
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Public Method Name  Description  

in which the current thread is running. 

GetDomainID()  This static method returns a unique 

application domain identifier. 

GetHashCode()  This method serves as a hash function for a 

particular type, suitable for use in hashing 

algorithms and data structures like a hash 

table. 

GetNamedDataSlot()  This static method looks up a named data 

slot. 

Interrupt()  This method interrupts a thread that is in the 

WaitSleepJoin thread state. 

Join()  This overloaded method blocks the calling 

thread until a thread terminates. 

ResetAbort()  This static method cancels an Abort() 

requested for the current thread. 

Resume()  This method resumes a thread that has been 

suspended. 

SetData()  This static method sets the data in the 

specified slot on the currently running thread, 

for that thread's current domain. 

Sleep()  This static and overloaded method blocks the 

current thread for the specified number of 

milliseconds. 

SpinWait()  This static method causes a thread to wait the 

number of times defined by the iterations 

parameter. 

Start()  This method causes the operating system to 

change the state of the current instance to 

ThreadState.Running. 

Suspend()  This method will either suspend the thread, 

or if the thread is already suspended, has no 

effect. 

 

 : Threadingبٌـاٌخبطخ ث Propertiesاٌـِٚٓ اُ٘ 

Public Property 

Name  

Description  

ApartmentState  Sets or gets the apartment state of this thread. 

CurrentContext  This static property gets the current context in 

which the thread is executing. 

CurrentCulture  Sets or gets the culture for the current thread. 
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Public Property 

Name  

Description  

CurrentPrincipal  This static property sets or gets the thread's 

current principal. It is used for role-based 

security. 

CurrentThread  This static property gets the currently running 

thread. 

CurrentUICulture  Used at run time, this property sets or gets the 

current culture used by the Resource Manager to 

look up culture-specific resources. 

IsAlive  Gets a value that indicates the execution status of 

the current thread. 

IsBackground  Sets or gets a value that indicates whether a 

thread is a background thread or not. 

IsThreadPoolThread  Gets a value indicating whether a thread is part of 

a thread pool. 

Name  Sets or gets the name of the thread. 

Priority  Sets or gets a value that indicates the scheduling 

priority of a thread. 

ThreadState  Gets a value that contains the states of the current 

thread. 

 

5- TAPI 2 Telephony Functions: 

 

 

 

TAPI Initialization and Shutdown 

Function Description 

lineInitializeEx Initializes the TAPI line abstraction for use by 

the invoking application. Synchronous. 

API Example: 
public static extern int lineInitialize(ref int hTAPI, 

int hInst, LineCallBackDelegate fnPtr,ref int 

szAppName, ref int dwNumLines); 

lineShutdown Shuts down the application's use of TAPI's line 

abstraction. Synchronous. 

API Example: 
[DllImport("Tapi32.dll", SetLastError = true)] 

public static extern int lineShutdown(int 

hLineApp); 

 

Line Version Negotiation 
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Function Description 

lineNegotiateAPIVersion Allows an application to negotiate a 

TAPI version to use. Synchronous. 

API Example: 
[DllImport("Tapi32.dll", SetLastError = 

true)]public static extern int 

lineNegotiateAPIVersion(int hTAPI, int 

dwDeviceID, int dwAPILowVersion, int 

dwAPIHighVersion, ref int 

lpdwAPIVersion, ref lineextensionid 

lpExtensionID); 

 

Line Status and Capabilities 

Function Description 

lineGetDevCaps Returns the capabilities of a given line 

device. Synchronous. 

API Example: 
[DllImport("Tapi32.dll", SetLastError = 

true)]public static extern int 

lineGetDevCaps(int hLineApp, int 

dwDeviceID, int dwAPIVersion, int 

dwExtVersion,ref linedevcaps 

lpLineDevCaps); 

lineGetDevConfig Returns configuration of a media 

stream device. Synchronous. 

API Example: 

[DllImport("tapi32.dll")] static extern 

long lineGetDevConfig(long 

dwDeviceID, ref VARSTRING 

lpDeviceConfig, string 

lpszDeviceClass); 

lineGetLineDevStatus Returns current status of the specified 

open line device. Synchronous. 

API Example: 

[DllImport("tapi32.dll")] static extern 

long lineGetLineDevStatus(long hLine, 

ref LINEDEVSTATUS 

lpLineDevStatus); 

lineSetDevConfig Sets the configuration of the specified 

media stream device. Synchronous. 

API Example: 

[DllImport("tapi32.dll")] static extern 

long lineSetDevConfig(long 

dwDeviceID, Any lpDeviceConfig, 
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long dwSize, string lpszDeviceClass); 

lineSetStatusMessages Specifies the status changes for which 

the application needs to be notified. 

Synchronous. 

API Example: 
[DllImport("Tapi32.dll", SetLastError = 

true)] 

public static extern int 

lineSetStatusMessages(int hLine,int 

dwLineStates, int dwAddressStates); 

lineGetStatusMessages Returns the application's current line 

and address status message settings. 

Synchronous. 

API Example: 

[DllImport("tapi32.dll")]  

static extern long 

lineGetStatusMessages(long hLine, ref 

long lpdwLineStates, ref long 

lpdwAddressStates); 

lineGetID Retrieves a device ID associated with 

the specified open line, address, or call. 

Synchronous. 

API Example: 

[DllImport("tapi32.dll")]  

static extern long lineGetID(long hLine, 

long dwAddressID, long hCall, long 

dwSelect, ref VARSTRING 

lpDeviceID, string lpszDeviceClass); 

lineGetIcon Allows an application to retrieve an 

icon for display to the user. 

Synchronous 

API Example: 

[DllImport("tapi32.dll")]  

static extern long lineGetIcon(long 

dwDeviceID, string lpszDeviceClass, 

ref long lphIcon);. 

lineConfigDialog Causes the provider of the specified 

line device to display a dialog box that 

allows the user to configure parameters 

related to the line device. Synchronous. 

API Example: 

[DllImport("tapi32.dll")] static extern 

long lineConfigDialog(long 

dwDeviceID, long hwndOwner, string 
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lpszDeviceClass); 

lineConfigDialogEdit Displays a dialog box allowing the user 

to change configuration information for 

a line device. Synchronous. 

API Example: 

[DllImport("tapi32.dll")] static extern 

long lineConfigDialogEdit(long 

dwDeviceID, long hwndOwner, string 

lpszDeviceClass, Any 

lpDeviceConfigIn, long dwSize, ref 

VARSTRING lpDeviceConfigOut); 

 

Addresses 

Function Description 

lineGetAddressCaps Returns the telephony capabilities of an 

address. Synchronous. 

API Example: 

[DllImport("tapi32.dll")] static extern long 

lineGetAddressCaps(long hLineApp, long 

dwDeviceID, long dwAddressID, long 

dwAPIVersion, long dwExtVersion, ref 

LINEADDRESSCAPS lpAddressCaps); 

lineGetAddressStatus Returns current status of a specified address. 

Synchronous. 

API Example: 

[DllImport("tapi32.dll")] static extern long 

lineGetAddressStatus(long hLine, long 

dwAddressID, ref LINEADDRESSSTATUS 

lpAddressStatus); 

lineGetAddressID Retrieves the address ID of an address 

specified using an alternate format. 

Synchronous. 

API Example: 

[DllImport("tapi32.dll")] static extern long 

lineGetAddressID(long hLine, ref long 

lpdwAddressID, long dwAddressMode, 

string lpsAddress, long dwSize); 

 

Opening and Closing Line Devices 

Function Description 

lineOpen Opens a specified line device for 

providing subsequent monitoring 

and/or control of the line. 
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Synchronous. 

API Example: 
[DllImport("Tapi32.dll", SetLastError = 

true)] public static extern int 

lineOpen(int hLineApp, int 

dwDeviceID, ref int lphLine, int 

dwAPIVersion,int dwExtVersion, ref int 

dwCallbackInstance,int dwPrivileges, 

int dwMediaModes,ref int 

lpCallParams); 

lineClose Closes a specified opened line 

device. Synchronous. 

API Example: 

[DllImport("tapi32.dll")] static extern 

long lineClose(long hLine); 

 

Address Formats 

Function Description 

lineTranslateAddress Translates between an address in 

canonical format and an address in 

dialable format. Synchronous. 

API Example: 

[DllImport("tapi32.dll")]  

static extern long 

lineTranslateAddress(long 

hLineApp, long dwDeviceID, long 

dwAPIVersion, string 

lpszAddressIn, long dwCard, long 

dwTranslateOptions, ref 

LINETRANSLATEOUTPUT 

lpTranslateOutput); 

lineSetCurrentLocation Sets the location used as the context 

for address translation. 

Synchronous. 

API Example: 

[DllImport("tapi32.dll")] static 

extern long lineSetCurrentLocation 

(long hLineApp, long dwLocation); 

lineSetTollList Manipulates the toll list. 

Synchronous. 

API Example: 

[DllImport("tapi32.dll")] static 

extern long lineSetTollList(long 

hLineApp, long dwDeviceID, string 
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lpszAddressIn, long 

dwTollListOption); 

lineGetTranslateCaps Returns address translation 

capabilities. Synchronous. 

API Example: 

[DllImport("tapi32.dll")] static 

extern long 

lineGetTranslateCaps(long 

hLineApp, long dwAPIVersion, ref 

LINETRANSLATECAPS 

lpTranslateCaps); 

 

 

 

Call States and Events 

Function Description 

lineGetCallInfo Returns fixed information about a call. 

Synchronous. 

API Example: 

[DllImport("tapi32.dll")] static extern 

long lineGetCallInfo(long hCall, ref 

LINECALLINFO lpCallInfo); 

lineGetCallStatus Returns complete call status information 

for the specified call. Synchronous. 

API Example: 

[DllImport("tapi32.dll")] static extern 

long lineGetCallStatus(long hCall, ref 

LINECALLSTATUS lpCallStatus); 

lineSetAppSpecific Sets the application-specific field of a 

call's information structure. Synchronous. 

API Example: 

[DllImport("tapi32.dll")]  

static extern long 

lineSetAppSpecific(long hCall, long 

dwAppSpecific); 

 

Making Calls 

Function Description 

lineMakeCall Makes an outbound call and returns a call 

handle for it. Asynchronous. 

API Example: 

[DllImport("tapi32.dll")]  

static extern long lineMakeCall(long hLine, ref 
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long lphCall, string lpszDestAddress, long 

dwCountryCode, ref LINECALLPARAMS 

lpCallParams); 

lineDial Dials (parts of one or more) dialable addresses. 

Asynchronous. 

API Example: 

[DllImport("tapi32.dll")] static extern long 

lineDial(long hCall, string lpszDestAddress, 

long dwCountryCode); 

 

Answering Incoming Calls 

Function Description 

lineAnswer Answers an incoming call. Asynchronous. 

API  Example:   

[DllImport("Tapi32.dll", SetLastError = true)] 

public static extern int lineAnswer(int hCall, ref string 

lpsUserUserInfo, int dwSize); 

 

Toll Saver Support 

Function Description 

lineSetNumRings Indicates the number of rings after which 

incoming calls are to be answered. 

Synchronous. 

API Example: 

[DllImport("tapi32.dll")] static extern long 

lineSetNumRings(long hLine, long 

dwAddressID, long dwNumRings); 

lineGetNumRings Returns the minimum number of rings 

requested with lineSetNumRings. 

Synchronous. 

API Example: 

[DllImport("tapi32.dll")] static extern long 

lineGetNumRings(long hLine, long 

dwAddressID, ref long lpdwNumRings); 

 

Call Privilege Control 

Function Description 

lineSetCallPrivilege Sets the application's privilege to the 

privilege specified. Synchronous. 

API Example: 

[DllImport("tapi32.dll")]  

static extern long 
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lineSetCallPrivilege(long hCall, long 

dwCallPrivilege); 
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Call Drop Functions 

Function Description 

lineDrop Disconnects a call, or abandons a call 

attempt in progress. Asynchronous. 

API Example: 
[DllImport("Tapi32.dll", SetLastError = true)] 

public static extern int lineDrop(int hCall, 

string lpsUserUserInfo, int dwSize); 

lineDeallocateCall Deallocates the specified call handle. 

Synchronous. 

API Example: 

[DllImport("tapi32.dll")] static extern long 

lineDeallocateCall(long hCall); 

 

Call Handle Manipulation 

Function Description 

lineHandoff Hands off call ownership and/or changes 

an application's privileges to a call. 

Synchronous. 

API Example: 

[DllImport("tapi32.dll")] static extern 

long lineHandoff(long hCall, string 

lpszFileName, long dwMediaMode); 

lineGetNewCalls Returns call handles to calls on a 

specified line or address for which the 

application does not yet have handles. 

Synchronous. 

API Example: 

[DllImport("tapi32.dll")] static extern 

long lineGetNewCalls(long hLine, long 

dwAddressID, long dwSelect, ref 

LINECALLLIST lpCallList); 

lineGetConfRelated 

Calls 

Returns a list of call handles that are part 

of the same conference call as the call 

specified as a parameter. Synchronous. 

API Example: 

[DllImport("tapi32.dll")] static extern 

long lineGetConfRelatedCalls(long 

hCall, ref LINECALLLIST lpCallList); 
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Location and Country/Region Information 

Function Description 

lineTranslateDialog Displays a dialog box allowing the user 

to change location and calling card 

information. Synchronous. 

API Example: 

[DllImport("tapi32.dll")] static extern 

long lineTranslateDialog(long 

hLineApp, long dwDeviceID, long 

dwAPIVersion, long hwndOwner, string 

lpszAddressIn); 

lineGetCountry Retrieves dialing rules and other 

information about a given 

country/region. Synchronous. 

API Example: 

[DllImport("tapi32.dll")] static extern 

long lineGetCountry(long dwCountryID, 

long dwAPIVersion, ref 

LINECOUNTRYLIST 

lpLineCountryList); 

 

Request Recipient Services 

The following two functions are used only in support of Assisted 

Telephony. 

Function Description 

lineRegisterRequestRecipient Registers or deregisters the 

application as a request recipient 

for the specified request mode. 

Synchronous. 

API Example: 

[DllImport("tapi32.dll")] static 

extern long 

lineRegisterRequestRecipient(long 

hLineApp, long 

dwRegistrationInstance, long 

dwRequestMode, long bEnable); 

lineGetRequest Gets the next request from the 

Telephony dynamic link library. 

Synchronous. 

API Example: 

[DllImport("tapi32.dll")] static 

extern long lineGetRequest(long 

hLineApp, long dwRequestMode, 

Any lpRequestBuffer); 
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6- Remoting TCP / HTTP Channels Members  

 

 اٌخبطخ ثٙب: Membersِٚٓ أُ٘ اٌـ  HTTP Channelأٚلا اٌـ 

Member Name Availability Description 

allowAutoRedirect  Client A Boolean value that determines 

whether the client will handle 

HTTP redirects. 

bindTo  Server A string representing an IP 

address for the server to bind to. 

clientConnectionLimit  Client An integer defining how many 

concurrent connections can be 

opened to the server. 

connectionGroupName  Client A string representing a group 

name if the 

unsafeAuthenticatedConnectionSh

aring property is set. 

credentials  Client An ICredentials instance that 

allows a client to pass credentials 

for password- based authentication 

schemes such as Kerberos 

authentication. 

exclusiveAddressUse  Server A Boolean value that forces the 

server to use the listening IP 

address and port exclusively so 

that another application cannot 

steal the listening TCP port. 

listen  Server A Boolean value that determines 

whether to allow activation to 

hook into the outside listener 

service. 

name  Client and 

server 

A string representing the name of 

the channel. 

port  Server An integer value that specifies 

what TCP port the server will 

listen on or what port the client 

will send TCP packets from. If the 

value 0 is selected, the 

infrastructure will choose a port 

automatically. 

priority  Client and 

server 

An integer value that defines the 

priority of the channel when 

multiple channels are available. 

proxyName  Client A string identifying a proxy if the 

client communication must pass 

through a proxy. 

proxyPort  Client An integer identifying the port on 
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Member Name Availability Description 

which a proxy is listening for 

communication from a client. 

suppressChannelData  Server A Boolean value that prevents the 

server channel from returning 

channel properties. 

timeout  Client An integer that specifies how long 

the client channel will wait for a 

server response. 

unsafeAuthenticatedC

onnectionSharing  

Client A Boolean value that indicates the 

client will supply credentials and a 

group name for the connection. 

useAuthenticatedConn

ectionSharing  

Client A Boolean value that tells the 

server to reuse a connection from 

an authenticated user. 

useIpAddress  Server A Boolean value that forces the 

channel to use a specific IP 

address instead of using the 

machineName property. 

machineName  Client and 

server 

A string representing the machine 

name of the listening server. 

 

 

 

 اٌخبطخ ثٙب: Membersِٚٓ أُ٘ اٌـ  TCP Channelصب١ٔب  اٌـ 

Member Name Availability Description 

bindTo  Server A string representing an IP address 

for the server to bind to. 

exclusiveAddre

ssUse  

Server A Boolean value that forces the 

server to use the listening IP 

address and port exclusively so that 

another application cannot steal the 

listening TCP port. 

machineName  Client and server A string representing the machine 

name of the listening server. 

Name  Client and server A string representing the name  

Port  Server An integer value that specifies what 

TCP port the server will listen on or 

what port the client will send TCP 

packets from. 

Priority  Client and server An integer value that defines the 

priority of the channel when 

multiple channels are available. A 

larger value indicates greater 

priority. 

rejectRemoteR Server A Boolean value that determines 
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Member Name Availability Description 

equests  whether the server will only accept 

requests from the local host. 

suppressChan

nelData  

Server A Boolean value that prevents the 

server channel from returning 

channel properties. 

useIpAddress  Server A Boolean value that forces the 

channel to use a specific IP address 

rather than the machineName 

property. 
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ASCII Code Table: 
 

Table 1: 
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Table 2: 
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Useful Sites:  
- Fadi Abdel-qader, Free Online Courses www.SocketCoder.Com 

- All API Functions http://www.pinvoke.net 
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- C# Corner, www.c-sharpcorner.com  

- Code Project www.codeproject.com 

- The Definitive .NET Companion http://www.classdotnet.com/ 

- Ethereal http://www.ethereal.com 
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 الإطذاس اٌمبدَ:

ع١لظٛٞ حلإطذحس حٌمخدَ رّش١جش الله عٍٝ طلذ٠غ لأُ٘ حٌظم١ٕخص حٌـذ٠ذس  فٟ رشِـش حٌشزىخص ٚحٌٕظُ 

رخلإػخفش اٌٝ رشِـش   RTPِؼً حٌـ VOIPحٌـ حٌّٛصعش وزٌه حٌظٛعع فٟ ششف رشِـش رشٚطٛوٛلاص 

 سحرؾ حلإطذحس حٌـذ٠ذ عٍٝ حٌّٛلع حٌشعّٟ:. Silverlightأٔظّش حٌّئطّشحص رخعظخذحَ 

http://www.socketcoder.com/ArticleFile.aspx?index=2&ArticleID=67 

 

 

*************************************************************** 

 ٗـــــٍـــــّذ اٌـــــــــــــــُ ثذـــــــر
*************************************************************** 
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