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Partl Networks & TCPIP Programming Overview:
Chapter 1: TCP/IP Layers & Message Encapsulation Overview
Chapter 2: IPv4 & IPv6 Architecture Overview

Chapter 3: IP Multicasting Overview

Part2 Streaming:
Chapter 4: Streaming (Classes & Members)
Chapter 5: Applied Streaming in Dot Net

Part3 Transport & Network Layer Programming:
Chapter 6: Transport TCP & UDP (Classes & Members)
Chapter 7: Synchronous Socket Programming

Chapter 8: Asynchronous Socket Programming

Chapter 9: Advanced Multicasting Systems (Architecture &
Conference Systems)

Chapter 10 VOIP - Voice Over IP Programming

Chapter 11 Raw Socket & Packet Sniffing Programming

Part4 Application Layer Programming:

Chapter 12 DNS Programming

Chapter 13 HTTP Programming

Chapter 14 Web Services & XML Programming

Chapter 15 Remoting & Distributed Systems Programming &
Design

Chapter 16 SMTP & POP3 Programming

Chapter 17 FTP Programming

Part5 Network Security Programming:
Chapter 18 Cryptography
Chapter 19 Socket Permissions

Part6 Multithreading
Chapter 20 Multithreading (Using & Managing)
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Part 1 Networks & TCPIP Programming Overview:

Chapter 1: TCP/IP Layers & Message Encapsulation Overview
- TCP/IP Layers Encapsulation Overview
- TCP / UDP Connection Establishment
- TCP & UDP Header Encapsulation
- Using TCP Connection Oriented in Dot Net to Send Unicast
Messages
- Introduction to Binary Streaming in Dot Net
- Using UDP Connectionless in Dot Net to Send Uni & Broadcast
Messages

Chapter 2: IPv4 & IPv6 Architecture Overview
- IPv4 Architecture
- Classful IP Address
- Unicast IP
- Broadcast IP
- Multicast IP
- CIDR Nation Overview
- IPv6 Architecture Overview

Chapter 3: IP Multicasting Overview
- IP Multicasting Overview
- Using IP Multicasting in Dot Net to Create a Multicast Groups

Part2 Streaming:

Chapter 4: Streaming (Classes & Members)
- Stream Classes
- Stream Members
- Stream Manipulation

Chapter 5: Applied Streaming in Dot Net
- Create a Simple Remote Control Application Using Stream Reader &
Writer Classes
- Create a Simple Remote Desktop Application
- Create a Simple Application to Store & Read Images (Binary Data)
in Microsoft Access & Microsoft SQL Server Database Management
System By Using Streams Library & ADO.NET



Part3 Transport & Network Layer Programming:

Chapter 6: Transport TCP & UDP (Classes & Members)
- TCP Classes Members
- UDP Classes Members

Chapter 7: Synchronous Socket Programming
- Introduction to Socket Programming
- Synchronous Socket Programming
- Synchronous Socket Classes & Members

Chapter 8: Asynchronous Socket Programming
- Asynchronous Socket Class and its members
- Applied Asynchronous Socket in Dot Net

Chapter 9: Advanced Multicasting Systems
- Architecture of Multicast Socket
- Using Multicast Socket with .NET
- Multicast Conferencing Systems:
- Full/Half Duplex Multicast Video Conferencing System.
- Full/Half Duplex Multicast Desktop Conferencing System.
- Full/Half Duplex Multicast Text Conferencing System

Chapter 10 VOIP - Voice Over IP Programming

- The Concept & Requirements of Voice Communication Systems

- How to Create a VVoice Chat Through Dot Net Using Unmanaged

API’s Functions

- Testing UDP Multicasting, TCP and Thinking in SCTP to Transfer

Voice Through Networks

- How to Create a VVoice Conference System Using Microsoft Direct

Play 9

- Create an Advanced Video/Voice Conference System By Using
APl & TAPI Telephony & Managed Socket Library in Dot Net.

Chapter 11 Raw Socket & Packet Sniffing Programming
- Introduction to Raw Socket & Raw Protocols
- Raw Socket Programming
o ICMP — Internet Control Message Protocol
Programming (Ping & Tracing)
o Using ARP Protocol to Get The MAC of a
Remote Machine in Dot Net
- Introduction to Packet Sniffing Applications



Part 4 Application Layer Programming:

Chapter 12 DNS Programming
- Synchronous DNS Members
- Asynchronous DNS Members

Chapter 13 HTTP Programming
- The Concept of HTTP Protocol
- Using HTTP in Dot Net
- Advanced HTTP Programming
- Using HttpWebRequest
- Using HitpWebResponse

Chapter 14 Web Services & XML Programming
- Introduction to Web services & XML
- Create A Simple Web Service Application
- Create A Simple GIS System Using (ADO.NET With Web Services)

Chapter 15 Remoting & Distributed Systems Programming & Design

- The Distributed Systems Concept & Design
e Design a Distributed eCommerce System by Using ASP.NET
and Web Services.
- Serialization Programming
e The Serialization (Classes & Members)
e Using BinaryFormatter & SoapFormatter to Serialize Objects
& Images Through Network

- Remoting Programming
e Remoting (Classes & Members)
e Using Remoting Applications in Dot Net
e Create an Advanced Distributed eLearning System (Remote
Class Room)
e Create an Advanced Remote Desktop Application With
Remote (Mouse/Keyboard) Control Features

Chapter 16 SMTP & POP3 Programming
- SMTP Protocol
- SMTP Concept
- Using SMTP in Dot Net
- Advanced SMTP Programming
- POP3 Protocol Programming

Chapter 17 FTP Programming
- Introduction to FTP — File Transfer Protocol
- Create a Simple Application to Transfer Files By Using COM
- Create a Simple Application to Transfer Files By Using Web Classes
- Create a Simple Application to Transfer Files By Using Socket
Programming & Streaming Libraries
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Part5 Network Security Programming:

Chapter 18 Cryptography
- Cryptography in Dot Net:

e Symmetric Encryption
= DES (Data Encryption Standard)

e Asymmetric Encryption
= RSA (Rivest Shamir Adleman)
= Digital Signature Algorithms
= Hashing Algorithms

e Using Security Encryption Standards With Network Applications
= Create an Advanced RSA Client Server Chat System.

Chapter 19 Socket Permissions
- Permission Namespace Overview
- Security Action
- Socket Access property

Part6 Multithreading

Chapter 20 Multithreading Using & Managing
- Introduction to Threading in Dot Net
- Threading Classes & Members
- Multithreading & Network Applications

Appendixes (A): Network Programming Members
- System.Net Namespace
- System.Net.Socket Namespace
- Socket Option Members
- System.Threading Namespace
- TAPI Telephony Functions
- Remoting TCP / HTTP Channels Members

Appendixes (B): ASCII Code Table, References
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Partl
Networks & TCP/IP Programming Overview

Chapter 1 TCP/IP Layers & Message

Encapsulation Overview & Introduction
to Network Programming

Chapter2 IPv4 & IPv6 Architecture
Overview

Chapter3 IP Multicasting Overview
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Chapter 1

TCP/IP Layers & Message Encapsulation Overview &
Introduction to Network Programming

- TCP/IP Layers Encapsulation Overview

- TCP / UDP Connection Establishment

- TCP & UDP Header Encapsulation

- Using TCP Connection Oriented in Dot Net to Send
Unicast Messages

- Introduction to Binary Streaming in Dot Net

- Using UDP Connectionless in Dot Net to Send Uni &
Broadcast Messages
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TCP/IP Layers Encapsulation Overview : 1.1

L Jlall Aoy e Lgaiany ae Alaia 3 362 Y (0 Ao sana (4 45081 O g aall (4
Glash Ay jad Al g Juad¥) dlaal OS] Aedaial Cog yrall apill Wl & jaia Lia (e g
Al jlaial g dlu el il e Headers<S il b disee dyhs 5 gie Ak S

Q\&.\H\ Y 2\35)43\ }SJ};AS\ u,-.‘-\:‘jTCP/IP JJSJSJ.\Q,JQ\&\LM

OSI TCP/IP
Application
Applications
SMTP POP HTTP FTP,

Presentation Telnet, DNS

Session

Transport
Transport TCP UDP
Networt Intemnet

IP . ICMP.IGMP ARB RARP

Data Link Network Interface

Physical Hardware

e Jelall Uia Lgiads 5 5 Application Layer 21 8 dus yall Al )l Cad g5 3 dee fag
Glna g (8¢ AN e Ll ) (S Data ) dval Aasa (e by s 5 Leds AL )l
Binary (= ic ganse Al 23 ASCII Code () < siSall il s a3 &3 Chat 4dia ol
dak Ly 5y 53115 Socket e Lol )5 e hueail 48 dias 3 aa 5 Bits ) sf Code
JSall a5 Internet Layer -V st Network Layer - e Transport Layer-

: Socketd) Jee danda Ul

Serv er
ServerSocket( port# timeout ) Client
accept() Socket( host port# )

CutputStream —-——— |——- CutputStream

InputStream InputStream

close() cloze()
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2 Destination IP &~ Transport Layer & 3xsall Port—l a8 ylay yo &oas
=il g Clientd) il e 28 gally Jiliall okl Serverd) o 54 5 Network Layer
~h il Socket Option- g Port! a8 ) 1y ) e Server) 4 Socket 4dds
goagads all oda 8 (Say g conaat a5 (s Portd) e chiiatl) dleny el & lanaas
4a) gal) 5 4li L 5l Authentication < Gasill Gldae Jie dudal) J sl dipna Jo 5

ks 336 ) upper Layers J) awadi 23 OS] 73 500 S

User Interface (e Lo sf 4 zali ) o Jalail Application

ol i o L) Jaxal gl alasi) o Al yall Ul Jiias Presentation
Encoding - (e Classes <! (= ngi plasiuly Al )l Jias dlee 205 Cayd & gall
:ASCIIEncoding Class— J&sS 5 System. Text Namespace 4! (<= Class

C#

String str=Console.ReadLine();
ASCIIEncoding asen= new ASCIIEncoding();
byte[] ba=asen.GetBytes(str);

VB.NET

Dim str As String = Console.ReadLine

Dim asen As ASCIIEncoding = New ASCIIEncoding
Dim ba As Byte() = asen.GetBytes(str)

(alad) ) Ganal) a5 Sl Gn laladl dleny el e 5 Session
< W Three Way Hand Shake (seud Jal all (s de ganay TCPA) & 3ale a3 4
AR Gl ke e gl el a) 050 Sl sad) (38 UDPA

Jons 058 5 Application Layer 4k 3 g 52 &8 TCP/IP ) S 555 52 8 Lol
Bany Adall i 5 s aill 25 Session Layer o ¢ OS2 ¥ Ol cldal)

Aalae 3aad ey lld g 2aaall Port 5 IP A1 e Server Jb Sl Juas¥l el ja) -1
TCP A e SUDP I e ¢l s JuatV)

<lld Serverdl i 13 Authentication 4 dae 5 4diy <y yaill 22

Lgazad 5 ol ddad) i o 288 gal) Sl jl Glld 2y g Al (b of (58 -3

bl aladl Portd) e Listening des: Serverdl abd s dulall isy -4

: TCP Protocol ) plasiuly dsdall s3a Jae pra g3 JUia Lia

C#:
TcpClient tcpeint = new TcpClient(*192.168.0.2",8001);

VB.NET:
Dim tcpcint As TcpClient = New TcpClient(*192.168.0.2", 8001)

Client ) eyl Jlen psky bl Auars cadly Aulal o e & 5ol o Lasie
35 o dadall 038 s Transport J 4k s a5 s AY) Aadkall L) Al )l daesy



UDP-d e 5 TCP - Connection Protocol e slsw Juai¥l dzph
Jusall Laay ol aaad oy J5Y) JsSsi500) & Connectionless Protocol
oY) IS Jiiaal GO (& o (Sed UDP I Wl Juaiy) Ports Jsiall 5
Al Juiia) aolaion Port ) 138 e Cuialy o 8 (sl gl Of A 138 5 Broadcast
a g @l Sy ((Group 4e gaase Al Jao¥l) Multicastings! dee (e (San WS«
44K 4 p»dl) Socketd) 8 Portdl &, & Multicast IPJ i Broadcast IP-)

(S Jadll kil Multicast IP J)s Broadcast IP ) z) sl

as8 ala Class < <sall 8 it TCP I ahadiuy A3l e Al )l Jlay¥
Jeai¥ Ay g ae Jaladll e J siusall 58 9 NetworkStream e s dsleall o2 g
4ii Socket ) alasiuly sf «Stream Data JSoiy (inall caydall ) Al 5l Jls ) 5

Gl e JliaS

C#:

NetworkStream mynetsream = tcpcint.GetStream ();
StreamWriter myswrite = new StreamWriter (mynetsream);
myswrite.WriteLine(""Your Message");

myswrite.Close ();

mynetsream.Close ();

tcpelnt.Close ();

VB.NET:

Dim mynetsream As NetworkStream = tcpclnt.GetStream

Dim myswrite As StreamWriter = New StreamWriter(mynetsream)
myswrite.WriteLine("'Your Message")

myswrite.Close ()

mynetsream.Close ()

tcpelnt.Close ()

el Gl gie pumgy Alu )l Lgie o3 3) Network Layer ) ) alad Glld aayg
& sis5 Physical Tunnel 3 e Ll ) aid o) a8kl ) aluss Lole Jaidll
IP,IPv6,ARB-Address leie <Y €55 ll (e e sane e Network Layer-

LEAY Lea b e il A dada 5 eie JSI5 Resolution Protocol

Cun Sally Sy il i e )5 5all o588 Server J) Juiuall Sleall duy Ll
& Network Layer 3! ) & Data link Layer ) J =i Bitsd) a<ill & < Al
ASCII ) Binary ¢» Js~3 s Application Layerd! & Transport Layer-l
J &5 Aleall 038 o8 Stream Classes) aladinl s 45 Text ) ASCH ¢

- Serverdl dee fase M) 3 &) mia gy
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C#:

using System.lO;

using System.Net.Sockets;
using System.Threading;

TcpListener mylistener;

NetworkStream myntl;

public void Listener()

{

mylistener = new TcpListener(8001);

mylistener.Start();

Socket mysocket;

StreamReader str;

while (true)
{
mysocket = mylistener.AcceptSocket();
myntl = new NetworkStream(mysocket);
str = new StreamReader(myntl);
textbox1.Text = str.ReadToEnd();

¥
ks
ks

VB.NET:

Imports System.lO

Imports System.Net.Sockets
Imports System.Threading

Private mylistener As TcpListener
Private myntl As NetworkStream
Public Sub Listener()
mylistener = New TcpListener(8001)
mylistener.Start()
Dim mysocket As Socket
Dim str As StreamReader
Do While True
mysocket = mylistener.AcceptSocket()
myntl = New NetworkStream(s)
str = New StreamReader(myntl)
textbox1.Text = str.ReadToENd()
Loop
End If
End Sub

~16~
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Ol 5 i) e ealil) i 5 ) elinaa 5 (315 Infiinity Loop I 52 < sm
2 V) e S g) My ) ) Form Al pawsasally Thread I osss e ey Loop
dall can csall W s <Infinity Loop ) 3) lal Chasy L sa g Loop I eleil
4 sial) Aalladdly et Sl 5 Multithreading ) s s 55 aladialy a5 4S5l 23]
JS dladia Session dee y mllaall Je aleall andi A e @l allaall (udi e
A LS QUaill 3 ) ga e aalipall Jig ) 138a 5 Multitasking Jb e Lo g8 5 zali
s Sull JSall plail aladl el il e ol Ae Infinity Loop 4 i

Process
Global Data
Global Data
Thread Thread
Instruction Instruction
Instruction Instruction

& 138 5 Global Area J 4shic e Jary Loop ) ¢S Thread ) 4dlaa) J8 43l JaaY
& A Ll Pipe sl Session dee i Thread ) aladind a5 ¢ dlaia¥) axe o
ek Thread ) alasiw¥ 5 czalill aa (5] st JSi Jand Cusy Loop I e (558

: System. Threading Namespace-! < 3 Y

C#:
using System.Threading;

VB.NET:
imports System.Threading

Delegate - & Led Thread dwe 2 5 (Al Al ol 2150 5 45 Instance @il
tsh S g palaldl

C#:

Thread myth;

myth=new Thread (new System.Threading .ThreadStart(Listener));
myth.Start ();

VB.NET:
Imports System.Threading
Dim myth As Thread
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myth = New Thread(New System.Threading.ThreadStart(Listener))
myth.Start

sk L& Closing Form 4! ¢aaa & myth. Aport() bl o8 )Y

C#:
private void Form1_Closing(object sender,
System.ComponentModel.CancelEventArgs e)
{
mylistener.Stop();
myth.Abort();
}
VB.NET:
Private Sub Form1_Closing(ByVal sender As Object, ByVal e As
System.ComponentModel.CancelEventArgs)
Try
mylistener.Stop()
myth.Aport()
Catch ex As Exception
Msgbox(ex.Message)
End Try
End Sub

gl ekl 8 Thread o SH sl s Jsni (e i 3) laa 3l Thread ) 5 s
O sall dadll Ll (Multithreading Jb (e L st 5 gali ) (i i

waldll MAC Addressd) Olsie e Jlses Juall oy Lgiall Llae ol ja) any
ARP-Address Resolution Protocold) JsSsisn e adleall oda o35 ServerJu
s MAC Tabled i MAC Addressd) a5 ¢ Gty J S5l 13a oy
33aY JS I ARB Broadcast Message Requestdiu b asiy sasas adc dlla
el Gy oaa 5 136 43 Sl ¥ 31l [P Addressd ceaba oo L Jly 40l e
MAC Addressd! o) s Led s 25y Unicast ARP Replay Message szl
sl MAC Table J & Gl o) siall (o335 o Al )l a3 aay 4 (aldll
JSEN BaaY ¢ Sl el b adadiul &5 (S Gleal) L8 2 sa sl MAC Cashdl

P i |

I am looking for the physical
address of a node whose IP
address is: 141.23.56.23

Broadcast

System A

4
=

]
System A él & 53.'slm
g\ el Ll




Internet  —< (58w Ja Encapsulation— g s asasi i a3 ds i o2 a aayg
Data Link Layerd) &<l aiys Ethernet Encapsulation ) Encapsulation
:ileal) 038 JS gra gy Ul IS

APPLICATION LAYER
DATA
T ————————————— Message or stream of data
TRANSPORT LAYER
TCP Header | DATA
T ————————————— Transport Protocol Packet
NETWORK LAYER

|P Header | TCP Header | DATA

T ————————————— Network Layer Datagram
NETWORK INTERFACE LAYER
Ethernet Header | IP Header | TCP Header | DATA

T ————————————— Ethernet Frame
PHYSICAL NETWORK

;b WS Packetl aladl JRl) o 58 daledl)

Network Packet

Ethernet P TCP
Header Header Header

DATA

alaaiuly Juy) 4lee s Ethernetd) alaaiuly Jw¥) ddee G Goosill cangs
3 JlesY) ddee o3 Ethernetdl 8 430 3 Serial Connectiond! s Internetd
Jsa sl aid Internetd 8 Ll ARPI alasinly ,a¥) Gkl MAC Addressl 4 e

: Sull J<all LaY PPP — Point to Point Protocoldl faw (s
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User Specific Application
| E—— I
http-server,
FTP WWW SNMP
| | | | |
Sockets Application Interface
| |
UDP-User Datagram TCP-Transport Control Protocal
B |
IP-Internet Protocol
H > B .
~ PPP-Point-to-Point Protocol | [ARP-Address Resolution Protocol
, E , n
- Serial Communication Lines v Ethemet/IEEE 802.3

Control I sl sSaill cila slaa e (5 53y Datad) sl Header 4ila) oy dada S 4
) 20 o= Network Layer s Transport - -4 Header-! aa= = 5l 45 « Data
Header J) ) L) o3 Al Optionsd) caes <l 60

Packet ) ailers a s ey g8 5 Ethereal) gels s pladinly o git Jall JUal) 4
1sh 54 palall a8 sall (e 40 Sy (53l 5 Sniffing

http://www.ethereal.com/download.html

: HTTP-ly DNSJis ARBA aladiad o Jlia

bl sl 5 ol illens o5& 3 5 Ethereal) gl o L) JSal oy
e Ao Jsaall allay Lid Eum « Network  Interface Card=)) A (w3 )Ll
:Internet Explorerd) slasiul Google-!

202307 10,00, Broadcast ARP o nas 10.0.0.1387 Tell 10.0.0.10
912 f23015 10, 0 0. 138 10.0.0.10 AP 10,0.0.138 15 at 00:0e:50:68d:F2:50
10112623922 10.0.0.10 B1.10.124.2 DS standard query A . google. com
1112,682926 81,10.124.2 10,0,0.10 DS standard query response CNAME w1, gaogle, com A 64,233,
12 12.684542 10.0.0.10 64.233.083.13 TP 1717 » hitp [SYN] Seq=0 Ack=0 Win=65533 Len=0 WeS=1460
13 12813088 o4,233,183.203  10.0.0.10 TP etp » 1717 [SYN, ACK] Seg=0 Ack=l Win=B190 Len=0 HSs=L4
14 12, 614031 10.0.0.10 64.233.183.103 TP 1717 » http [ACK] Segel Ack=l Win=65335 Lens0
15 12, 614201 10.0.0.10 £4.233.183. 105 HTTP  GET / HTTR/LL
16 12974801 o4.233,183.203  10.0.0.10 TP ttp » 1707 [ACK] Geqel Ack=346 Nm 7645 LEH 0
1712976418 4, 233,183,103 10.0.0.10 P [TCP Window Upoate] nttp » 1717 [ACK] Seg=l AC
1813.0270% 4, 233.185,103  10.0.0.10 TP [TCP seqment of & reassemtﬂed PDU}
16 13,033358 4,233, 183,203 10.0.0.10 TR HITRALY 200 0% (text/hin])
2013.033368 10.0.0.10 64.233.083.13 TP 1717 » hitp [ACK] Seq=346 Ack=L677 Win=65535 Len=

21 14, 013510 PlanetTe 30:62:ch Spanning-tree-(for STP RST. Raat = 32768/00:12:39:67:23:20 Cost = 200000 Part
22 16,015309 PlanetTe_30:6e:ch Spanning-tree-(for STR RST, Rout 32768/00:12:.39:67:23:20 Cust 200000 Port
2316, 229503 10.0.0.10 04,233, 083,105 TCP I7L7 » ometp [RST, ACK] Seg=340 Ack=1677 Win=0 Len=0

L 54 s Gateway-b u=lall MAC Addressl cse Jlsd) cuilS dulee Jl of JaaY
a8 Al ilea) 35 Broadcast Message-S Al il sda <l ji ¢um 10.0.0.138
aa 45 (alall MAC Addressdl o sie dus )i s ARP Requestl e 21 Router-
DNS Request Jws_k Googled! o)) sie e Jludin¥l Clientd) a s doleal) o3a
DNS I 4 Google-: =l [P Address-l a5 28 JUill & 431 laa « Query
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-8 0w Googled! (Ao Jsaall a3 adl ey 1aa 5 Jeradill) sl (jasia 33 52 5l 5 Table
235 DNS Tablel) 4 2 5a 50 Google-u (=) IP Addressd) of el e Jilall 5
2xaall o) giall pania g 03 g 930 iy allall e 3, Google) ad s b8 dnleal) 228
o s dualal) dadiall iy sinal Jlu ) 5 calla Cililee (08 20 ) 8 (e Cililaall () LaaY

HTTP Protocol ! plasiubs 25 5 Google-!

418 64,2 .l c cat ttp = 17 ACK | Sed
18 12.027054 64,233,183, 103 10.0.0.10 TP [TCP segment D'I: a reassemb'led PDU]
1% 12, 033358 64.233.183.103 10.0.0.10 HTTP HTTP/L.1 200 oK (text/ html)
20 13. 033388 10.0.0.10 64.235.183.103 TCP 1717 = http [ack] Seq=346 Ack=15677 win=56%

21 14.013510 PlanetTe_30:6e:c9 Spanmng—tree (for sTP RST. ROOL = 32768,/00:12:a%9:67:23:20 Cost
22 16 0 309 P]anetTe 30:6e:28 | —traa-_ffor sTP ] Root = 32768/00: EH

I(Ethernet II, src: 10.0.0. 10 (00:11:09:d0:13:21), Dst: 10.0.0.138 (00:0e:50:8d:f2:50)
ternet PrDtDCD] src: 10.0.0.10 (1o, 0 0,107, Dst: 64.233.185. 103 (84,255,183, 103)

TCP / UDP Connection Establishment : 1.2

Jul Qs pall Gy dall o 58 3alall 8 cdal jall e Ao senay Juai¥) oLi) Adae
Jlas )b el iy StV el ya) e 48 sall aie 5 AY) Cajlall N Jlai¥) el (il
A0 lenll 538 235 TCP ) JsS 55 (8 cifiuaal) Coylall LY il slaall (g e sana

(AUl JSA 8 mal g g8 WS 5 Three-way hand-shake (sed dal

@ Initial sequence
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TCP & UDP Header Encapsulation : 1.3

Cus UDPJ 5l TCP 0l sS 555l (s3a) e Jalall a1y Transport Layer-) dada
s JduY) g sis StreamS JuaY! s cslhall G138 Jlu )Y dxda L aai
sl Broadcasts dhes¥! s sthadll oIS s 6 Ll TCPJI sl #ié Unicast
1 e U 6 all (8 Gt sy ¢ Jla,Y) Alead UDPA LA 238 Multicast
oo UDPA JsS 55 505 TCPA JsS 550 alasindy ¥ Adae Tase Jucadl)

TCP Encapsulation : 1.3.1
exa 5l Data FIow I (s sise e o) su aSaill cllae JSH dee s J S 55 ) 138 ady
Delivered on  adudl s il 385 Jsasll o Giaill Gillee acny WS Bufferd!

sl gl ) il 4 Lalall Header A a5 (e sl 5 138 5 Sequence

ﬁ Header Data

Source port address Destination port address
16 bits 16 bits
Sequence number
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ol .ot lels|s|y]li N
4 bits 6 bits glklnh]|t|n|n 16 bits
Checksum Urgent pointer
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Options & padding

: Source & Destination Port 1.3.1.1

Source Port—l apaaiaig ¢ JuEw g Jlw )Y Port — dAoaadall d dhidl 4
Y sl Gy el (a5 Jlai¥l dlee (5 o 531 s ydb 4alall Destination Portd! s
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(B Lot Qg A8 5 yma Y S i gl al8 Ll ) 1023 (ogiiis 0 — i I S8 5Y)
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: Sequence & Acknowledgment Number 1.3.1.2

sl s ) aie Packet-l duduil) 85 e a8 )0 138 Jay s 32 Bits ode lagie US (5 51
& 58 Acknowledgment 2 a5 Ll Juaai¥) 4y aie Lo sde oal 53 iy 5 Al
JSal) 8 LS A leall o2 2355 4l gama g (e 2SI 23 53 Packet U laslul) 3 )1 e
-l

4000

Buffer
1000 3000

Buffer

: Header Length & Validation Controls 1.3.1.3

e b 32 Bits—e TCP—u palall Header—) (— (Al o 5ol (5 5na s
Header Length + Validation Al 16Bitss Windows Size 16 Bits-
:Jull J<all sy Controls

HLEN |Reserved g_' : |: I ; £ Window size
4 bits 6 bits slklhltlnln 16 bits

¢4 e o 5uits TCPIL alall Header aaa e Header Length- s siss
Validation - Ll « 4~ HLEN (Header Length)Jl i Header) aas 4yl
BIaY) oda () ey 13¢8 () 4l il 138 ] Bit Lie JS 2 6 Controls ¢4 Controls

Al JEN 8 e g dandiina 31V 028 () iay 13g8 ] ilS 1) 5 daddin y

URG: Urgent pointer is valid RST: Reset the connection
ACK: Acknowledgment is valid ~ SYN: Synchronize sequence numbers

PSH: Request for push FIN: Terminate the connection

URG ACK PSH RST SYN FIN

: Window Size 1.3.1.4

O dsasll de o o ol 4000 YA e Al )] Sy (531 Packetd) aaa 438 Cojay
Packet J< Jra sill ddaal (3 jaiand) i85l 5l (ACK Packet s SYN Packet J<
Al 4l e el it o 333 N
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: Check Sum 1.3.1.5

Ay G alll JS5 TCP Header-!) J saa s (e 38l duleal a0dtusi 9 16 Bits (2
Check ) (2 Ll a5 5 Leald & (Laas 1 16 Bits JS) TCP Headerd) a8 488 xoa
a2 4y HLENS) 3 o azay Checksum- oo 28Uy o 5y Jiisall Cayball 85 Sum
ey (5315 ) JSal) 8 mal 5 sa LeS s Checksumid) o stie ae il 45 )i
:UDPJI5 TCP b 45y ,hall (uéy o35 L) 3) [P Protocol 4 & Checksum-l
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: Urgent Pointer 1.3.1.6
aiz of U8 Buffer—)) 4 Leapesd 2iy TCP e Alus yall Datadl of <5 yaall (s
A Aalay ai s (s Bufferd) 8 saaall 4ldll Datad) ad se waat o Cua g o
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: Dot Net Binary Streaming Overview : 1.3.2

Jelaill 4,45 il Uy 5« Binary Data s Text J& Stream Classesdl JMa (e (Sa
laa 45 Stream Writer 2\ s Stream Reader ) alaaiuls Text Jsil Socket) ¢«
058 o oSy s ) (e Hal e 5 ) Object il 4ne Jualadll 18 i ¢ 3l
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S (e el Juadll ,Lil) Serjalization ObjectS el 43 xié Object I -
& 5 sl e Jualail) e LS5 3l s Binary Writer 2 s Binary Reader—) alaaiul
Text ) ae Jwlail Stream Writer <) s Stream Reader—) aaaing g LS ¢ clibadl o
s MemoryStream - () 28LaYU cilalall aa Jualadll Jignl FileStream -
sy Ll s i Ll ) a5l Ll ) (o il La sl Buffer —S aasiud
ALl Jal BaaY (s 5405 5w Stream ) Bits-) s Bits—) (= e sane I Streamd
:ui el 8 Streamd) Sl Julid e s g3l

4 System.Object

1 1

 BufferedStream |
StringReader | StringWriter

MemoryStream

FileStream StreamReader 7 StreamWriter

MarshalByRefObject W= CIYCEG
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-4l Namespaces ) adlals &8 4yl 4

Ci#:
using System.Net.Socket;
using System.lO;

VB.NET:
Imports System.Net.Socket
Imports System.1O

MemoryStream =Sl e Instance GRS (e Yl 2 Y Jl,Y) dolee ol a3
I EaY Ll (S e S0 3 SN Jala 3 geall (5l Lgendiud Cagu Al
) Socket JI e NetworkStream  aladich L)) &5 Binary 4 sias

:Serverdl

Ci#:

try

{

openFileDialogl.ShowDialog ();

string mypic_path =openFileDialogl.FileName ;
pictureBox1.Image = Image.FromFile(mypic_path);
MemoryStream ms = new MemoryStream();
pictureBox1.Image.Save(ms,pictureBox1.Image.RawFormat);
byte[] arrlmage = ms.GetBuffer();

ms.Close();

TcpClient myclient = new TcpClient (txt_host. Text,5020);//Connecting
with The server

NetworkStream myns = myclient.GetStream ();

BinaryWriter mysw = new BinaryWriter (myns);
mysw.Write(arrimage);//send the stream to The above address
mysw.Close ();

myns.Close ();

myclient.Close ();

}

catch (Exception ex){MessageBox.Show(ex.Message );}

VB.NET:

openFileDialogl.ShowDialog

Dim mypic_path As String = openFileDialogl.FileName
pictureBox1.Image = Image.FromFile(mypic_path)

Dim ms As MemoryStream = New MemoryStream
pictureBox1.Image.Save(ms, pictureBox1.Image.RawFormat)
Dim arrlmage As Byte() = ms.GetBuffer

ms.Close

Dim myclient As TcpClient = New TcpClient(txt_host. Text, 5020)
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Try
Dim myns As NetworkStream = myclient.GetStream
Dim mysw As BinaryWriter = New BinaryWriter(myns)
mysw.Write(arrimage)
mysw.Close
myns.Close
myclient.Close
Catch ex As Exception
Msgbox(ex.Message)
End Try

e Stream ) Juiiul s Port ) Je chuatll Llee 255 Serverdh ol o 3l
O Al aiasa) Object ) 4l sai s Binary Reader ) alaaiul eiel 85 Socketd!
iy Al o3 s 3 sea Juiinl 3y JUall 138 (8 Al 5 e () J8 Lele
Method Liess (s e 33 5a sl Controls 4! (8 saia (ailad i sl Ll
e Al Wle Jeud lls Picture Box Jb 4wl Image.FromStream
sle Ui b sa J Stream (e L3 &b (SIStream A (e Al jall 5 guall

;AU JEall 8 LS 5 Picturebox-)

R i 7 N | - R DUPRRTRENY PR PP I P

Form1.cs [Design] I

By FADI

'_,—r—'—'ﬁ‘——_
E/r;:@ Qﬁ saveFileDial gb
ik

rok WS 3y saall Jli dlee &5
C#:
using System.Net.Socket ;
using System.lO;

TcpListener mytcpl; // Declare TCP Listener

Socket mysocket; // Declare an object from Socket Class
NetworkStream myns; //

StreamReader mysr;
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void Image_Receiver()

{

mytcpl = new TcpListener (5020);// Open The Port

mytcpl.Start ();// Start Listening

mysocket = mytcpl.AcceptSocket ();

myns = new NetworkStream (mysocket);

pictureBox1.Image = Image.FromStream(myns); // Show The Image
that Resaved as Binary Stream

mytcpl.Stop();// Close TCP Session

if (mysocket.Connected ==true)//if Connected Start Again

{

while (true)
{
Image_Receiver();// Back to First Method
¥
¥
¥
VB.NET:

Private mytcpl As TcpListener

Private mysocket As Socket

Private pictureBox1 As System.Windows.Forms.PictureBox

Private mainMenul As System.Windows.Forms.MainMenu

Private menulteml As System.Windows.Forms.Menultem

Private saveFileDialogl As System.Windows.Forms.SaveFileDialog
Private myns As NetworkStream

Sub Image_Receiver()
mytcpl = New TcpListener(5000)
mytcpl.Start()
mysocket = mytcpl.AcceptSocket
myns = New NetworkStream(mysocket)
pictureBox1.Image = Image.FromStream(myns)
mytcpl.Stop()
If mysocket.Connected = True Then
While True
Image_Receiver()
End While
End If
End Sub

ualal Thread - (= J—=iie Thread — Image_Receiver Method—! 2l

Thread Class <! ;«= Thread Delegate Instance =) () La sy o 585 zals ully
b WSy
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C#:

Thread myth;

myth=new Thread (new System.Threading
.ThreadStart(Image_Receiver));

myth.Start ();

VB.NET:

Imports System.Threading

Dim myth As Thread

myth = New Thread(New

System.Threading. ThreadStart(Image_Receiver))
myth.Start

L5 Form Jb (=&l Closing Event - -4 Socket 2\ s Thread ) 33k ) s
el

Ci#:
private void Form1_Closing(object sender,
System.ComponentModel.CancelEventArgs e)

{
try

{
mytcpl.Stop ();
thread.Aport();

¥

catch (Exception ex) {MessageBox .Show (ex.Message );}

}

VB.NET:
Private Sub Form1_Closing(ByVal sender As Object, ByVal e As
System.ComponentModel.CancelEventArgs)
Try
mytcpl.Stop()
thread.Aport()
Catch ex As Exception
Msgbox(ex.Message)
End Try
End Sub

Aldial 3 ) sall Jassl Sgve Button A QJ\_"J\ 3 S ddla) (Sayg

C#:
try

{
saveFileDialogl.Filter = "JPEG Image (*.jpg)|*.jpg" ;

if(saveFileDialogl.ShowDialog() == DialogResult.OK)
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{

string mypic_path = saveFileDialogl.FileName;
pictureBox1.Image.Save(mypic_path);

¥

catch (Exception)

{
ks

VB.NET:

Try

saveFileDialogl.Filter = "JPEG Image (*.jpg)[*.jpg"

If saveFileDialogl.ShowDialog = DialogResult. OK Then

Dim mypic_path As String = saveFileDialogl.FileName
pictureBox1.Image.Save(mypic_path)

End If

Catch generatedExceptionVariableO As Exception

End Try

UDP-User Datagram Protocol- Encapsulation : 1.3.3

JsSggll 138 aahy Cua UDPA aladinly Juad¥l danh ¢ jall 138 8 oo (g
Ju Yl aen Al TCPAl (S22 Broadcast s Multicast < Jua)y) 4slsadl
S siua o Saill Clileal decd pae ga JsS555 50 138 A0 (81 ¢ Ld UnicastS
il Gis Jpasll e @3l Gllee aen Y WS Bufferdl ass i Data Flow-
Sl JSEl sy s arsie pal (e 5 5aY) o2 iinis Delivered on Sequence aalul
S 55l 13gd alall (a5l

32 Bit

Source Port Destination Port

Length Checksum

Drata

La¥ oS TCP) 8 e » Header Lengthdl s Lengthdl s Check Sum-)
Delivered On I 5 Buffer Managementll ialall ;sa¥) (3o sl a5a s a2
Jae golaia ¥ Wl Us AGAIs « UDPJL (alall Headerd) & Sequence
(saan ye el posaall s il eagand sale) of Cua Packetsl! Fragmentation
¢ llpay pre 5l bl Jseas (00 @andl Acknowledgment Y asas ¥ 4l LS

: UDPA alainls Jd il Aasla ria 0 (53015 U1 JSl) JaaY
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DATA

Client \5 Server

DATA

g 8

DATA
df—__—rf

System.Net Namespace < =3 ¥ 5l a 3b cap cigadl 8 UDP ) alaai Y
O siall s Portdl a8 ) <o yat o 3 IS TCP I 2 49) LaaY System.Net.Socket-! s
Joae geinsi s LS TCP (o 5 LS 4y ja5 galainst UDP 1 (8 Ll Jiisal) Slgal
GOSN e LS Bl aay Jlu )Y 2ie [PAddress.Broadcast #laaiul Broadcast
) 0 ia w5yl G135 Portl oy 2t pre Liay wokiwi s IPEdPoint

JLEie Laadlll Socket J 2 Bind Method-)

POrt 1 138 e Al ) pi o3 Lgsle aiaill 5 5020 Port) i s il Jial) s
(S e Lena 5

1)
C#:
IPEndPoint ipep = new IPEndPoint(IPAddress.Any, 5020);

VB.NET
Dim ipep As IPEndPoint = New IPEndPoint(IPAddress.Any, 5020)

rsh LS aadiual) J5S 55l ¢ 58 aast s Socketd!) ¢ L) dgdae AT
2)
Ci:
Socket newsock = new Socket(AddressFamily.InterNetwork,
SocketType.Dgram, Protocol Type.Udp)

VB.NET
Dim newsock As Socket = New Socket(AddressFamily.InterNetwork,
SocketType.Dgram, Protocol Type.Udp)

... Send Al ) IPEndpoint Object i &
IP ) Lo )l Lgalatias) oy Jath Jivsall o plall (8 Lgzaia s oy Al s Bind Method - (8
: Socket b Portdl »8 , 5 Address
3)
C#:
newsock.Bind(ipep);

VB.NET:
newsock.Bind(ipep)
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44l Port I (e Servera) ae doaly (e IS (A Ll 2y 55 Al Jusiad a3 Y
: ok WS IPENdPoint Object < a3 ¥ 5l a3k @l Jasl s

4)

C#:

IPEndPoint sender = new IPEndPoint(IPAddress.Any, 0);

EndPoint Remote = (EndPoint)(sender);

recv = newsock.ReceiveFrom(data, ref Remote);

VB.NET:

Dim sender As IPEndPoint = New IPEndPoint(IPAddress.Any, 0)
Dim Remote As EndPoint = CType((sender), EndPoint)

recv = newsock.ReceiveFrom(data, Remote)

gt Al 1 Al s 30 0 e Aol
5)
C#:
Console.WriteLine("Message received from {0}:", Remote.ToString());
Console.WriteLine(Encoding.ASCII.GetString(data, 0, recv));
VB.NET:
Console.WriteLine(*"Message received from {0}:", Remote.ToString)

Console.WriteLine(Encoding.ASCII.GetString(Data, 0, recv))

a3 il Len o il Server) ae clidy a s aaa Slea IS aa 5 alle ) Jla b Ua o g8
-aalaail o 238 gall

C#:

string welcome = "Welcome Customer ...";

data = Encoding.ASCII.GetBytes(welcome);
newsock.SendTo(data, data.Length, SocketFlags.None, Remote);

VB.NET:

Dim welcome As String = "Welcome Customer ..."

Data = Encoding.ASCII.GetBytes(welcome)
newsock.SendTo(Data, Data.Length, SocketFlags.None, Remote)

Sl aie 4l ) ALaaYL 5 jaiie JLiun) Alee ldy) - Infinity Loop 3 (e el
5 e IS ) Ll s LeaDius Serverdl a st ¢ Jlea ) Jd (e iy gl A AL )
A 4 True 2 ).uaj@da.uﬁw\ Sl (e e 230 aaat caa i 1Y) AKEl e
5 a8 sl N infinity loop
C#:
while(true)
{
data = new byte[1024];
recv = newsock.ReceiveFrom(data, ref Remote);

Console.WriteLine(Encoding.ASCII.GetString(data, 0, recv));
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newsock.SendTo(data, recv, SocketFlags.None, Remote);

}

server.Close();

VB.NET:

While True

Data = New Byte(1024)

recv = newsock.ReceiveFrom(Data, Remote)
Console.WriteLine(Encoding.ASCII.GetString(Data, 0, recv))
newsock.SendTo(Data, recv, SocketFlags.None, Remote)
End While

server.Close()

S dsadll o s Infinity Loop ¢ zsoall 2313 Alls & Socket ) 33le) L o4

(e by G5 Infinity Loop ) (e Break s s adadalia o5 13) ) ddadil) oda

LOOpJ\UAC});J\eﬁm@uﬁujumjiduJJMDedeJuaywm
roa s i€ LS any oo Server ) (@331e) audaind elil Jixy 138 5 Socket ) (3\e ) ataa g

C#.

LSa g e i ) s Al B Serverd) e i cile gl Jaand dlea

using System;

using System.Net;

using System.Net.Socket;
using System.Text;

class SimpleUdpSrvr

{

public static void Main()

{

int recv;

byte[] data = new byte[1024];

IPEndPoint ipep = new IPEndPoint(IPAddress.Any, 5020);

Socket newsock = new Socket(AddressFamily.InterNetwork,
SocketType.Dgram, ProtocolType.Udp);

newsock.Bind(ipep);

Console.WriteLine("Waiting for a client...");

IPEndPoint sender = new IPEndPoint(IPAddress.Any, 0);

EndPoint Remote = (EndPoint)(sender);

recv = newsock.ReceiveFrom(data, ref Remote);

Console.WriteLine("Message received from {0}:",

Remote.ToString());

Console.WriteLine(Encoding.ASCII.GetString(data, 0, recv));
string welcome =" Welcome Customer ...";

data = Encoding.ASCII.GetBytes(welcome);
newsock.SendTo(data, data.Length, SocketFlags.None, Remote);
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while (true)

{
data = new byte[1024];
recv = newsock.ReceiveFrom(data, ref Remote);
Console.WriteLine(Encoding.ASCII.GetString(data, 0, recv));
newsock.SendTo(data, recv, SocketFlags.None, Remote);

¥
¥
¥

VB.NET:

Imports System

Imports System.Net
Imports System.Net.Socket
Imports System.Text

Class SimpleUdpSrvr

Public Shared Sub Main()

Dim recv As Integer

Dim data(1024) As Byte

Dim ipep As IPEndPoint = New IPEndPoint(IPAddress.Any,
5020)

Dim newsock As Socket = New
Socket(AddressFamily.InterNetwork, SocketType.Dgram,
ProtocolType.Udp)

newsock.Bind(ipep)

Console.WriteLine("Waiting for a client...")

Dim sender As IPEndPoint = New IPEndPoint(IPAddress.Any, 0)
Dim Remote As EndPoint = CType((sender), EndPoint)

recv = newsock.ReceiveFrom(data, Remote)
Console.WriteLine("Message received from {0}:",

Remote. ToString)
Console.WriteLine(Encoding.ASCII.GetString(data, 0, recv))
Dim welcome As String =" Welcome Customer ..."
data = Encoding.ASCII.GetBytes(welcome)
newsock.SendTo(data, data.Length, SocketFlags.None, Remote)
While True

data = New Byte(1024)
recv = newsock.ReceiveFrom(data, Remote)
Console.WriteLine(Encoding.ASCII.GetString(data, 0, recv))
newsock.SendTo(data, recv, SocketFlags.None, Remote)
End While
End Sub
End Class
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e A oL Client J al (e Lia Jeall paisy ¢ Client Jb palad) ¢ jall Lals
Gl A S5 WS Portd) aé ) 5 IPENdPOINt AL 4& y=5 2y lld 5 Server-)

C#:

using System;

using System.Net;

using System.Net.Socket;
using System.Text;

class SimpleUdpClient

{
public static void Main()

{

byte[] data = new byte[1024]; string input, stringData;

IPEndPoint ipep = new IPEndPoint( IPAddress.Parse("127.0.0.1"),
5020);

Socket server = new
Socket(AddressFamily.InterNetwork,SocketType.Dgram,
Protocol Type.Udp);

string welcome = "Hello, are you there?";

data = Encoding.ASCII.GetBytes(welcome);

server.SendTo(data, data.Length, SocketFlags.None, ipep);
IPEndPoint sender = new IPEndPoint(IPAddress.Any, 0);
EndPoint Remote = (EndPoint)sender;

data = new byte[1024];

int recv = server.ReceiveFrom(data, ref Remote);
Console.WriteLine(""Message received from {0}:", Remote.ToString());
Console.WriteLine(Encoding.ASCII.GetString(data, 0, recv));
while(true)

{

input = Console.ReadLine();
EXit S dudall elgd) cun i 13) s b

iIf (input == "exit")
break;
server.SendTo(Encoding.ASCII.GetBytes(input), Remote);
data = new byte[1024];
recv = server.ReceiveFrom(data, ref Remote);
stringData = Encoding.ASCII.GetString(data, 0, recv);
Console.WriteLine(stringData);

¥

Console.WriteLine("Stopping client");

server.Close();

¥
¥
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VB.NET:

Imports System

Imports System.Net

Imports System.Net.Socket

Imports System. Text

Class SimpleUdpClient

Public Shared Sub Main()
Dim data(1024) As Byte
Dim input As String
Dim stringData As String
Dim ipep As IPEndPoint = New
IPEndPoint(IPAddress.Parse("'127.0.0.1"), 5020)
Dim server As Socket = New Socket(AddressFamily.InterNetwork,
SocketType.Dgram, Protocol Type.Udp)
Dim welcome As String = "Hello, are you there?"
data = Encoding.ASCII.GetBytes(welcome)
server.SendTo(data, data.Length, SocketFlags.None, ipep)
Dim sender As IPEndPoint = New IPEndPoint(IPAddress.Any, 0)
Dim Remote As EndPoint = CType(sender, EndPoint)
data = New Byte(1024)
Dim recv As Integer = server.ReceiveFrom(data, Remote)
Console.WriteLine("Message received from {0}:",
Remote. ToString)
Console.WriteLine(Encoding.ASCII.GetString(data, 0, recv))
While True
input = Console.ReadLine
If input = "exit" Then
" break

End If
server.SendTo(Encoding.ASCII.GetBytes(input), Remote)
data = New Byte(1024)
recv = server.ReceiveFrom(data, Remote)
stringData = Encoding.ASCI1.GetString(data, 0, recv)
Console.WriteLine(stringData)

End While

Console.WriteLine("Stopping client™)

server.Close()

End Sub
End Class

e Lelindiaay A3 s UDP Socket 2l e Broadcast Address ) Gk (18 g
il SocketOption  Class = (e <l slaall e 2 34l) Socket  Options—!
Broadcast Jbe¥ JUS b LaS dlaall 255 5 (il yall 4 Appendixes  (A)

Aglaall 4,3 e dlaiall 5 3¢ JS ) Message
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C#: - Client

using System;

using System.Net;

using System.Net.Sockets;
using System.Text;

public class Broadcast

{
public static void Main()

{
Socket sock = new Socket(AddressFamily.InterNetwork,
SocketType.Dgram, ProtocolType.Udp);
IPEndPoint iep = new IPEndPoint(IPAddress.Broadcast, 5000);
byte[] data = Encoding.ASCII.GetBytes(“Hello All”);
sock.SetSocketOption(SocketOptionLevel.Socket,
SocketOptionName.Broadcast, 1);
sock.SendTo(data, iep);
sock.Close();
}
}
VB.NET:- Client
Imports System
Imports System.Net
Imports System.Net.Sockets
Imports System. Text
Public Class Broadcast
Public Shared Sub Main()
Dim sock As Socket = New Socket(AddressFamily.InterNetwork,
SocketType.Dgram, Protocol Type.Udp)
Dim iep As IPEndPoint = New IPEndPoint(IPAddress.Broadcast,
5000)
Dim data As Byte() = Encoding.ASCI1.GetBytes(“Hello All”)
sock.SetSocketOption(SocketOptionLevel.Socket,
SocketOptionName.Broadcast, 1)
sock.SendTo(data, iep)
sock.Close()
End Sub
End Class

C#: - Server

using System;

using System.Net;

using System.Net.Sockets;
using System.Text;

public class RecvBroadcst

{
public static void Main()
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{

Socket sock = new
Socket(AddressFamily.InterNetwork,SocketType.Dgram,
Protocol Type.Udp);

IPEndPoint iep = new IPEndPoint(IPAddress.Any, 5000);
sock.Bind(iep);

EndPoint ep = (EndPoint)iep;

Console.WriteLine("Ready to receive...");

byte[] data = new byte[1024];

int recv = sock.ReceiveFrom(data, ref ep);

string stringData = Encoding.ASCI1.GetString(data, 0, recv);
Console.WriteLine("received: {0} from: {1}"stringData,
ep.ToString());

¥
k

VB.NET:- Server
Imports System
Imports System.Net
Imports System.Net.Sockets
Imports System. Text
Public Class RecvBroadcst
Public Shared Sub Main()
Dim sock As Socket = New Socket(AddressFamily.InterNetwork,
SocketType.Dgram, Protocol Type.Udp)
Dim iep As IPEndPoint = New IPEndPoint(IPAddress.Any, 5000)
sock.Bind(iep)
Dim ep As EndPoint = CType(iep, EndPoint)
Console.WriteLine("Ready to receive...")
Dim data As Byte() = New Byte(1023)
Dim recv As Integer = sock.ReceiveFrom(data, ep)
Dim stringData As String = Encoding.ASCII.GetString(data, O, recv)
Console.WriteLine("received: {0} from: {1}", stringData,
ep.ToString())

End Sub
End Class

<ol A UDP-g TCP aladiud g TCP/IPA aladiady Juai) Jal o Ui 1382 4

4 uza g Network Layer Encapsulation ¢ (Ml Juadl) (A cuaal) sl i
v [PVE g IPVA J oS 5 9
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Chapter 2
IPv4 & IPv6 Architecture Overview

- IPv4 Architecture
- Classful IP Address
i. Unicast IP
Ii. Broadcast IP
iti. Multicast IP

- CIDR Nation Overview

- [Pv6 Architecture Overview
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:The Internet Protocol

Al ([P i iy J S g p aladiuly Packetd) 4 sie Zalee &5 Network Layerd) 8
PREGRPY K\ Transport LayerJ\ = padiall JSsigyll Jeleliy dls jall oda
O Al 8 Wl Unicast s eadiuad) ol siall 058 of Y] e Y lazie TCPJ
s Multicast sl Unicast o) sie aas pokin lasie ardiuall JS 5554l 8 UDPA
JsSsisn @S5 b o duaill 18 e Jul) 6 58l 8 U a5 Broadcast
-4 Broadcast-l s Multicastdl s Unicast-) g sbie aay 3k [Pv4 < iy

IPv4 Architecture : 2.1
s IPVA iy JsS 55 5 aladl S il ) IS ea sy

IP protocol version .
F number™. 32 bits total datagram

header length . Thead]type of "I length (bytes)
bytes) “°"L len | servi length
(bytes) | __i-ter|service for

type” of data—"1¢ pit identifier flgs| _f_;ufgfr%_r;_‘r:-- —fragmentation/

max number__fime fo | upper Internet reassembly
remaining hops | “live | layer checksum

(decremented at
each router)

32 bit source IP address

upper layer pr'o’rocol”/ 32 bit destination IP address

to deliver payload to Options (if any) E.g. timestamp,
record route
how much overhead data taken, specify
with TCP? (variable length, list of routers
20 bytes of TCP typically a TCP to visit.
20 bytes of IP or UDP segment)

=40 bytes + app
layer overhead

Optionsdl (e 1sL2 60 Bytes ) 20 ¢ IPv4IL p=lall Header aas 7 5l )%
20 a5l Header-) asa (oS Waie OptionsJ\ PARERANA P (d MR PPRERANON |
éﬁ LS TCPA P ‘ﬂu‘}d\ Data! S aﬁ‘):.a Loy Aladl s L.‘vﬁﬁ Bytes

Data = total Length — (20 Bytes for IPv4 Header+ 20 Bytes For TCP
Header)

1k WS IPv4 Headerdw 4alall 20 Bytes) s

.Binaryd! 2 0100 4lias a5 [Pv4 L sa 5 2035l Versiond! b o sa 4 Bits
4 e asuia Headerd) aaa & o505 Header Lengthl! 4 Bits

JsS 555l 4 gllaall Aaadll 80 g (500 Led Jiay Sum Type of Services!! 8 Bits
Maximum 2 sl Minimum Delay L s < Application Layer-) 8 st
... 5 Services

Fragments) < y3 sale) s Fragmentation) <bileal aa%ui 5 32 Bits

sl Hops sxe ¢y s TTL — Time to Live - apasil i 8 Bits
Led (mml Y) 2aall ¢ gt O (A LA a5l Packetd g i) Routers)
el (e 1 b o3 Router JSi a5 s 2ic 5 16 hops
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5l TCP &) s Upper Layer—)) o3 aaaisall J5S 55550l ¢ 55 apaail 5 540 8 Bits
... UDP

) TCP 4 dexiinsall 43 jhall (ye ailuen 43 ) —alias Y 5 Checksum ! 16 Bits
AV Jeadll 8 alia ,5 30 UDPJ

Ju el Jlgall o) sie 2081 32 Bits

Jaisall Jleall o) sie aaail (5 Al 32 Bits

Broadcast!s Unicast) ~ul ¢844 )l Jaadll 138 oo Jdll o jall 8 oo
: CIDR - Classless InterDomain Routing -5 Classful-) slaaiul Unicastdl s

‘ Classful IP Address : 2.1.1
rm Ol (Al O sl Lead aiy ¢ o Adaviss ClassTuld! plasiuls 2 gial) dulee yiiad
== 38 LS5 Host 1D (e (AU ¢ 3all s Network 1D ) o) sie g Js¥) 6 5l

;QL?S\ JE <

8 bits 8 bits 8 bits 8 hits
Class A: ’Networkl Host | Host | Host |
Class B: ‘Network | Networkl Host | Host |
Class C: ‘ Network I Network | Network | Host |
Class D: Multicast start 224.0.0.1

255 255 255

Broadcast: ‘Netw"rk|11111111|11111111 11111111

0 Jia Binary- 8 JsY) Bitd dead (1555 126 ) 1 = Class A ) sy cus

1 2sl5 Binaryd) & Js¥) Bit J 4ad 05535 191 ) 128 o Class B fauss

sl Binarydl & S5 JsY) Bit A ded 5505 223 () 192 < Class C o
Py 111 4% J5Y) Bits &30 (555 224 (0 o Class D Wi ... 1 1 asl
s Slanadil) 038 e gy Ul JSEN 5, Multicast Group ) e il

clssa [ 0.0.0.0]  [127.255.255.255
IEBI(IJ%OOO OH(N“JO lN(;lnfllll 1 H""“d

ClassB [128.0.0.0]  [191.255. 25Hs 255
110':(;'(()1000 0 lNKO 1101?111 1

Class € [192.0.0.0 223.255. 255 255

Class D 224000 239255255255

Class E 240..0.0.0 255.255.255.255

Lol Bitsl A iy A8l clarasil) (e g1 e Broadcast 2 ol sie gl a5y
Y5l 023 10.0.0.1 o)) sl Broadcast Address - 4 jaal JUiaS 5 aa 50 Host 1D-L
s 32l 0¥ Class A Y iy 4dl geaal Il (a5 ¢l sal) 128 ety Class sl () wass
Host ID-L (alall ¢ 5all 13 «126315 1 ¢ s 5 10— Iaw Network 1D b =l
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Host b p=alall ¢ 3l 8255 dad i Broadcast Address ) 4l s=i150.0.1 s»
Class I Broadcast Address 4l s 5 10.255.255.255 : oL WS () sisll sy 5 ID
... Classful Nationdl . A

222l alaall Aall Miad 5 38 Aa 53 () 2535 43 Classful Nationd! & Al (<)
... Classlessb o Lo 58 5 Host Part- SiSI o slic A g

CIDR - Classless InterDomain Routing IP Address : 2.1.2

) leea s Network  Part-b Aalall Bitsl (i« de sane jlaiialy ileall oda o4
192.168.1.0/24 o)) si=dl (3 aa ol e 1024 2538 JieS 5 Host Part-)

Subnetd zuay Waie Network IDL alall 24 Bitsdl (o« 2 Bits Jlaiiuly a5
2 1 413222 = 10 Bits« Host ID -l zray5192.168.1.0/22 : b LS
il Sl 8 mal 5 o LS5 Addresses

network host

part ¥ part
11000000 10101000 00000000 00000000

22 Bits - muiiy 2581 192.168.1.0/22 wall o) sially palall Broadcast ) 4 aal s
1ok WS 5 8 Bits 33k ¢ ja JS s Ol giad) e

8 8 6
192 168 1 0
11111111 11111111 11111100 00000000

O i 13 5 252 JUill (8 (S s (5 e () I ¢ Sl (8 one’s ) s o
192.168.255.254— ¢t 5 192.168.252.0 - luiw Addresses Range-!
... 192.168.255.255 : s» Broadcast IP 41 ¢y sSe 13

<l jle ST CIDRA aladinly 4 3a ISk cala a8 () slinll 40 ganal) A1 S of LaaY
Can [PVB) o dall GLS 53 e (e Bl G slie a5 a1 13) 53 sase il ilSaY)
‘gl_“d\ ¢yl LR Euaall Al Lﬁgﬂ\; 128 Bits J 32 Bits ¢x (p sliall PECNPEtI

Gaadl) 138 (e

IPv6 Architecture : 2.2

IPv4 4l & Al JSLED e 50 [PYVE Ja IPYAD AN sl ga 5 [PY6
Al (e de ganar lpadliy

30y ) ae 33 535 85 [PV4A Addressd kil el of Cua ST lie ) dalall -
Al A TP s cp e Ao lhall

Lels o308 Al s Routing Table 8 4als  JSLiall (e de sana ) IPVAA) (g2 38 -
IPv6l 4

Giadly sl Cllee e @l acy A s IPV4d 8 Securityd) ASae -
IPv4) & ASiall o3a s 385 Network Layerdl s e Authentication
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S Socketd) s 5w Ao Portdl s 1PN uls o5 Cus [PSecdl JsS 5 pladiuly
. Network Layer-) ¢ siwe e dasie Security-) eda Jead dale dalall Cinyal

S Bas) s Al Jla ) &% 3 any cast) ) o skl &3 Cus Broadcasts) fawe s ok -
el 5 ¢ Juy) oo Routerdh sy Jmal) Sleall an g dlls 354030 e jlea JS
Lo Jlea oo Gl die aadiuadl Bandwidthd! (e omias 44 sk slay) 44 k) oda b
Al e

LS laa S a8, a5 2128 Addresses Jalz e aea i JSLE 38 S [PV6Y s
Cllee acy LS Routing 4 sl Cllee ¢ yu las Routing Tabled! aas e JB
Type of JJ 3~ o3 .S Network Layerd) ¢ siwe e 5033l 5 Authentication-)
il Headerd) (Jull JSAl g5 el o153 (sl Priority-)) elsw Ja 5 Services

: IPv6lu

VER PRI Flow label

Payload length Next header Hop limit

Source address

Destination address

Payload
extension headers
4
Data packet from the upper layer

OS5 O i) Jiaal IPy4) & Decimaldl ow Ya hexadecimal A IPV6) aadioy
RS L LSl dalall Rl

69dc:8864:ffff:ffff:0:1280:8c0a:ffff

16 Bits L ga s e IS (8 ¢ IPVAL 4 (e Y J e Al (e 585 43l LY
(Al JRal 4 S 5 40 A e JS1 4 Digits (e Hexadecimald) 4 4liail

128 bits = 16 bytes = 32 hex digits

| 1T11110111101100 50 et O 111 ) Lol G0 1 G i I]I|

| FDEC | 3| BA98 | o | 7654 |a| 3210 |3 | ADBF |5 | BBFF |5 | 2022 |5 | FFFF |

Geographic- s Provider-Based Addresses cxe 5 () IPVE) (& (n sliall ansi
plasiuly Clientsd) e cusiall @a)sis ISP’s) o5& Cus based Addresses
Geographic-based ' Wls Provider-Based Addresses c=ll Standard-!
oald ey Ay SIS a8l (g ¢ Adgall Gy gliall claeY pavada sed Addresses
feh WS O sl Al G o S
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- Provider-Based Addresses
a) Registry ID
b) Provider ID
C) Subscriber ID
d) Subscriber Subnet
e) Host Number

- Geographic-based Addresses
a) Registry ID
b) World Zone
C) Country, City, etc.

Nl UK Jaay
| 128 bits |
| |
8 hits
Provider Subscriber Subnet Node
identifier identifier identifier identifier
010 Registry
3 bits
USA
Europe

Asian and Pacific

Unicast o sbie 2 5488 5 1PV 5 IPVA Juae 1ase Jaail) a8 Uiy 1380
. CIDR Nation 3 s Classful 4! alaaiuly Broadcast-! s

Jead Lgaladind 5 [P Multicasting 3 ¢ Sl Juadll 8 Euaal) alsu
oo i @9l A Multicast Group-
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Chapter 3
IP Multicasting Programming Overview

- IP Multicasting Overview

- Using IP Multicasting in Dot Net to Create a Multicast
Groups
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: IP Multicasting Overview :3.1

CulS 55 5 Jeal daladind 44 sy UDP JI JS555 oe JsY) Juadll 8 Whians
e il dleny 2l Server 2y L) Gt yhy QS a5l dee glaid s
alaaiuly o 5 3eall S L)) L asiy o8 Al ol ADlA (e Jiy 5 22al Portd)
) n dae S DA e gy Jupall @l 8 [PAddress.Broadcast-!
Port ) e cuiaill 4i€a IS ) Cum Server Sles d5a 51 555 ¥ Cus 53¢
Broadcast- dulee 4xiis 3 jea¥l IS ) Al ol DA (e das s Jiiy 5 22aall
ana Ll 13) Lal ¢ JSI ) Qs JSU (e peatiny asead) 0 G (e 3Y1 ) dlee
Aaladinl Cargy b [P Multicasting J) aladial g ladie Sle sana ) Jla Y
Glina g (B 1aa dagall aual all (1 & guagall 138 iy (Multicast Group ) Jaal
el ol 3 (pelll Juadll Hlail) 48 e Jiadie Juad 4] Caacad 13l Sl
Jduyl 4l e Multicast <z seS JS4 ale aai=3 Conferences 4 <Clas
058 ua Client/Server alaaiuh Managed S ¢l s (peadival (0 de gana )
Jals LAJ Ldla ) &5 Client ) o dila )l Judial asida o 205 8 Server Jles <lllia

sl JSal ) ki) 6 5a0 5 e de sanall

Client 1 Client 2
’—1, _,,J_z
t data /j |
= A
m l |

join

=

— 7}

Client 3
Server

ServerJ\ &35 135 Clients ) J8 (i 4e sanall ) aleai¥) Glla Jla ) oy 43) Jaa
X d iy 40 Aaldll |P Address List 3 () Sead) O sie acay 2 g8y Qllall e
Bk ‘;\!\ e ganall sliacl aran A )Y als IP Multicast ) oy de sanae
.éeh»“ Juadll 8ol e 58 5 Class D ) (s as g3l 5 [P Multicast ) oséis

O S ol Gus peer-to-peer Technique - unmanaged b (a5 Sl & il
Uaada 5 S e Server el aga g Yy S8l i S client s server S Jen
‘;\\s].\d&.u«:}q;d\‘;' eM\J\;\LLésM&\}A\?.u&_u; @‘)Jﬂ\}dh&w\ﬂw
i ganad)l JalS ) JlaoYls DY) & alecai¥) b al) 4 Ze gendd) & Sles sl s
Al Ja) Ty
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Client 1 Client 2

-

L = 1 ,'[
oy e/

Client 3 Client 4

IP Multicast Address b e W 58 s Multicasting -l “ala (p slic (anadld A
teh S oA

LAN 4alaall @lsoid 224.0.0.255 ) 224.0.0.0 (e sl

Internetwork ! 224.0.1.255 ) 224.0.1.0 (= sl

AD-HOC Network block ! 224.0.255.255 ) 224.0.2.0 (s sl

Multicasting Group Jead Weladiul g [P Multicasting :3.2

A3 Cua Socket Namespace I alaaiuls [P Multicast U s acd it & gall Cand
IGMP Protocol A 433a (e s e (53l 5 SetSocketOption Alall aladiuly Ledy jas
join) multicast group 4s seaall 5 (0 z 5 A 5 alaai¥) ililee 3 lab o 58 (53
s AddMembership  disasll olilly Y b WS ( Jeave &
OSars ¢ Multicast Routing b 4dleiall Clleall ) ddbYL DropMembership
DA e SULL JLsiul 2l g3 Portdl o) wasil UdpClient Objectd) alasiud
Jind (o g Al Cilgal) 225 aDIA (e 5215 IP Multicasting J) < as ) Adlayl
IP Multicast 4 s axiias s Portdl 13a e cuaiy (i ol sk us ¢ Al )
Ay i Cumy Clga sae ) ALy JlaY I 35S0 aadiy ¢ Al )l sda JUi

:J6€ 224.100.0.1 Group ' (= 55020 Portl

C#:

using System;

using System.Net;

using System.Net.Socket;
using System.Text;

class MultiSend

{
public static void Main()

{
Socket server = new Socket(AddressFamily.InterNetwork,
SocketType.Dgram, ProtocolType.Udp);
IPEndPoint iep = new IPEndPoint(IPAddress.Parse(*'224.100.0.1"),
5020);
byte[] data = Encoding.ASCII.GetBytes("This is a test message");
server.SendTo(data, iep);
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server.Close();

ks
¥

VB.NET:

Imports System

Imports System.Net
Imports System.Net.Socket
Imports System.Text

Class MultiSend

Public Shared Sub Main()
Dim server As Socket = New Socket(AddressFamily.InterNetwork,
SocketType.Dgram, ProtocolType.Udp)
Dim iep As IPEndPoint = New
IPEndPoint(IPAddress.Pars("'224.100.0.1"), 5020)
Dim data As Byte() = Encoding.ASCII.GetBytes("This is a test
message")
server.SendTo(data, iep)
server.Close()

End Sub
End Class

$l) s Al Jiid Cagu ) dgal)l wasis Socketd) capady L dgad) &
g 55 i & (sl IP Multicast Group J) plasiuly aSulll e cuaily Socket
.. el J £ 65 1l 5 Socketd!

UdpClient A} —auziy 4uss Socket ) i jad aadiud o g JLsiul) gali LAY

TTLY waad Loal (Kars ¢ adle cuatll by ) Port J) a8, 41 2iuis Object

e sk Packetd! mews Al Routersd) e e s Multicast Packetl!
:50 Hops — taliaas JUall 138 A5 LA

C#:

using System;

using System.Net;

using System.Net.Socket;

using System.Text;

class UdpClientMultiRecv

{
public static void Main()

{
UdpClient sock = new UdpClient(5020);

sock.JoinMulticastGroup(IPAddress.Parse(*'224.100.0.1"), 50);

IPEndPoint iep = new IPEndPoint(IPAddress.Any, 0);

~48~



byte[] data = sock.Receive(ref iep);

string stringData = Encoding.ASCII.GetString(data, 0, data.Length);
Console.WriteLine("received: {0} from: {1}", stringData,
iep.ToString());

sock.Close();}}

VB.NET:

Imports System

Imports System.Net
Imports System.Net.Socket
Imports System. Text

Class UdpClientMultiRecv

Public Shared Sub Main()
Dim sock As UdpClient = New UdpClient(5020)
sock.JoinMulticastGroup(IPAddress.Parse(**'224.100.0.1"), 50)
Dim iep As IPEndPoint = New IPEndPoint(IPAddress.Any, 0)
Dim data As Byte() = sock.Receive(iep)
Dim stringData As String = Encoding.ASCI1.GetString(data, O,
data.Length)
Console.WriteLine("received: {0} from: {1}", stringData,
iep.ToString)
sock.Close()
End Sub
End Class

Ol (a0 oS alasid (K WS Ll ) 5 Ul QLY saaatie 5k aa 53 45) JaaY
s gl sl paill uila )8 sea Jlu ) iy LS JLia¥) 5 J y2U gralipll (e b
Jid memory Stream J 48l s clle L 3 Binary ) 4bssd Say Al
Ju )Y el dee eliSey LS Jusin¥l 5 JlayY) 35S ) Byte Array S 3 sall
536y aaeal Shutdown dee JiaS s a2y (e age oSa3l Clients A (Al sl
e by sea Jla,Y el Jae Lyl @liSay s « Multicast Group I o e dass
aslil) Jocdll 8 Lgs i e il 35 dpalall (i aladiul sadeie Cilga ) 1l

... Advanced Multicast Systems
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Part 2

Streaming in Dot Net

Chapter4 Streaming in Dot Net

Chapter5 Applied Streaming in Dot Net
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Chapter 4
Streaming in Dot Net
Managed 1/O: Streams, Readers, and Writers

- Stream Classes
- Stream Members
- Stream Manipulation
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: Managed 1/O: Streams, Readers, and Writers : 2.1
gl g LA I OlSe (e ULl J85 Ailee Jagusd Stream ) LS L) (e Caagl) ()
e el ol bl ae Jalay Jlall 8 LS [ocal Computers) (e sf 40 e
) Ledisad lee Lile Joudt G i g0l J g g0 AT Slea 5l ok (6 ) dastdal)
@ Ol aal g cals Al JSLA e S da e a5 Ll )5 Byte Array

.. Binary Data g« Jalaill

el Lalls Synchronous ol il omstuls Streamdl ae Jaladll Sy
S el il LU [O Streams ases Jasi ozl il JS& s Asynchronous
* Processing Unitd) @el a8 3 eUa.‘d\ aglal e pasll o il A Ad sl
Llanll e elei¥) 2ay V) AT el (61 2850 pransy ¥ Cany el yll dcacaddll Thread-)
3ol 85 el an Jalai cui€ 13 Al 8 (pal Jiad) o slal) alasiiad Tay) oaiy W 5 4y sl
laa dege &SI Magnetic Taped! i Floppy Diskd! Jie L dagay 4S5
Ll cus Real Time Systems) sf idall ol dadail e aaied il Glias il
Blee (b bl pia Lo g5 bl Juinl s Jla) Adee 3 Gl Fiall sla) saia
a1l 8 g Y] ) ) el Lggle ABY) (e g 5aY) 2 G sl Cpn ) (5 A
OGS Ala A bk | e s calgd) dlay gl SN e Akl 5 Sul)
Ol e sl sl ooty meay laie ALl Gal Al a5a s ) zling ¥ elali
Oss dalaall Basn g A s AT clilee 30 A e aodaiud Cus Asynchronous
Jia) qlls dlee <1 Separate thread sLis) ab ) 4 jladl dalaal) elgs) jUsBY dalall
LS 5 5o a0 dlee S 13) Aeladinly greaiys alaill Al e jin Y lea z1LA)
gl (& (el el e el el Jlsall et Sy s L Aas 8 eal IS (e (a0
lde JUaSs gl i )l Al aul 4y 8 End sl Begin 4dS 2sas

.. EndRead’ s EndWritedl 5 BeginRead s BeginWrite

Stream Classes :¥f

@i Al Classesd) (» 4e saaar Streamsd) Clble i Gigall e
ccbbal dal #1AY 5 JlaY) Gldead aadius Jlly System. 1O Namespace
e 48Y) ey « Backing storage ¢ Stream Classesd sar  adiius
¥ gy ol A, MemoryStreamdls  BufferedStream-) 5 FileStream
Jail aadind Jlls NetworkStreamdl Lede 48Y) (a5 Back Storage ¢l aasiw
Stream Classes-!) a5 « Backing Storage alaaiul (505403 e Stream-!
;‘;Jm\dsgﬁ\gjusggaﬁl\@
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System.Object

System.l0

Stream

BinaryReader

BinaryWriter

TextReader

StreamReader

TextWriter

S (e Oame e Jaad ol IS5 pastys - BufferedStream Class -1
LY Geat) Bufferingd) Slise pall (amy 2025l LS dime dolee 2801 G50 JS
Gl lele JUaSs JLsia¥) ol JsYls Aadlaadl o Aagy 381 (685
3¢ s JS Lgielda ) pall i) oy 3A) Aages 5 3803 Aaldall i Cupa delibal)
g ol llaall Lo 05 ) ileadl & Buffering) olaaiul Ga sl Ciogll oSy
Uil 8 Bufferd) 8 Leaa gy <) dallae &5y Cum 2 &Y 5 JAaY) cillee (10
Lsle BufferedStream-l adivg s ¢ S IS8 400V Gt A aalig Le 8 5 Ll )
A0 e Lella ) ol pall clitall o 5331 NetworkStreamA! ge lSulll cilisa y
J% L Wl U S3 WS Backing storage GO 1aa andiiyg Y Gua 3 S
Sl Say BufferedStream ) ahasin vic 4096 bytes sas aiy (ol il

: U L WS BufferedStream-) padion s | Aalal) cous Lebilis

C#

using System;
using System.Text;
using System.IO;

namespace Network Buffering

{

class Program

{

static void Main(string[] args)

{
ASCIIEncoding asen = new ASCIIEncoding();

byte[] xx = asen.GetBytes("Hello Buffering")

MemoryStream ms = new MemoryStream(Xx);
readBufStream(ms);
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public static void readBufStream(Stream st)
{
/ Compose BufferedStream
BufferedStream bf = new BufferedStream(st);
byte[] inData = new Byte[st.Length];

// Read and display buffered data
bf.Read(inData, 0, Convert.Tolnt32(st.Length));
Console.WriteLine(Encoding.ASCII.GetString(inData));

¥
¥
ks

VB.NET:
Imports System
Imports System.Text
Imports System.10
Namespace Network _Buffering
Class Program
Shared Sub Main(ByVal args As String())
Dim asen As ASCIIEncoding = New ASCIIEncoding
Dim xx As Byte() = asen.GetBytes("Hello Buffering")
Dim ms As MemoryStream = New MemoryStream(xx)
readBufStream(ms)
End Sub

Public Shared Sub readBufStream(ByVal st As Stream)
Dim bf As BufferedStream = New BufferedStream(st)
Dim inData(st.Length) As Byte
bf.Read(inData, 0, Convert.Tolnt32(st.Length))
Console.WriteLine(Encoding.ASCII.GetString(inData))

End Sub

End Class
End Namespace

e 4 abeads ASCIIENcoding alasiul Byte Array ) e Jigathy Liad Cus
Lliial cus ULl )5 readBufStream 4l ) oLl 5l &5 MemoryStream-
& BufferedStream-l 38 aladiuly 4850 3 SI3 & oliles 5 Streamd) B (1
Encoding. ASCIIl I alsiuly 5 A1 3 5e pai I abisad 22y 43l sine delilay Lidd

L Adelia g

2 JaS ey 3) 48 Buffringd! dalesy 405 58 5 : MemoryStream Class -2
Sy JUEY) 5 JesY) J Stream Data < 58I 3 cise JSa bl o 53l
eoa¥ Ll axdiigs € JS Aaleall g pun Lee ile JS3 o Ll )35 Ge sy
Leiaadin) s JEaS b LS padtun 5 o uSall 5 Stream ) Byte (e dasaill cililee

5S35 ) s (A
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C#

MemoryStream ms = new MemoryStream();
pictureBox1.Image.Save(ms,
System.Drawing.Imaging.ImageFormat.Jpeg);
byte[] arrimage = ms.GetBuffer();
ms.Close();

VB.NET:

Dim ms As MemoryStream = New MemoryStream
pictureBox1.Image.Save(ms,
System.Drawing.Imaging.ImageFormat.Jpeg)

Dim arrlmage As Byte() = ms.GetBuffer

ms.Close

QA e ey Streamd) ae el andiin s NetworkStream Class -3
85 System.Net.Socket Namespaces ¢« Lilexiul by Socketd! alasinly
Backing Storage le wsisy ¥ 3 unbuffered 4LNetworkStream s
JEaS L WS aadiis oY) (auaid 420 BufferedStream Class-! aladiul Juady g
e A Slea () SI Gl JAal) 8 L 5am Wl ) 5 ) peall Jluy) 258 Sus

: Socket-!

C#
TcpClient myclient = new TcpClient (“localhost”,5020);//Connecting
with server

NetworkStream myns = myclient.GetStream ();
BinaryWriter mysw = new BinaryWriter (myns);
mysw.Write(arrimage);//send the stream to above address
mysw.Close ();

myns.Close ();

myclient.Close ();

VB.NET:

Dim myclient As TcpClient = New TcpClient(localhost, 5020)
Dim myns As NetworkStream = myclient.GetStream

Dim mysw As BinaryWriter = New BinaryWriter(myns)
mysw.Write(arrimage)

mysw.Close

myns.Close

myclient.Close

JS4y aaaiud s System. 1O Namespaces alasiul Lhledivl o4 - FileStream -4
Lyl addioy s ale (e 3ol all o Cale ) AUSH o) g colilall ae Jalaill il
Backing osJS1 138 iy 5 4S0) ye alds Jeww s g Byte Array () <l i sl
Cpad 3 KU 8 ¢l e IS bl o 3adl Buffer 3813 axdiud Cua Storage Class
3ol Al ) ) Caldll jlise wman Led Aaled) ) sa¥) (e s se ) jall ol LUK ddae (ya ol
s o LS aadi g ale S i 4
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C#

FileStream FS = new FileStream(@"C:\MyStream.txt",
FileMode.CreateNew);// Any Action For Example CreateNew to Create
Folder

VB.NET:
Dim FS As FileStream = New FileStream(**C:\MyStream.txt",
FileMode.CreateNew)

: FileMode-) &« 40Ul Enumeration- alasdie) WiSay
FileStream(@"C:\MyStream.txt"”,FileMode.)
= Append
= Create
= Open
=~ OpenOrCreate
s Truncate

Slal 3 sa sall Calall I L i 2Ly Append -1

25 ge calall S s 4 overwriting e asfyy maa cale cLSY Create -2
Caldl a5 5 s & Exception =z 43 Y] Create) & LS 2 5 CreateNew -3
snall Calall 3 ga 5 a2e Alla 3 EXcption b Cua L cale 31 58 Open -4
pshsagay e Alla 85 4Bl )8 a8 Cildl aag 1)) Als 8 OpenOrCreate -5
ALl

Lol alaa 5 aladl Gl siae Cadal aadiin s Truncate -6

FTP e bl Juadll 1159 FileStream—) aladiud Jga cilaglaall ¢ra 2y 3al
. Programming
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: Stream Members : Lt
lii€a Ly o jid5 i (Members) Methods—) 5 (=l s (< de gana el lia
;b WS 45 Streaml

FileStream FS = new
F3.

v BeginRead A~
v BeginWwrite
foy CorRead |
S CanSeek
“ CanTimeout
S CanWrite
@ Close
¢ CreateObjRef
v Dispose
v EndRead v

dolee Jiy aadiuall Stream-) (IS 13) 48 =l aadius g CanWrite s CanRead -1
Y4l dla 8 False s disy oS 13 s 8 True dad a5 s Y &) LS i 36) al)
< A sl Jd dadlall (sae Gandl LUK i se) il dglac o) ja) Jd sale adding g Jay
&> Current Stream-) a8 s« paadl sile Seekingd! axdiu cua CanSeek -2
Y 4l A i False s Seekings) aex Stream) oS Ala & True dad dpalall o2
4aleall 28 Backing Storage sxaiud Al Classesd) ae i salall 4 5 Seeking-) ae
. True 4ed aa yi Waic 5 FileStream Jis

Lk e s siay streamdl oK 13 Als 2 True 4ed > iy CanTimeout -3
CApleall daa iy e Al s Timeoutd)

Al 48 el Leia 3aliiu) (Kay s Bytedl Stream-) asa 48yl ardiii s | ength -4
. Stream) aaa e ¢l 4 siiadl ana il f Stream

Stream I @ so 2aa3 5l 48 32l Set 5 Getd) aasiud s Position -5

s b LS a9 Methodsd! ¢ 4 ganay Stream-) ilisa & iddy

: Synchronous Methods e jiall J)gall -1
& 4u3aiy Stream Data 3¢/ 8 sxaiuis; ReadByte 5 Read .
Aladialy Lhel A st Al Gl axe aaat Say Bufferdl
&8 Cua Streamd! Alg 48 jae DA (e aahiud LS ReadByte
Stream-l ¢l s 4 1- 48 ReadByte 5 0 4x8 Read-!
OSaxg Streamdl e ey dleal aad%8 3 WriteBytedl s Write .1
WriteByted) aladinli s e JS A L€ s All Gl dae sl

; : Asynchronous Methods 4ial jial) & J)gal) -2
plaainly 4K ) 36l Ll dilead 223505 5 BeginWrritedl s BeginRead .
s Sul Ja) o LS il e g )b Al A5 (gl Yiall i Stream-)

F3.BeginRead(

IAsyncResult FileStream.BeginRead (byte[] array, int offset, int numBytes, AsyncCallback userCallback, object stateObject)
array: The buffer to read data into.

agle UKl ol 4ie o) Al dalaal podind o SNl 5 Byte Bufferd) -1
AL 5l Bl 8l a8 g aad aadaind (g3l 5 Pointer A sl sSsall sa 5 offsetdl -2
Bufferd) e 5w
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LS i I L (e aB) ) 3aa 4 2 o sas 3 s nUMBYted -3
sl 3

Lol clgy alexiul 23 Cua Optional Delegate s» s AsyncCallbackd -4
Ly & Stream ) iw s Thread J) Daa sy LS i se) )
sy

Read & I il saaiyy User Provided Object s» 5 Stateobject-! -5
. Requestsd! (= »_ne = Write Request
Stream J A Jiw 5 IAsyncResultd! Begin Methods) &= 5
. Operation

: A9 Streamd) 314y asdiud Al g J) gl plans lia g

i iy G saradl Alaal) Al axy Buffer—l il sise g 8l aadiud s Flush -1
.Stream Object ) 4 saa3 3 3 Destinationd! Al Bufferd) < siss

J8 3 3l Resources—l) a3y Stream—) 3Sey aaai w5 Close -2
Ol i 2S5 Finally block — u=ladl ¢ 3all é Laladiuly xeay s Stream Objectd)
2aill (L5 Exception ngi Ggaa dlls P 2 ) gall LS 5 ja% g 483 ) 5a Stream-)
bl M) 2y 5 SIA 3 ) el 38 6ldy e el

o oSl b g allu ) oy 5 A5 Stream) aaa aaail aaii s Setlength -3
gLl ) Uy (525, s Setlength-l (8 saaal) g J81 Stream-! LS 13) Al
el chasls 13 Y) dpalall oha aladil @.L.S....ﬂ (H ¢ al JS80 Al gun g a2e 5 Stream-!
uaad iy 131 CanSeek s CanWrite dalall JUA s il dadlall el s
. Streaml asa 233 J8 Y 5f LDl

:Stream Manipulation : Gl
alasiul 2ty saladl 85 Text sl Binary Data J&3 Stream—l <ilsiSa alasiul (1 Say
pladiul a6 Binary Data—l! e~ J—\dl BinaryWriter—' s BinaryReader—!
pladt g ¢ Text— a— J—ladl StreamWriter— s StreamReader—!
»e Text ) Stream o— J— s~3! UnicodeEncoding 5! ASCIIEncoding—!
LS 2 5 Jgall (e Ao gana padind Cua Jlu Yl ie Stream ) Text ows Juiiay)

R i 7 N |

ASCIIEncoding asc = new ASCIIEncoding():;
asc.

L] GetByteCount A

& GetBytes

& GetCharCount

& GetChars

iy GetDecoder

& GetEncoder

¥ GetHashCode

¥ GetMaxByteCount

& GetMaxCharCount

& GetPreamble v

sl Character Array 23l ¢ua Overloaded Method » s GetByteCount -1
. uﬁMu@dﬁAL@A&Mu‘H‘;\M bl dae & s String
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alaai Ll Ll ) aadai v 3a Byte  Array ) String—) J— =31 GetBytes -2
. Stream-)

&b 0585 Cag S G aY) 2 aa 55 Byte Array 336 cus GetCharCount -3
. Character Array- & sf String-

Jusinl aie 203303 5 String ) Byte  Array (- =il axdiui s GetChars -4
LAl e pai ) el sai Cua StreamHl (e <l

O Lgdlexinl Y 5l sy Text Jail StreamWriter)) s StreamReader—) a dualeil 5
1o WS sasiud s Namespace System. 104

:ale (e 3¢ all StreamReader

C#
StreamReader str = File.OpenText(openFileDialogl.FileName);
textBox1.Text = str.ReadToENd();

VB.NET:
Dim str As StreamReader = File.OpenText(openFileDialogl.FileName)
textBox1.Text = str.ReadToEnd

cale A 4t StreamWriter

C#

string fname = saveFileDialogl.FileName;
StreamWriter fsave = new StreamWriter(fname);
fsave.WriteLine(textBox1.Text);

VB.NET:

Dim fname As String = saveFileDialogl.FileName

Dim fsave As StreamWriter = New StreamWriter(fname)
fsave.WriteLine(textBox1.Text)

LPlexiul o1y Binary Data J&! BinaryWriterJ s BinaryReader—! g Jwlail
Binary Data ¢! 2 BinaryReader s2aiwi Cus « Namespace System. 104 o«
_—e Stream— ) BinaryData J—- ¥ BinaryWriterr —! s Stream—! (—

:Jias b S 5 Socket!

C#

NetworkStream myns = new NetworkStream(mysocket);
BinaryReader br = new BinaryReader(myns);

TcpClient myclient = new TcpClient("localhost”, 5020);
NetworkStream myns = myclient.GetStream();
BinaryWriter mysw = new BinaryWriter(myns);
mysw.Write(arrimage);
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VB.NET:

Dim myns As NetworkStream = New NetworkStream(mysocket)
Dim br As BinaryReader = New BinaryReader(myns)

Dim myclient As TcpClient = New TcpClient("localhost", 5020)
Dim myns As NetworkStream = myclient.GetStream

Dim mysw As BinaryWriter = New BinaryWriter(myns)
mysw.Write(arrimage)

O AN g ¢ Wgaa Jalatll) (3 kg i cigall A Stream-) iliiSa aaf Uy 13sa

ALY (e Ao gana M Juall) A (Gaai Chigas ¢ (o) Jha ) g () Fial) Streams-)
e Cgal) Ay A Steaming e dalead)
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Chapter 5
Applied Streaming in Dot Net

- Create a Simple Remote Control Application Using
StreamReader & StreamWriter Classes

- Create a Remote Desktop Application By Using TCP
Streaming Connection

- Create a Simple Application to Store & Read Images
(Binary Data) in Microsoft Access & Microsoft SQL
Server Database Management System By Using Streams
Library & ADO.NET
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dadial)

e s TCP Streaming ) alasiuly Clankill e de gana Jaadl) 13 & B C g
481 yal Al alaig o5 gad) Qe g elida) g el all (i g elalaly a2y o aSal alkis
Access <l xe) & i Binary Data-) (333 46 yha | il s ¢ s (e (iSall mlass
Streams ciliSs alasiuly SQL Server Database s

:Stream Reader & Writerd aladiul Remote Control Example 5.1

i ol 381 Chatting = A geald s 4 addid G g Jaasy (bl JUia
serversl A notepad 4-alS Jlu b Liad 13) (a5 Cua Serverd! ) sl gl slasy
i g Server- () Wlle )y Cale LSy Sia Liad 1) g 43 notepad- zids asdy ol

! ViS5 A Aguad) A1 ety

Client 2 gl cre i, ¥ el Caliay ¥ - Client Jew ¥ zebi oL : Y
TCP Connection g JS 428 a2a% .y § Chapter]l— - 48l Liad g2l Chat
Aol aladt wléd Ju Y Al ¢ aY StreamWriter— s NetworkStream—! s
G &l il Jo st dlee o35 StreamWriter Objectd) (sesa 32 52 5ol WriteLine
= NetworkStream! alasinl Ll ) 230 Bytesdl (i« de s ) Textboxd!
LaS apaa g g pde oLA3L 8 el Serverd) z<U » ) TCP Socket Connection-l

. @uﬂ Jal) =

Form1.cs [Design] |

@ Request Form - fmo_82 @[E]

: 44Ul Namespaces ) aslaly o8 o
C#
using System.Net.Socket ;
using System.lO;
VB.NET:
imports System.Net.Socket
imports System.lO

Sl 2 <IN 4S8 Send Button
C#:
try
{
TcpClient myclient = new TcpClient (txt_host. Text,5020);
NetworkStream myns = myclient.GetStream ();
StreamWriter mysw = new StreamWriter (myns);
mysw.WriteLine(txt_msg.Text);
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mysw.Close ();
myns.Close ();
myclient.Close ();

¥

catch (Exception ex) {MessageBox.Show (ex.Message );}

VB.NET:

Try

Dim myclient As TcpClient = New TcpClient(txt_host. Text, 5020)
Dim myns As NetworkStream = myclient.GetStream
Dim mysw As StreamWriter = New StreamWriter(myns)
mysw.WriteLine(txt_msg.Text)

mysw.Close

myns.Close

myclient.Close

Catch ex As Exception

Msgbox(ex.Message)

End Try

5 Text ) 4bisads Stream-) Juiinsd (e duexy 5315 Server-) gl oLy
s A Sl 8 LS g g e sl B 5 Al

Forml1.cs [Design]* |

: il Namespaces ) 4dlials &8 o
C#
using System.Net.Socket ;
using System.IO;
using System.Threading;

VB.NET:

imports System.Net.Socket
imports System.lO

imports System.Threading

: Global Declaration 4! dalais ) AUl cay jlatl) ddlia) o
C#:
TcpListener mytcpl;
Socket mysocket;
NetworkStream myns;
StreamReader mysr;
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VB.NET:

Private mytcpl As TcpListener
Private mysocket As Socket
Private myns As NetworkStream
Private mysr As StreamReader

: Clientsd) .« Commandsd Jasiuiw Al 5 Serverd! dla e L)

C#:
void our_Server ()

{
mytcpl = new TcpListener (5020);
mytcpl.Start ();
mysocket = mytcpl.AcceptSocket ();
myns = new NetworkStream (mysocket);
mysr = new StreamReader (myns);
string order = mysr.ReadLine();

/[ you can add any order and Response Here

iIf (order=="notepad") System.Diagnostics.Process.Start(*'notepad");
else if (order=="calc") System.Diagnostics.Process.Start("calc");
else MessageBox.Show("Sorry Sir Your Request is not in my
hand",order);

mytcpl.Stop();

If (mysocket.Connected ==true) {
while (true)
{
our_Server ();
}
}
}

VB.NET:
Sub our_Server()
mytcpl = New TcpListener(5020)
mytcpl.Start()
mysocket = mytcpl.AcceptSocket
myns = New NetworkStream(mysocket)
mysr = New StreamReader(myns)
Dim order As String = mysr.ReadLine
If order = "notepad™ Then
System.Diagnostics.Process.Start(""notepad™)
Else
If order = "calc" Then
System.Diagnostics.Process.Start(*'calc")
Else
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Msgbox("Sorry Sir Your Request is not in my hand", order)
End If
End If
mytcpl.Stop()
If mysocket.Connected = True Then
While True
our_Server()
End While
End If
End Sub

e 438 salls & 58 Request sl 25,5 a8 Socketdl Ao gy Alall 038 o 55 Caa
alaaiuly Lealiy Socketd! e by sl 255 3a 15 4na 33305 Session L&l
Aada il Jraadl aladinly Al ) asdy & 585 &5 Text ) Led s> 5 StreamReader-)
(a8 g sall Start Il aladiuly Lile st o3y notepad Al Il QS 1) Dliad

...System.Diagnostics Namespaces s 32 s> <!l s Process (>l

el lay Gaa 8 Thread-l <o gy g 20Y 2008 Thread Gass Ll
;b WS Formdl

C#

Thread myth;

private void Form1_Load(object sender, System.EventArgs e)

{
myth=new Thread (new System.Threading .ThreadStart(our_Server));
myth.Start ();

¥

VB.NET:
Private Sub Form1_Load(ByVal sender As Object, ByVal e As
System.EventArgs)

Dim myth As Thread

myth = New Thread(New
System.Threading.ThreadStart(our_Server))

myth.Start()
End Sub

Socket=! 3! o 2<U L3 g Form Closing—l &aa 8 Ml ddlaly a8 25
..zl & Threadd L) s Streamd s

C#:

prT/ate void Form1_Closing(object sender,
System.ComponentModel.CancelEventArgs €)
{

try

{

mytcpl.Stop ();
myth.Aport();
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¥

catch (Exception ex) {MessageBox .Show (ex.Message );}

VB.NET:
Private Sub Form1_Closing(ByVal sender As Object, ByVal e As
System.ComponentModel.CancelEventArgs)

Try
mytcpl.Stop()
myth.Aport();

Catch ex As Exception

Msgbox(ex.Message)

End Try

End Sub

223 e Clients Computer—l skl a gy mali y o L) ALl &l gladl) gy Wiy LS
sl Shutdown 4l 35 )5 vie (QUSH ae (38 54ll 5) Shutdown. EXE <ilall ddiiy ell
Windows Jseidll sk ae L 53 s RPC — Remote Procedure Call 1 el i

. 2000/XP
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:Server &) ) GiSall pbaa 8 ) s Juw ¥ Remote Desktop alal slédy Jlia 5.2

0o S mhans ) gea Jail Ly Remote Desktop gl » L o st Jliall 138
: Stream Library J5 TCP JI alaaiuly Jal J) Slea

: Client J) gl ju ¢ L4 Yl
Ul JSAl 8 LS dpaa g g e 2L o s (Bulal]

Windows Monitoring System - Clienk

Skart Minimize Exit  Abouk

10.0.0.10

40Ul Namespaces I padiw o gu
System.Net
System.Net.Socket
System.10

o e 5K da 5 Y 40 3 AP Jls aladinly (i) pelans 5 gasa Jalil) dulee o3
CaptureScreen.dll <alell 8 Jlsall oda AluS) Crad 85 dplaall 028 ¢l jaY s sl
ATl r\'\'? ad (2 A CL i B ) g LMYJ ¢ sy L@-A\J;S_u\ d:t@_uﬁ
« Image S iSall xha s ) 5um aa y3 Cus CaptureScreen.GetDesktoplmage()
Llee J8 Buffer J) (8 Laa s 5 Stream () 3 s-all 038 Jo a3 (e 23¥ Ll )Y
LS Wl olia 5 (531 5 MemoryStream Class I alasinls Zolasll s3a atig ¢ Jla Y

ot

C#:

MemoryStream ms = new MemoryStream();

Image img = CaptureScreen.GetDesktoplmage();
img.Save(ms,System.Drawing.Imaging.ImageFormat.Jpeg);
byte[] arrimage = ms.GetBuffer();

VB.NET:

Dim ms As MemoryStream = New MemoryStream

Dim img As Image = CaptureScreen.GetDesktoplmage()
img.Save(ms,System.Drawing.Imaging.lmageFormat.Jpeg)
Dim arrimage As Byte() = ms.GetBuffer()

Al 8 L LS5 Socket et (e 1Y LAY Sleall L Adasild) ) eall Juu Y
: TCP Socket alasiu

C#:

TcpClient myclient;
MemoryStream ms;
NetworkStream myns;
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BinaryWriter mysw;

myclient = new TcpClient (Server_IP.Text,5020);
myns = myclient.GetStream ();

mysw = new BinaryWriter (myns);
mysw.Write(arrimage);

ms.Close();
mysw.Close ();
myns.Close ();
myclient.Close ();

VB.NET:

Dim myclient As TcpClient
Dim ms As MemoryStream
Dim myns As NetworkStream
Dim mysw As BinaryWriter

myclient = New TcpClient (Server_IP.Text,5020)
myns = myclient.GetStream ()

mysw = New BinaryWriter (myns)
mysw.Write(arrimage)

ms.Close()
mysw.Close ()
myns.Close ()
myclient.Close ()

Led New Thread L) &5 ¢ 5 Infinity Loop Method crasa 2581 138 juia g WiSay

O Lealing Al Jua Y Aoy e el 4 Interval J1 sasy s Timer (8 lemcas sl «
Blas 523100 MS 08 LAN 48038 5 ¢ s AT dga (e 4001 3 jaia g dga
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: Server ) gl eLdd) LG

) JSAN (8 LS aaa g g ple oL o st Adulail

= Monitoring System - Server

AUl Namespaces 41 aadiu o gu

System.Net
System.Net.Socket
System.10
: sk WS TCP Listener 415 Thread s TCP Socket I s =i &
Ci:
Thread myth;

TcpListener mytcpl = new TcpListener (5020);
Socket mysocket;
NetworkStream myns;

VB.NET:

Dim myth As Thread

Dim mytcpl As TcpListener = New TcpListener(5020)
Dim mysocket As Socket

Dim myns As NetworkStream

el S L) Al i oy o

C#:
void ServerMethod ()
{

try

{

mytcpl.Start ();
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mysocket = mytcpl.AcceptSocket ();
myns = new NetworkStream (mysocket);

pictureBox1.Image = Image.FromStream(myns);
mytcpl.Stop();

If (mysocket.Connected ==true)

{

while (true)

{
ServerMethod ();

}
}
myns.Flush();

}
catch (Exception){}

¥

VB.NET:
Private Sub ServerMethod()
Try

mytcpl.Start()
mysocket = mytcpl.AcceptSocket()
myns = New NetworkStream(mysocket)

pictureBox1.Image = Image.FromStream(myns)

mytcpl.Stop()

If mysocket.Connected = True Then
Do While True
ServerMethod()
Loop
End If
myns.Flush()

Catch el As Exception
End Try
End Sub

: Form A Jascall oy as 8 1l 5 S0 ead Thread ) Jascl s

C#:

myth=new Thread (new System.Threading
.ThreadStart(ServerMethod));

myth.Start ();
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VB.NET:

myth= New Thread (New System.Threading.ThreadStart(AddressOf
ServerMethod))

myth.Start ()

s 30 (b Ol g ¢ AT ) g (e Sl b B g Jas ) A8yl Uy 1388
Mouse 1 aSaill drald ddli) i (e pualdd) Juaill) de j gall alailly Galdl)
AP g3 aladiuly A3 g RemoteServerd! Keyboard-s

aladi b SOL  Server s Access cibilysascld 88 )5ua cpidil Jlia 5.3
: Stream) <lisa 9 ADO.NETS

dS (e 3 S 5 ) sua Jiall Memory Stream Class - JUiall i 3 aadiis
GetBuffer Method alaiul LaaY Bytes () Leli sai LSy &oa Stream  Data
tb WS

C#:
try
{

MemoryStream stream = new MemoryStream();
pictureBox.Image.Save(stream,System.Drawing.Imaging.ImageFormat.
Jpeg);

byte[] arr = stream.GetBuffer();

Store_it (arr);

}

catch(Exception ex)

{

MessageBox.Show(ex.Message);
}
}
VB.NET
Try
Dim stream As MemoryStream = New MemoryStream
pictureBox.Image.Save(stream,System.Drawing.Imaging.ImageFormat.
Jpeg)
Dim arr As Byte() = stream.GetBuffer()
Store_it (arr)
Catch ex As Exception

MessageBox.Show(ex.Message)
End Try

: Microsoft Access alaiul ¥
pxaiui Al Store_it Method <) (A el i Byte Array ) 3 seall Jysad 2z
;s WS Databased! ) Byte Array-l s < OleDbParameter-! ed>a (e

~71~



C#:
public void Store_it (byte[] content)

{

try
{

oleDbConnection1.0Open();

OleDbCommand insert = new OleDbCommand( “insert into img values
(?)",0leDbConnectionl);

insert.Parameters.Add(new OleDbParameter("@pic",
OleDbType.Binary)).Value = content;

insert.ExecuteNonQuery();

ks

catch(Exception ex)

{

MessageBox.Show(ex.Message);

¥

finally {oleDbConnectionl.Close();}

¥

VB.NET
Public Sub Store_it(ByVal content As Byte())
Try
oleDbConnection1.0pen()
Dim insert As OleDbCommand = New OleDbCommand("insert
into img values (?)", oleDbConnectionl)
insert.Parameters.Add(New OleDbParameter("@pic",
OleDbType.Binary)).Value = content
insert.ExecuteNonQuery()
Catch ex As Exception
MessageBox.Show(ex.Message)
Finally
oleDbConnectionl1.Close()
End Try
End Sub

Aty o g (K3 bl 3e ) 53 Balizall 46y Hlall aladiuly 330\ (a5 ) gaal) 3] 8 dilac A
&ii s 5 a1 3 5 Stream ) Dataset) 2 exa s Sivs Sl s Binary Datad) Jisss
- L LS Aleal) o3

C#:
oleDbDataAdapterl.SelectCommand.CommandText = “select * from
img";
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oleDbDataAdapterl.Fill(dsPicturesl);

byte[] arrPicture = ((byte[]) (dsPicturesl.Tables[0].Rows[0]["pic"]));
MemoryStream ms = new MemoryStream(arrPicture);
pictureBox2.Image = Image.FromStream(ms);

VB.NET

oleDbDataAdapterl.SelectCommand.CommandText = “select * from
img"

oleDbDataAdapterl.Fill(dsPicturesl)

Dim arrPicture As Byte() =
(CType(dsPicturesl.Tables(0).Rows(0)("pic"), Byte()))

Dim ms As MemoryStream = New MemoryStream(arrPicture)
pictureBox2.Image = Image.FromStream(ms)

ldaay g Byte Array 2 Lebiyads Datasetdl <ils aal Casting Jwee Lid Saps
! Byte Array-ll Ju=i sl « MemoryStream  Class—) ) Array—) - <
FromStream - alaaiuls PictureBox (e Lea e LiSay adie 5 5 a1 3« Stream

... Method

: Microsoft SOL Server aldiia) Wil

43l s s Microsoft Access! e SQL Server bl sacliy (p 535l dlae alias Y
L ol LS < OleDbParameter c— Y2 SqlParameter — alasi ) a3
SQL Server s Access Database—V (s <alisiu Connection  String-
(—;.u\ 4 J).«.\S @Lﬂ\ Ll t_ﬂ_ﬂ:\.d\ dacly ua\éj\ —aldll ‘)Lu.a d)m s Cua Database
:JBS L LS SQL Server ) (e s sisa ) el

:Connection String ) sLisY
C#:
string SQL_CONNECTION_STRING =
"Server=SQL_SERVER_NAME;DataBase=DB_NAME;Integrated
Security=SSPI";

VB.NET

Dim SQL_CONNECTION_STRING As String =
"Server=SQL_SERVER_NAME;DataBase=DB_NAME;Integrated
Security=SSPI"

;s WS Connection Object 41 () ) &
C#:
SqglConnection My_Connection = new
SqlConnection(connectionstring);
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VB.NET
Dim My_Connection As SglConnection = New
SglConnection(connectionstring)

: SQL Server <l sacld 85 ) guall (A0

C#:
public void Store_it (byte[] content)

{
try{
My_Connection.Open();

SglCommand insert = new SqlCommand( “insert into img values
(@pic)",My_Connection);

insert.Parameters.Add(new SglParameter("@pic",
SqIDbType.Binary)).Value = content;
insert.ExecuteNonQuery();

}

catch(Exception ex)

{

MessageBox.Show(ex.Message);

¥
finally {My_Connection.Close();}
}
VB.NET
Public Sub Store_it(ByVal content As Byte())

Try

My_Connection.Open()
Dim insert As SgqlCommand = New SglCommand("insert into img
values (@piclD)", My_Connection)
insert.Parameters.Add(New SqlParameter("@pic",
SqlDbType.Binary)).Value = content
insert.ExecuteNonQuery()
Catch ex As Exception
MessageBox.Show(ex.Message)
Finally
My_Connection.Close()
End Try
End Sub

s 5415 e Picture Box 5, sall (a2l s

C#:

SglDataAdapter.SelectCommand.CommandText = "select * from img";
SqglDataAdapter.Fill(dsPicturesl);

byte[] arrPicture = ((byte[]) (dsPicturesl.Tables[0].Rows[0]["pic"]));
MemoryStream ms = new MemoryStream(arrPicture);
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pictureBox2.Image = Image.FromStream(ms);

VB.NET

SglDataAdapter.SelectCommand.CommandText = "select * from img"
SqglDataAdapter.Fill(dsPicturesl)

Dim arrPicture As Byte() =
(CType(dsPicturesl.Tables(0).Rows(0)("pic"), Byte()))

Dim ms As MemoryStream = New MemoryStream(arrPicture)
pictureBox2.Image = Image.FromStream(ms)

Transport Layer & Network Layer alaiial oo (Sl ¢ jadl (b Coaad) sl
S @ gal) Ay 8 LY oS 859 4 4 9 Programming
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Part 3

Transport & Network Layer Programming

Chapter6 Transport TCP & UDP
(Classes & Members)

Chapter7 Synchronous Socket Programming

Chapter8 Asynchronous Socket
Programming

Chapter9 Advanced Multicasting Systems

Chapter10 Voice Over IP Programming

Chapterl1l Raw Socket Programming
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Chapter 6
Transport TCP & UDP
(Classes & Members)

- TCP Classes Members
- UDP Classes Members
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: TCP & UDP Classes Members : 6
~»l5UDP Classes —!s TCP Classes | cse Joadll 11a & Saati oy
G« Transport Layer Classes ) 2 Lee Jalaill oy Al 5 Lagia JSI Members)
Leia s Jlu Y pailoady sSatll <y TCP- Lieaiid 13 Adglall o2 & o (g yadl
! Destination Port-! s Source 4 xasis a5 ) 2dLxYU Flags 4 s Offsetl

Sianall s Jus yall Ll

Ol s G 33 4 &1y G aal gl Packet U 32 Bits o< ¢sSis TCP Header2) Y s
i35 32 Bits b luludll 43,0516 Bits 4 Jidiall 5 16 Bits 4 s !l Port
pi e s s il palaldl ¢ jall e &5 el (85 ChecksumA ) 4dlaaYl (3aadl)
el IS By Jpaiiy J5Y) Jucail) 8 4s 5
Bifs
- -
1 4 8 12 16 20 24 28 32

F 3

Header

TCP Header

Data Offset: 4 bits the number of 32 bit words in the TCP Header. This
indicates where the data begins. The TCP header (even one including
options) is an integral number of 32 bits long.

Window: The number of data octets beginning with the one indicated in
the acknowledgment field which the sender of this segment is willing to
accept.

e g sing s aal ) Packet A SULA (e 32 Bits o< 05 s UDP Header-! Wi
:Total Length 415 Checksuml 5 16 Bits aliwall 5 16 Bits duall ol sic
Bits
1 4 8 12 16 20 24 28 32

UDP Header
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: TCP Connection Oriented Protocol J4 4aldll Classes! ¥ )

TepClient tep = new TopClient ()
tep.

@ Close ~
v Connect
5 Connected
& EndConnect
@ Equals
PP ExclusiveAddresslse
@ GetHashCode
¥ GetStream
Vv GetType
“ LingerState
¥ NoDelay
9" ReceiveBufferSize
5 ReceiveTimeout
5 SendBufferSize
5 SendTimeout v

41 )3 Simple TCP Socket s =il 2233 s : TepClient Class-1
dc gana Ao LIS I3 (5 stag 5 leaa JlaiV) & 5 Al dgall Port J) 5 IPAddress-!
: Ul Leadli s Properties ) s Methods ¢«

: TCPClient Methods :¥.i

[P () sie L ) pad G serVEr-dl ame iVl dlee ¢l yaY arius s :Connect
ik WS s Portd! &8, 5 Serverdb p=lall

C#:

TcpClient tcp = new TcpClient();

tcp.Connect(IPAddress.Parse(""192.168.1.1"),5020);

VB.NET:
Dim tcp As TcpClient = New TcpClient
tcp.Connect(IPAddress.Parse(192.168.1.1"), 5020)

.TCP Socketd! e Juai¥l £L&3Y :Close
Jusiny) 5 Jew ¥ Alee 8 Socketd) (= Stream! 8¢l 81 axiiny 5 :GetStream
NetworkStream Class 3! &« Socketd) Ja: )l sale aadind

: TCPClient Properties paiuaill aal ;L

Linger Timedl 4 =« 5l 221 Set i get 2alis : LingerState

Y ol Ll (e g i IS 13 48 jma sl sl Set sl get 33l :NoDelay

e Socketdl LS 13 4 e 5 auaal Set i get 2alis :ExclusiveAddressUse
O 2 3al) SocketOption Class <) g s3le aainis ¢ ¥ ol Client Portd) aladinly
(Appendixes (A) I skl cila slall

aaa L e sl aaai Set Sl get 23l 5 :ReceiveBufferSize s SendBufferSize
.TCP Client Object * —a_=ll 5 stream-) & a235uall Bufferd)
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85l 48 e sl aaal Set ol get 2alis :Receive Timeout s SendTimeout
DAY Gkl any W asf dls L8 Time Out any Ca Jlinsy) sl Jl Y1 dulaad ~ Uil
Adma Ayl )38 DA

Propertiesdl s Methods) (s« de sens e (5555 Cua s TepListener Class-2
ek S 2

TepListener tep Listener = new Toplistener (IPAddress.Aany, S5020) ;
tcp_Listener.|

¥ AcceptSocket A

‘9 AcceptTcpClient
‘¢ BeginAcceptSocket
‘¢ BeginAcceptTcpClient
‘i EndacceptSocket
‘9 EndacceptTcpClient
& Equals

1 ExclusiveddressUse
¥ GetHashCode
v GetType

¢ LocalEndpoint
iy Pending

S Server
‘v Start v

:TcpListener ) & J) sl aaf oY sl

LClientdl ge Juai¥) lee J 5l aaaius s : AcceptSocket

e paai ol Ll a8y o jei s 8 43) Cus Overloaded Method 5 @ Start
C_\Mﬁu.g_gnejjﬁﬂej_c :\_“A‘#ch Qouee_‘\‘ﬁudﬁﬁca_uﬂ&d\ﬁ‘}_eiﬁ\
A pe Qoueed

Try- alasiul sie Finallyd) & laia s Juady g covatll dolee 33eY aaiiud : Stop
Exception ¢l &as 5 s cuiail) ddee olgd) 2 Sia s Catchd)

:TepListener ¢ paladdl aal Ll

LocalEndpoint-l (& sl Portdl ad )5 IP-)) e » S : LocalEndpoint
JRROA |

TCP Server-! g;ﬂ Jhsdl 5 pailbadldl S gj\ Jsadll @Lluu LA a5 :Server
e 5 Listen s Received!s Sendtodl s Acceptd) Jie il alia )5 1
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: UDP Connectionless Protocol 2k 4alil) Classes-) Ll

UDP Datagram Protocol Connection oy il aadius 5 :UdpClient Class-1
s S s Ll sine aal i o all 138 85 Lgma Jalail 5 Lgity yaty il Liad

UdpClient udp = new UdpClient()
udp.

)

v Connect
“7 DontFragment

¥ DropMulticastGroup
“ EnableBroadcast

& EndReceive

& EndSend

v Equals
S ExclusiveAddressUse

v GetHashCode

v GetType

@ JoinMulticastGroup
5 MulticastLoopback

v Receive

¥ Send v

s L Al Jailadll g J)gall aal e

sl ol s—ie L&) 5l a—al :DropMulticastGroup s JoinMulticastGroup
.Multicast Group- ¢se ¢ sbiall (10 de sana

.socket) & Broadcastings! Jiil Set i Get 33U 5 :EnableBroadcast
Miticast Loopback-! wasi o 4 =l Set s Get 22155 :MulticastLoopback

IP Cpias&iy &ua Multicastingl (8 o233 5 :MulticastOption Class-2
Multicast ¥ Drop s Join Jes! Multicast Group 4 lex Jalxil Address List
: Multicast Jilbe ) JLsiny & guac Adlay JUaS b WS 203303 3 Group

: b LS s UDP Socket! < =i ¥ sl

C#:

mcastSocket = new
Socket(AddressFamily.InterNetwork,SocketType.Dgram,
ProtocolType.Udp);

VB.NET:
mcastSocket = New Socket(AddressFamily.InterNetwork,
SocketType.Dgram, Protocol Type.Udp)

daad 5 Group-) 8 4 3y 5 Al [P Ll aiws &3 Address List < s a5 il
1 b WS Bind Alall alaaiuly Socketdh Lekay i <l amy andiy ol giall Jaxy Userl

~81~



C#:
IPAddress locallPAddr = IPAddress.Parse(Console.ReadLine());
mcastSocket.Bind(IPlocal);

VB.NET:
Dim locallPAddr As IPAddress = IPAddress.Parse(Console.ReadLine)
mcastSocket.Bind(IPlocal)

el LS 23l () siall el xi 5 Multicast Optiond) <y ais o 5 G

C#:
MulticastOption mcastOption;
mcastOption = new MulticastOption(locallPAddr);

VB.NET:
Dim mcastOption As MulticastOption
mcastOption = New MulticastOption(locallPAddr)

4505 40 o2 s 32l 5 SocketOptions  Method — (=8 L yai oy Lelimail
TCP s Socket e 5l IPV6 (Ao 5l IP (Ao il (5 sia apaail J 51 & yina s 5
oaa Lills i ¢ (el 3 A Appendixes J) sl cile slaall (e 23 340 < UDP
s Multicast Group ) IP poa 52 523 i L 3 [P (e joadll a2d3 i o
Alia) (o LAY Sy 5 4y saime A8lina) 2y 5 Cua Hosdll g oaas SN i L)
4l i ) il s DropMembership 4 s—ae ¢L3ll 51 AddMembership 4 swac

(b WS 5 aslial ad s 5 MulticastOption Objectl

C#:
mcastSocket.SetSocketOption(SocketOptionLevel.IP,
SocketOptionName.AddMembership,mcastOption);

VB.NET:
mcastSocket.SetSocketOption(SocketOptionLevel.IP,
SocketOptionName.AddMembership, mcastOption)

A laiall g Compd i gad) Ay B g aSalil) Sy (il g (ailuadd) aa) Ly 1358
Jwadll 4 (Network Layer Protocols 2 s Transport Layer Protocolsib
(2 L Jualail) 2y il g Members =1 4y (e Juala JSdy Eyaal) ala L)
Synchronous Socket = g— J-alaill (5 - 9 Network Layer Protocols-

Asynchronous Socketdl s
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Chapter 7
Network Layer & Synchronous Socket Programming

- Introduction to Socket Programming
- Synchronous Socket Programming
- Synchronous Socket Classes & Members
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: Network Layer & Synchronous Socket Programming :7

Network Layer— isds das i e il H30 IS8 G Cogan e Hall 1aa 8
5 e Lebysat aay bl Juiid g Jlu )Y Lee Jualatll a1y Al & 5 Socket- s
Uiy JLsiud s Jlw ;30 UDP s TCPA aladial il Lid A< 8 e Stream
Classes!s Socket Programming-l (e aaais o g ¢ jall 13a 85 Lagin (3,4l
..Socket Classib A=l Members! s

Introduction to Socket Programming :7.1

AT e e LeDa (e il Jis iy A 3181 o Socket A1 of <o yxall e
& sia Sua System.Net.Socket Namespace < =i dglall 8 & 5h LealadinY
AL Sl g (A Lealadind Jiy Al Classes! (e xS 23 e Namespace 13a
UDP- 5l TCP aee ol (50 LSy 3) Socket Class st s Ll (e aaati Cogus g
= Socket Object Method- ¢ sSi s yilae JSi &Y S 5l e JaT g 5851 aa
ol LS i ina g s A

Cit:
Socket MySocket = new Socket(AddressFamily. , SocketType.,
ProtocolType.);

VB.NET:
Dim MySocket As Socket = New Socket(AddressFamily, SocketType,
ProtocolType)

Glilany 5 4xe Jalai Ca g 535 [P Addressd) due 5 2aad J ¥ yise s )Ll (& by Caa
2 pxdiudl s ATM 5 Noveld) cil€ad 8 andivaall 5 [PX Lia s <l LAl (e 5 2ae
Il oda aal ey e s NetBIOS Address sl ATM Networksd) cilSu
o a5 GLSAIL Aalal) Glaaa ) aa 2y JC5 4eadins L sa 5 InterNetwork-!
Sl el el g b gan g Sl aldas aa dlinal) 585 IPVA 58 [P g 5 0 e
O 2 ) [PVE s Jadd g ade liain) ata s cu il Jatall 85 Ll 48 5 jaall
s 2 sl Socketd) g st pans iy SEH yise s Ll 8 (S daail) kil il lall
Raw Il axiius) Raw  Socket sl clibll Jw )Y Dgram sl Stream adiiow
) Lgale 3591 (a5 2aae POt ge dealadll allai ¥l Y 5S35l ae Socket
Stream-) aladinl oy 2l JSh g (Ldie Al Jaadll Hlai) il glaall (0 3 3 ICMP
& 55 aaai ) il s« UDP-) aladiud ddls 8 Dgram s TCP ) alasin) s 8
Jie AT Y 5S5i5 2 5l TCP 5l UDP g 5l o 58 Ja JuaiD aaiiuaall J oS 5 5l
Internet Group IGMP - Sl Internet Control Message Protocol ICMP-
IP Security < =3 Socket-) ¢ L) Sia 2y 5 Ll S Management Protocol
ol TCP jliss oo L 5 <y 5 IPSecAuthenticationHeader Wil Header
lee o) ya) i 12a g as 5o J5S 550 58 TCP J5S 5 of g paall (s UDP
J5S 550 348 UDP J5S 50 Lal 2ras e pad s () diea 5ill 5 J s sl) (0 (3510
las e s 5 Al yall Sl il J saa gl) (e 382l dlae ac ) W 4SSD 5 L s
& 5 Multicast Group &l Gle saaa ¢ L33 5 Broadcast =13 Sl dlee ¢ 2 Y

a5 S 5 ) Jaaadl) 8 olis yi L
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TCP L& Synchronous Socket Programming=s aladia) 7.2
:Connection

LS 5 Jal yall (e de sanay TCP Socket Connection) alasainly Juai¥) dilee 4

sl JLal A

Server Client
socket() socket()

bind()
Tisten()
accept() |- connect()

recv() |- send()

send() > recv()

close() |= »| close()

- b WS 5 Socketdl ¢l serverdl s Clientd) 8 daleadl fas 3)

Cit:
Socket MySocket = new Socket(AddressFamily.InterNetwork,
SocketType.Stream, Protocol Type.Tcp);

VB.NET:
Dim MySocket As Socket = New Socket(AddressFamily.InterNetwork,
SocketType.Stream, Protocol Type.Tcp)

Uiyl die i 3355 Bind Al platinly sl i seS)l e Socketd) b o5
LSy

C#:
IPEndPoint ip = new IPEndPoint(IPAddress.Any, 5020);
MySocket.Bind(ip);

VB.NET:
Dim ip As IPEndPoint = New IPEndPoint(IPAddress.Any, 5020)
MySocket.Bind(ip)

e aad EliCa g |istener 1Al PNRENAE sl Portdl Ao caiiaill A lasy e\_..gﬂ\ %3

e A8 5ally o 98 o5 ]2 8l ad ) i 2ana e 230 aaagly Lol gl gl 3 eaY)
: é:‘ LS 5 accept Alall aladsiuly Juaiy)
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C#:
MySocket.Listen(-1);
MySocket.Accept();

VB.NET:
MySocket.Listen(-1)
MySocket.Accept

&}_ﬂ\ (48 g8 ina 2 Gl (e Sus Receive Al A e bl Juitl a3y g
;bS5 Byte

C#.
byte[]Received=new byte[1024],
MySocket.Receive(Received);

VB.NET:
Dim Received(1024) As Byte
MySocket.Receive(Received)

(JUES 5020)Port) (e Ledy y2i s TCP g 543l (4w Connection sLiil Lied Lia
L=l Sl Y Listen < et Lad s Bind Al aladinls Socketdb Ledas ) sy s

Socket!) e ya5 (e 1Y Socket! plaaiuls TCP Client Jlw ¥ gels oy jail
Juw ) o5 IPENdPoint Instance Object-L Portl o855 Server-) o) sie aliu)
PRIt Cua SOCKEt) (o 4l jat o3 Ly Jlu Y Adee o355 Send Alall aladinly bl

: &b WS 5 Stream Socket

C#:

String str = Console.ReadLine();

ASCIIEncoding asen = new ASCIIEncoding();

byte[] msg = asen.GetBytes(str);

Socket MySocket = new Socket(AddressFamily.InterNetwork,
SocketType.Stream, ProtocolType.Tcp);

IPEndPoint remote = new
IPEndPoint(IPAddress.Parse(*192.168.1.101"), 5020);
MySocket.Connect(remote);

MySocket.Send(msg);

MySocket.Close();

VB.NET:

Dim str As String = Console.ReadLine

Dim asen As ASCIIEncoding = New ASCIIEncoding

Dim msg As Byte() = asen.GetBytes(str)

Dim MySocket As Socket = New Socket(AddressFamily.InterNetwork,
SocketType.Stream, Protocol Type.Tcp)

Dim remote As IPEndPoint = New
IPEndPoint(IPAddress.Parse(""192.168.1.101"), 5020)
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MySocket.Connect(remote)
MySocket.Send(msg)
MySocket.Close

UDP L&Y Synchronous Socket Programming) aladia) 7.3
: Connectionless

25 dalall (e de senas UDP Socket Connection-l aladinly Juaiy) dulee e

| J<al) WS
UDP Server UDP Client
socket() socket()
bind()
recvfrom() | sendto()
sendto() »| recvfrom()
close() close()

Serverdl 5 Client & dlaall fa5 3) 1€ as V) TCP UDP alasiud dlee 4l g
: b WS Socketd) Ll

C#:

Socket MySocket = new Socket(AddressFamily.InterNetwork,

SocketType. Dgram, ProtocolType.Udp);

VB.NET:
Dim MySocket As Socket = New Socket(AddressFamily.InterNetwork,
SocketType. Dgram, ProtocolType.Udp)

JuEiny) die Jad arding g Bind Al aladiily sl 58 guell) aa Socketd) by &
Db WS
C#:
IPEndPoint sender = new IPEndPoint(IPAddress.Any, 5020);
MySocket.Bind(sender);

VB.NET:

Dim sender As IPEndPoint = New IPEndPoint(IPAddress.Any, 5020)
MySocket.Bind(sender)

EndPoint ilall 8 a3 s ReceiveFrom adlal aadt s el i) Juat wY

4 siias ae Reference Object < o iy Giball (848 =i a3l e <L Reference
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A = String ) 48 saaall a3 aadaion &3 e g ReceiveFrom Al I Byte !
;b WS 5 ASCII Class (a2 52 sall GetString 41l

C#:

int recv;

byte[] data = new byte[1024];

EndPoint Remote = (EndPoint) (sender);

recv = newsock.ReceiveFrom(data, ref Remote);
Console.WriteLine(Encoding.ASCII.GetString(data, 0, recv));

VB.NET:

Dim recv As Integer

Dim data(1024) As Byte

Dim Remote As EndPoint = CType((sender), EndPoint)

recv = newsock.ReceiveFrom(data, Remote)
Console.WriteLine(Encoding.ASCII.GetString(data, 0, recv))

) String e Ledy a3 2y AL L ) jai Cus SendTo Al alasind Js)¥) A b
g 555 Length dmaladl J3a (e 458 jae Wiy 3) Al jall UL aas 5 Byte Array
Port s IP Address ! < = s3I s EndPointObjectdl 41 <3 | 23l 5 Flags)

: Broadcast Message Ju,¥ JusS L LS 5 Socket-

C#:

string welcome = "Hello All";

data = Encoding.ASCII.GetBytes(welcome);

newsock.SendTo(data, data.Length, SocketFlags.Broadcast, Remote);

VB.NET:

Dim welcome As String = "Hello All"

data = Encoding.ASCII.GetBytes(welcome)

newsock.SendTo(data, data.Length, SocketFlags.Broadcast, Remote)

:Synchronous Socket Classes Members7.4

) o] oSy Sis [PAddress ) i el p333n s 0 IPAddrress  Class -1

Jduw) s 4 Array of Address 4DA (s (555 o (S s JES [PENdPoint-!
rob S gh Al dladl dapal) el de gana ) Leddl

Cit:

IPAddress newaddress = IPAddress.Parse(""192.168.1.1");

VB.NET:
Dim newaddress As IPAddress = IPAddress.Parse(*192.168.1.1")
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PATRIRS ) ginll aad 8 ol LA daa ) o LAY ¢
b LS (A5 Ol sinll 3aat (8 G LA Aa ) (g LS (S
(S e JUEiay) e g JuEiay) aie) 43N e Zlie O sie (o) Jiail adiiy g ANy
Alany o 58 Cuae) 45030 e 3 Hea¥) aaead o3V &) Jiiadl axdiey s Broadcast
b3l Broadcast e 4048 48 jaal ¢ a3l 305 (50 IP Broadcast-)) cles
(S Sl
127.0.0.1 545 loopback U a5 mall ol siall Jiiadl andion 5 | 0opback

A0 liall pasiiii Lin s tow Objects ox A58l e JSiy Allall o2 aa3iis Equals
LOdliae LIS 1Y) False s (peliiia LIS 1Y) True aa iy (il sie Om

Hash Code 4aua A o sl gla )Y 2235 3 GetHashCode
Ol sl e Network-b g=idl ¢ jall aa 509 HostToNetworkOrder
Ol sl e Hostb palall ¢ 3ol aa 05 NetworkToHostOrder

25 sl s Host I Port- s o sl apaail slicadiul &us ;. IPENdPoint Class
o LSl dalall el 5 4 Juas¥!

C#.
IPEndPoint end = new IPEndPoint(IPAddress.Parse(""192.168.1.1"),
5020);

VB.NET:
Dim end As IPEndPoint = New
IPEndPoint(IPAddress.Parse(""192.168.1.1"), 5020)

(b WS o8 5 Socket Class! (8 ac i Al al sall de sana
Socketd! e 48 yrall (p gliall de gana a5 AddressFamily
Socketd) (s 5ol all 3 jalall Sl aas s 25 Available

Blocking Mode-l s2x%u socket! (LS 13 48 2l Set s Get =z s Blocking
MR

&= Joaiia Socket—) OLS 13 48 jaal 5,58 4 aldll o2a w3385 Connected
¥ ol Remote Host!

Socketd) (o paaiug (2l J5S 555 ) 4 el a2iiuy s Protocol Type

Remote - g paiiun 50 Socketdl (e @il slza a2 19 RemoteEndPoint
Host
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s lgalaladiny JUias g

C#:

using System;

using System.Net;

using System.Net.Socket;
class Socket  Properties

{
public static void Main()

{
IPAddress ia = IPAddress.Parse(*"127.0.0.1");
IPEndPoint ie = new IPEndPoint(ia, 8000);
Socket fmo = new Socket(AddressFamily.InterNetwork,
SocketType.Stream, ProtocolType.Tcp);
Console.WriteLine("AddressFamily: {0}",
fmo.AddressFamily);
Console.WriteLine("SocketType: {0}",
fmo.SocketType);
Console.WriteLine("ProtocolType: {0}",
fmo.Protocol Type);
Console.WriteLine("Blocking: {0}", fmo.Blocking);
fmo.Blocking = false;
Console.WriteLine("new Blocking: {0}", fmo.Blocking);
Console.WriteLine("Connected: {0}", fmo.Connected);
fmo.Bind(ie);
IPEndPoint iep = (IPEndPoint)fmo.LocalEndPoint;
Console.WriteLine("Local EndPoint: {0}",
iep.ToString());
fmo.Close();

¥
ks

VB.NET:

imports System

imports System.Net
imports System.Net.Socket

Public Shared Sub Main()
Dim ia As IPAddress = IPAddress.Parse("127.0.0.1")
Dim ie As IPEndPoint = New IPEndPoint(ia, 8000)
Dim fmo As Socket = New Socket(AddressFamily.InterNetwork,
SocketType.Stream, Protocol Type.Tcp)
Console.WriteLine("AddressFamily: {0}", fmo.AddressFamily)
Console.WriteLine("SocketType: {0}", fmo.SocketType)
Console.WriteLine(*"Protocol Type: {0}", fmo.ProtocolType)
Console.WriteLine("Blocking: {0}", fmo.Blocking)
fmo.Blocking = False
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Console.WriteLine("new Blocking: {0}", fmo.Blocking)
Console.WriteLine(*"Connected: {0}", fmo.Connected)
fmo.Bind(ie)
Dim iep As IPEndPoint = CType(fmo.LocalEndPoint, IPEndPoint)
Console.WriteLine(*"Local EndPoint: {0}", iep.ToString)
fmo.Close()

End Sub

dAl) cla glaal) s i Cuan

AddressFamily: InterNetwork
SocketType: Stream
ProtocolType: Tcp

Blocking: True

new Blocking: False
Connected: False

Local EndPoint: 127.0.0.1:8000
Press any key to continue . . .

Gaaatl G g ¢ o &gl A 3 Synchronous Socket =31 A s A4S U 1358
L Gl A B Asynchronous Socket 4 n ¢ (AN Juadl) A

~91~




Chapter 8
Asynchronous Socket

- Asynchronous Socket Class and its members

- Applied Asynchronous Socket in Dot Net

~92~




: Asynchronous Socket Programming :8

Nadi H3T I3 Asynchronous Socket -1 alasin) e ¢ jaldl 138 g Caanth i sa
il Juai) alasial e dleall A8 e de sana (Badai (o g g ljlas 4 Whiasd e
. Gl Slase y (A Gl e

a3l (A dandl () zlias ) e ) 8 1o age (el il Jlai¥) (o g o) (1a
aalaiin s Ay lall Aoleall olgil axy ) P\ 5aY JuaiV) aladinly ey ¥ Cua Jidal)
13 Al A dalaiind ol aany ¥ S) ) sl oda e cadlati i) Clglaadl 6 s agae
Dialup) (Ao A&l slsic K Slow Connection aaiinsd clitull Alsival) 4gall uls
Ceddiuall (e 3 € Ao gana Sy S \sguugji Jisieall aa Jua yall (3 gl Jay )l
o)) (e ASdl o (peadiual) A8 el el b aiey Cusa Server-) aadiug
e Allalloda Ay ¢ JAT Slea e Ul Jiies Serverd oS s 8 Jls )Y ke
3y ALl el ) (e Lia 1 130 A 8 Do e iy 3 (gl il i) Jlai¥) alasinly
a8 6o U S5 LS i ¢ Connectionl (s aladiuly s Thread-) oai Sle 5 ales

. Serverd) pudi () sedding (ueddivee a3 da g 4dl 5l L o Jay Juai¥) IS 13

: Asynchronous Socket Class and its members ¥l

(a3 g sall Methods— = e ganar (el 33l e JaiVl s gl aeas
28 3 System.Net.Socket Namespaces—) ¢ Lile il o1y Al s Socket Class-!
Begin J<s il aul i3 & Begind! 2 sa s Methodsl s s < sall &3
2ic callback result gla)Y aaaiud Al Ld 4llss End Method 2= 5: Method

(b WS a5 24l (e Begin Method-! sle!

Socket MySocket = new Socket (AddressFamily
MySocket.b

S AddressFamily A
o Available '
N beanAccept

¥ BeginConnect

¥ BeginDisconnect

¥ BeginReceive

v BeginReceiveFrom

v BeginReceiveMessageFrom

¢ BeginSend

¢ BeginSendFile

¥ BeginSendTo

¥ Bind
7 Blocking v

Object I A eli)sClient Request—! J sl sxa1 03 5 BeginAccept -1
O 2o JLiin) e Server-l (Saiy s 44y shall 224 sladiuly s AsyncCallback
o ladl leall e eLgii¥) HURTY dalall o505 8 ) (e & Clients Requests!
LS aaaind g AsyncCallback Delegate) aladiuly Allall elesiul 3 pe JS A o5 Cua
ok WS L

~93~



Cit:

m_mainSocket = new Socket(AddressFamily.InterNetwork,
SocketType.Stream,ProtocolType.Tcp);

IPEndPoint ipLocal = new IPEndPoint (IPAddress.Any, 5020);

m_mainSocket.Bind (ipLocal);
m_mainSocket.Listen (10);
m_mainSocket.BeginAccept (new AsyncCallback
(Client_request_method), null);

VB.NET:

m_mainSocket = New Socket(AddressFamily.InterNetwork,
SocketType.Stream, Protocol Type.Tcp)

Dim ipLocal As IPEndPoint = New IPEndPoint(IPAddress.Any, 5020)
m_mainSocket.Bind(ipLocal)

m_mainSocket.Listen(10)

m_mainSocket.BeginAccept(New
AsyncCallback(Client_request_method), Nothing)

Lia 5 &bl (e Juadis Callback Reference 4 Client Requests) 4dlaa) atvs Cua
Client Accepted - +Leils Client Request-!) Jusiny method sLi) (e 23Y
:EndAccept 4l alasiuly Object

C#:
public void Client_request_method(lAsyncResult ar)
{
Socket listener = (Socket)ar.AsyncState;
Myclient = listener.EndAccept(ar);
Myclient.Send(/* data to be send*/);
listener.BeginAccept(new AsyncCallback(Client_request_method),
listener);
Console.WriteLine("Socket connected to {0}",
client. RemoteEndPoint. ToString()); }

VB.NET:

Dim listener As Socket = CType(ar.AsyncState, Socket)

Myclient = listener.EndAccept(ar)

Myclient.Send

listener.BeginAccept(New AsyncCallback(Client_request_method),
listener)

Console.WriteLine(*"Socket connected to {0}",

client. RemoteEndPoint. ToString)
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s 2 LaS Jl8di sas 3al Begin Accept Methodd) sasal Dot Net 2005 (2

State s AsyncCallBack Delegate 2alis 2005 52003 < <sall & J5¥) JSA
;o WS Socket ) 2 Request ) Al e cila slaa gls Y Object

MySocket.BeginAccept(AsyncCallback , object state)

lalinadl) UL e 3p0aT 48 iy Eum 2005 s sl 3 SN KA

MySocket.BeginAccept(int Data_ Receive_Size , AsyncCallback ,
object state)

:Accepted Socket J) wast 4 (Say dus 2005 S Gl & G JS)

MySocket.BeginAccept(Socket accept_Socket ,int Data_ Receive Size ,
AsyncCallback , object state)

Remote Machinel sl Server-) s ClientJ) b )} s23iui s BeginConnect -2
IPEndPoint Instance Objectd W 2w Eus Asynchronous ConnectionS
Asynchronous Callback-! Laasl Ll xies 5 (Portl 85 IP Address I 4 23s3)
;b WS State Object

MySocket.BeginConnect(EndPoint IP,Syncallback Result,object state)

C#.

Socket MySocket = new Socket (AddressFamily.InterNetwork,
SocketType.Stream, ProtocolType.Tcp);

IPEndPoint ipend = new IPEndPoint(IPAddress.Parse(*192.168.1.101"),
5020);

MySocket.BeginConnect(ipend, new AsyncCallback(Connect_him),
MySocket);
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VB.NET:

Dim MySocket As Socket = New Socket(AddressFamily.InterNetwork,
SocketType.Stream, Protocol Type.Tcp)

Dim ipend As IPEndPoint = New
IPEndPoint(IPAddress.Parse(*'192.168.1.101"), 5020)
MySocket.BeginConnect(ipend, new AsyncCallback(Connect_him),
MySocket)

:sh WS CallBack Socket-) xas3 21 Connect_him Method- 4

C#:
public static void Connect_him (IAsyncResult iar)
{
Socket sock = (Socket)iar.AsyncState;
try
{
sock.EndConnect(iar);
}
catch (SocketException)
{
Console.WriteLine("Unable to connect to host™);
}
}
VB.NET:

Public Shared Sub Connected(ByVal iar As IAsyncResult)
Dim sock As Socket = CType(iar.AsyncState, Socket)
Try

sock.EndConnect(iar)
Catch generatedExceptionVariableO As SocketException
Console.WriteLine("Unable to connect to host")
End Try
End Sub

Byte Array 4 Lenais Clientd) e Ul Jusiuy 2035055 BeginReceive -3
ol LS Ll Aalal) Bl

MySocket.BeginReceive(Byte[] buffer,int offset,
SocketFlags,AsyncCallback, object sate)

Cit:

byte[] data = new byte[1024];

MySocket.BeginReceive(data, 0, data.Length, SocketFlags.None, new
AsyncCallback(ReceivedData), MySocket);
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void ReceivedData(lAsyncResult iar)
{
Socket remote = (Socket)iar.AsyncState;
int recv = remote.EndReceive(iar);
string receivedData = Encoding.ASCII.GetString(data, 0, recv);
Console.WriteLine(receivedData);

¥

VB.NET:

Dim data(1024) As Byte

MySocket.BeginReceive(data, 0, data.Length, SocketFlags.None, New
AsyncCallback(ReceivedData), MySocket)

Sub ReceivedData(ByVal iar As IAsyncResult)

Dim remote As Socket = CType(iar.AsyncState, Socket)

Dim recv As Integer = remote.EndReceive(iar)

Dim receivedData As String = Encoding.ASCII.GetString(data, 0,
recv)

Console.WriteLine(receivedData)
End Sub

AlaAT Ll 20 e a8 ga (e bl JLsi Y BeginReceiveFrom adlall aast nd LS
. IPEndPoint Refrance Object Gl S il ) sbiay Zus UDP

Asynchronous - e daiual <yl ) by Jw )Y aasid s BeginSend -4
uJ.\ LS \.@J dalall Z\.i;)...aj\‘g SOCket

MySocket.BeginSend (Byte[] buffer,int offset,
SocketFlags,AsyncCallback, object sate)

Cit:
private static void SendData(lAsyncResult iar)
{
Socket server = (Socket)iar.AsyncState;
int sent = server.EndSend(iar);
}
byte[] data = Encoding.ASCII.GetBytes(""Hello Word");
MySocket.BeginSend(data, 0, data.Length, SocketFlags.None,
new AsyncCallback(SendData), MySocket);

VB.NET:

Private Shared Sub SendData(ByVal iar As IAsyncResult)
Dim server As Socket = CType(iar.AsyncState, Socket)
Dim sent As Integer = server.EndSend(iar)
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End Sub

Dim data As Byte() = Encoding.ASCII.GetBytes("Hello Word")
MySocket.BeginSend(data, 0, data.Length, SocketFlags.None,
AddressOf SendData, MySocket)

aladiuly arxas Remote Host () bl Juw ¥ BeginSendto Adlall aaai s LasS
. IPEndPoint Refrance Object G:bull a3l I sbiay Sua UDPA

1292005 < Cigal) B Buaal) J)gall (e de gana diLia) o3 LS -5
oL J—u ;¥ BeginSendFile s Jb—=3¥) L ¢5¥ BegonDiconnect
QUL e 2 ae are Jlainy aai ol Al g BeginReceiveMessageFrom—) s

.. Buferdl & aaas (lSa A g )3

;A s

:BeginSendFile I U

MySocket.BeginSendFile(string filename,AsyncCallback Asyn,object
state)

: S8 S il BeginReceiveMessageFrom-!

MySocket.BeginReceiveMessageFrom(byte Buffer ,int offset,int
size,SocketFlags sf,ref EndPoint,AsyncCallback asch,object state)

: 4l S il BegonDiconnectd! s

MySocket.BeginDisconnect(bool reuseSocket,AsyncCallback
asch,object state)
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: Sl gl B Asynchronous Socket) el sk

< Socket Object)) sLisl Tasi Jal ) (e Ao ganay (ol Jin sl Juai¥) ddae i
Asynchronous 1 BeginConnectdl iy o <y aay Server Sided)
MethodJ's IPEndPoint Object slw) % Cus Socketd = Connection
Juai¥l dlee Allal) 038 8 fas s ) State Objectd)s Asynchronous Callback
& Cua Client Requestd J sl BeginAccept) ) )i <lld 2=y 5 ¢ Socketu
AlSa) 5 dalal) J 58y Led anlad Clientd) ) Acknowledgement du s s llall J o8
Al alasinly oYl ead) dudall o 48 sall 223 Clientd) gehivg 5 Jlu 20 el
BeginReceive 4l alaaiuly Clientd) o Al )l Serverd) it s BeginSend
AT ke ¢l jaY daind End Al LUE Begin ddee JSI Gl Wl U S3 LS
Ol Sl Juai) e (el Jie sl Juai¥l e le 8 5 el sl (& Thread) (uds e

Qb dlee JS o5 adl 3 JUanY) dpaas Server I eldy Gl JS) 4 a3l
Method-l s3a cxiis Endxxx Method J) alasiuly 4lgd) <4 W Request-!
s ol sull Jladyl Adee o) aY  paeddll Delegate o plaaiul
Y3 dadlaal)l ) pdlaall Jsaall diee S aa ) dleall 028 40355 AsyncCallback
il g by 138 5 s e g5 Al & Adlal) dsllaal) dlead Server ) sledl i

oo JUEEY) a5 Server Jl Al elay) 5 438y Endxxx Method ) ) was

adiay Client/Server Chatting gl eLaib O¥) a 58 o g A8l maliall e el
. bl Jussal s Jusy¥ Asynchronous Socketd) e
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(U JSA (8 LS s o 5 e Ll A8 ol

Forml1.cs [Design] |
o

55 Asynchronous Server,

Clients Transmissions ...

Waiting for ciient..

;401N Namespaces! addiud i g

C#:

using System.Net;

using System.Net.Socket;
using System.Text;

VB.NET:

Imports System.Net
Imports System.Net.Socket
Imports System.Text

iy jlal) déLaly A8(Main Class-) <y s a2 ¢f) Global Declarationdl
Al

C#:
public class Form1 : System.Windows.Forms.Form
{
Socket server = new
Socket(AddressFamily.InterNetwork,SocketType.Stream,
ProtocolType.Tcp);
IPEndPoint iep = new IPEndPoint(IPAddress.Any, 5020);
private byte[] data = new byte[1024];
private int size = 1024;

VB.NET:
Public Class Form1 Inherits System.Windows.Forms.Form

Private server As Socket = New Socket(AddressFamily.InterNetwork,
SocketType.Stream, ProtocolType.Tcp)

Private iep As IPEndPoint = New IPEndPoint(IPAddress.Any, 5020)
Private data As Byte() = New Byte(1024)

Private size As Integer = 1024

~100~



& alay Connection wisiw Ea ALY 35 ALl a8 Form  Load-
ARl Jai) J g dles iy i a5 5020 Port—) e J—aag TCP=
: BeginAccept-!
Ci#:
private void Form1_Load(object sender, System.EventArgs e)
{
server = new Socket(AddressFamily.InterNetwork,SocketType.Stream,
ProtocolType.Tcp);
IPEndPoint iep = new IPEndPoint(IPAddress.Any, 5020);
server.Bind(iep);
server.Listen(5);
server.BeginAccept(new AsyncCallback(AcceptConn), server);
}
VB.NET:
Private Sub Form1_Load(ByVal sender As Object, ByVal e As
System.EventArgs)
server = New Socket(AddressFamily.InterNetwork,
SocketType.Stream, Protocol Type.Tcp)
Dim iep As IPEndPoint = New IPEndPoint(IPAddress.Any, 5020)
server.Bind(iep)
server.Listen(5)
server.BeginAccept(New AsyncCallback(AcceptConn), server)
End Sub

Accepted I slgd) 4zh aliw g3llg Accept Callback Method sLdd) o
) ety a2a g EndAccept Method— aladi—uls Request
pladily Jons i g el gy L 0 a3 Client—d ~!) Acknowledgement

1= LS BeginSend Method-!

C#:

void AcceptConn(lAsyncResult iar)

{

Socket oldserver = (Socket)iar.AsyncState;

Socket client = oldserver.EndAccept(iar);

conStatus.Text = "Connected to: " + client.RemoteEndPoint. ToString();
string stringData = "Welcome to my server";

byte[] messagel = Encoding.ASCII.GetBytes(stringData);
client.BeginSend(messagel, 0, messagel.Length,
SocketFlags.None,new AsyncCallback(SendData), client);

¥

VB.NET:
Sub AcceptConn(ByVal iar As IAsyncResult)
Dim oldserver As Socket = CType(iar.AsyncState, Socket)
Dim client As Socket = oldserver.EndAccept(iar)
conStatus. Text = "Connected to: " + client. RemoteEndPoint. ToString
Dim stringData As String = "Welcome to my server"
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Dim messagel As Byte() = Encoding.ASCI1.GetBytes(stringData)
client.BeginSend(messagel, 0, messagel.Length, SocketFlags.None,
New AsyncCallback(SendData), client)

End Sub
1l LS5 BeginSend-! s43¥ Send Callback method stad a
C#:
void SendData(lAsyncResult iar)
{

Socket client = (Socket)iar.AsyncState;

int sent = client.EndSend(iar);

client.BeginReceive(data, 0, size, SocketFlags.None,new
AsyncCallback(ReceiveData), client);

¥

VB.NET:

Sub SendData(ByVal iar As IAsyncResult)
Dim client As Socket = CType(iar.AsyncState, Socket)
Dim sent As Integer = client.EndSend(iar)
client.BeginReceive(data, 0, size, SocketFlags.None, New

AsyncCallback(ReceiveData), client)

End Sub

:ob LSy BeginReceived) s Receive Callback method sl A
C#:
void ReceiveData(lAsyncResult iar)
{
Socket client = (Socket)iar.AsyncState;
int recv = client.EndReceive(iar);
if (recv ==0)
{
client.Close();
conStatus. Text = "Waiting for client...";
server.BeginAccept(new AsyncCallback(AcceptConn), server);
return;
}

string receivedData = Encoding.ASCII.GetString(data, 0, recv);
results.ltems.Add(receivedData);

byte[] message2 = Encoding.ASCII.GetBytes(receivedData);
client.BeginSend(message2, 0, message2.Length,
SocketFlags.None,new AsyncCallback(SendData), client);

}

VB.NET:

Sub ReceiveData(ByVal iar As IAsyncResult)
Dim client As Socket = CType(iar.AsyncState, Socket)
Dim recv As Integer = client.EndReceive(iar)
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If recv =0 Then
client.Close()
conStatus. Text = "Waiting for client..."
server.BeginAccept(New AsyncCallback(AcceptConn), server)
Return
End If
Dim receivedData As String = Encoding.ASCII.GetString(data, 0,
recv)
results.Items.Add(receivedData)
Dim message2 As Byte() = Encoding.ASCI1.GetBytes(receivedData)
client.BeginSend(message2, 0, message2.Length, SocketFlags.None,
New AsyncCallback(SendData), client)
End Sub

Client= gali s sLaib a 685 G g OW 9 Server=l) geals n (e sLgiiN) ai a8 Lia
2ol JSA) (A LaS dyaa £ g pia Ll a8 gl

Form1.cs [Design] |

m] a
B Asynchronous Client
....................................... Send
results
g T
Disconnect
l12?001 Connect
Disconnectfed
inf

A1l Namespaces! aiiad o g

C#:

using System.Net;

using System.Net.Socket;
using System.Text;

VB.NET:

imports System.Net
imports System.Net.Socket
imports System.Text

iy ) 8Ll a8(Main Class-) iy i 23 f) Global Declarations 4
;@m\
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C#:
public class Form1 : System.Windows.Forms.Form
{
private Socket client;
private byte[] data = new byte[1024];
private int size = 1024,

1Al 3581 44Uy 23 Connect Buttond) 2

conStatus.Text = "Connecting...";

Socket newsock = new Socket(AddressFamily.InterNetwork,
SocketType.Stream, ProtocolType.Tcp);

IPEndPoint iep = new IPEndPoint(IPAddress.Parse(textBox1.Text),
5020);

newsock.BeginConnect(iep, new AsyncCallback(Connected),
newsock);

VB.NET:

Private client As Socket

Private data As Byte() = New Byte(1024)
Private size As Integer = 1024

conStatus.Text = "Connecting..."

Dim newsock As Socket = New Socket(AddressFamily.InterNetwork,
SocketType.Stream, ProtocolType.Tcp)

Dim iep As IPEndPoint = New
IPEndPoint(IPAddress.Parse(textBox1.Text), 5020)
newsock.BeginConnect(iep, New AsyncCallback(Connected), newsock)

: sk LS Callback Connect method sl ad a
Cit:
void Connected(lAsyncResult iar)
{
client = (Socket)iar.AsyncState;
try
{

client.EndConnect(iar);

conStatus. Text = "Connected to: " + client.RemoteEndPoint. ToString();
client.BeginReceive(data, 0, size, SocketFlags.None, new
AsyncCallback(ReceiveData), client);

}
catch (SocketException)

{
~104~



conStatus. Text = "Error connecting";

¥
¥

VB.NET:
Sub Connected(ByVal iar As IAsyncResult)
client = CType(iar.AsyncState, Socket)
Try
client.EndConnect(iar)
conStatus. Text = "Connected to: " +
client.RemoteEndPoint. ToString
client.BeginReceive(data, 0, size, SocketFlags.None, New
AsyncCallback(ReceiveData), client)
Catch generatedExceptionVariableO As SocketException
conStatus.Text = "Error connecting"
End Try
End Sub

: b WS s BeginReceived! s Receive Callback method slés Al
C#:
void ReceiveData(lAsyncResult iar)
{
Socket remote = (Socket)iar.AsyncState;
int recv = remote.EndReceive(iar);
string stringData = Encoding.ASCII.GetString(data, 0, recv);
results.ltems.Add(stringData);
}
VB.NET:
Sub ReceiveData(ByVal iar As IAsyncResult)
Dim remote As Socket = CType(iar.AsyncState, Socket)
Dim recv As Integer = remote.EndReceive(iar)
Dim stringData As String = Encoding.ASCI1.GetString(data, 0, recv)
results.ltems.Add(stringData)
End Sub

: Send Button- b ) 3 8l AL o
C#:
try
{
byte[] message = Encoding.ASCII.GetBytes(newText. Text);
newText.Clear();
client.BeginSend(message, 0, message.Length, SocketFlags.None,new
AsyncCallback(SendData), client);
newText.Focus();

¥

catch(Exception ex){MessageBox.Show(ex.Message);}
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VB.NET:

Try

Dim message As Byte() = Encoding.ASCII.GetBytes(newText. Text)
newText.Clear

client.BeginSend(message, 0, message.Length, SocketFlags.None, New
AsyncCallback(SendData), client)

newText.Focus

Catch ex As Exception

Msgbox(ex.Message)

End Try
:ob LS s BeginSend- s Send Callback method slés) Al
Cit:
void SendData(lAsyncResult iar)
{
try
{

Socket remote = (Socket)iar.AsyncState;

Int sent = remote.EndSend(iar);
remote.BeginReceive(data, 0, size, SocketFlags.None, new
AsyncCallback(ReceiveData), remote);

¥

catch(Exception ex){MessageBox.Show(ex.Message);}

¥

VB.NET:
Sub SendData(ByVal iar As IAsyncResult)
Try
Dim remote As Socket = CType(iar.AsyncState, Socket)
Dim sent As Integer = remote.EndSend(iar)
remote.BeginReceive(data, 0, size, SocketFlags.None, New
AsyncCallback(ReceiveData), remote)
Catch ex As Exception
Msgbox(ex.Message)
End Try
End Sub

:ob LSy BeginReceived) s Receive Callback method sLés) Al
Cit:
void ReceiveData(lAsyncResult iar)
{
try
{

Socket remote = (Socket)iar.AsyncState;

int recv = remote.EndReceive(iar);

string stringData = Encoding.ASCII.GetString(data, O, recv);
results.ltems.Add(stringData);
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¥

catch(Exception ex){MessageBox.Show(ex.Message);}

¥

VB.NET:
Sub ReceiveData(ByVal iar As IAsyncResult)
Try
Dim remote As Socket = CType(iar.AsyncState, Socket)
Dim recv As Integer = remote.EndReceive(iar)
Dim stringData As String = Encoding.ASCI1.GetString(data, O,
recv)
results.Items.Add(stringData)
Catch ex As Exception
Msgbox(ex.Message)
End Try
End Sub

2 i & Servers) gl s o ) 288 QAliay Y Client) geabipe b LlaY LSy
Clientl 2 Wi BeginAccept Method-ls Socket Connection-!! Server4
le A8y BeginConnect Method= s Socket Connection—) < s

... Clientdly Server (2 Lwdi & Juitiad g Juu )

Multicasting Conference ) &kl s b oo A Juall) A Enaal) gl
L @ gall Ay A Systems
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Chapter 9
Advanced Multicasting Systems

- Architecture of Multicast Socket
- Using Multicast Socket with .NET
- Multicast Conferencing Systems:

1. Full/Half Duplex Multicast Video
Conferencing System,

2. Full/Half Duplex Multicast Desktop
Conferencing System.

3. Full/Half Duplex Multicast Text

Conferencing System
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: Advanced Multicasting Systems :9

Luy Broadcasting 4! oy Wiw G4l Ly Multicasting ) <=y e L
ST 88 Lo andi Cigas Juadll oda 85 i Cgall 3 Lgae Jalaill 4S5 Lge 5
.Conferencingl lisse y dala 5 Sl Glana o 35 Sl Lgisaa Slld 5 Shyais

. Architecture of Multicast Socket : Y.l

plhadiuly UDPA JsSsi e Multicastingd) ae daladll oy 43l Cag pmall (30
IGMP — ) JsS 5 aladiuly e ganall 33 4iee 2359 Class D Subnet Mask-!
Internet Protocol 3! ¢ = > s& 3 s Internet Group Management Protocol
Gl ke e (5 5iay IGMP JsS 53 gl MU JS8 (e ey WS 5 Model
3 A laal e g Ale ) KU @l aaa Jla) o Cua) @lilall sl Jpa gl (g
sany 53l s TTL Time to Lived) sle Lol (s siad 5 ¢ (L a8l a5 Lilal) Sy
¢ 95 «Packet I e o Al Hops J) 2 e ol Alla ) JST cal 381 jeal) 44
de ganall o Clasls las) ol ¢ de gana (e elal] ¢ Ao gana ) am) Ay Aleal)
Oaa Laep Laasd by ) de seadll glsie 1yl (Membership Query

. Class D ! 2as.ll Range-!

8-bit

&-it Type Max Response Time

16-bit Checksum

32-bit Group Address

o 224000 o« IP Multicastingdl & Rangeldl (epadd
) Dynamic sl Static s sx JS Ll 3k A3 saaa3 aalaivi 5 239.255.255.255
tJUaS L LS ey 53l o8 a3 ole Sy 5 Scope-Relatived! osbal e

ol aiy Y s Adaall S EN asen (8208500 224.0.0.1  paraadll JUS
Ll I ,kail Multicasting ! Claanadill aies 48 j2al  Router-! ye Al 4S04
Jlana J) Adaia Galall Ul

http://www.iana.org/assignments/multicast-addresses

Lella ) o3y SuaUnicast < Backbone Tunnels?) ox Multicast Packetsd) Ja o
Backbone Tunnel-! sue Jal I Router o< w3 s Router) ) 48l Jals (e
A Jo i G 4030 8 Bandwidth-) g 5881 5o Le 58 5 Unicasts) < skl
o b 5l A1l « Broadcast=S 3 s e Lex ysi st a5 Routerd) ) saal
UDP Connectionless - alasil e JwWlS JS 8 2 alny 4l 38 Multicast—)

.Protocol

Peer to -l CilSud 4 5 ClSall (e gl 53l 335 8 Multicasting-) alaaiul LiSay 5
a4 A Groupd! Y s e a5 Jiis JSU 5 Server Jleat 2525 Y Cua Peer
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3 Clientd) aleail 2y 235 Jiw Y ddee ol JU JSAN (e ety LS5 <Routerl
<ua Router) (A sas) s Al Clientd) Jwoss IP Multicasts) el Al de gasall
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:Using Multicast Socket with .NET: Lili

Members-) (e L iy <y & gall & Multicasting-) ae Jaladll 4,88 Wil Us j4
Lede ooty Olleall oda Joaadill (e o i o g Lia 5 Ly Aall) Classes
e laaias Conference  System altai eliy agiiw Gl aay 5 A10Y) e de sane
. Multicasting-

: Multicasting-) g Jabaill & Al cilileall (1

: Joining || Drop Group e sexs (e iz 5 31 o slacai¥) -

e il (5 s 383 cllee 5| Multicast Group=) () sl dlee o35 Y
udpClient Object w2 aay b Jiy5 ¢ 204l [P Multicasting— s port—)
U P Multicasting=!) — 23 233 JoinMulticastGroup Method- alasiuly g
el LS s 4] andali (g

Cit:

UdpClient sock = new UdpClient(5020);
sock.JoinMulticastGroup(IPAddress.Parse(*'225.100.0.1"), 50);
IPEndPoint iep = new IPEndPoint(IPAddress.Any, 0);

VB.NET:

Dim sock As UdpClient = New UdpClient(5020)
sock.JoinMulticastGroup(IPAddress.Parse("'225.100.0.1"), 50)
Dim iep As IPEndPoint = New IPEndPoint(IPAddress.Any, 0)

C#:
sock.DropMulticastGroup(IPAddress.Parse(*225.100.0.1"));

VB.NET:
sock.DropMulticastGroup(IPAddress.Parse(*225.100.0.1"))

~=l DropMulticastGroup s JoinMulticastGroup Methods -} a3 3
Class alaiul s « Multicast Group) e 0ssbiall (e de sana i ) e L) S
Multicast 2 Leze Jlail [P Address List ¢ -3 LiSas :MulticastOption
Ay JUi L LS axais s Multicast Group Y Drop s Join dw=! Group

: Multicast Jibs ) Jusin 4 suac

: b LS s UDP Socketl <a =3 ¥ s
C#:
mcastSocket = new
Socket(AddressFamily.InterNetwork,SocketType.Dgram,
ProtocolType.Udp);
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VB.NET:
mcastSocket = New Socket(AddressFamily.InterNetwork,
SocketType.Dgram, Protocol Type.Udp)

51 Group (2 40as) a5 (2 P Leal) v o5 Address List < s o 558 Ll
o S5 BiNg A Al g€l Ll 5 v ) nl) Jas User ) Jea

Cit:
IPAddress locallPAddr = IPAddress.Parse(Console.ReadLine());
mcastSocket.Bind(IPlocal);

VB.NET:
Dim locallPAddr As IPAddress = IPAddress.Parse(Console.ReadLine)
mcastSocket.Bind(IPlocal)

ol LS 2anall ol siall el 2 s Multicast Optiondl < s o i Gl

Cit:
MulticastOption mcastOption;
mcastOption = new MulticastOption(locallPAddr);

VB.NET:
Dim mcastOption As MulticastOption
MulticastOption(locallPAddr New = mcastOption)

Cl yiaa 5 5l 45306 A0 o2a 24l G SetSocketOption e sl Cayai af (e g
<25 UDP 5l TCP s Socket e 5l IPV6 e o IP e yanill (5 sivaa apaal J Y1
Multicast Group ! IP aa 58 023 5 La 3} [P (Ao poxill aadi Co g oda Wil
Ala) (o LAY (K s &y puiae Adla) 3 3 G pudll @ 68 2ass S a5 L) (A
ad) 2us ) a0 s DropMembership 4 s—ac ¢L3) s AddMembership 4 sac

roh LS 5 Ll L (53l 3 MulticastOption Objectd!

C#:
mcastSocket.SetSocketOption(SocketOptionLevel.IP,
SocketOptionName.AddMembership,mcastOption);
VB.NET:

Dim mcastOption As MulticastOption

mcastOption = New MulticastOption(localIPAddr)

:Sending Data to a Multicast Group 4e seae ) Jbs )Y -2

Socket iy i (e Y5l 2Y [P Multicasting= alasiuly Jla YY) aokais s
) Portl »8 55 IP Multicasting-!! 3w s UDP Connection! slaaiuly Object
Led 2 Cua sendto method! aladiuls Jua )Y aakains s IPENndPoint Object-!
s Alle ) Jl Y b WS IPENdPoint Objectd s data as Bytes Array-l
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C#:

Socket server = new
Socket(AddressFamily.InterNetwork,SocketType.Dgram,
ProtocolType.Udp);

IPEndPoint iep = new IPEndPoint(IPAddress.Parse((“225.100.0.17),
5020);

byte[] data = Encoding.ASCII.GetBytes(msg. Text);
server.SendTo(data, iep);

server.Close();

msg.Clear();

msg.Focus();

VB.NET:

Dim server As Socket = New Socket(AddressFamily.InterNetwork,
SocketType.Dgram, Protocol Type.Udp)

Dim iep As IPEndPoint = New
IPEndPoint(IPAddress.Parse("'225.100.0.1"), 5020)

Dim data As Byte() = Encoding.ASCII.GetBytes(msg.Text)
server.SendTo(data, iep)

server.Close

msg.Clear

msg.Focus

Memory Stream- alasiul e 23¥ Miss 50 Juw S Binary Data Jew Y s
cld aay5 Byte Array ) Leli a5 a5 Stream 4w e 3 SIAN 33 ) sual) 0 3400
1ok WS sendto Method alaaiuly Ll )

C#:

MemoryStream ms = new MemoryStream();
PictureBox1.Image.Save(ms,System.Drawing.Imaging.ImageFormat.Jp
eg);

byte[] arrimage = ms.GetBuffer();

ms.Close();

Socket server = new
Socket(AddressFamily.InterNetwork,SocketType.Dgram,

Protocol Type.Udp);

[PEndPoint iep = new IPEndPoint(IPAddress.Parse(*225.100.0.1”),
5020);

server.SendTo(arrimage,iep);

VB.NET:

Dim ms As MemoryStream = New MemoryStream
PictureBox1.Image.Save(ms,
System.Drawing.Imaging.ImageFormat.Jpeg)

Dim arrlmage As Byte() = ms.GetBuffer

ms.Close
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Dim server As Socket = New Socket(AddressFamily.InterNetwork,
SocketType.Dgram, Protocol Type.Udp)

Dim iep As IPEndPoint = New
IPEndPoint(IPAddress.Parse("'225.100.0.1"), 5020)
server.SendTo(arrlmage, iep)

:Receiving Data From a Multicast Group 4c seas (e Jusivy) -3

de ganalls palall [P Multicast 2as3 (e ¥ sl &Y de gana (o JLiuY) kg Jia
b LS el iy g Receive Method—=) alaaialy i) Juiiwl a5 agl) sl
list BOX (8 eaia e 5 A Al ) JldinsY

C#.

UdpClient sock = new UdpClient(5020);
sock.JoinMulticastGroup(IPAddress.Parse(“225.100.0.17), 50);
IPEndPoint iep = new IPEndPoint(IPAddress.Any, 0);

byte[] data = sock.Receive(ref iep);
string stringData = Encoding.ASCII.GetString(data, 0, data.Length);
listBox1.ltems.Add(iep.Address. ToString() +" :_ "+stringData );

VB.NET:

Dim sock As UdpClient = New UdpClient(5020)
sock.JoinMulticastGroup(IPAddress.Parse("'225.100.0.1"), 50)
Dim iep As IPEndPoint = New IPEndPoint(IPAddress.Any, 0)
Dim data As Byte() = sock.Receive(iep)

Dim stringData As String = Encoding.ASCII.GetString(data, 0,
data.Length)

listBox1.ltems.Add(iep.Address. ToString + ' :_ " + stringData)

Receive Method-! ¢ <l Juéiny memory Stream- aaaiui 3 ) gea JLsinY
plaAiuly (5 yA) 3 ya 3 ) gua (Al Lelisad 5 Stream Data 4ua (e 3 SIA 8 Ly 335
: sk WS image.FromStream Method-!

C#:

UdpClient sock = new UdpClient(5020);
sock.JoinMulticastGroup(IPAddress.Parse(*225.100.0.17));
IPEndPoint iep = new IPEndPoint(IPAddress.Any, 0);

byte[] data = sock.Receive(ref iep);
MemoryStream ms = new MemoryStream(data);
pictureBox1.Image = Image.FromStream(ms);
sock.Close();
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VB.NET:

Dim sock As UdpClient = New UdpClient(5020)
sock.JoinMulticastGroup(IPAddress.Parse(*"225.100.0.1"), 50)
Dim iep As IPEndPoint = New IPEndPoint(IPAddress.Any, 0)
Dim data As Byte() = sock.Receive(iep)

Dim stringData As String = Encoding.ASCII.GetString(data, 0,
data.Length)

listBox1.ltems.Add(iep.Address. ToString + " :_ " + stringData)

s Gl clbaa A Multicastings) aladia) & dala clliada

Ju )l ilesd Network — Stream—! alaai ) aulai s ¥ Ll sl e - ]
b e 523 TCP Socket Connection 2 5 Lelasiul llaty 3) Multicasting-)
Binary Jws¥ memory Stream- alaaiul Leie (alaivyg g Multicasting) 4
... sendto method-) x= Stream

Juail 51 aSud 2 sa 5 are Ula 8 [oopback-SMulticasting- alaaiul $liSa, ¥ -2
AL @lla) aae s A Multicasting) <lindss (e () 4 aakind o Gl

GUES (33awie Hlga (e i sy e gana (o S ) it o Sea O (S -3
Sl sanaBae ‘_;\ d\.u)}!\ @L.\.u:\

sendto ! == Multicasting Data—l! Jbu¥ 4s saeiall daidl () pS5 32l 8 4
JsSsi5 5 Multicasting ) alasin) o UGl o3 ol Casill 5 33 5350 Method

Jrasill ey ¥ G aladiad Ala 8 3bu yall Data 2 453 oSy ¥ 52015 UDP
Ethernet — —U —a¥) aaally Jl )Y il lSa) 5wany Lae o yill (34
.Encapsoulation
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:Multicasting Conferencing Systems <) saiigall aUai g g pdia (gaudai Bl

oo b nalaal clally jualaall o) Cua ddia 48 2 2 ga g (i Co g Gabail) 1 (8
Al Ay, duY) adaivg LSy ) g5 Ol Jean L 3y 55 3) 4l Hll axy
Power Point Al e b paladll (a e dulss) ) 4l (Full Duplex System)
Aladiuly LY aw sl O ki WS(By Get Desktop Screen) Slides

...Voice Chatting-!s Text Chatting

Aalaall aUas Y agle Conaing dpaill G jaigall alai g iSall o ) jaiga aUai
(AUl S 8 LS g el pll A () ASLEN LAl o 83 Coga Al 3 A gl

Form1.cs [Design] |
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: Full/Half Duplex Multicast Video Conferencing System -1

DirectX 9 ) g Julai Al 5 4a JWAl) Classes ) (s 4 sane Microsoft W < i
4k gl sl S Scannera) s 1 sl Sl ae Jalail Lgaladiind aodaios Cua 3 48le
Lialy Direct Show Dot Net Classes paiiu i s Gkl 13a 5 s yal
LY Ll ) ki v G Picture box—) (e lea jo 5 1 5aal SI e 5 ) 5aa
oLin L 54 5 Sendto method-! s memory Stream- alaaiuls Multicast Group-!

Lyl

(b LS5 g 5 el ) Direct Show Classes! auai <o g Lealadin) aplaind Jis g

Solution Explorer - DShowhET X
3] o
B Solution 'Conference System' (2 p1 &
+ [} Conference System
SR DshowET
+- [43] References
#] assemblyInfo.cs
ﬁ DsBugWoO.cs
#9 DsControl.cs
ﬁ DsCore.cs
ﬁ DsDevice.cs

#] DsDVD.cs

#Y DsExtend.cs v
5 2
[ Solution Explorer §3 Class Yiew

D plaRiul Lo i (o g Lgae Jalali Aa
C#:
using DShowNET;
using DShowNET .Device;

VB.NET:
imports DShowNET
imports DShowNET.Device

é&\d&d\ghﬂ\y&\dhﬂ cAh).adSJu}S.\u}
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MainForm.cs [Design]* | MainForm, cs* 4 b %

[m]

R i yomall ~

224.100.0.1

Paused

el i Ay sie JAY) e JLEAY DeviceSelector Classd) paiiui b g
g;-‘ LS

Cit:

DeviceSelector selector = new DeviceSelector( capDevices );
selector.ShowDialog( this );

dev = selector.SelectedDevice;

VB.NET:

Dim selector As DeviceSelector = New DeviceSelector(capDevices)
selector.ShowDialog(Me)

dev = selector.SelectedDevice

:&LASBJ-JJ; method C«ul-\l-\e‘gs-“—ﬂju \J,)A&\ J.}G'&J}..al\.kmy}
Cit:
void OnCaptureDone()

{
try {
Trace.WriteLine( "!!DLG: OnCaptureDone" );
toolBarBtnGrab.Enabled = true;
int hr;
if( sampGrabber == null )return;
hr = sampGrabber.SetCallback( null, 0);
int w = videolnfoHeader.BmiHeader.Width;
int h = videoInfoHeader.BmiHeader.Height;
if( (W & 0x03) '=0) || (w < 32) || (w>4096) || (h < 32) || (h>4096))
return;
int stride =w * 3;
GCHandle handle = GCHandle.Alloc( savedArray,
GCHandleType.Pinned );
int scan0 = (int) handle.AddrOfPinnedObject();
scan0 += (h - 1) * stride;
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Bitmap b = new Bitmap( w, h, -stride, PixelFormat.Format24bppRgb,
(IntPtr) scan0 );
handle.Free();
savedArray = null;
Image old = pictureBox.Image;
pictureBox.Image = b;
if( old = null ) old.Dispose();
toolBarBtnSave.Enabled = true;}
catch( Exception){}
}

VB.NET:

Private Sub OnCaptureDone()

Try

Trace.WriteLine("!"DLG: OnCaptureDone")
toolBarBtnGrab.Enabled = True
Dim hr As Integer
If sampGrabber Is Nothing Then
Return
End If
hr = sampGrabber.SetCallback(Nothing, 0)
Dim w As Integer = videolnfoHeader.BmiHeader.Width
Dim h As Integer = videolnfoHeader.BmiHeader.Height
If ((w And &H3) <> 0) OrElse (w < 32) OrElse (w > 4096) OrElse (h <
32) OrElse (h > 4096) Then
Return
End If
Dim stride As Integer =w * 3
Dim handle As GCHandle = GCHandle.Alloc(savedArray,
GCHandleType.Pinned)
Dim scan0 As Integer = Clnt(handle.AddrOfPinnedObject())
scan0 += (h - 1) * stride
Dim b As Bitmap = New Bitmap(w, h, -stride,
PixelFormat.Format24bppRgb, New IntPtr(scan0))
handle.Free()
savedArray = Nothing
Dim old As Image = pictureBox.Image
pictureBox.Image = b
If Not old Is Nothing Then
old.Dispose()
End If
toolBarBtnSave.Enabled = True
Catch el As Exception
End Try
End Sub

b geal) el dolae ) jain 4 U 2 SN Adla) 5 Timer Jae &
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C#:

int hr;

int size = videolnfoHeader.BmiHeader.ImageSize;
savedArray = new byte[ size + 64000 ];

VB.NET:

Dim hr As Integer

Dim size As Integer = videolnfoHeader.BmiHeader.ImageSize
savedArray = New Byte(size + 64000)

Lol Liad ) 55 ) gacall Q) A1y oo i Co gAY Calall 5 ) sual) Jls )Y
tob WS edima 3 i IS Jlu¥) dddee ) el cargd s Timer pladiul JYA (e

Cit:
try
{

MemoryStream ms = new MemoryStream();
pictureBox.Image.Save(ms,System.Drawing.Imaging.ImageFormat.Jpe
9);

byte[] arrimage = ms.GetBuffer();

ms.Close();

Socket server = new
Socket(AddressFamily.InterNetwork,SocketType.Dgram,
ProtocolType.Udp);

IPEndPoint iep = new IPEndPoint(IPAddress.Parse(textBox1.Text),
5020);

server.SendTo(arrlmage, iep);

server.Close();}

catch (Exception){}

VB.NET:

Try

Dim ms As MemoryStream = New MemoryStream
pictureBox.Image.Save(ms,
System.Drawing.Imaging.ImageFormat.Jpeg)

Dim arrlmage As Byte() = ms.GetBuffer

ms.Close

Dim server As Socket = New Socket(AddressFamily.InterNetwork,
SocketType.Dgram, Protocol Type.Udp)

Dim iep As IPEndPoint = New
IPEndPoint(IPAddress.Parse(textBox1.Text), 5020)
server.SendTo(arrimage, iep)

server.Close

Catch generatedExceptionVariableO As Exception
End Try
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Receiver.cs [Design]* |

Multicast
Conference System

i A adatl) Gl anaiia gali ol 14
SN — i as L_s.ﬂ
fadi822000@yahoo.com

: Multicast Group-) s 5 seall Juiiny 406l Namespaces I adiius (b su

C#:

using System.Net.Socket ;
using System.Net;

using System.lO;

using System.Threading;

VB.NET:

imports System.Net.Socket
imports System.Net
imports System.l10

imports System.Threading

:JLsinS AEl method s

C#.

void Image_Receiver()

{
UdpClient sock = new UdpClient(5020);
sock.JoinMulticastGroup(IPAddress.Parse(textBox1.Text));
IPEndPoint iep = new IPEndPoint(IPAddress.Any, 0);
byte[] data = sock.Receive(ref iep);
MemoryStream ms = new MemoryStream(data);
pictureBox1.Image = Image.FromStream(ms);
sock.Close();

}

VB.NET:

Sub Image_Receiver()
Dim sock As UdpClient = New UdpClient(5020)
sock.JoinMulticastGroup(IPAddress.Parse(textBox1.Text))
Dim iep As IPEndPoint = New IPEndPoint(IPAddress.Any, 0)
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Dim data As Byte() = sock.Receive(iep)
Dim ms As MemoryStream = New MemoryStream(data)
pictureBox1.Image = Image.FromStream(ms)
sock.Close()

End Sub

s Timer dass o8 s 56 a5 « Threading-l ohaaial e Y lgetis s
: Threading-) alasiny Al a2 <1 408

C#:

Thread myth;

myth=new Thread (new System.Threading

.ThreadStart(Image_Receiver));

myth.Start ();

VB.NET:

Dim myth As Thread

myth = New Thread(New

System.Threading. ThreadStart(Image_Receiver))
myth.Start

~8 JPEG Image File 4 (Ao | jualSll e ddasilall 5 ) guall 0 383 e ST (Aa g
(b WS 4pe il 5 saveFileDialog sWash

C#:

try

{
saveFileDialogl.Filter = "JPEG Image (*.jpg)|*.jpg" ;
if(saveFileDialogl.ShowDialog() == DialogResult. OK)
{
string mypic_path = saveFileDialogl.FileName;
pictureBox1.Image.Save(mypic_path);
}

}

catch (Exception){}

VB.NET:

Try

saveFileDialogl.Filter = "JPEG Image (*.jpg)[*.jpg"

If saveFileDialogl.ShowDialog = DialogResult.OK Then

Dim mypic_path As String = saveFileDialogl.FileName
pictureBox1.Image.Save(mypic_path)

End If

Catch generatedExceptionVariableO As Exception

End Try

i35« Video Conference System-! s s Js¥1 & 5 iall (e eLgiiVl a3 28 1384
Jers o 585 Ca s Power Point) gl aladinls 3 palaall (a ye jualaall aodaion
s S s Ol yaige 5 e
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:Full/Half Duplex Multicast Desktop Conferencing System -2
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Conference System
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GetDesktopWindow I Leia s APT ) J) 52 ardiiins i€all shai 3 5 gm Lol &Y
psfin o ) suall o)l BitBIt Method-l s user32.dl-) ¢sewa 325 sall s Method
b LS &b iy Clients A ) Lelle ) audaioss s s Byte Array ol 5 swall o s

C#:

using System;

using System.Drawing;

using System.Drawing.Imaging;

using System.Runtime.InteropServices;
using System.IO;

public class ScreenCapture

{

[DIImport(“user32.dll")]

private static extern IntPtr GetDesktopWindow();

[DllImport(*gdi32.d11")]

private static extern bool BitBIt(
IntPtr hdcDest, // handle to destination DC
int nXDest, // x-coord of destination upper-left corner
int nYDest, // y-coord of destination upper-left corner
int nWidth, // width of destination rectangle
int nHeight, // height of destination rectangle
IntPtr hdcSrc, // handle to source DC
int nXSrc, // x-coordinate of source upper-left corner
int nYSrc, // y-coordinate of source upper-left corner
System.Int32 dwRop // raster operation code
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private const Int32 SRCCOPY = 0xCC0020;
[DHImport(“user32.dll")]
private static extern int GetSystemMetrics(int nindex);

private const int SM_CXSCREEN = 0;
private const int SM_CYSCREEN =1;

public Size GetDesktopBitmapSize()

{

return new Size(GetSystemMetrics(SM_CXSCREEN),
GetSystemMetrics(SM_CYSCREEN));

ks

public byte[] GetDesktopBitmapBytes()

{
Size DesktopBitmapSize = GetDesktopBitmapSize();
Graphics Graphic = Graphics.FromHwnd(GetDesktopWindow());
Bitmap MemlImage = new Bitmap(DesktopBitmapSize.Width,
DesktopBitmapSize.Height, Graphic);
Graphics MemGraphic = Graphics.FromImage(MemImage);
IntPtr dcl1 = Graphic.GetHdc();
IntPtr dc2 = MemGraphic.GetHdc();
BitBlt(dc2, 0, 0, DesktopBitmapSize.Width,
DesktopBitmapSize.Height, dc1, 0, 0, SRCCOPY);
Graphic.ReleaseHdc(dcl);
MemGraphic.ReleaseHdc(dc2);
Graphic.Dispose();
MemGraphic.Dispose();
Graphics g = System.Drawing.Graphics.Fromlmage(MemlImage);
System.Windows.Forms.Cursor cur =
System.Windows.Forms.Cursors.Arrow;
cur.Draw(g,new Rectangle(System.Windows.Forms.Cursor.Position. X-
10,System.Windows.Forms.Cursor.Position.Y -
10,cur.Size.Width,cur.Size.Height));
MemoryStream ms = new MemoryStream();
Memlmage.Save(ms,System.Drawing.Imaging.ImageFormat.Jpeg);
return ms.GetBuffer();

¥
¥

VB.NET

Imports System

Imports System.Drawing

Imports System.Drawing.lmaging
Imports System.Runtime.InteropServices
Imports System.10
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Public Class ScreenCapture : Inherits System.MarshalByRefObject
<DllImport(“user32.dll")> _
Private Shared Function GetDesktopWindow() As IntPtr
End Function

<DllImport(*gdi32.dll")> _

Private Shared Function BitBIt(ByVal hdcDest As IntPtr, ByVal
nXDest As Integer, ByVal nYDest As Integer, ByVal nWidth As
Integer, ByVal nHeight As Integer, ByVal hdcSrc As IntPtr, ByVal
nXSrc As Integer, ByVal nYSrc As Integer, ByVal dwRop As
System.Int32) As Boolean

End Function

Private Const SRCCOPY As Int32 = &HCC0020
<Dllimport(*"user32.dll")> _
Private Shared Function GetSystemMetrics(ByVal nindex As Integer)
As Integer
End Function

Private Const SM_CXSCREEN As Integer =0
Private Const SM_CYSCREEN As Integer = 1
Public Function GetDesktopBitmapSize() As Size
Return New Size(GetSystemMetrics(SM_CXSCREEN),
GetSystemMetrics(SM_CYSCREEN))

End Function

Public Function GetDesktopBitmapBytes() As Byte()

Dim DesktopBitmapSize As Size = GetDesktopBitmapSize()

Dim Graphic As Graphics =
Graphics.FromHwnd(GetDesktopWindow())

Dim Memimage As Bitmap = New
Bitmap(DesktopBitmapSize.Width, DesktopBitmapSize.Height,
Graphic)

Dim MemGraphic As Graphics =
Graphics.FromImage(Memlmage)

Dim dcl As IntPtr = Graphic.GetHdc()

Dim dc2 As IntPtr = MemGraphic.GetHdc()

BitBlt(dc2, 0, 0, DesktopBitmapSize.Width,
DesktopBitmapSize.Height, dcl, 0, 0, SRCCOPY)

Graphic.ReleaseHdc(dcl)

MemGraphic.ReleaseHdc(dc2)

Graphic.Dispose()

MemGraphic.Dispose()

Dim g As Graphics =
System.Drawing.Graphics.Fromlmage(MemImage)
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Dim cur As System.Windows.Forms.Cursor =
System.Windows.Forms.Cursors.Arrow
cur.Draw(g, New Rectangle(System.Windows.Forms.Cursor.Position.X
- 10, System.Windows.Forms.Cursor.Position.Y - 10, cur.Size.Width,
cur.Size.Height))
Dim ms As MemoryStream = New MemoryStream
Memlmage.Save(ms, System.Drawing.Imaging.ImageFormat.Jpeg)
Return ms.GetBuffer()

End Function
End Class

Graphics s Bitmap Class J aaaivin s ) geall ana & a8l aodatiin  Ja g
toh WS Lo i 5 Al 3 geall s Width J s Heightd) W < 3 Class

C#:

public Bitmap ResizeBitmap( Bitmap b, int nWidth, int nHeight )

{

Bitmap result = new Bitmap( nWidth, nHeight ); using( Graphics g =
Graphics.Fromimage( (Image) result) ) g.Drawlmage( b, 0, O,
nWidth, nHeight );

return result;

¥

VB.NET:
Public Function ResizeBitmap(ByVal b As Bitmap, ByVal nWidth As
Integer, ByVal nHeight As Integer) As Bitmap
Dim result As Bitmap = New Bitmap(nWidth, nHeight)
" Using
Dim g As Graphics = Graphics.Fromlmage(CType(result, Image))
Try
g.Drawlmage(b, 0, 0, nWidth, nHeight)
Finally
CType(g, IDisposable).Dispose()
End Try
Return result
End Function

: Multicasting Socket-) e Jalail zali ) & 40Ul Namespaces ! i ¢ g

C#:

using System.Net;

using System.Net.Socket;
using System.IO;

VB.NET:
imports System.Net
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imports System.Net.Socket
imports System.lO

Multicast Group-) I Lelbu )} 5 il mdasi 3 ) gm LIS Timer daxs o 58 &
sl

C#:

Bitmap bt = new Bitmap(CaptureScreen.GetDesktopBitmapBytes ());
picScreen.Image = ResizeBitmap(bt, 600, 400 );

MemoryStream ms = new MemoryStream();
picScreen.Image.Save(ms,System.Drawing.lmaging.ImageFormat.Jpeg)

byte[] arrimage = ms.GetBuffer();

ms.Close();

Socket server = new Socket(AddressFamily.InterNetwork,
SocketType.Dgram, ProtocolType.Udp);

IPEndPoint iep = new IPEndPoint(IPAddress.Parse(textBox1.Text),
5020);

server.SendTo(arrimage,iep);

server.Close();

VB.NET:

Dim bt As Bitmap = New
Bitmap(CaptureScreen.GetDesktopBitmapBytes)
picScreen.Image = ResizeBitmap(bt, 600, 400)
Dim ms As MemoryStream = New MemoryStream
picScreen.Image.Save(ms,
System.Drawing.Imaging.ImageFormat.Jpeg)

Dim arrlmage As Byte() = ms.GetBuffer

ms.Close

Dim server As Socket = New Socket(AddressFamily.InterNetwork,
SocketType.Dgram, Protocol Type.Udp)

Dim iep As IPEndPoint = New
IPEndPoint(IPAddress.Parse(textBox1.Text), 5020)
server.SendTo(arrlmage, iep)

server.Close
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:Full/Half Duplex Multicast Text Conferencing System -3

Text Chat Multicast — alaaiuly A Gy ) Gaaadll 4l adat oy s g
s Aal JA 8 WS 5 mas New Form Lk o 683 <o s Conference System

msgl.cs [Design] |
=]

]
{® Text Conference System - il 3ls0l)

JLlail il g Oglll

: dcganall

|225.100.0.1
{Write your Message Here
listBox1

:40Ull Namespaces) adlal, o8 o
C#:
using System.Net;
using System.Net.Socket;
using System.Text;
using System.Threading;

VB.NET:

imports System.Net
imports System.Net.Socket
imports System.Text
imports System.Threading

Lzl e Al i da Jla )Y Alee o) oY 40 method-) addius Ci s

: pamadall Textboxl 8 4l )l 4US 2 Enterdl e
C#:
private void msg_KeyPress(object sender,
System.Windows.Forms.KeyPressEventArgs e)
{if(e.KeyChar =="\r'){
try{
Socket server = new
Socket(AddressFamily.InterNetwork,SocketType.Dgram,
Protocol Type.Udp);
IPEndPoint iep = new IPEndPoint(IPAddress.Parse(txt_host. Text),
5020);
byte[] data = Encoding.ASCII.GetBytes(msg. Text);
server.SendTo(data, iep);
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server.Close();
msg.Clear();
msg.Focus();

}
catch(Exception){}

¥
VB.NET:

Private Sub msg_KeyPress(ByVal sender As Object, ByVal e As
System.Windows.Forms.KeyPressEventArgs)
If e.KeyChar = Microsoft.VisualBasic.Chr(13) Then
Try
Dim server As Socket = New
Socket(AddressFamily.InterNetwork, SocketType.Dgram,
ProtocolType.Udp)
Dim iep As IPEndPoint = New
IPEndPoint(IPAddress.Parse(txt_host. Text), 5020)
Dim data As Byte() = Encoding.ASCII.GetBytes(msg. Text)
server.SendTo(data, iep)
server.Close()
msg.Clear()
msg.Focus()
Catch generatedExceptionVariableO As Exception
End Try
End If
End Sub

list BOX (3 liiueal) Al 1 (s pwias i JUins¥) dlead Al AU w2350 a5
ua...au

Cit:
public void server()

{
try

{
UdpClient sock = new UdpClient(5020);

sock.JoinMulticastGroup(IPAddress.Parse(txt_host. Text), 50);
IPEndPoint iep = new IPEndPoint(IPAddress.Any, 0);

byte[] data = sock.Receive(ref iep);

string stringData = Encoding.ASCI1.GetString(data, 0, data.Length);
listBox1.ltems.Add(iep.Address.ToString() +" :_ "+stringData );
sock.Close();

listBox1.Focus();

msg.Focus();

myth.Abort();

¥
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catch(Exception){}
}

VB.NET:
Public Sub server()
Try
Dim sock As UdpClient = New UdpClient(5020)
sock.JoinMulticastGroup(IPAddress.Parse(txt_host. Text), 50)
Dim iep As IPEndPoint = New IPEndPoint(IPAddress.Any, 0)
Dim data As Byte() = sock.Receive(iep)
Dim stringData As String = Encoding.ASCI1.GetString(data, O,
data.Length)
listBox1.ltems.Add(iep.Address. ToString + " :_ " + stringData)
sock.Close()
listBox1.Focus()
msg.Focus()
myth.Abort()
Catch generatedExceptionVariableO As Exception
End Try
End Sub

method-) 48 exiu) s Timer Jazs a8 ¢ Threadingd) aladiul (e 1Y Lgile 31y
b W< s ThreadStart Delegate-) alasiuls 4l

C#:

Thread myth;

myth= new Thread (new System.Threading .ThreadStart(server));
myth.Start ();

VB.NET:

Dim myth As Thread

myth = New Thread(New System.Threading.ThreadStart(server))
myth.Start

timerl.Enabled = true alsaiul Juai¥) ) Ao Jaxall vie Timer Jeds <o g
250 A8y o8 st sl )5 s

C#:
timerl.Enabled = false;
txt_host.ReadOnly = false;
msg.Enabled=false;

try

{

Socket server = new Socket(AddressFamily.InterNetwork,
SocketType.Dgram, ProtocolType.Udp);
IPEndPoint iep = new IPEndPoint(IPAddress.Parse(txt_host. Text),
5020);
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byte[] data = Encoding.ASCII.GetBytes("has Left the Room");

server.SendTo(data, iep);
server.Close();
msg.Clear();
msg.Focus();

}
catch(Exception){}

VB.NET:

timerl.Enabled = False

txt_host.ReadOnly = False

msg.Enabled = False

Try

Dim server As Socket = New Socket(AddressFamily.InterNetwork,
SocketType.Dgram, ProtocolType.Udp)

Dim iep As IPEndPoint = New
IPEndPoint(IPAddress.Parse(txt_host. Text), 5020)

Dim data As Byte() = Encoding.ASCII.GetBytes("has Left the Room™)
server.SendTo(data, iep)

server.Close

msg.Clear

msg.Focus

Catch generatedExceptionVariableO As Exception

End Try

<l 45y & Multicast Conference Systems Jwe 44S e Juadll 134 8 Ui j23
Desktop Conference -5 Video Conference System-l ¢Lii) (5 day s
s L) (e (AUl Juadll 36) 8 223 (Saiin 5« Text Conference System i System

. Voice Conference System -

4aladiul g Voice Over IP Programming 2 ¢ AUl Juadl) A Euaal) atiw

Direct 1y APD’s <) aladiuls Voice Conference Systemy Voice Chat Jead
o gl i A TAPI TelephonyA! alaiiul ) 48LaYl Play 9
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Chapter 10
Voice Over IP Programming

- The Concept & Requirements of Voice
Communication Systems

- How to Create a VVoice Chat Through Dot Net
Using Unmanaged API’s Functions

- Testing UDP Multicasting, TCP and Thinking in
SCTP to Transfer Voice Through Networks

- How to Create a VVoice Conference System Using
Microsoft Direct Play 9

- Design an Advanced Video/Voice Conferencing
System By Using APl & TAPI Telephony to
Transfer Video/Voice Through Networks & Voicq
Through Analog Telephone Line
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: Voice Over IP Programming - 10

) S gaall Jy iy IP e Y1 JsS 55 0 e gl J85 e ¥ 3 SA) adlis
Datagram Packets —S 41ai a1} 4iluuS o5 Byte Array 2 gead Bits I (« 4c gana
I asand 4ty AV Gyl b @ pall JLEu g < AS0d) e Stream Data =S
FIFO — I lae (385 361 ,all dlec &5 5 « Byte Array 4 sivas 8 s _al 5 s Packets
Yl e Yl 38l T First In First Out

e s Jlay) aiy ia A U Ja g il 855 (e < saall Ji Al ASE) (eSS
A aea e g 3all Ge Microsoft Les Le aal ¢ Transport Layer 4 <Y S 555 5
Toa A ol Lelany i€l y JLal) alail) 2y 1 deali s sl Ji dlead Dot Net
o) alkas Gf g yeall (a5 <DirectX -l alasiuls Managed si API - alaaiuly
13 eli) iy 138 g asé UDP 5l TCP JsS 55 0 alasinly Juai¥l aeyy Windows XP
Y S5 A Jeail ke g1 Gld Windows XP duidll alUai daie cuas Jani i€

Y S g9l a8 (e sl g aladiily

: The Requirements of \Voice Communication Systems : ¥ si

.. UDPJ s TCP 1 JS 550

: hall Ggpuall J clllaia
Ol 5S 55 all SIS 8 L) 138 ae s ¢ Stream S & Gslal ¢ 66 of deady —
RTP ge 4aladin) Alla & Lasd UDPJI i SCTPJI s TCP)
Delivered on Sequence s ol caas & seall Jail axiivuall J oS 35 5l — 2
Voice Compression padiwall s call aas (gaw e J@illde yuaaiai 3
J& Y Jazas 31 KB\S oo Jaill Aoy Ja Y o Alall a2 & Juaiy 5 4 sllaall 3352l 5
i s al I bl alaie] (el (e g < guall 33 gl 0ol 228,000 KHZ o=
Sl dagl I st s < gally daladind L3S 48 12 G711
http://www.codeproject.com/KB/audio-
video/VVoiceChatApplicationInCS.aspx

¢ s3a¥) 038 UDP Iy TCP ) JsSgign JAg Ja « N dwadi sk (o211 ) gl -

OGSV e 36 LiSys 5 5a¥loda JS TCP ) JsS 55 pedy; TCP =N JsSsign Yol
Joanl daladin 0S40 are ¢S Real Time oud 43l 5o JsS 55l s 8 4S5
s Multicasting—) o} a5 —=all (=« 423 3} Multicast Conference  System
03 (ya 5| TCP ) ac 2y ¥ 5 UDP 2 J5S 535w dsalall 5 5Y) e Broadcasting
Real Time Js<sisol 1 os< o oSy ilad) Joaill 8 atin e g2y ) 5aY)
23« TCP Header=) - Acknowledgment-! <Ll Lid 4dls 4 Protocol
Lials 2la 8 ade slaie V) oSy Y <IN Oriented Protocol 4s s« J S s35 2 TCPAI

. Broadcasting =13y ¢l dla & 5i Multicast Conference System Jas

s LiSlL G paall JEi A daal an da JsS 555 ll 138 iy Y 0 UDP ) J 9 585 0 Wil
Delivered on ke PERRR 43 3 (2\_'5.33\ ‘_g\_c ) g J83 L'mj Lo dlla ‘;Lss) allad)
s Jmall Packets U Fragmentation dwe Allail (e s e 55 Sequence
Packet -1 1500 Bytes cs= 2 Y Ethernet Encapsulation asa o) <o 24l
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http://www.codeproject.com/KB/audio-video/VoiceChatApplicationInCS.aspx
http://www.codeproject.com/KB/audio-video/VoiceChatApplicationInCS.aspx

<l Ethernet b (=l Datagram Encapsulation U os<i¥) asall sa g aal gl
i il (345 G gaall J gam g el 1 LUl & gal Fragmentation des Lied Alls &
oA (ya g s yal) Fragments - #}BA&)@:@E%M&&A%LQJA)@)A\
e & gall i Aulead Guald J gla Lalladl Ciladiiall g Sl e aSH et 31aa)
—Real Time Messaging Protocol Jaill J s si s s i 2 530 4S5 g UDP
IETF  Internet  i—kics http://www.adobe.com/devnet/rtmp RTMP
RTP — Real Time Transport Jall JsS 535 » Wil Engineering Task Force
gl J el UDP ) JsS 55 0 e clind jlaall 138 Cilial ua ¢ Protocol

TCP (A paiiusal) Stream 1 cosbol pasiog 3 (adall (pe 30 b

: The Concept Of Voice Communication: b

i s 055 Sl (e & guall Lalailly i ol gl (0 e ganay & geall Lalaill dlee i
<L Sampling s €3 g Bits ) (i de gane () Lebisad 28430 suall cilbd I
& gaall J85 dlee a5 AN e < gaall J85 LSy dlend) 028 2xy g ddaiilal) 4 gaall
D2 dal el (e de sanay 400N e

D83k g4 Bits () 4disady & saall LS 45 )l « Application Layer 4 -1
>3 Audio Compression Teachings < swall s cal s aladin) g ¢ Wil
IV 4] 53 sl Lil&aY) pe alla ) (S

Ol Jlie W) s Wadal aagy A ) 9aY) aal (0o 55 « Transport Layer -l 2 -2
Ly i Al Aala) gow e aaiad TCP- F UDP Al J oS 55y sladl o Al ialiall
Stream- il alaiul a & geall Jiil 48yl Juadl o 3 Al dga (o o guall d8a
ae Y 45 S Stream S Jiill dddee ac 2y Y UDP US55 n of g paall e 8
e (e oSais (Al o288 Ll 3) Delivered on Sequence «asi il (33 s Jua sill
M s a3l 38 g Fragments ) J sa 5 (eai ) Cus Buffer A Fragmentation !
1500 s Packet - Ethernet =) <l saaay @il ) jhacai Cogs g dle (o )|
saaal) il ey i ) Ll Ca g Al s3a Jad g aa) o)) Packet U BYTES
Jail) sl Lgia s Stream —S @ seall Ja oy i s UDP Al J S 55 0 e aaias Sl
i Ladie @l ¢ L) o2h e sl g o gall i o) 81 ¢ il 45 S5 3 5 H.323
LS GITCP A J oS 55 aladiad (e W 3Y Stream—SUAT () Sles e paa Ju3

Broadcasting ! s IP Multicasting 4 acx ¥ 438 Wayla U S5

Luald UDP I slaie | U ) j8 L 1)) 5 Packets I 455 iy Network Layer I 4 -3
Multicasting <l cle sase s Broadcasting = 13Y) ) dae e ¢S G g

s Ethernet ) alasinly ) s Jlus jY 5 Lapds 2083 25 Data Link Layer I i -4
Wl Led <3 LS il i I Ethernet ) (Ao slade V) 25w 40 o2 PP
1500 BYTES ) jskaii ¥ 3 Frame ) asa 403 sasa

A8 g a3 S Jal) dlee L) Giaat a8 il JSLA ek Physical Layer ) 4 -5
O 1Y AL QL Y £ L) Bijts ) Gams gaaiad 38 51 5V 5l caad Delay sl caasy

¥ lee £l Gaaat a8 3l 5 JSUaa 038 IS prymaaill e 5 Y S 515 5 50 g
Data Link I »x= 35 Physical Layer 2 A&k (1 Bits 2 Jiaall s yhall Jui
28 Packets ) Jiiue ld dda jall oda 2L} 85 Network Layer ) a5 =5 Layer
e sana e s 05 B Unicast Sl bl G Al 3 ) adlll g 55
<lla) Broadcast - Led Jlw )Y &5 Al A0i) e (e (3553 8 5f Multicast Jlis)

~137~


http://www.adobe.com/devnet/rtmp

o o g Al Agally dine e Jl )Y Aga o 4e sane G e A0S s B
Cua LIS i Packets ) g ¢ s liial o) g ina e 4dd sl oda 45 Packets )
L) JSLaall (e I dhaa a8 Al Ju el ) Acknowledgment wsf Jus ) oy o
G gaall J gam g i o g (5315 S sl Packets I (e e 3 glaa Leie Als jall 028
e Aadall Y 5 g 5 Ao Allalloda b slaie V) G 5S) Coga banha g ¢ adaiiie JS
228 JS L8 TCP I aadiuw Jastasall § Jo yall (LS 138 Transport Layer Lis o4
glib ¥V da aa o ¥ das UDP Jl podin 4558 8 (a3 ASGN (ST s (g JSLE)
o) 3l gl Gsvy adle sl 53 i i Packets ) 488 J sea 5 oy 3liss Jlana
.Ju el Packets I ¢«

Ethernet a<ui aladiuly Jlu )Y <L) Packets J) (azs ¢l dalae i g Ul (S
i saall A ol oy u‘\y s UDP IP Multicasting s Wireless LAN

5§

a““g

S
o w“a

Multicast Voice Conference System — Using
a Ethernet Wireless LAN & UDP Protocol

How to Create a Voice Chat Through Dot Net Using :&G
: Unmanaged API’s Functions

el aY oS ¢ guall (aye g bl cldee (e sf acat ol s csall (b il Uiy WS
ki e Sl g DLL ) cilile (ana ddlaal) g APD s aladiad (e ¥ ililesd) o2
Multimedia <) Jibu 5 ae Jalaily galddl g ¢ el winmm. dil <ale e g Jualll
e G pall LGN Methods ) (e de sane calall 138 aoay G ¢ Jurdidl) olas
sda g s yal 5 yadim e ol by Byte Array Buffer - 4ujais osis Sl

: s» Method-

e a5 yall 5 JLaaY) 3 eal aae waadl axaid 5 wavelnGetNumDevs

& i s 5L sl 335 Y 5 Sound Card-)

Byte = LY Slea o 82)) s Bits) op 3l andiii s wave InAddBuffer
(s s ) i 5L A3 Methodd) e3a 33l 5 Array Buffer

wavelnAddBuffer(IntPtr hwi, ref WaveHdr pwh, int cbwh)

8 5<l Reference (S 8 axay 5o )il a% (315 JLASY) lea U ) par duna
alivall Buffer J) asa 2aay QAN 5 Buffer J ¢ jas

ABaY) Sles ae Juad¥) 33l 5 =3dl wavelnOpen s wavelnClose 4l

< yisa sl e 34l Buffer 2 jaa s 3aeail wavelnPrepareHeader 414
.wavelnAddBuffer & 2 s sall

Jua) oy (S Buffer J) 4as 2 Lile xin) &5 g wavelnUnprepareHeader 41l
5 AT e Al olaat D 4ay 58 5 (10 5 Buffer

Jaa S Buffer db o= Pointerd) s gl ¥ wavelnReset 4l

0585 S e JiaY) ke (332) 5 T wavelnStop A s wavelnStart 4l
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t b WS 5 DHIMPOrt alasiuls ¥ sl Ly yahy o585 cas < all 8 J)sall o3 aladin

C#:

[DHImport(winmm.dil)]

public static extern int wavelnGetNumDevs();
[DHImport(winmm.dil)]

public static extern int wavelnAddBuffer(IntPtr hwi, ref WaveHdr pwh,
int cbwh);

[DHImport(winmm.dil)]

public static extern int wavelnClose(IntPtr hwi);
[DllIimport(winmm.dll)]

public static extern int wavelnOpen(out IntPtr phwi, int uDevicelD,
WaveFormat IpFormat, WaveDelegate dwCallback, int dwinstance, int
dwFlags);

[DHImport(winmm.dil)]

public static extern int wavelnPrepareHeader(IntPtr hWaveln, ref
WaveHdr IpWavelnHdr, int uSize);

[DllImport(winmm.dll)]

public static extern int wavelnUnprepareHeader(IntPtr hWaveln, ref
WaveHdr IpWavelnHdr, int uSize);

[DllImport(winmm.dll)]

public static extern int wavelnReset(IntPtr hwi);
[DllImport(winmm.dll)]

public static extern int wavelnStart(IntPtr hwi);
[DllIimport(winmm.dll)]

public static extern int wavelnStop(IntPtr hwi);

VB.NET

<Dllimport(winmm.dll)> _

Public Shared Function wavelnGetNumDevs() As Integer

End Function

<DllImport(winmm.dll)> _

Public Shared Function wavelnAddBuffer(ByVal hwi As IntPtr, ByRef
pwh As WaveHdr, ByVal cbwh As Integer) As Integer

End Function

<Dllimport(winmm.dll)> _

Public Shared Function wavelnClose(ByVal hwi As IntPtr) As Integer
End Function

<DllImport(winmm.dll)> _

Public Shared Function
wavelnOpen(<System.Runtime.InteropServices.Out()> ByRef phwi As
IntPtr, ByVal uDevicelD As Integer, ByVal IpFormat As WaveFormat,
ByVal dwCallback As WaveDelegate, ByVal dwlinstance As Integer,
ByVal dwFlags As Integer) As Integer

End Function
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<DllImport(winmm.dll)> _

Public Shared Function wavelnPrepareHeader(ByVal hWaveln As
IntPtr, ByRef IpWavelnHdr As WaveHdr, ByVal uSize As Integer) As
Integer

End Function

<DllImport(winmm.dll)> _

Public Shared Function wavelnUnprepareHeader(ByVal hWaveln As
IntPtr, ByRef IpWavelnHdr As WaveHdr, ByVal uSize As Integer) As
Integer

End Function

<DllImport(winmm.dll)> _

Public Shared Function wavelnReset(ByVal hwi As IntPtr) As Integer
End Function

<DllImport(winmm.dll)> _

Public Shared Function wavelnStart(ByVal hwi As IntPtr) As Integer
End Function

<DllImport(winmm.dll)> _

Public Shared Function wavelnStop(ByVal hwi As IntPtr) As Integer
End Function

! Byte Array Buffer I Jas=il 4,06l Methods) de sene padind Cosu LS
A e o aa e 5 AN e Cisea

C#:

[DllImport(winmm.dll)]

public static extern int waveOutGetNumDevs();
[DllIimport(winmm.dll)]

public static extern int waveOutPrepareHeader(IntPtr hWaveOut, ref
WaveHdr IpWaveOutHdr, int uSize);

[DllIimport(winmm.dll)]

public static extern int waveOutUnprepareHeader(IntPtr hWaveOut, ref
WaveHdr IpWaveOutHdr, int uSize);

[DllIimport(winmm.dll)]

public static extern int waveOutWrite(IntPtr hWaveOut, ref WaveHdr
IpWaveOutHdr, int uSize);

[DllIimport(winmm.dll)]

public static extern int waveOutOpen(out IntPtr hWaveOurt, int
uDevicelD, WaveFormat IpFormat, WaveDelegate dwCallback, int
dwinstance, int dwFlags);

[Dllimport(winmm.dll)]

public static extern int waveOutReset(IntPtr hWaveOut);
[DllImport(mmdll)]

public static extern int waveOutClose(IntPtr hWaveOut);
[DHImport(mmdll)]

public static extern int waveOutPause(IntPtr hWaveOut);
[DHImport(mmdll)]

public static extern int waveOutRestart(IntPtr hWaveOut);
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[DHImport(mmdll)]

public static extern int waveOutGetPosition(IntPtr hWaveOut, out int
IpInfo, int uSize);

[DHImport(mmdll)]

public static extern int waveOutSetVolume(IntPtr hWaveOut, int
dwVolume);

[DHImport(mmdll)]

public static extern int waveOutGetVolume(IntPtr hWaveOut, out int
dwVolume);

VB.NET

<DllImport(winmm.dll)> _

Public Shared Function waveOutGetNumDevs() As Integer

End Function

<Dllimport(winmm.dll)> _

Public Shared Function waveOutPrepareHeader(ByVal hWaveOut As
IntPtr, ByRef IpWaveOutHdr As WaveHdr, ByVal uSize As Integer) As
Integer

End Function

<Dllimport(winmm.dll)> _

Public Shared Function waveOutUnprepareHeader(ByVal hWaveOut
As IntPtr, ByRef IpWaveOutHdr As WaveHdr, ByVal uSize As Integer)
As Integer

End Function

<Dllimport(winmm.dll)> _

Public Shared Function waveOutWrite(ByVal hWaveOut As IntPtr,
ByRef IpWaveOutHdr As WaveHdr, ByVal uSize As Integer) As
Integer

End Function

<Dllimport(winmm.dll)> _

Public Shared Function
waveOutOpen(<System.Runtime.InteropServices.Out()> ByRef
hWaveOut As IntPtr, ByVal uDevicelD As Integer, ByVal IpFormat As
WaveFormat, ByVal dwCallback As WaveDelegate, ByVal dwinstance
As Integer, ByVal dwFlags As Integer) As Integer

End Function

<DllImport(winmm.dll)> _

Public Shared Function waveOutReset(ByVal hWaveOut As IntPtr) As
Integer

End Function

<DllImport(mmdIl)> _

Public Shared Function waveOutClose(ByVal hWaveOut As IntPtr) As
Integer

End Function

<DllImport(mmdIl)> _

Public Shared Function waveOutPause(ByVal hWaveOut As IntPtr) As
Integer

~141~



End Function

<DllImport(mmdIl)> _

Public Shared Function waveOutRestart(ByVal hWaveOut As IntPtr)
As Integer

End Function

<DllImport(mmdIl)> _

Public Shared Function waveOutGetPosition(ByVal hWaveOut As
IntPtr, <System.Runtime.InteropServices.Out()> ByRef Ipinfo As
Integer, ByVal uSize As Integer) As Integer

End Function

<DllImport(mmdIl)> _

Public Shared Function waveOutSetVolume(ByVal hWaveOut As
IntPtr, ByVal dwVolume As Integer) As Integer

End Function

<Dllimport(mmdIl)> _

Public Shared Function waveOutGetVolume(ByVal hWaveOut As
IntPtr, <System.Runtime.InteropServices.Out()> ByRef dwVolume As
Integer) As Integer

End Function

AU Cay el aadins Buffer 3 <l sise (e (e Sl s

C#:

using System;

using System.Runtime.InteropServices;
using System.Resources;

using System.lO;

public class Winmm

{
public const UInt32 SND_ASYNC = 1;

public const UInt32 SND_MEMORY = 4;

[Dllmport("*Winmm.dlI")]
public static extern bool PlaySound(byte[] data, IntPtr hMod, UlInt32
dwFlags);

public static void PlayWavResource(byte[] buffer)

{
PlaySound(buffer, IntPtr.Zero, SND_ASYNC |
SND_MEMORY);

¥
¥

VB.NET
Imports System
Imports System.Runtime.InteropServices
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Imports System.Resources
Imports System.lO

Public Class Winmm

Public Const SND_ASYNC As UInt32 =
System.Convert. ToUInt32(1)

Public Const SND_MEMORY As UiInt32 =
System.Convert. ToUInt32(4)

<DlImport("*Winmm.dll")> _

Public Shared Function PlaySound(ByVal data As Byte(), ByVal
hMod As IntPtr, ByVal dwFlags As UInt32) As Boolean

End Function

Public Sub New()

End Sub

Public Shared Sub PlayWavResource(ByVal buffer As Byte())

PlaySound(buffer, IntPtr.Zero, SND_ASYNC Or

SND_MEMORY)

End Sub
End Class

Jugiuy) Method o= aliwddl s Byte Buffer 2 PlaySound Method U i Cua
:sh WS 5 Socketdb Aalall

C#:
void Voice_Receiver()

{
UdpClient sock = new UdpClient(5020);
sock.JoinMulticastGroup(IPAddress.Parse(multicast_IP.Text));
IPEndPoint iep = new IPEndPoint(IPAddress.Any, 0);
byte[] voice_Come = sock.Receive(ref iep);
Winmm.PlayWavResource(voice_Come);
sock.Close();

¥

VB.NET

Private Sub Voice Receiver()
Dim sock As UdpClient = New UdpClient(5020)
sock.JoinMulticastGroup(IPAddress.Parse(multicast_IP.Text))
Dim iep As IPEndPoint = New IPEndPoint(IPAddress.Any, 0)
Dim voice_Come As Byte() = sock.Receive(iep)
Winmm.PlayWavResource(voice_Come)
sock.Close()

End Sub
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: Voice Chat System 4 gual) &istaal) zeali p sLaL gl

Ao gana b 5 Al 5 e dum e o Buffer A1 (8 4 54 5 < seall Lol dlee (5 a0 g
Microsoft — dualall Clas yall e 53S0 8 dsladind o3 i g 5 Classes—) (=

ala & Classes ) oda genicasms Windows Sound Recorder gl Leias

zexall a8l 8 ¢ Classes ) sda <l gisa 325 s g g VOice Library 4sew as) g

:s» Classes Jl eaa 5 ¢ LSl ae (38 jall

& gl Lalally Zalall Methods ) 488 aia ol awadiwi ca g s Waveln Class
Byte Array 2 4u)a3s

4 je & Buffer J) (e (&Y & geall (i el 4esiivs Ca w5 WaveOut Clasas
Je Cups Stream (A O geall Jo sl 4aadinn o g 52115 WaveStream Class
Ca G all 8 deadivall MemoryStream Jdee ales 4ndy 5 4<0E yie alla )

Yl z A Yl Jalall = e & Cusy Stream I adaiil FifoStream 41

alalls Aalall Methods —U lis a3l 488 o s Lgad iy s WaveNative 414
Lol Walis a0 Al s winmm.dl

Full éall cosll e laains 5 Jaall dglasd UDP ) J 35S 5550 JUiall 138 (8 addinss o gus
;o WS Jla¥) iy aladl JRAI ) S s Diplex Unicast Voice Chat System

55 Peer to Peer Full Duplex Voice Chat ;. E’g

Recevier IP [10.0.0.11

Receiving Port Number 5000

Sending Port Number 5000

Skart Stop.

8/ Pear to Peer Full Duplex Voice Chat (LJ

Recevier P [10.0.0.10

Receiving Port Mumber 5000
Sending Port Number 6000
Start Stop

HMquVoicedll@H&M\ClassesJ\MN_ﬁqH}

) el ) aen A calall 12 aladiil @.Lu...u PR C..ALU.JL\ 1Al Referencesd!
615 aleaiuly uu\ aladin) Sy el 028 2y S saal) JlaiV) dlee 223008 (o g

(b WSy cw e gall 8 Managed Library Class

C#:

using System.Net;

using System.Net.Socket;
using System.Threading;
using Voice;

VB.NET

Imports System.Net
Imports System.Net.Socket
Imports System.Threading
Imports Voice
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gy Juady g zeall jll (8 4eaiius Co g o35 Threadd! s Socket-) «a 2ty o 683 &
TLeall 53 e hrgl 5 oo Class ) s a3 3 51 el ) s i iy ol o8
3OS 8 A8 Y s g meli ) clika) ie ThreadH!s Socket Jl 3e) e 30l a

C#:

public class Form1 : System.Windows.Forms.Form
{

private Socket socket;

private Thread thread,;

VB.NET

Public Class Form1 : Inherits System.Windows.Forms.Form
Private socket As Socket
Private thread As Thread

G gaall Joanns 2 3 Bufferdl < yai 5 4Ll Classes ¢« Object <o s g
Socketdl (e alivall & gall (m je alis Al Bufferdl s 4l ) ol )

C#:

private WaveOutPlayer m_Player;

private WavelnRecorder m_Recorder;

private FifoStream m_Fifo = new FifoStream();
private byte[] m_PlayBuffer;

private byte[] m_RecBuffer;

VB.NET

Private m_Player As WaveOutPlayer

Private m_Recorder As WavelnRecorder

Private m_Fifo As FifoStream = New FifoStream
Private m_PlayBuffer As Byte()

Private m_RecBuffer As Byte()

Cay yaill US4 8 Form Load Event ) 4 sl gl sl aladl Constructor -
: Thread ' s Socket b (=lall

C#.

public Form1()

{

InitializeComponent();

socket = new Socket(AddressFamily.InterNetwork, SocketType.Dgram,
Protocol Type.Udp);

thread = new Thread(new ThreadStart(\Voice_In));

¥
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VB.NET

socket = New Socket(AddressFamily.InterNetwork,
SocketType.Dgram, Protocol Type.Udp)

thread = New Thread(AddressOf Voice_In)

Socket) (e G saall Jiiul dlers Galadl 2 SN Voice_In Method! 8 gt Cosus

roh WS

C#:
private void Voice_In()
{

byte] br;

socket.Bind(new IPEndPoint(IPAddress.Any, 5020));
while (true)

{

br = new byte[16384];

socket.Receive(br);

m_Fifo.Write(br, 0, br.Length);

}
}
VB.NET

Private Sub Voice_In()
Dim br As Byte()
socket.Bind(New IPEndPoint(IPAddress.Any, 5020))

Do While True
br = New Byte(16383)
socket.Receive(br)
m_Fifo.Write(br, O, br.Length)
Loop
End Sub

Qj_.al\‘ Ui ah Receive Method-) alasiuly A AN (e & gall Juitl a3y s
A B e Digea ) alisad g o2 s s g m_Fifo.Write Method-) () Jusiul)

b DAY Sleall (Al )5 sl Jandts 0 585 3 Method Ll

Ci#:

private void Voice_ Out(IntPtr data, int size)

{

/[for Recorder

If (m_RecBuffer == null || m_RecBuffer.Length < size)

m_RecBuffer = new byte[size];
System.Runtime.InteropServices.Marshal.Copy(data, m_RecBuffer, 0,
size);
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//Microphone ==> data ==> m_RecBuffer ==>m_Fifo
socket.SendTo(m_RecBuffer, new
IPEndPoint(IPAddress.Parse(Peer_IP.Text),5030));

¥

VB.NET
Private Sub Voice_Out(ByVal data As IntPtr, ByVal size As Integer)
‘for Recorder
If m_RecBuffer Is Nothing OrElse m_RecBuffer.Length < size Then
m_RecBuffer = New Byte(size - 1)
End If
System.Runtime.InteropServices.Marshal.Copy(Data, m_RecBuffer,
0, size)
‘Microphone ==> data ==> m_RecBuffer ==> m_Fifo
socket.SendTo(m_RecBuffer, New
IPEndPoint(IPAddress.Parse(Peer_IP.Text), 5030))
End Sub

o A Ay 5 Jusy Cumy Full Duplex gl duwe Lol e 13 s 8 45l IaaY
o) by Ll (5 5y Ji 2 2l s ToW POMS i e o) dalas L i)
. e Sl g 4l i) Port o4 <hal Jla Y Port o 5S35 JAY)

& guall 8353 pasil WaveFormat - leaial Sus 200 Al 2ds &5 ead) 5 A
WaveOutPlayer Classd il iuis, 2 Channels & 44100 KHz 16 Bits-
Voice_Out Method ) (! 4l )} oy 4%ia’ Jls 3 5 Bufferd! i aadin gill
DAY el A e allu Y

C#:
private void Start()
{
Stop();
try
{

WaveFormat fmt = new WaveFormat(44100, 16, 2);
m_Player = new WaveOutPlayer(-1, fmt, 16384, 3, new
BufferFillEventHandler(Filler));

m_Recorder = new WavelnRecorder(-1, fmt, 16384, 3, new
BufferDoneEventHandler(Voice_Out));

}

catch

{ Stop();throw;}

¥

VB.NET
Private Sub Start()

Stop()
Try

~147~



Dim fmt As WaveFormat = New WaveFormat(44100, 16, 2)
m_Player = New WaveOutPlayer(-1, fmt, 16384, 3, New
BufferFillEventHandler(AddressOf Filler))
m_Recorder = New WavelnRecorder(-1, fmt, 16384, 3, New
BufferDoneEventHandler(AddressOf Voice_Out))
Catch
Stop()
Throw
End Try
End Sub

i) 5 Buffer J) b siae g pla Gy 300 A1 245 w18 GV 5 8 Ll
1 geaall Joas

C#:
private void Stop()
{
if (m_Player != null)
try
{

m_Player.Dispose();
}
finally
{m_Player = null;}
if (m_Recorder != null)
try
{m_Recorder.Dispose();}
finally
{m_Recorder = null;}
m_Fifo.Flush(); // clear all pending data

¥

VB.NET
Private Sub [Stop]()
If Not m_Player Is Nothing Then
Try
m_Player.Dispose()
Finally
m_Player = Nothing
End Try
End If
If Not m_Recorder Is Nothing Then
Try
m_Recorder.Dispose()
Finally
m_Recorder = Nothing
End Try
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End If
m_Fifo.Flush() ' clear all pending data
End Sub

e aa e Llee Sl 5 Buffer JI 8 & seall el Filler Method I a2t s
:( Output Device )<lelaull

C#:

private void Filler(IntPtr data, int size)

{

if (m_PlayBuffer == null || m_PlayBuffer.Length < size)
m_PlayBuffer = new byte[size];

If (m_Fifo.Length >= size)

m_Fifo.Read(m_PlayBuffer, 0, size);

else

for (int i =0; i <m_PlayBuffer.Length; i++)
m_PlayBuffer[i] = 0;
System.Runtime.InteropServices.Marshal.Copy(m_PlayBuffer, 0, data,
size);

Il m_Fifo ==> m_PlayBuffer==> data ==> Speakers

¥

VB.NET
Private Sub Filler(ByVal data As IntPtr, ByVal size As Integer)
If m_PlayBuffer Is Nothing OrElse m_PlayBuffer.Length < size Then
m_PlayBuffer = New Byte(size - 1)
End If
If m_Fifo.Length >= size Then
m_Fifo.Read(m_PlayBuffer, 0, size)
Else
Dim i As Integer =0
Do While i < m_PlayBuffer.Length
m_PlayBuffer(i) = 0

+=1
Loop
End If
System.Runtime.InteropServices.Marshal.Copy(m_PlayBuffer, 0,
data, size)
'm_Fifo ==> m_PlayBuffer==> data ==> Speakers
End Sub
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Testing TCP,UDP and Thinking in SCTP to Transfer \Voice :\ai;
: Through Networks

by il A8l o 555 Multicast Half Duplex Voice Chat System gl y eLasy
ol i Gy ¢ i) Jaill 8 Walia 3 315 Multicasting s dalall 5 &)
4 aaioy Cos el AT G sall Janns a13A (e oy ualaall aad g cpaali 2 253

- I O 8 LSy alaal) 3 juinland]

By FADI Abdel-Qader

((¢) Unicast

Wireless
Network Multicast Lecturer 225.100.1.1 Group

1 KV,
L™ Multicest VOIPIGIass System, Studants.... = |||

Start Receiving My Lecture Voice |

Pause |

Multicast Students 224.100.0.1 Group

Half Duplex Multicast Voice Conferencing System— For Class Room That
uses a Peer-to-Peer Wireless Network

1k WS IP Multicasting

C#:

private void Voice_Out(IntPtr data, int size)

{

/[for Recorder

if (m_RecBuffer == null || m_RecBuffer.Length < size)
m_RecBuffer = new byte[size];
System.Runtime.InteropServices.Marshal.Copy(data, m_RecBuffer, 0,
size);

//Microphone ==> data ==> m_RecBuffer ==>m_Fifo
socket.SendTo(m_RecBuffer, new
IPEndPoint(IPAddress.Parse(*224.0.1.7"), 5020));

¥

VB.NET
Private Sub Voice_Out(ByVal data As IntPtr, ByVal size As Integer)
‘for Recorder
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If m_RecBuffer Is Nothing OrElse m_RecBuffer.Length < size Then
m_RecBuffer = New Byte(size - 1)

End If

System.Runtime.InteropServices.Marshal.Copy(data, m_RecBuffer,
0, size)

'Microphone ==> data ==> m_RecBuffer ==> m_Fifo

socket.SendTo(m_RecBuffer, New
IPEndPoint(IPAddress.Parse(*224.0.1.7"), 5020))

End Sub

O i) o5 (e s [P Multicast Group-d! () slesai¥ls o o Jiisal) <o ydall 8
C#.

private void Voice_In()

{

UdpClient sock = new UdpClient(5000);
sock.JoinMulticastGroup(IPAddress.Parse('224.0.1.7"));
IPEndPoint iep = new IPEndPoint(IPAddress.Any,0);
while (true)
{
m_Fifo.Write(sock.Receive(ref iep), 0,sock.Receive(ref
iep).Length);
}
}
VB.NET
Private Sub Voice_In()
Dim sock As UdpClient = New UdpClient(5000)
sock.JoinMulticastGroup(IPAddress.Parse(""224.0.1.7"))
Dim iep As IPEndPoint = New IPEndPoint(IPAddress.Any, 0)
Do While True
m_Fifo.Write(sock.Receive(iep), 0, sock.Receive(iep).Length)

Loop
End Sub

Ula a0 58 5 el 5 andl AUy Ul adaiy 8 < gaall o TaaY | aliyall 285 V)
28138 5 4l pde ()5S Y Alee (8 Multicasting-l s UDP ) JsS s s alaaiul
N JsS5595 Of Lays 553 JS A e Al yall Packetsd) e ST 5l aal 5 lua sy
Obd i il e Jra il cllee 5 J gl (e 3ol illee g (sl ae 23 ¥ UDP

daﬁmyidSW\aMw)ﬁsiJih\}th

s S gio5 1aa (s « TCP JsS s 0 alaainls Jla Y ddee s oY) Lies
Jsma gl e B8aill Gilalee aseas ae2y LS Oriented  Protocol 4 s J <535 »
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C#:
socket = new Socket(AddressFamily.InterNetwork, SocketType.Stream
, Protocol Type.Tcp);

VB.NET
socket = New Socket(AddressFamily.InterNetwork,
SocketType.Stream, Protocol Type.Tcp)

1ok WS s Network Stream Class) ahail li€ed Jus Y dlee 3 Ul

Ci#:

private void Voice Out(IntPtr data, int size)

{

/[for Recorder

It (m_RecBuffer == null || m_RecBuffer.Length < size)
m_RecBuffer = new byte[size];
System.Runtime.InteropServices.Marshal.Copy(data, m_RecBuffer, 0,
size);

/IMicrophone ==> data ==> m_RecBuffer ==>m_Fifo
sock.Connect(new IPEndPoint(IPAddress.Parse("10.0.0.10"),5020));
NetworkStream ns = new NetworkStream (socket);

ns.Write (m_RecBuffer,0,m_RecBuffer.Length);

¥

VB.NET
Private Sub Voice_Out(ByVal data As IntPtr, ByVal size As Integer)
‘for Recorder
If m_RecBuffer Is Nothing OrElse m_RecBuffer.Length < size Then
m_RecBuffer = New Byte(size - 1)
End If
System.Runtime.InteropServices.Marshal.Copy(data, m_RecBuffer,
0, size)
‘Microphone ==> data ==> m_RecBuffer ==> m_Fifo
sock.Connect(New IPEndPoint(IPAddress.Parse(*10.0.0.10"), 5020))
Dim ns As NetworkStream = New NetworkStream(socket)
ns.Write(m_RecBuffer, 0, m_RecBuffer.Length)
End Sub

:JLEO K1 s Al s e Network Stream J1 alasinly i Jaital) Ca )

Ci#:
private void Voice_In()

{

Socket sock = new Socket(AddressFamily.InterNetwork,
SocketType.Stream , Protocol Type.Tcp);
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sock.Bind(new IPEndPoint(IPAddress.Parse(*10.0.0.10"),5020));
NetworkStream ns = new NetworkStream (sock);

while (true){

byte[] buffer = new byte [16384];

ns.Read (buffer,0,16384);

m_Fifo.Write(buffer, 0, buffer.Length); }

¥

VB.NET
Private Sub Voice_In()
Dim sock As Socket = New Socket(AddressFamily.InterNetwork,
SocketType.Stream, Protocol Type.Tcp)
sock.Bind(New IPEndPoint(IPAddress.Parse("10.0.0.10"), 5020))
Dim ns As NetworkStream = New NetworkStream(sock)
Do While True
Dim buffer As Byte() = New Byte(16383)
ns.Read(buffer, 0, 16384)
m_Fifo.Write(buffer, 0, buffer.Length)
Loop
End Sub

A iall S0 @ gall b a6l a5 Y 40l LaS 3 jlibee Conpial @ gl 483 o lasY
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- 32 Bit N
Source Port Destination Port
SCTP
Verification Tag Common
Header
Checksum
Type Flags Length
Chunk 1
User Data
Type Flags Length
Chunk N
User Data

How to Create a VVoice Conference System Using Microsoft :bwla
: Direct Play 9

Direct Play9— p=alall jlaayl 8 < pall Jaill las dad) ) cliiss Microsoft cue
DirectX-)) ic sans (e ¢ 3 25 DirectPlay Transport Protocol bl e s
Network I (s Lad Clal¥) ama yaal a5 se sloma 3525 L) e Cingll (1S
Goagll OGS s @l alall juleal) (e de sana o A0Sl 228 aaixd s «Games
OS5 S o) g 5 Abial) il asen a4 i€ae Jlai¥) Alee Jaa 58 Lgia
&l O s iSan Jeail¥l dlee (18 NovVel— o=lall IPX sF TCP/IP s aadiall
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Apmall Agall Joa gl 38l Llkee sy Cus Reliable delivery of messages -
el s Al (385 Jaa 6l ae s Cus Sequential a delivery of messages -
i) e el Jlu 20 il gl 5f am s dilae aey Cua Send prioritization -

« Stream Data<l Jaill 4dac 2 X3 Cus Streaming Session -

aes Gla a8 g ¢ Hhatiall SCTPA JsS 55 0 aead JiaS Jglall 238 Microsoft s
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Ci#:
using Microsoft.DirectX.DirectPlay;

Address hostAddress = new Address();
hostAddress.ServiceProvider = Address.ServiceProviderTcplp;
/I Select TCP/IP service provider

ApplicationDescription dpApp = new ApplicationDescription();
appGuid = Guid.NewGuid(); /l Create a GUID for the application
dpApp.GuidApplication = appGuid; // Set the application GUID
dpApp.SessionName = "My Session™; // Optional Session Name

myPeer.Host(dpApp, hostAddress); // Begin hosting

VB.NET
Imports Microsoft.DirectX.DirectPlay

Private Address hostAddress = New Address()
Private hostAddress.ServiceProvider = Address.ServiceProviderTcplp
* Select TCP/IP service provider

Private dpApp As ApplicationDescription = New
ApplicationDescription

Private appGuid = Guid.NewGuid() ' Create a GUID for the application
Private dpApp.GuidApplication = appGuid ' Set the application GUID
Private dpApp.SessionName = "My Session" ' Optional Session Name
myPeer.Host(dpApp, hostAddress) ' Begin hosting

b a g [PX sl TCP/IP S ¢ s aadiosal) J 58 55 ) dxala b JLEAY) g Ll
i WS @l g [P Address A1 s) Jitaall o) siall aa

C#:

using Microsoft.DirectX.DirectPlay;
ServiceProviderInfo[] mySPInfo;

Peer myPeer;
System.Windows.Forms.ListBox listBox1;
ApplicationDescription myAppDesc;

hyPeer = new Peer();
hostAddress = new Address();
peerAddress = new Address();

~155~



/I Set the service provider to TCP/IP
peerAddress.ServiceProvider = Address.ServiceProviderTcplp;
hostAddress.ServiceProvider = Address.ServiceProviderTcplp;

/I Attach FindHostResponseEventHandler to receive
FindHostResponseMessages
myPeer.FindHostResponse += new
FindHostResponseEventHandler(myEnumeratedHosts);

/l Call FindHosts to start the enumeration
myPeer.FindHosts(myAppDesc, hostAddress, peerAddress, null, 10, 0,
0, FindHostsFlags.OkToQueryForAddressing);

VB.NET

Imports Microsoft.DirectX.DirectPlay

Private mySPInfo As ServiceProviderinfo()

Private myPeer As Peer

Private listBox1 As System.Windows.Forms.ListBox
Private myAppDesc As ApplicationDescription

Private myPeer = New Peer
Private hostAddress = New Address
Private peerAddress = New Address

* Set the service provider to TCP/IP
Private peerAddress.ServiceProvider = Address.ServiceProviderTcplp
Private hostAddress.ServiceProvider = Address.ServiceProviderTcplp

' Attach FindHostResponseEventHandler to receive
FindHostResponseMessages

Private myPeer.FindHostResponse += New
FindHostResponseEventHandler(myEnumeratedHosts)

' Call FindHosts to start the enumeration
myPeer.FindHosts(myAppDesc, hostAddress, peerAddress, Nothing,
10, 0, 0, FindHostsFlags.OkToQueryForAddressing)

& LAY Gkl e il 2 TCP/IP 5a 5 padiveal) J5S 5i g sl g 53 iy jad o G
ke 2195« Peer Class! (e 32 92 sall s FindHosts Method-!) alaaiuly <3
1ok WS 5 Peer Class ) (e 33 52 5all s Connect Method alaainly 3 il day )l

C#:

using Microsoft.DirectX.DirectPlay;

/I Structure for FindHostResponseMessages
public struct HostInfo

{
public ApplicationDescription appdesc;

~156~



public Address deviceAddress;
public Address senderAddress;

Peer myPeer = new Peer();
HostInfo hostinfo = new HostInfo();

/I The FindHostResponseEventHandler
public void myEnumeratedHosts(object o, FindHostResponseEventArgs

args)

{
hostinfo.appdesc = args.Message.ApplicationDescription;
hostinfo.deviceAddress = args.Message.AddressDevice;
hostinfo.senderAddress = args.Message.AddressSender;
}

/I Attach the ConnectCompleteEventHandler to receive
ConnectCompleteMessages

myPeer.ConnectComplete += new
ConnectCompleteEventHandler(OnConnectComplete);

Il Call connect passing the Host information returned in the
FindHostResponse event
myPeer.Connect(hostinfo.appdesc, hostinfo.deviceAddress,
hostinfo.senderAddress, null,
ConnectFlags.OkToQueryForAddressing);

VB.NET
Imports Microsoft.DirectX.DirectPlay
* Structure for FindHostResponseMessages
Public Structure HostInfo
Public appdesc As ApplicationDescription
Public deviceAddress As Address
Public senderAddress As Address
End Structure

Private myPeer As Peer = New Peer
Private hostinfo As Hostinfo = New HostInfo

' The FindHostResponseEventHandler
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Public Sub myEnumeratedHosts(ByVal o As Object, ByVal args As

FindHostResponseEventArgs)
hostinfo.appdesc = args.Message.ApplicationDescription
hostinfo.deviceAddress = args.Message.AddressDevice
hostinfo.senderAddress = args.Message.AddressSender

End Sub

* Attach the ConnectCompleteEventHandler to receive
ConnectCompleteMessages

Private myPeer.ConnectComplete += New
ConnectCompleteEventHandler(OnConnectComplete)

* Call connect passing the Host information returned in the
FindHostResponse event

myPeer.Connect(hostinfo.appdesc, hostinfo.deviceAddress,

hostinfo.senderAddress, Nothing,
ConnectFlags.OkToQueryForAddressing)
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Jo g Jaaast Sllee JSH Al s Microsoft.DirectX.DirectPlay.Voice :Lils
1O geall e

© FADI Abdel-qader

Sound Card — Voice in
- Analog Microphone -

Operating System
- MS Windows -

API
- Application Program Interface -

Microsoft.DirectX.DirectPlay.Voice
To Record the Voice and Convert it to Stream

Microsoft. DirectX.DirectPlay.Peer
Connect to Remote Peer & Create a Session

The Sender Uses a Voice.Client Class
To Send a Voice to Remote Peer as Stream

LD N D
N N N Y

O

Lo ST A8 o) Casa Classes ) (e de sena ) Lganii Cogu g

: Sessions ) 3 la) 5 L&Y Server dl ey Aallll Classes 4 -1
:JEaS b LS aadtiy 5 Server Class

C#:
Server server = new Voice.Server(peerObject);

VB.NET
Dim server As Server = New Voice.Server(peerObject)
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Server ) s sisa g ¢« Peer Class -l (e 488d) o3 (531l 5 Peer Object 4 41 dius Cus
O de sana (A ALLYL sl elgd) 5l dleny 4alall Methods- e Object
cs AY) clalaall

SErver.

=@ GetType ﬂ
=@ InitializeLifetimeService

F PlaverCreated

F PlaverDeleted

E%! SessionDescription

F SessionLost

=@ SetTransmitTargets

=] !
=@ StopSession

=@ TaSkring hd

aiy s StartSession Method-) () dulall (ailias alia) ¥ sl cang dulall ol
;s WS 5 SessionDescription ) JMA (e Lgdy jas

C#:

/Iset up session description for the voice server
Voice.SessionDescription sessionDesc = new
Voice.SessionDescription();
sessionDesc.BufferAggressiveness =
Voice.BufferAggressiveness.Default;
sessionDesc.BufferQuality = VVoice.BufferQuality.Default;
sessionDesc.Flags = 0;

sessionDesc.SessionType = type;
sessionDesc.GuidCompressionType = compressionType;

VB.NET

'set up session description for the voice server

Dim sessionDesc As Voice.SessionDescription = New
Voice.SessionDescription
sessionDesc.BufferAggressiveness =
Voice.BufferAggressiveness.Default
sessionDesc.BufferQuality = Voice.BufferQuality.Default
sessionDesc.Flags =0

sessionDesc.SessionType = type
sessionDesc.GuidCompressionType = compressionType

Voice -5 Peer Object I Led <3 Method £Lish » 545 Voice Session Ly
;b WS &l 5 g Compression Type aadiuadl baall ¢ 555 Session Type
C#:
protected void CreateVoiceSession(Peer dpp, Voice.SessionType type,
Guid compressionType)
{
try
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{

/[set up session description for the voice server
Voice.SessionDescription sessionDesc = new
Voice.SessionDescription();
sessionDesc.BufferAggressiveness =
Voice.BufferAggressiveness.Default;
sessionDesc.BufferQuality = VVoice.BufferQuality.Default;
sessionDesc.Flags = 0;
sessionDesc.SessionType = type;
sessionDesc.GuidCompressionType = compressionType;
/[start the session

try

{

server.StartSession(sessionDesc);
mlisHost = true;
minSession = true;

}
catch(DirectXException dxe)

{
throw dxe;
}
}

catch(Exception e)

{
throw e;
}
}

VB.NET
Protected Sub CreateVVoiceSession(ByVal dpp As Peer, ByVal type As
Voice.SessionType, ByVal compressionType As Guid)
Try
'set up session description for the voice server
Dim sessionDesc As Voice.SessionDescription = New
Voice.SessionDescription
sessionDesc.BufferAggressiveness =
Voice.BufferAggressiveness.Default
sessionDesc.BufferQuality = Voice.BufferQuality.Default
sessionDesc.Flags = 0
sessionDesc.SessionType = type
sessionDesc.GuidCompressionType = compressionType
'start the session
Try
server.StartSession(sessionDesc)
misHost = True
mlnSession = True
Catch dxe As DirectXException
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Throw dxe
End Try
Catch e As Exception
Throw e
End Try
End Sub

b LS Lgdle il Qi g
C#:
CreateVoiceSession(host, Voice.SessionType.Peer,
mConfigForm.CompressionGuid);

VB.NET
CreateVoiceSession(host, Voice.SessionType.Peer,
mConfigForm.CompressionGuid)

Leaisl 3l Sessions 4 ae Juai™d Client 4 < yhay 4alall Classes I -2
:Serverdl
: Client Class I - 53 5» 5all Methods-! a2l (5 Client Class -

fiConnect to voilce session
client.Connect (soundConfig,

EH ClienkConfig -
B! CompressionTypes
@] I

F ConnectResult

=@ Create3DSoundBuffer

=@ CreateCbiRef

=@ Delete3DSoundBuffer

=@ Disconneck

F DisconnectResult

=@ Dispose ﬂ

~3 ) Server ) Jw p» &s Voice  Session—) g day 31 a3i3 w5 s Connect 41l
roh WS elld oy g ¢ Adall ) Jsaall e Client J (Sai axie 5 Client U Session-l

Ci:
protected void ConnectToVoiceSession(Peer dpp, Form wnd)
{
try
{

Voice.SoundDeviceConfig soundConfig = new
Voice.SoundDeviceConfig();

//Set sound config to defaults
soundConfig.GuidPlaybackDevice =
DSoundHelper.DefaultVoicePlaybackDevice;
soundConfig.GuidCaptureDevice =
DSoundHelper.DefaultVoiceCaptureDevice;
soundConfig.Window = wnd;
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/[TODO: add error message for specific failures?
//Connect to voice session
client.Connect(soundConfig, mClientConfig, Voice.VoiceFlags.Sync);
//set state

mlnSession = true;

/[set transmit targets to all players

int[] xmitTargets = new int[1];

xmitTargets[0] = (int) PlayerID.AllPlayers;
client. TransmitTargets = xmitTargets;

//get sound device config to check for half-duplex
soundConfig = client.SoundDeviceConfig;
mHalfDuplex = ((soundConfig.Flags &
Voice.SoundConfigFlags.HalfDuplex) = 0);

}

catch(Exception e)

{
throw e;
}
}
}

VB.NET
Protected Sub ConnectToVoiceSession(ByVal dpp As Peer, ByVal wnd
As Form)
Try
Dim soundConfig As Voice.SoundDeviceConfig = New
Voice.SoundDeviceConfig
‘Set sound config to defaults
soundConfig.GuidPlaybackDevice =
DSoundHelper.DefaultVoicePlaybackDevice
soundConfig.GuidCaptureDevice =
DSoundHelper.DefaultVVoiceCaptureDevice
soundConfig.Window = wnd
‘TODO: add error message for specific failures?
‘Connect to voice session
client.Connect(soundConfig, mClientConfig,
Voice.VoiceFlags.Sync)
'set state
mlnSession = True
'set transmit targets to all players
Dim xmitTargets As Integer() = New Integer(0)
xmitTargets(0) = Cint(PlayerID.AllPlayers)
client. TransmitTargets = xmitTargets

‘get sound device config to check for half-duplex
soundConfig = client.SoundDeviceConfig
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mHalfDuplex = ((soundConfig.Flags And
Voice.SoundConfigFlags.HalfDuplex) <> 0)

Catch e As Exception
Throw e
End Try
End Sub

oS! DirectPlay - 4 Lela a3 28 UDP- 5 TCP I (3l S 555 ) 8 JSLaall (o s
Gl A acal (5 5 S5 3 Direct Play ) slis) (s Cargdl (ld Cag y2a 8 LS
A8 il ) (3 sall JLai) Alee 8 Direct Play ) Lt il 5 S0 435 jall e

...Linux db (=&l SCTP A1 JsS 535 0 ety Al s Voice Over [P ) &l judl

Voice s by a8l jue Jall Juaiy Gkl aal ge adle iy 1
Transport Layer—l &¥ sS 555 5 @sae 5 Gl jae aal g G G pall daie Caas Chat
b deadiiall g Classes I aaY 7 15 1 jdl s 4ill e & gall Ja LeilailSa) (s2a g
Gubis O¥) a s3iw «DirectPlay  Transport Protocol ) alaaiuly 5 sall Jaiy)
58 5all Juw ¥ TCP ) alasiuly Video Voice Conference System gzl

. Seall Ju ¥ UDP
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TAPI I a—a Jalail) 3 1dn g A yal) g A giaal) Adialaall zral j avamalt (LA
s cigal) 4w A Telephony

Design an Advanced Video /Voice Conferencing System By Using
APl & TAPI Telephony to Transfer Video/Voice Through
Networks & Voice Through Analog Telephone Line:
saa dala d3ada
Pl apda) gall 3518 VOIP 1 Juad (a5 52l 138 3518 o2 S ey (a0 ik
Streaming in Dot Net -1
TCP,UDP Socket Programming -2
Advanced Multicasting Systems -3
VOIP Juaill 138 ¢a J5¥) ¢ 52l -4

o= APl unmanaged methods - plasiul 48€ Jaadl) 138 e JsY1 e Jall o8 Uiy
ezl oL 45y 8 Multimedia =) a— Jd—ebail (aasdl winmm.dIl <Ll
Byte o alisais sty Silall e D suall diaill Methods -l de sane Lisaainl
bl alasinly 5 5815 ye Cisaa N Byte Array I dusas a3 (s 4ls Y Array
Gladd e sELY) JU) 128 & Jglsiu o FIFO — First in First Out o=
Juaill cal ) anding AT oyl ) Gsalall (e & gall Jal W3 TAPI telephony-)
332 TAPI telephony =) g 834uY) S5 <Analog Phone =Y cilell sl
pllai wa Liall 5 TAPT V3.0 Juseiil aldai a3 93 gall gealijall (e 388Y) Lelgusl (30

r Ul JSal (8 LS g 5 pdiall alall Laladiall (S5 ¢ Windows XP il

~
SQL Server DataBase \\;
Q

Client A

Analog Telephone Line

Client B

A Simple Example that shows a Company that has an Internal VOIP
& Video Conference System that Connected With TAPI Telephony

Glaglaa (383 e adinla g ,ai@ g« Database Server (Ao g s iall s sisrn -1
3 el alall Computers Names I G sliall 5 <l gl oL8 IS AS 530 8 (pala gal)
e (818 5l
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AS 5l Al (e (sl (a5 (3 smal) Jlai¥ (e (il sall asan (S -2
.08l s Analog Phone ) g« Juai™ TAPI Telephonydl alaaiul ) ZdLayl
Osila sl slend (e (g ptiat il 3a el aia iy o g1 g g pdiall Gdaly o2l
o LS cagdi) s a8 i 5 agaludl 5 agie JSI Computer Name-s

Name@Department String (Primary Kay)
Computer Name (hidden for String
Clients)
Telephone Number String
Group ID String (foreign Kay)
Other Info (Email Address) String

employees_info

Colurnn Mame | Data Type | Length | Allow Mulls

i Marme_Department wvarchar 50

| Telephone_Mumber wvarchar 50

| Camputer_Mame wvarchar a0

__|Group_|D warchar 50

L Cther_Info wvarchar 150 W

e -

eland ) Cilay Cum Group Name Vs Group 1D 2 (e s sing AT Jsan s
panal axy ¢ Group 1D 2L (méda gl au)hadj;@.kﬁﬁjasjﬂ\@euéw
daly b sl e Al Client— 4l avenaly fai ¢ Al cilily) sac

b LS g slall S8 ¢ sSu s 35,0

[® video/Voice Conference System - By FADI Abdel-gader

Talk With Employee Section Employee Name v

www.fadidotnet.org

My Camera Remote Camera

TAPI Telephony

[00962796284475 |

Sending Video Port 8000 | Start Camera l
Receiveing Yideo Port 2001 | e l i | S |
Sending Voice Port 3000 | Start Talking l
Receiveing Voice Port 9001 | Stop Voice l

ol sl LA die g ame Jlai¥) oy o) andll o) paall ol Calagall aaay Eia
Jia (s pnl) b 8 ) shany 3 (pila gall eland e Jiiall Combo boX I edasu
u=lall Telephone Number 41 (e SELECT Query Jweas o 58 43lé aalas) jLadl
e o) ya) La) 4580 Euaa ¢ 4 Aaldll Computer Name ) ) ddlal el gl
Al 85 ¢ VOIP I pladindy Alahs AallSa ¢l a) 51 TAPI Telephony 1 plasily
Dbl Al 8 Lol ¢ dgalal) c¥Laiy) Jaghad s Modem ) e st Juai¥) lé 15y
2 » M Computer_ Name 3 () & seall Jla sl el a3 lazie VOIP Jb Jlaiy)
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Al A Jlu b aiy g(cada gall al HLia) die Sl Baeld (e jAT) 4xe JLady)
(o sl gy A8 gl Ja (55 latie A gm e 3 5a 30 JLAY Client )
D Agy phall i el Jlat) (8 dlead) (i ¢ (ol sl (aladl Computer—)

o sl Jlaiyl 8 lalia il

LiCay g APV J) 50 aladinly <oy ol 8 TAPI Telephony 2 aladid ddee i
TAPI Telephony 2 g Julail aradall Calall W 85 Al Methods-) ¢ 3aléiw)
Juladll <y Al s Methods ) (s pdoia 22e e calall 138 (5 gina 5 tapi32.d11 525

lele JUaS 5 cu gall 4y A lgra

Method Name Description
tapiRequestMakeCall(string stNumber, Juai¥l dolac ¢l jaY aadind
string stDummy1, string stDummy?2, o< <us Modem A aladinly
string stDummy3) o) yal 25 sl Cailgl) 8 5 L]

4z Jlail
phoneShutdown (hPhoneApp app) TAPI )zl @Y araiud

[DHImport(“tapi32.dll™)] Telephony

static extern long phoneShutdown(long

hPhoneApp);

LONGWINAPIphoneSetVolume( da o paadldllall oda aadiud
HPHONE hPhone, AL Aa Al L )y g & guall
DWORD dwHookSwitchDev, dall i Cua Hex
DWORD dwVolume) 259 a2 e 0x00000000

OX0000FFFF 4adll Ll i gaa
maximum J ge =i
... volume

clialdl il TAPI Telephony b 4alall Methods ) 488 e ¢ 3UaD ; 4y
(Part 5). Appendixes A

a3, Ld )i A 5 tapiRequestMakeCall Method I g 5 -Gl 13 8 axdii
o LS g o g ¢ Juai¥) e o1 jaY il

C#.

[System.Runtime.InteropServices.DIllImport("tapi32.dll*)]
static extern long tapiRequestMakeCall(string stNumber, string
stDummyl, string stDummy2, string stDummya3);

long RetVal = tapiRequestMakeCall(Telephone_number, ", ™, "");

VB.NET:
<System.Runtime.InteropServices.DIlimport(“tapi32.dll*)> _
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Shared Function tapiRequestMakeCall(ByVal stNumber As String,
ByVal stDummy1 As String, ByVal stDummy2 As String, ByVal
stDummy3 As String) As Long

End Function

Dim RetVal As Long = tapiRequestMakeCall(Telephone_number, ™,
IIII’ IIII)

C#:
private void Voice_In() // sl (e & geall Jliin)
{
byte[] br;
r.Bind(new IPEndPoint(IPAddress.Any,
int.Parse(text_ReceiveingPORT.Text)));
while (true)
{
br = new byte[16384];
r.Receive(br);
m_Fifo.Write(br, 0, br.Length);
}
}

private void Voice_Out(IntPtr data, int size)//_i_wsd) ) & geall Jlas )

{

if (m_RecBuffer == null || m_RecBuffer.Length < size)

m_RecBuffer = new byte[size];
System.Runtime.InteropServices.Marshal.Copy(data, m_RecBuffer, 0,
size);

r.SendTo(m_RecBuffer, new
IPEndPoint(IPAddress.Parse(Server_name),
int.Parse(text_SendingPort. Text)));

¥

VB.NET:
Private Sub Voice_In() " s wadl (e & seall Juiia
Dim br As Byte()
r.Bind(New IPEndPoint(IPAddress.Any,
Integer.Parse(text_ReceiveingPORT.Text)))
Do While True
br = New Byte(16383)
r.Receive(br)
m_Fifo.Write(br, 0, br.Length)
Loop
End Sub
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Private Sub Voice_Out(ByVal data As IntPtr, ByVal size As Integer)
') ) & seall Jl

If m_RecBuffer Is Nothing OrElse m_RecBuffer.Length < size Then

m_RecBuffer = New Byte(size - 1)

End If

System.Runtime.InteropServices.Marshal.Copy(data, m_RecBuffer,
0, size)

r.SendTo(m_RecBuffer, New
IPEndPoint(IPAddress.Parse(Server_name),
Integer.Parse(text_SendingPort.Text)))

End Sub
i WS Server A (s g 1 selSl 3 sea Jlinl 5 Jl ) dgles T
Cit:
private void Start Receiving_Video Conference()
{
try
{

/I Open The Port
mytcpl = new TcpListener (int.Parse(text_Camera_rec_port. Text));
mytcpl.Start (); // Start Listening on That Port
mysocket = mytcpl.AcceptSocket ();
ns = new NetworkStream (mysocket);
pictureBox2.Image = Image.FromStream(ns);

mytcpl.Stop();
If (mysocket.Connected ==true)

{
while (true)
{
Start_Receiving_Video_Conference ();
}
}
myns.Flush();
}
catch (Exception){}

¥

private void Start_Sending_Video_Conference(string remote_IP,int
port_number)

{

try

{
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MemoryStream ms = new MemoryStream();// Store it in Binary Array
as Stream
pictureBox1.Image.Save(ms,System.Drawing.Imaging.ImageFormat.Jp
eg);
byte[] arrlmage = ms.GetBuffer();
myclient = new TcpClient (server_IP,port_number);//Connecting with
server
myns = myclient.GetStream ();
mysw = new BinaryWriter (myns);
mysw.Write(arrimage);//send the stream to above address
ms.Flush();
mysw.Flush();
myns.Flush();
ms.Close();
mysw.Close ();
myns.Close ();
myclient.Close ();

¥

catch (Exception ex)

{

MessageBox.Show(ex.Message,"Video Conference Error
Message",MessageBoxButtons.OK,MessageBoxIcon.Error);

¥
ks

VB.NET:
Private Sub Start Receiving_Video_Conference()
Try

mytcpl = New

TcpListener(Integer.Parse(text_Camera_rec_port.Text))
mytcpl.Start()
mysocket = mytcpl.AcceptSocket()
ns = New NetworkStream(mysocket)
pictureBox2.Image = Image.FromStream(ns)

mytcpl.Stop()

If mysocket.Connected = True Then
Do While True
Start_Receiving_Video_Conference()
Loop
End If
myns.Flush()
Catch el As Exception
End Try
End Sub
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Private Sub Start_Sending_Video_Conference(ByVal remote_IP As
String, ByVal port_number As Integer)
Try
Dim ms As MemoryStream = New MemoryStream
pictureBox1.Image.Save(ms,
System.Drawing.Imaging.ImageFormat.Jpeg)
Dim arrlmage As Byte() = ms.GetBuffer()
myclient = New TcpClient(server_IP, port_number)
myns = myclient.GetStream()
mysw = New BinaryWriter(myns)
mysw.Write(arrimage)
ms.Flush()
mysw.Flush()
myns.Flush()
ms.Close()
mysw.Close()
myns.Close()
myclient.Close()
End Try

e il sall Js 1 13 QLS 5 Port A1 (3 0550 of camg DAY Gl Jal) Caslall &
dalleda & aaid Port 5000 ) (He glall and 8 Calagall ) Clagall ol
Ula Ll Lgde Jla )Y a3 A Port 1 (s e A Gaydall 6 ¢ gaal) JUi)
Server—l A (e Port (e Jew Y Clients— U< (S laxic Server alail

2 Port e Clientsd JS ) Messages! Jus b Serverd) oLé I
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Chapter 11
Raw Socket Programming

- Introduction to Raw Socket & Raw Protocols

- Raw Socket Programming

o ICMP — Internet Control Message
Protocol Programming (Ping &
Tracing)

o Using ARP Protocol to Get The
MAC of a Remote Machine in Dot
Net

- Introduction to Packet Sniffing Applications
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Introduction to Raw Socket & Raw Protocols ¥ .l

e 2aiad Al Slaaa yll Al 5 Al aval sall (o Raw Socket g sia sa iiag
JsS 585 0 Leias Transport Layer ) o (0¥ (s siead) o8 Y S5 g 3l aa Jaladl
Physical Address I sl MAC 2l calad il S araiudll s RARP s ARP
aadall IGMP )5 (JsY) Joadll i) e slaall 40 2y 341) Ethernet Card -1
a2y M ICMP A JsS 55 0 A ALYl Multicasting ) (2 Sle sanall 3510Y
s JleY oAV aldeall e 580 Y ALYl Ping ) dlee (8 alal (S5
132 salall Header —)) -3l 5 « Destination = ) Ll 5} » = Message—)
: SN el 5a LS ania 64 Byte J5S 555,

Type Code Checksum
|dentifier Sequence
Message
ICMP Header

) i g Al Yl 02y al Al Code ) s 4l yal) Al ) &;.’:L«.ﬁm;.u 16 Bytes
s 11-1 Jsaad) mdasys Le Lhaad 5 3 Error Message sl Sl Query cue s

TYPE |CODE Description

0 0
3 0
3 1
3 2
3 3
3 4
3 5
3 6
3 7
3 8
3 9
3 10
3 11
3 12

Echo Reply

Network Unreachable
Host Unreachable
Protocol Unreachable
Port Unreachable

Fragmentation needed but no frag. bit
set

Source routing failed
Destination network unknown
Destination host unknown
Source host isolated (obsolete)

Destination network administratively
prohibited

Destination host administratively
prohibited

Network unreachable for TOS
Host unreachable for TOS
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Query | Error

X

X| X X X| X

X X| X X| X| X

x| X



TYPE (CODE |Description Query Error

3 13 |Communication administratively X
prohibited by filtering

3 14 Host precedence violation X

3 15 |Precedence cutoff in effect X

4 0  |Source quench

5 0  Redirect for network

5 1  Redirect for host

5 2  Redirect for TOS and network

5 3  |Redirect for TOS and host

8 0 |Echo request X

9 0  |Router advertisement

10 0 |Route solicitation

11 0 |TTL equals O during transit X

11 1 [TTL equals 0 during reassembly X

12 0  |IP header bad (catchall error) X

12 1 |Required options missing X

13 0 |Timestamp request (obsolete) X

14 Timestamp reply (obsolete) X

15 0 |Information request (obsolete) X

16 0  |Information reply (obsolete) X

17 0  |Address mask request X

18 0  |Address mask reply X

ICMP Messages ) g5 11-1 J s

Jsmas O 3-233) Checksum — palad) 35S Lgd om0 s 51 16 Bytes
2 el J oY) Jadll ) as ) pesaall J<8 ICMP Message-u o=l Header -
(SR 58 5 (lea 48 e s Checksum 1 Jss <l slaall (e

ICMP Packet -l bl 23,116 5Packet 1D U116 - 4eia 32 Bytes
Sl

ARP — Address ! JsS 55 Network Layer 3V & Liagl degdl 0¥ S 3 5all (ha g
Jua,¥ a5 Al el MAC Address ) sl aaatiug 3 Resolution Protocol
MAC U Filtering 2 dalee ¢l ) J5S 55550 1agd (5 a1 cilaladiul) (e s Lgl)
e Jsaall lee (e ASLLU) Sl dglaad S IS0 dleal) 238 a2d50s3 5 Address
MAC ) (ena 40 aladiuls L # sanadl MAC Addresses -l —ibaai Sua J g3l
35 sall 4 MAC Address ellas i) 5 3¢aY) i Jsaall aiad Router I 3 List
Hardware ) (e JS (Ao 4o salall Header 3 s sisas ¢ ... MAC Listdl (e
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Hardware & Protocol Type - 4dLYL Protocol Address -\ s Address
ad alad) oS il )OS a5 ¢ J5S 53 g_al) 13gd aasiasal

16 32 bits
Hardware Type Protocol Type
HLen (8) | Plen (8) Operation
Sender Hardware Address
Sender Protocol Address
Target Hardware Address
Target Protocol Address

G siaa o Juani A Y 58 55 5l (a aiai ARP ) 5 ICMP ) o paal) G
Connectionless el =1 124 s TCP/IP Model =) ;o= Network Layer—
Haygﬁjﬂ\wgie\qﬁ_wkr\c Y s Seiglleda o Qi3 Y 5 <Protocols
Lo Jaladll die Ports I alaainY 4als Y 3 Transport Layer)

Jie LY S 535 305 Raw Socket ) A o 48S Jucadll 1aa (e (S ¢ 5l (8 (i
i sl A& ARP Protocol 4 ae delsill 35k ) 43yl ¢ ICMPA)

: Raw Socket Programming : Lt

23 Raw Socket Type ) <y ¥ 5l cang i &sall 8 Raw Socket I ae Jaladl
acis Network Layer 2 (He Joaad Al &Y S 636 5l (4a Lﬁi Olaa) Laay 113
: i 15-2 Jsaall el 5 s LS5 4000 Y S 555 5all ae Jaleill Raw Socket)

Protocol Name Description

GGP Gateway-to-Gateway Protocol

ICMP Internet Control Message Protocol
IGMP Internet Group Management Protocol
IP A raw IP packet

IPX Novell IPX Protocol

ND Net Disk Protocol

PUP Xerox PARC Universal Protocol (PUP)
ROW A raw IP packet

SPX Version1 & 2 Novell SPX Protocol

Raw Socket ) e xi Al &Y S 55 ) (a5 — 15-2 Table
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1ok WS Raw Socket J < ya3 Y sl casy ICMP 1 J S 55 5 5 Aol JiaS

C#:
Socket row_socket = new
Socket(AddressFamily.InterNetwork,SocketType.Raw,Protocol Type.lc

mp);

VB.NET:

Dim row_socket As Socket = New
Socket(AddressFamily.InterNetwork, SocketType.Raw,
ProtocolType.lcmp)

Lyl 4iala aac ey 128 s Connectionless JsSsis » ICMP 2 JsS 5is s ey s
34t o s el Socket - g Binding = sl Connect—) dkee ¢l 5aY
Port I a8 ) 230a3 (539 Destination U IP Address - IPEndPoint Object-!

o LS im Tl 335

C#:
IPEndPoint iep = new IPEndPoint(IPAddress.Parse(*10.0.0.10"), 0);

VB.NET:
Dim iep As IPEndPoint = New
IPEndPoint(IPAddress.Parse(""10.0.0.10"), 0)

ICMP- aladl JS&N aaa3 2ey Sendto Method ) alasinls 3 a8l Jlu )Y dslee A
A aladinly Jusi ) lee 2155 Byte Array < 43k sise Ju 53 Cus Header Format
ICMP Header sl s« Lgy dus )l Al 48 k) iy s ReceiveFrom Method
s LSy Field ISV Data Typels JsS 550 gl alall IS0 2 80l sy Class

) 15-3 Jsaall b el

Data Variable Size Type

Type 1 byte Byte

Code 1 byte Byte

Checksum 2 bytes Unsigned 16-bit integer
Message multibyte Byte array

Table 15-3 , ICMP Message Format

LS &y &5 ICMP Header A bl S 5l a@ill sy ICMP Class ) sLisY s
ok

C#:
class ICMP

{
public byte Type;
public byte Code;
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public UInt16 Checksum;

public int MessageSize;

public byte[] Message = new byte[1024];
}

VB.NET:
Class ICMP

Public Type As Byte

Public Code As Byte

Public Checksum As UlInt16

Public MessageSize As Integer

Public Message As Byte() = New Byte(1024)
End Class

i Ping ) ol s sxall (e s Ping 2 dles o) yaY davus zals s 2t OV o sl
Al I Jusinly ) o ylall o 58 G JLEaY) 2ie Type 015 JwsY Type 84)
ICMP Message -l Juiin 2513 5 « SourceAddress () o LS Ll ) sale )
Jsa s o B8l 1 Say 5 Destination— (A J sea sl a5 a5l ey 138 Type 0L
G sl ae (@il 138 Checksum <) @l clua aay maaall JSEIL ICMP Header-)
Destination - Message-! sl a3 431 48 ya aulaivs aic Header Datad ¢ sess

) JSEN b il g sn LSy mpmaall JS

Echo Request

Type = 8 [Code = 0 Checksum e
Client Identifier = 1 Sequence = 1 =
DI— Message A—
= J‘_, ;
Lt I
Echo Reply
Type =0 |Code =0 Checksum
Identifier = 1 Sequence = 1
Message

1 A SN 3 LS alipall plal) JSE () S il 2l
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r-Q Row ICMP Socket E] w

|1n.n.n.1n | Fing

rezpanse from: 10.0.0.10:0
Type: 0

Code: 0

Identifier; 1

Sequence; 1

data: Ping Mezzage OF,

Byte l4Llsais ICMP Header ) iy y3 ¥ 5l cany ICMP Class - sl
(b LS4l by 5 Al Ping Datadl sl 2= Array

C#:

using System;

using System.Net;

using System.Net.Sockets;
using System.Text;

class ICMP
{
public byte Type;
public byte Code;
public UInt16 Checksum;
public int MessageSize;
public byte[] Message = new byte[1024];
public ICMP()
{
}
public ICMP(byte[] data, int size)
{
Type = data[20];
Code = data[21];
Checksum = BitConverter. ToUInt16(data, 22);
MessageSize = size - 24;
Buffer.BlockCopy(data, 24, Message, 0, MessageSize);
}

public byte[] getBytes()
{
byte[] data = new byte[MessageSize + 9];
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Buffer.BlockCopy(BitConverter.GetBytes(Type), O, data, 0, 1);
Buffer.BlockCopy(BitConverter.GetBytes(Code), 0, data, 1, 1);
Buffer.BlockCopy(BitConverter.GetBytes(Checksum), 0, data, 2, 2);
Buffer.BlockCopy(Message, 0, data, 4, MessageSize);

return data;

¥

public UInt16 getChecksum()
{
UlInt32 chcksm = 0;
byte[] data = getBytes();
int packetsize = MessageSize + 8;
int index = 0;
while ( index < packetsize)
{
chcksm += Convert. ToUInt32(BitConverter. ToUInt16(data,
index));
index += 2;
}
chcksm = (chcksm >> 16) + (chcksm & Oxffff);
chcksm += (chcksm >> 16);
return (UInt16)(~chcksm);

¥
¥

VB.NET:

Imports Microsoft.VisualBasic
Imports System

Imports System.Net

Imports System.Net.Sockets
Imports System. Text

Friend Class ICMP
Public Type As Byte
Public Code As Byte
Public Checksum As UlInt16
Public MessageSize As Integer
Public Message As Byte() = New Byte(1023)
Public Sub New()
End Sub

Public Sub New(ByVal data As Byte(), ByVal size As Integer)
Type = data(20)
Code = data(21)
Checksum = BitConverter. ToUInt16(data, 22)
MessageSize = size - 24

~179~



Buffer.BlockCopy(data, 24, Message, 0, MessageSize)
End Sub

Public Function getBytes() As Byte()
Dim data As Byte() = New Byte(MessageSize + 9 - 1)
Buffer.BlockCopy(BitConverter.GetBytes(Type), 0, data, 0, 1)
Buffer.BlockCopy(BitConverter.GetBytes(Code), 0, data, 1, 1)
Buffer.BlockCopy(BitConverter.GetBytes(Checksum), 0, data, 2, 2)

Buffer.BlockCopy(Message, 0, data, 4, MessageSize)

Return data
End Function

Public Function getChecksum() As UInt16
Dim chcksm As UInt32 = System.Convert. ToUInt32(0)
Dim data As Byte() = getBytes()
Dim packetsize As Integer = MessageSize + 8
Dim index As Integer =0
Do While index < packetsize
chcksm +=chcksm Convert. ToUInt32(BitConverter. ToUInt16(data,
index))
index +=2
Loop
chcksm = (chcksm >> 16) + (chcksm And &HFFFF)
chcksm += (chcksm >> 16)
Return System.Convert. ToUInt32((Not chcksm))
End Function
End Class

Byte Array ) ICMP Packet ! Jz »»3l getBytes Method - e Ll Liad Euas
getChecksum Method -l linisi s BitConverter.GetBytes Method- alasiuly
O Gl Alanl aadiu g 4] S Cus [CMP Packetl! Checksum - lual

. zaall JSAIL Destination - Packet Header 1 J sa s

i et 2 Raw  Socket <o et aa s ydle Bl Class ) alaad ) (- Sayg
(= instance Object slaidl »5 sendto Method () .2ty IPEndpoint Object
ICMP <L)y ICMP Header U 400il an8 2] g sl ICMP - Class—!
Destination -} (A Ledba ) LSy 3l 85 Byte Array ) Lebisa3 5 Message
W sl A saell Time Out ) s s LiSay 4Kt 5 sendto method ) plasiuly
JS aiy s Alaiuyl aae A 8 SocketException A (Ao Jsaall cps ) Source-!

b LS el

C#:

byte[] data = new byte[1024];

int recv;

Socket host = new Socket(AddressFamily.InterNetwork,
SocketType.Raw,Protocol Type.lcmp);

IPEndPoint iep = new IPEndPoint(IPAddress.Parse(textBox1.Text),0);

~180~



EndPoint ep = (EndPoint)iep;
ICMP packet = new ICMP();

packet. Type = 0x08;
packet.Code = 0x00;
packet.Checksum = 0;

Buffer.BlockCopy(BitConverter.GetBytes((short)1), O, packet.Message,
0, 1);

data = Encoding.ASCII.GetBytes("Ping Message OK");

Buffer.BlockCopy(data, 0, packet.Message, 4, data.Length);
packet.MessageSize = data.Length + 4;

int packetsize = packet.MessageSize + 4;

UlInt16 chcksum = packet.getChecksum();
packet.Checksum = chcksum;

host.SetSocketOption(SocketOptionLevel.Socket,SocketOptionName.R
eceiveTimeout, 1000);

host.SendTo(packet.getBytes(), packetsize, SocketFlags.None, iep);

VB.NET:

Dim data As Byte() = New Byte(1023)

Dim recv As Integer

Dim host As Socket = New Socket(AddressFamily.InterNetwork,
SocketType.Raw,Protocol Type.lcmp)

Dim iep As IPEndPoint = New
IPEndPoint(IPAddress.Parse(textBox1.Text),0)

Dim ep As EndPoint = CType(iep, EndPoint)

Dim packet As ICMP = New ICMP()

packet. Type = &HO08

packet.Code = &H00

packet.Checksum =0
Buffer.BlockCopy(BitConverter.GetBytes(CShort(1)), O,
packet.Message, 0, 2)
Buffer.BlockCopy(BitConverter.GetBytes(CShort(1)), 0,
packet.Message, 2, 2)

data = Encoding.ASCII.GetBytes("Ping Message OK")

Buffer.BlockCopy(data, 0, packet.Message, 4, data.Length)
packet.MessageSize = data.Length + 4

Dim packetsize As Integer = packet.MessageSize + 4

Dim chcksum As UlInt16 = packet.getChecksum()
packet.Checksum = chcksum
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host.SetSocketOption(SocketOptionLevel.Socket,SocketOptionName.R
eceiveTimeout, 1000)
host.SendTo(packet.getBytes(), packetsize, SocketFlags.None, iep)

Socket U Gl (i yaill udi ardivin Destination 3 ¢e Al )l e ol JLain
Reference Value I Led) 2wy ReceiveFrom  Method—) a2t win &b
ICMP I ) b i (gall 1) st g ¢ Al 1) alDA g Uil i 3 [PENdpoint-d

reb WS elly K a5 « [ICMP Class - e (331 2 Instance Object

C#:
try

{
data = new byte[1024];

recv = host.ReceiveFrom(data, ref ep);

}
catch (SocketException)

{
listBox1.Items.Clear();
listBox1.Iltems.Add("No response from remote host");
return;
}

ICMP response = new ICMP(data, recv);
listBox1.Items.Clear();
listBox1.ltems.Add(*'response from: "+ ep.ToString());
listBox1.ltems.Add(" Type: "+ response.Type);
listBox1.ltems.Add(" Code: "+ response.Code);
int Identifier = BitConverter. Tolnt16(response.Message, 0);
int Sequence = BitConverter.Tolnt16(response.Message, 2);

listBox1.Iltems.Add(" Identifier: "+ Identifier);
listBox1.ltems.Add(" Sequence: "+ Sequence);
string stringData = Encoding.ASCI1.GetString(response.Message, 4,
response.MessageSize - 4);
listBox1.ltems.Add(" data: "+stringData);
host.Close();
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VB.NET:

Try

data = New Byte(1023)

recv = host.ReceiveFrom(data, ep)

Catch el As SocketException

listBox1.ltems.Clear()

listBox1.ltems.Add("No response from remote host")
Return

End Try

Dim response As ICMP = New ICMP(data, recv)

listBox1.Items.Clear()

listBox1.ltems.Add("response from: " & ep.ToString())
listBox1.ltems.Add(" Type: " & response.Type)
listBox1.ltems.Add(" Code: " & response.Code)

Dim Identifier As Integer = BitConverter.Tolnt16(response.Message, 0)
Dim Sequence As Integer = BitConverter.Tolnt16(response.Message, 2)

listBox1.ltems.Add(" Identifier: " & ldentifier)
listBox1.ltems.Add(" Sequence: " & Sequence)

Dim stringData As String =
Encoding.ASCII.GetString(response.Message,4, response.MessageSize
- 4)

listBox1.ltems.Add(" data: " & stringData)

host.Close()

g xall (s Tracing = deasd el o LY Silall Class ) alasid Liayf LiSay
La_pe > il Routers ) sl Hops - ciéxis 2 s-8 450 Routing  Tracing—
ICMP Replay Message 4514 o« Packet 4l s« Router JS g Cus Packet-)
el a2 Router U 1P ) () ddlayl el i )l Meessage = (e s i
Jsas s Router JS (A Jssasll 3 il A Bl g 4 A 4 Message—!

tst WS el yall el JSA o sS 5 « Destination ) ) Packet-)
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52 Row ICMP Socket =Jo&3

|1 0.0.0.10 | Ping it

|www.fadidutnet.urg | Trace it

hop responze from ms110.0.0.138:015

hop responze from me281.10.124.254:047

hop responze from me3213.139.32.149.047
hop rezponze from med192.201.247.3:.0147
hop responze from ms5213. 24877 205:0125
hop responze from meB213.248.65.53:0125
hop responze from ms?213.248.64.41:0140
hop rezponze from mz8213.248.65.152:.0141
hop responze from me9213. 248 64.158:014
hop responze from mel0213.248.72.146:0125
hop responze from me11216.66.24.157.0234
hop rezponze from mz12216.218.200.101:0203
hop responze from ms1364.71.157 62:0250
hop responze from mel4216.218.230.218:0250
reached in hops, ms 64.38.11.132: 015266

Router JSTIP AV s e adia s el ull 8 Tracing ) < el (e ol 5 58 LS
il Aleall oda ol ya) Sy Sl G hall )l Jsa gl pa () ADIS e e
Loop J=ls Lezai &ua SetSocketOption Method—!! (= IpTimeToLive-!
Ge TTL IS oy Son TTL A () e diui g asl gl Loop ) 233 e JS (A
Hop - ¢ll> ) Ping Message Juw ) s s 4330 (e 5 ) a3 Router st Hop
JS e 2 Qi 5 Ping 2 i) dles: (s 48 jaional) i 31 3 3 G lly SN
aladiuly Ay (uld L€ s 4184 (1 Packet 3 < Hop AT ) dsa sl s ) Hop
Integer 4« Property ) s2a &= yi5 Environment Class-! (= TickCount I
Aal) o2 230 LSy i Mol i gl ) Jaalls Qi) 2Uai Ty 00 Millisecond b
O Y Al = 5 da a3 e g 2l Jlind die (5 a05 5 3T Ping ) dee 4y i

ol LS el S iy ¢, Al

C#:
byte[] data = new byte[1024];
Int recv, timestart, timestop;

Socket trace_socket = new
Socket(AddressFamily.InterNetwork,SocketType.Raw,
ProtocolType.lcmp);

IPHostENtry dest = Dns.Resolve(textBox2.Text);
IPEndPoint iep = new IPEndPoint(dest. AddressList[0], 0);
EndPoint ep = (EndPoint)iep;

ICMP packet = new ICMP();

packet. Type = 0x08;

packet.Code = 0x00;

packet.Checksum = 0;

Buffer.BlockCopy(BitConverter.GetBytes(1), 0, packet.Message, 0, 2);
Buffer.BlockCopy(BitConverter.GetBytes(1), 0, packet.Message, 2, 2);
data = Encoding.ASCII.GetBytes("Tracing is OK,FADI Abdel-gader");
Buffer.BlockCopy(data, 0, packet.Message, 4, data.Length);
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packet.MessageSize = data.Length + 4;
int packetsize = packet.MessageSize + 4;
UlInt16 chcksum = packet.getChecksum();
packet.Checksum = chcksum;

trace_socket.SetSocketOption(SocketOptionLevel.Socket,SocketOption
Name.ReceiveTimeout, 1000);
int badcount = 0;

for (inti=1;1<50; i++)
{
trace_socket.SetSocketOption(SocketOptionLevel.IP,SocketOptionNam
e.lpTimeToLive, i);
timestart = Environment. TickCount;
trace_socket.SendTo(packet.getBytes(), packetsize, SocketFlags.None,
iep);

try

{

data = new byte[1024];

recv = trace_socket.ReceiveFrom(data, ref ep);

timestop = Environment. TickCount;

ICMP response = new ICMP(data, recv);

if (response.Type == 11)
listBox1.ltems.Add("hop response from ms"+ i+ ep.ToString()+
(timestop-timestart));

if (response.Type == 0)
{
listBox1.ltems.Add(" reached in hops, ms " + ep.ToString()+ i+
(timestop-timestart));
break;
}

badcount = 0;

}
catch (SocketException)

{
listBox1.ltems.Add("*hop No response from remote host "+ i);
badcount++;
if (badcount ==5)
{
listBox1.ltems.Add("Unable to contact remote host");
break;

¥

-
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trace_socket.Close();

VB.NET:
Dim data As Byte() = New Byte(1023)
Dim recv, timestart, timestop As Integer

Dim trace_socket As Socket = New
Socket(AddressFamily.InterNetwork, SocketType.Raw,
ProtocolType.lcmp)

Dim dest As IPHostEntry = Dns.Resolve(textBox2.Text)

Dim iep As IPEndPoint = New IPEndPoint(dest.AddressList(0), 0)
Dim ep As EndPoint = CType(iep, EndPoint)

Dim packet As ICMP = New ICMP

packet. Type = &HO08

packet.Code = &HO00

packet.Checksum =0

Buffer.BlockCopy(BitConverter.GetBytes(1), 0, packet.Message, 0, 2)
Buffer.BlockCopy(BitConverter.GetBytes(1), 0, packet.Message, 2, 2)
data = Encoding.ASCII.GetBytes("Tracing is OK,FADI Abdel-gader")
Buffer.BlockCopy(data, 0, packet.Message, 4, data.Length)
packet.MessageSize = data.Length + 4

Dim packetsize As Integer = packet.MessageSize + 4

Dim chcksum As UlInt16 = packet.getChecksum()

packet.Checksum = chcksum
trace_socket.SetSocketOption(SocketOptionLevel.Socket,SocketOption
Name.ReceiveTimeout, 1000)

Dim badcount As Integer =0

For i As Integer =1 To 49
trace_socket.SetSocketOption(SocketOptionLevel.IP,SocketOptionNam
e.lpTimeToLive, i)

timestart = Environment. TickCount
trace_socket.SendTo(packet.getBytes(), packetsize, SocketFlags.None,

iep)

Try

data = New Byte(1023)

recv = trace_socket.ReceiveFrom(data, ep)

timestop = Environment. TickCount

Dim response As ICMP = New ICMP(data, recv)

If response.Type = 11 Then

listBox1.ltems.Add("hop response from ms" & i+ ep.ToString()+
(timestop-timestart))

End If

If response.Type = 0 Then
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listBox1.ltems.Add(" reached in hops, ms " & ep.ToString()+ i+
(timestop-timestart))
Exit Try
End If
badcount =0
Catch el As SocketException
listBox1.ltems.Add("hop No response from remote host " & i)
badcount +=1
If badcount =5 Then
listBox1.ltems.Add(""Unable to contact remote host")
Exit For
End If
End Try
Next i
trace_socket.Close()

ol el gy £ LY anlaiiad 4S5 <ot gl 8 [CMP ) alaiial 44 Ly 138
Juadll 138 (e Uil ¢ 32l 8 ui Gasa « Routing Tracing=) desd ,aT s Ping-)
¥ MAC Address ) colal o cigall 8 ARP - Protocol ) as Jualail) 4d

A<l e Destination

P S e 8 MAC Address I sl ARP Protocol I pladid
JBA = nbtstat J«¥! A o= [P Host ¥ MAC  Address - s Ly
s Sall JS& sy Command Promptd!

D:“Documents and Settings~fadi’nhtstat —a 168.8.8.18

Local Area Connection:
Mode IpAddressz: [18.8.8.18]1 Scope Id: [1]

MetBI0OS Remote Machine Mame Tahle
Status
FADI-CYBER UNIQUE
FMO GROUP Registered
FADI-CYBER UNIQUE Registered
FADI-CYBER UNIGQUE Registered
FHO GROUP Regiztered

MAC Address = BA-11-@9-DBA-13-21

pladt Wb v WAl e Command —) s e salit WY L iiay
(a—sa 35— a1l Process Class—J 5 ProcessStartInfo Class—!
Arguments 415 Command ! J_3 &us « System.Diagnostics Namespace-!
b Y 2dn a5 ProcessStartinfo  Instance Object—l (A s 2y 5 (g2l

(b WS &l 4 5 Process. Start Method 3! ) gLl instance object-!

C#:
public string GetMac(string IP)

{
string str1=String.Empty;

try
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{
string str2=String.Empty;
ProcessStartinfo infol = new ProcessStartinfo();
Process processl = new Process();
infol.FileName = "nbtstat™;
infol.RedirectStandardInput = false;
infol.RedirectStandardOutput = true;
infol.Arguments = "-A " + IP;
infol.UseShellExecute = false;
processl = Process.Start(infol);
int numl = -1;

while (numl <=-1)

{

numl = str2. Trim(). ToLower().IndexOf(*"mac address", 0);

If (numl > -1) { break; }
str2 = processl.StandardOutput.ReadLine();

¥
processl.WaitForExit();
strl = str2.Trim();

¥

catch (Exception exception?2)
{ throw exception2; }
return strl;

¥
¥

VB.NET:
Public Function GetMac(ByVal IP As String) As String
Dim strl As String = String.Empty
Try

Dim str2 As String = String.Empty
Dim infol As ProcessStartinfo = New ProcessStartinfo
Dim processl As Process = New Process
infol.FileName = "nbtstat"
infol.RedirectStandardInput = False
infol.RedirectStandardOutput = True
infol.Arguments ="-A" & IP
infol.UseShellExecute = False
processl = Process.Start(infol)
Dim num1 As Integer = -1
Do While numl <= -1

numl = str2.Trim(). ToLower().IndexOf(*mac address", 0)

If numl1 > -1 Then

Exit Do

End If

str2 = processl.StandardOutput.ReadLine()
Loop
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processl.WaitForExit()
strl = str2.Trim()
Catch exception2 As Exception
Throw exception2
End Try
Return strl
End Function

Gl g 53 g3 Slealls palall) [P Address ) i 4aludl Method 1 il
o= MAC Address I daads Lied Eua 4aLudl Method ) I (4 MAC Address-!
... Trim Method I aladinly W Lea A Al Sl glaall 406

o ¢ i sall (& ARP )y ICMP )l 6 535l (s JS pladiasd 448 Uiy 138
(e psfing Packet Sniffing <) lass e Tase Joadll 138 (0 AUl ¢ 2l 8 s
A Sniffing gl e el DA

Introduction to Packet Sniffing Applications : Gt

e il Packet  Sniffing  Applications — g &Y 5 5 Sall oSS
Y el 3 Network  Interface-d) Jlsial 2= RawSocket-)) s Network Layer-
= Packet sl LLaill Raw Socket 2l JA (e gadais 5 3ase POrt las (e st
S anall 43 jaa (e 1Y Packet)) Julsil s Network Interface Card 3 IS (e
Header JS () Header Length -} asba) &1y adla JSi 5 ¢ a38la) o5 Header <
Header JS & Header Length ) g8 se Jaa¥ « TCP/IP Jl il (e A8k JS asia
: TCP/IPA &Y S g5 3 (e

= Frame 97 (214 bytes on wire, 214 bytes captured)
Arrival Time: May 16, 2006 15:09:55.733567000
[Time delta from previous packet: 0.000092000 seconds]
[Time since reference or first frame: 4.790695000 seconds]
Erame Wimher: ©
Packet Length: 214 bytes

[Protocols in frame: eth:ip:tcp:nbss:smb:dcerpc]
+ Ethernet II, src: Micro-st_d0:13:21 (00:11:09:d0:13:210, Dst: CameoCom_a?:7o:
- Internet Protocol, Src: 10.0.0.10 (10.0.0.100, Dst: 10.0.0.111 (10.0.0.11170
version: 4
[Header Tength: 20 bytes |
¥ Differentiated Services Field: 0x00 (DSCP 0x00: Default; ECH: 0x00)
Total Length: 200
Identification: 0x3491 (134570
# Flags: 0x04 (Don't Fragment)
Fragment offset: 0
Time to Tive: 128
Protocol: TCP (Ox0&)
+ Header checksum: 0Oxblzée [correct]
Source: 10.0.0.10 (10.0.0.1070
cestination: 10.0.0.111 (10.0.0.111)
= Transmission Control Protocol, Sre Port: 1170 (11700, Dst Port: microsoft-ds
Source port: 1170 (11700
pestination port: microsoft-ds (445%)
Seqguence number: 489§ (relative sequence number)
[Mext sequence number: 5056 (relative sequence number)]
Acknowledgement number: 6062 (relative ack number)
[ Header Tength: 20 bytes
+# Flags: 0x0018 (PSH, ACK)
window size: 65403

LaY « Layer J<I Header Length -l 4 e 3 s AY) (e Layer JS Juad LiSa
4ie ¥ ¢ 3l JA (e Packet - S anall 3 e LSy 40 Giload) JS (e
alaall A 4« Packet ) 8 Data—! ad s« 48 20 LisSay 5 « Frame b (ol
Al
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Data in Application Layer =
IP Header Length + Options)and
Total Length - E ( oth +Op ) .
(TransportProtocol Header Length + Options)

Packet 2 cp 3A3 JOA (5o N Jo pall oy LU [P Address =) 4 e i Liay
e o 3 adesel Hall oy 5 (o2 (S offset ) i o Byte Array (8 bailal
Sl Jsall 1aaY 12 Bytes 2» Wala [P Packet ) 2 IP Source Address!

Biis .

-
-+ -
1

4 ] 12 16 20 24 23 32 First12 By‘[es

Data begins here. ..

Protocol J<! Header Elements 2 e s siss Struct s Class L) Lails caay
Led diall dadl o ol Lgia JS fras oty ¢ BaY abilng qulaioss ia g e Jalall oy
: IPHeaderdb s=\a Struct L3y JUeS

C#:
public struct IPHeader

{
[FieldOffset(0)] public byte ip_verlen; //IP version and IP Header
length
[FieldOffset(1)] public byte ip_tos; //Type of Service
[FieldOffset(2)] public ushort ip_totallength; //Total Packet Length
[FieldOffset(4)] public ushort ip_id; //Unique ID
[FieldOffset(6)] public ushort ip_offset; //Flags and Offset
[FieldOffset(8)] public byte ip_ttl; //Time To Live
[FieldOffset(9)] public byte ip_protocol; //Protocol (TCP, UDP,
ICMP, Etc.)
[FieldOffset(10)] public ushort ip_checksum; //IP Header Checksum
[FieldOffset(12)] public uint ip_srcaddr; //Source IP Address
[FieldOffset(16)] public uint ip_destaddr; //Destination IP Address

¥
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VB.NET:
Public Structure IPHeader
<FieldOffset(0)> _
Public ip_verlen As Byte 'IP version and IP Header length
<FieldOffset(1)> _
Public ip_tos As Byte 'Type of Service
<FieldOffset(2)> _
Public ip_totallength As System.UInt16 'Total Packet Length
<FieldOffset(4)> _
Public ip_id As System.UInt16 'Unique ID
<FieldOffset(6)> _
Public ip_offset As System.UInt16 'Flags and Offset
<FieldOffset(8)> _
Public ip_ttl As Byte "Time To Live
<FieldOffset(9)> _
Public ip_protocol As Byte 'Protocol (TCP, UDP, ICMP, Etc.)
<FieldOffset(10)> _
Public ip_checksum As System.UInt16 'IP Header Checksum
<FieldOffset(12)> _
Public ip_srcaddr As System.UInt32 'Source IP Address
<FieldOffset(16)> _
Public ip_destaddr As System.UInt32 'Destination IP Address
End Structure

IP ) Lead 2ass s Raw Socket <= s [P Layer Il (e il d ke Sl
Interface Card ! IP Address -l @« Binding ! Jw=: » 58 25 Protocol Type=<
Y Leil 3 eee Port 2253 Raw Socket ) zliss ¥ a5 ¢ ade et 4y 53 53

:ob LS @l 2y 5 « Transport Layer Protocols 3 ¢ s e el

C#:

socket = new Socket(AddressFamily.InterNetwork, SocketType.Raw,
Protocol Type.IP);

socket.Bind(new [IPEndPoint(IPAddress.Parse(“10.0.0.10), 0));
socket.BeginReceive(m_Buffer, 0, m_Buffer.Length,
SocketFlags.None, new AsyncCallback(this.OnReceive), null);
VB.NET:

socket = New Socket(AddressFamily.InterNetwork, SocketType.Raw,
ProtocolType.IP)

socket.Bind(New IPEndPoint(IPAddress.Parse(*10.0.0.10™), 0))
socket.BeginReceive(m_Buffer, 0, m_Buffer.Length,
SocketFlags.None, New AsyncCallback(AddressOf Me.OnReceive),
Nothing)

b oy 5 4Ll BeginReceive Method ! AsyncCallback Method JI 48l o
Ci#:
private void OnReceive(lAsyncResult ar)
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{

int received = socket.EndReceive(ar);
If (socket !=null)
{
byte[] packet = new byte[received];
Array.Copy(Buffer, 0, packet, 0, received);
/I Here The all Captured Packet in The Buffer
}
socket.BeginReceive(Buffer, 0, Buffer.Length, SocketFlags.None, new
AsyncCallback(this.OnReceive), null);

¥

VB.NET:
Private Sub OnReceive(ByVal ar As lasyncResult)
Dim received As Integer = socket.EndReceive(ar)
If Not socket Is Nothing Then
Dim packet As Byte() = New Byte(received)
Array.Copy(Buffer, 0, packet, 0, received)
¢ Here The all Captured Packet in The Buffer
End If
socket.BeginReceive(Buffer, 0, Buffer.Length, SocketFlags.None,
New AsyncCallback(AddressOf Me.OnReceive), Nothing)
End Sub
45y 345 5 4 kal@l 21y Network Layer 21 J3A (e e Packet i o8 Al jall o34 8
Lsilall Packet-l! Header ) aaas sy e alilas oSy dus 3ill) Buffer ) 8
... Header 41 8 Element JS asall 48 jae ) 4Ll

Aaa_al Lgwladind 4,8 5 i & gall & Raw Socket I ge Jaladll 4,88 Uiy 138
... Raw IP dI5 ICMPl &Y S5 5 5

Application Layer 3 & ¢S gig s daan (& AN ¢ 3l A duaal) sl
S @ gal) Ay 4 Remoting-ls
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Part 4

Application Layer Programming

Chapterl2 DNS Programming
Chapterl3 HTTP Programming
Chapter14 Web Services & XML Programming

Chapterl5 Remoting & Distributed Systems
Programming & Design

Chapterl6 SMTP & POP3 Programming

Chapterl?7 FTP Programming
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Chapter 12
DNS Programming

- Synchronous DNS Members
- Asynchronous DNS Members
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:DNS Programming :12

cale JS8 clSudll 5 e Yl A axdind ) Cledal) aal (e 3aa) s DNS dead e
<2l s Domain IP ) Domain Namedl das i dilexy aldly DNS dduka 5 juaidsi
3acld Cuaaty a8 Gl 5 ) DNS o ja (e lan 8y de g JOA e el alyg
Client A Al A daall S al) 8 ddeall o3 i ¢ (Adpma 3538 JS Lg Aalal) Ll
dua- 4 paldll Domain Name Jiab ¢l Client BAb (=l Domaind ks
LS - DNS Server — 4alall alibull 3ac @ 8 4udi Ciy jat Client B ald s o
local b (< Domains) cnsbie (e (s siad il saed e Client JS s s
1138 Domain Name J3a ¢« Domain o) sie e Lelaly dndl o 58 Cus DNS

DNS Servers a s& oalay) 2235 DNS Serveral (s e sl o)) sie callay 2 58 sy
¢ 43 palall Local DNS (2 o) siad) (33 o) 53 a5 5 Clientd) (A o) siad) Jls )l

s ul Jgan Ll
) clientb.smallorg.org -
Client A DNS Saerver Client B
19¢.168,.1.6
chientA.smallorg.org
cHient8. smallorg.org

' s System.Net Namespace alaiuls DNS g Jalaill Li€ay i cgall 4
DNS I Jl s audiy ¢ DNS — 2l Methods- s Classes-! gaes (e (5 93
Asynchronous ¢« »¢ s Synchronous Methods ¢x! 3ie (aend ) Class

(b WS a5 Methods

: A5 Synchronous Methods Adal jial) 31 gal) ¥ i
§ 553 String Aed Al o3a aa 535 Host Il ol sl w2255 A s GetHostName
© ol LS gl Sy s <l jina s s o Alall 38 3255V 5 Computer Named! e

Cit:
string hostname = Dns.GetHostName();

VB.NET:
Private hostname As String = Dns.GetHostName

job WS Leia S aadiid s GetHostByAddress 4l 5 GetHostByName 4l
C#:
IPHostENtry host_ip = Dns.GetHostByName(Computer Name); // <l
Y alasinly () siall
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IPHostEntry host_name = Dns.GetHostByAddress(IP_Address); // sl

VB.NET:

Private host_ip As IPHostEntry =
Dns.GetHostByName(Computer_Name)
Private host_name As IPHostEntry =
Dns.GetHostByAddress(IP_Address)

Led b )i 13 Host Name &= i ¢us Overloaded Method - 5 Resolve 41l

IPHostEntry—“ * Host Name ld &_ﬂu)\ 13) Host Address = IP Address
Ll aiin 38yl (Ul 138 5 ¢ A5l J)sal) aladi G Lealadind Calis, ¥

Cit:
using System;
using System.Net;

class FMO_DNS

{
public static void Main()

{
IPHostEntry IPHost = Dns.Resolve("www.yahoo.com");
Console.WriteLine(IPHost.HostName);

IPAddress[] addr = IPHost.AddressL.ist;
for(int i= 0; i < addr.Length ; i++)
{Console.WriteLine(addr[i]);}

¥

VB.NET:
Imports System
Imports System.Net

Class FMO_DNS
Public Shared Sub Main()
Dim IPHost As IPHostEntry = Dns.Resolve("www.yahoo.com™)
Console.WriteLine(IPHost.HostName)
Dim addr As IPAddress() = IPHost.AddressL.ist
Dimi As Integer =0
While i < addr.Length
Console.WriteLine(addr(i))
System.Math.Min(System.Threading.Interlocked.Increment(i), i
-1)
End While
End Sub
End Class
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: Asynchronous Methods 4ia) jiall ) J) gal) Lith
s Ll Y e s End sl Begin 4alS; sale lag
BeginGetHostByName s BeginResolve s EndGetHostByName
EndResolve
JLeSY W dis Lo idy ¥ 431 ¢ 5Ss Calias LT Al Jiall J)sall 3 Jlad) 58 LS Lelee dayla
Ala A Y) zali ) & Al 3 ghadl) ) JESY) peansd ¥ (el iall cpa 8 gedli pall e
alasinly seaiy Gl mali yall b ale IS8 200V (addn Ll 38 G 3 5 Lelee olgcil
© b LS i g Lial eyl 43y Lal)

Begin

public static IAsyncResult BeginResolve(string hostname,
AsyncCallback requestCallback, object stateObject)

b Gy U e L) 5 Y s sl 8 Host Name ) gca s iy Saa
End  axiws« delegate Method ) care i oll e s delegate)
: ok WS Back Result I 8 dleall o3y

public static IPHostEntry EndResolve(lasyncResult ar)

Cla o Jany Eua A0 e 33 g gl [P aes s o6 Javy 5 Jal Jlie Lia
1ty StandardOutput deslall A 4w ProcessStartInfo ¢ host names-!
AN W2 whost  name N 4alimiaiad s cNet  View —Y!
Jasad iy o5 Collicaion 2 L )33 &5 GetMachineNamesFromProcessOutput
StreamReader-) alaiin) 2 bk Dns.Resolve A1l JMA e asbie ) slad!

: Jiall sa 138 5 ProcessStartInfoll (=l collectiond! 51

C#:

using System;

using System.lO;

using System.Diagnostics;

using System.Net;

using System.Collections.Specialized;

namespace NetworklIPs

{

public class Names

{
public StringCollection GetNames()

{

ProcessStartinfo _startinfo = new ProcessStartInfo("net","view");

_startinfo.CreateNoWindow = true;
_startinfo.UseShellExecute = false;
_startInfo.RedirectStandardOutput = true;
Process _process = Process.Start(_startinfo);
StreamReader _reader = _process.StandardOutput;
StringCollection _machineNames =

GetMachineNamesFromProcessOutput(_reader.ReadToEnd());
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StringCollection _machinelPs = new StringCollection();
foreach(string machine in _machineNames)

{
_machinelPs.Add(IPAddresses(machine));

by

return _machinelPs;

}
private static string IPAddresses(string server)
{

try

{
System.Text. ASCIIEncoding ASCII = new

System.Text. ASCIIEncoding();
/I Get server related information.
IPHostENtry heserver = Dns.Resolve(server);
/lassumin the machine has only one IP address
return heserver.AddressList[0]. ToString();
}

catch

{

return "Address Retrieval error for " + server;
}
}
/[string manipulations
private StringCollection GetMachineNamesFromProcessOutput(string
processOutput)

{
string _allMachines = processOutput.Substring(
processOutput.IndexOf("\"));

StringCollection _machines= new StringCollection();
while(_allMachines.IndexOf("\\") 1=-1)

{
_machines.Add(_allMachines.Substring(_allMachines.IndexOf("\\"),
_allMachines.IndexOf(" ",_allMachines.IndexOf("\\'")) -
_allMachines.IndexOf("\\"")).Replace("\\",String.Empty));
_allMachines = _allMachines.Substring(_allMachines.IndexOf("
",_allMachines.IndexOf("\\") + 1));

}

return _machines;

}
}
public class Runner
{

static void Main()

{

Names _names = new Names();
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StringCollection names = _names.GetNames();
foreach(string name in names)
Console.WriteLine(name);
Console.ReadLine();

¥

VB.NET:

Imports System

Imports System.10

Imports System.Diagnostics

Imports System.Net

Imports System.Collections.Specialized

Public Class Names
Public Function GetNames() As StringCollection

Dim _startinfo As ProcessStartinfo = New ProcessStartinfo(*"net",
"view")
_startinfo.CreateNoWindow = True
_startinfo.UseShellExecute = False
_startinfo.RedirectStandardOutput = True
Dim _process As Process = Process.Start(_startinfo)
Dim _reader As StreamReader = _process.StandardOutput
Dim _machineNames As StringCollection =
GetMachineNamesFromProcessOutput(_reader.ReadToEnd())
Dim _machinelPs As StringCollection = New StringCollection
For Each machine As String In _machineNames
_machinelPs.Add(IPAddresses(machine))
Next machine
Return _machinelPs
End Function
Private Shared Function IPAddresses(ByVal server As String) As
String
Try
Dim ASCII As System.Text. ASCIIEncoding = New
System.Text. ASCIIEncoding
' Get server related information.
Dim heserver As IPHostEntry = Dns.Resolve(server)
‘assumin the machine has only one IP address
Return heserver.AddressList(0).ToString()
Catch
Return "Address Retrieval error for " & server
End Try
End Function
'string manipulations
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Private Function GetMachineNamesFromProcessOutput(ByVal
processOutput As String) As StringCollection
Dim _allMachines As String =
processOutput.Substring(processOutput.IndexOf("\'))
Dim _machines As StringCollection = New StringCollection
Do While _allMachines.IndexOf("\") <> -1

_machines.Add(_allMachines.Substring(_allMachines.IndexOf("\"),
_allMachines.IndexOf(" ", _allMachines.IndexOf("\")) -
_allMachines.IndexOf("\'")).Replace("\", String.Empty))
_allMachines = _allMachines.Substring(_allMachines.IndexOf("

", _allMachines.IndexOf("\") + 1))

Loop

Return _machines

End Function

End Class

Public Class Runner
Shared Sub Main()
Dim _names As Names = New Names
Dim names As StringCollection = _names.GetNames()
For Each name As String In names
Console.WriteLine(name)
Next name
Console.ReadLine()
End Sub
End Class

Al ¢ Cad gl by 8 daa Jalail) (3 5l g DNSH) Aad Juall) oda & Uiy 13Sa
Lo gl Ay A Al ik HTTP 08 (AN Jualdl) A Cuaal)
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Chapter 13
HTTP Programming

- The Concept of HTTP Protocol
- Using HTTP in Dot Net
- Advanced HTTP Programming
- Using HttpWebRequest

- Using HttpWebResponse
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HTTP — Hyper Text Transfer Protocol Programming :13

paiiall alla i il aodiinall J 58 5l 45) (e ale JS5 HTTPA Adids 5 sl
M5 Request) e 2 L web serverdl sLé & Server «w sl ) User Request
oaill e (Multimedia) JSail apen Jis apkains 25Uy s Server Response - ess
Client Applicationl 3 Web Server-) (= .. o e 5 g3 g Cigin g5y 9uaj

.Byte object=

e 0 daladial (e 138 5 Application Layerd e HTTPA) JS 66 dery
Ml <l ) kil DNS,SMTP,POP3,FTP 8 Jlall s LS axiiusa) dgal 5 (50

Web Client Web Server
I_Aﬂzzr Yirtual Connection &z,zr
R e
HTTP HTTFP

I I
TCPUP | o . « |y TCPUP

Downloading From Web Server : ¥

WebClient Class- alaainly <y cusall 4 Web Serverdl gs Jualadl) gkt
el Joa il Gl al&aY) asea Wil 265 3) System.Net  Namespace (= 2 s> sall
WebClient Class- a=i5 User Request & Server Response4de 2 )l 5 &5 )l
123 Web Serverdl (e Sl dieasl Methods 45345

Byte (4l a3y Web Serverdl ge cllall ala Lgisda s s DownloadData -1
:JES LS padii s HTML Code JSé e (= 255 Array

C#:

using System;

using System.Net;

using System.Text;

class DownloadData_Method

{
public static void Main ()

{
WebClient wc = new WebClient();

byte[] response =
wc.DownloadData("http://www.google.com™);
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Console.WriteLine(Encoding.ASCII.GetString(response));

¥
¥

VB.NET:

Imports System
Imports System.Net
Imports System.Text

Class DownloadData_Method

Public Shared Sub Main()
Dim wc As WebClient = New WebClient
Dim response As Byte() =
wc.DownloadData("http://www.google.com™)
Console.WriteLine(Encoding.ASCII.GetString(response))
End Sub
End Class

2 Bl Le 3355 Web Serversl o Lo cale J&5 Lgiana g9 DownloadFile-2

OLSall g calall a8 9oy yad ) g e La 3 Jan aladin¥) Jews 98 5 Local Computer

Ci#.
using System;
using System.Net;

class DownloadFile_Method

{
public static void Main ()

{
WebClient wc = new WebClient();

string filename = "C:\\ra.zip";
Console.WriteLine("Download in Progress Please Waite...");

wc.DownloadFile(*http://www.personalmicrocosms.com/zip/ra.zip™,
filename);

Console.WriteLine("file downloaded");

¥
¥

VB.NET:
Imports System
Imports System.Net
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Imports System. Text
Class DownloadData_Method

Public Shared Sub Main()
Dim wc As WebClient = New WebClient
Dim response As Byte() =
wc.DownloadData(http://www.google.com™)
Console.WriteLine(Encoding.ASCII.GetString(response))
End Sub
End Class

sl Server-l s o s M o= Read Only Stream L) Lgiada s OpenRead -3
23 55 M) ad sl URLA) a3 223 Stream Object (o8 4 345 5 3as URL (0 il
Stream = ‘_,’J Al il (e ye @.L;S_..u ReadLine 41l e\dﬁ_&u\__\j da e

. HTML Code J<& e Object

. Stream Object-) 4iles 4 jaal Peek Al aadins : daadl

C#:

using System;
using System.lO;
using System.Net;

class OpenRead_Method

{
public static void Main ()

{
WebClient wc = new WebClient();
string response;

Stream strm = wc.OpenRead("http://www.google.com");
StreamReader sr = new StreamReader(strm);

while(sr.Peek() > -1)

{

response = sr.ReadLine();
Console.WriteLine(response);
}

sr.Close();

}

}

VB.NET:

Imports System
Imports System.lO
Imports System.Net
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Class OpenRead_Method

Public Shared Sub Main()
Dim wc As WebClient = New WebClient
Dim response As String
Dim strm As Stream = wc.OpenRead("http://www.google.com")
Dim sr As StreamReader = New StreamReader(strm)
While sr.Peek > -1
response = sr.ReadLine
Console.WriteLine(response)
End While
sr.Close()
End Sub
End Class

clalaaains Al g Properties o« de seas Ae WebClient Class- s i s
clalaadiiy 3 5 ResponseHeaders property Jie Web Hostl (e <ila slaa
~lscash control-! ¢ = s Headers! 2xe i web hostl (e aals Sla glas
b LaS iy 5 ) Dl sladll (e Wa e 5 aadiuall Encoding ¢ 55 5 Serverdl

JEsS

C#:
using System;
using System.Net;

class ResponseHeaders_property

{
public static void Main ()

{

WebClient wc = new WebClient();

byte[] response =
wc.DownloadData("'http://www.google.com");
WebHeaderCollection whc = wc.ResponseHeaders;
Console.WriteLine(*"header count = {0}", whc.Count);
for (inti=0; i <whc.Count; i++)

{

Console.WriteLine(whc.GetKey(i) + " =" + whc.Get(i));
by

}

}
VB.NET:

Imports System
Imports System.Net

Class ResponseHeaders_property
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Public Shared Sub Main()
Dim wc As WebClient = New WebClient
Dim response As Byte() =
wc.DownloadData("http://www.google.com")
Dim whc As WebHeaderCollection = wc.ResponseHeaders
Console.WriteLine(*"header count = {0}", whc.Count)
Dimi As Integer =0
While i < whc.Count
Console.WriteLine(whc.GetKey(i) + " =" + whc.Get(i))
System.Math.Min(System.Threading.Interlocked.Increment(i), i
- 1)
End While
End Sub
End Class

//Qutput:
/Iheader count = 6

//Cache-Control = private

//Content-Type = text/html

//Set-Cookie = PREF=ID=62ae22f44980c5d78...
I[7TIRA; expires=Sun, 17-Jan-2038 19:14:
//Server = GWS/2.1

/[Transfer-Encoding = chunked

//Date = Wed, 23 Nov 2005 10:10:58 GMT

Uploading to Web Server : it

: 25 Web Serverdl I il Juadl Methods 42 )l WebClientd) ac

i aag U3 g Web Server-l () Stream Datalu )Y 3330 s OpenWrite -1
dlai o g Lk Web  Page-)) (e 4l ay i o) Gailly bl URLA ) e
(S L LS adkiay 5 ] iaSlall

C#:

using System;

using System.lO;

using System.Net;
method class OpenWrite

{
public static void Main ()

{
WebClient wc = new WebClient();
string data = "<h1>Welcome to My Page</h1>";
Stream strm = wc.OpenWrite("C:\\mypage.html");
StreamWriter sw = new StreamWriter(strm);
sw.WriteLine(data);
sw.Close();
strm.Close();

}
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¥

VB.NET:

Imports System
Imports System.lO
Imports System.Net

Class OpenWrite_method

Public Shared Sub Main()
Dim wc As WebClient = New WebClient
Dim data As String = "<h1>Welcome to My Page</h1>"
Dim strm As Stream = wc.OpenWrite("C:\mypage.html*)
Dim sw As StreamWriter = New StreamWriter(strm)
sw.WriteLine(data)
sw.Close()
strm.Close()

End Sub

End Class

Web Serverd! I Byte g sill e 48 e Gl siae Jiil a33ien s UploadData — 2
c_)_}c}ﬁi_ﬂj\JM\M\%QM@\w&}é\&JL@JLwM&\@M\JAJ
:JUS b LS aadin 5 Byte Array ) Ll sa3 2 web serverd! )

C#:

using System;
using System.Net;
using System.Text;

Method_class UploadData

{
public static void Main ()

{

WebClient wc = new WebClient();

string data = "This is The Text Before Converted it to Byte";
byte[] dataarray = Encoding.ASCII.GetBytes(data);
wc.UploadData("C:\\mydata.txt", dataarray);

}
}

VB.NET:

Imports System
Imports System.Net
Imports System. Text

Class UploadData_Method
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Public Shared Sub Main()
Dim wc As WebClient = New WebClient
Dim data As String = "This is The Text Before Converted it to Byte"
Dim dataarray As Byte() = Encoding.ASCII.GetBytes(data)
wc.UploadData("C:\mydata.txt", dataarray)

End Sub
End Class

Web - Al Local Computer—l s« ale a8 )1 adlall o2 203503 3 UploadFile -3
(JBAS b LS aadid g las aladiny) ddas a5 Host

C#:

using System;

using System.Net;

class UploadFile_Method

{
public static void Main ()

{
WebClient wc = new WebClient();
wc.UploadFile("http://www.yoursite.com”, "C:\\myfile.html");

¥
k

VB.NET:
Imports System
Imports System.Net
Class UploadFile_Method
Public Shared Sub Main()
Dim wc As WebClient = New WebClient
wec.UploadFile("http://www.yoursite.com”, "C:\myfile.html")
End Sub
End Class

Le aaldll valuesl s <l -« Collection &2 s3aiu s UploadValues -4
<23l Byte  Array ) Collection—) J—w =i aay L35 Server sl ()
Namespace & 2= s<ll NameValueCollection u><ll s233 i Collection
ALY add Al axdi w4 & 302y 5 System.Collections.Specialized

:JEeS b WS aasiud s | ana Collectiond!

C#:

using System;

using System.Collections.Specialized;
using System.Net;

using System.Text;

class UploadValues_Method
{
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public static void Main ()

{

WebClient wc = new WebClient();

NameValueCollection nvc = new NameValueCollection();
nvc.Add("firstname", "Fadi");

nvc.Add("lastname”, *Abdel-gader™);

byte[] response =
wc.UploadValues(*http://localhost/mypage.aspx”, nvc);

Console.WriteLine(Encoding.ASCII.GetString(response));

¥
¥

VB.NET:

Imports System

Imports System.Collections.Specialized
Imports System.Net

Imports System. Text

Class UploadValues_Method

Public Shared Sub Main()
Dim wc As WebClient = New WebClient
Dim nvc As NameValueCollection = New NameValueCollection
nvc.Add("firstname", "Fadi")
nvc.Add("lastname”, "Abdel-gader™)
Dim response As Byte() =
wec.UploadValues("http://localhost/mypage.aspx”, nvc)
Console.WriteLine(Encoding.ASCII.GetString(response))
End Sub
End Class

:HTTP Programmings! (8 Lesii JisY) awa) gall; LU

s Web Client Applications <ilaudsi Ay (4 ol 32V aal (e o jall 138 ytiay
s HttpWebRequest  Class—l — JSahai ul e 4 ddn aficas w
:HttpWebResponse Class-!

: HttpWebRequest Class aliddiul -1

b obad JS3 aaa s ) 5 Properties—)) (s de saxa (e Class 12a (5 sy
: Ji ¢Li3Y Web Client Applicationsd) <l

2,5 Proxy Serverd olsie led )ye G5 1 Web Proxyd! dsals alasiul -]
sl Proxy Server «ala («HTTP Web Requests) s dalaill azkii is Port
:JisS L WS Proxy Server Prosperity-! < 25 235 Firewall

C#:
using System;
using System.Net;
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class ProxyServer_Property

{

public static void Main ()

{
HttpWebRequest hwr =
(HttpWebRequest)WebRequest.Create(
"http://www.google.com");
WebProxy proxysrv = new
WebProxy("http://proxyl.server.net:8080");
hwr.Proxy = proxysrv;

¥
¥

VB.NET:
Imports System
Imports System.Net

Class ProxyServer_Property

Public Shared Sub Main()

Dim hwr As HttpWebRequest =
CType(WebRequest.Create("http://www.google.com"),
HttpWebRequest)

Dim proxysrv As WebProxy = New
WebProxy("http://proxyl.server.net:8080")

hwr.Proxy = proxysrv

End Sub
End Class

(= WebProxy Object s =i 5 HttpWebRequest Objectl dgladl 8 s yas
akiwi @l a5 Port ) &8 5 Proxy Serverd! ol sie 41 xiwi s webProxy Class-)
a3 3le B35 s () 5-S5 A Proxy daalal) alasiuly Object gl () eabiu

. HttpWebRequest Objects
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Streams-l alaaiuls Server «u gl I Sl e )Y HttpWebrequests!) plasiul -2
C#:

HttpWebrequest hwr =
(HttpWebRequest)WebRequest.Create("http://localhost™);

Stream strm = hwr.GetRequestStream();

StreamWriter sw = new StreamWriter(strm);

sw.WriteLine(data);

VB.NET:

Dim hwr As HttpWebrequest =
CType(WebRequest.Create("http://localhost"), HttpWebRequest)
Dim strm As Stream = hwr.GetRequestStream

Dim sw As StreamWriter = New StreamWriter(strm)
sw.WriteLine(data)

41wy Stream  Object < e & 585 HttpWebRequest  Object—) <oy jas 2a
. GetRequestStream 4l J3a e Request Stream-)

:HttpWebResponse Class aladiu) - 2

) Server sl Sl gLa Y HittpWebResponse Object! axains
¢l BeginGetResponse 4J1lall s GetResponse 4dlall axatwi s Client!
x5 BeginGetResponse of s s+ Method-l s dida s 8 (558 3 53 Y 5 Llesl

. asynchronous Method

: s Propertiesd) o= 2 e HttpWebResponse Object I s sis

Character Setl ¢ s waadl axiiud s - CharacterSet -1

encoding 4xlesl ax3iud s - ContentEncoding -2

2l aas 48 jadl axdiui g 0 Contentlength -3

Responsell ¢ si wasil: ContentType -4

¢ )b Cookie wale $Lii) ¥ 5 ras Lewladinl s Cookies—! g Jwlaxil : Cookies -5
(JES L LS 4gy i
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C#:
HttpWebRequest hwr =
(HttpWebRequest)WebRequest.Create(http://www.amazon.com);
hwr.CookieContainer = new CookieContainer();

t b WS ad) eaii 5 HTTP Requests) Ja <lld
HttpWebResponse hwrsp = (HttpWebResponse)hwr.GetResponse();
hwrsp.Cookies = hwr.CookieContainer.GetCookies(hwr.RequestUri);

VB.NET:

Dim hwr As HttpWebRequest =
CType(WebRequest.Create("http://www.amazon.com"),
HttpWebRequest)

hwr.CookieContainer = New CookieContainer

Dim hwrsp As HttpWebResponse = CType(hwr.GetResponse,
HttpWebResponse)

hwrsp.Cookies = hwr.CookieContainer.GetCookies(hwr.RequestUri)

HTTP Headers- 44 =<l : Headers -6

Jiaad Al g iy i 5 4 an o : LastModified -7

HTTP Response-! & axaius Al 5 Allall 48 =al : Method -8
HTTP Versiondl 4 =<l : ProtocolVersion — 9

Serverw g=& URLA! : ResponseUri — 10

Serverdl aul 48 j2al : Server — 11

pxxiudl Codingl ¢ 548 24l : StatusCode — 12

HTTPY Al e s sisy Text gla Y @ StatusDescription — 13

) e Jealail) (3 a9 i o gad) Ay B HTTP ) Agea s A0S Jualll 12 3 Uiy

Eiaati G g ¢ i gl A A HittpWebResponse-l s HttpWebRequest
S gal) Ay A dsa Jalail) 54k g XML s Web Services ¢ (Al Juaill @
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Chapter 14
Web Services & XML Programming

-Introduction to Web services & XML
-Create A Simple Web Service Application
-Using ADO.NET With Web Services

e Create a Simple GIS System to Send

Information About Countries Via SOAP &
XML to Clients.
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Web Services Programming :14

web serverl e Jeldl) a8 ad L s HT TP s p e @bl Juadl) 8 Liaas
Gl Jaadl) 8 e iaai Lal JaSa Juaadll 138 a5 clientd) s

web b 32 92 sl Methods (s aliiuy) 46l web services dda g (aals
Simple 4 Jlaial sa 5 SOAP I JsS 5 0 aladiady s (2301 ali s Jala server
I web Services server- i« Result-!) Jsi iy Object Access Protocol
e Jai &ua XML - extensible Markup Language-) () Ll s=5 223 Client-!
(= Datad) J e s dagt s 4nlasinnd (e Caagll s 9 0 3 Sl ) HTTPA JsS 55 5
Gl aea of 3 Aaliaa) el s firewalls ) U3 (= Clientd) Y web serverd
XML sl alids ¥ 5 80 Portl (Ao Joens (35 HTTP JsS 5 s pe i clSel)
Elements - (< de sana (A s HTMLA (8 2o g8l (i 202503 3) HTMLA e
s lgale JUaS 5 5S40 5y e (K1 <> </>J) Jie Attributesd s

<MyStuff>

<myName>FADI Abdel-gader</myName>
<myTelephone>+962796...</myTelephone>
<myEmail>fadi822000@yahoo.com</myEmail>
<myAge>25</myAge>
<myGender>M</myGender>

</myStuff>

Text,Binary Data, Serialization ! s XML alaaiuls s i o o3 gl J& (Sass
a8 o el g5 )08 s La e e XML ) e e &) e 23 ) 5l Object
Ul aeay il ¢ g3

System.xml Namespaces ! alaaiuly <oy igall 8 XML ) e bl LisSay
: XmIDocumentd) alaaiuly Gl XML 3 e se) 8 48K i g3 Jlia 138

C#:

using System.Xml;

XmiIDocument xDoc = new XmIDocument();
xDoc.Load(@"C:\myinfo.xml");

XmlINodeList name = xDoc.GetElementsByTagName("myName");
XmlINodeL.ist telephone =
xDoc.GetElementsByTagName("myTelephone™);

XmlINodeList email = xDoc.GetElementsByTagName("myEmail");
XmlINodeL.ist age = xDoc.GetElementsByTagName("myAge");
XmlINodeList Gender = xDoc.GetElementsByTagName("myGender");
MessageBox.Show(

"Name: " + name[0].InnerText +"\n"+

"Telephone: " + telephone[0].InnerText +"\n"+

"Email: "+ email[0].InnerText +"\n"+

"Age: "+ age[0].InnerText +"\n"+

"Gender: "+ Gender[0].InnerText +"\n"
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VB.NET:

Dim xDoc As XmIDocument = New XmIDocument
xDoc.Load("C:\myinfo.xml")

Dim name As XmINodeL.ist =
xDoc.GetElementsByTagName(*myName™)

Dim telephone As XmINodeL.ist =
xDoc.GetElementsByTagName("myTelephone™)

Dim email As XmINodeList =
xDoc.GetElementsByTagName("myEmail™)

Dim age As XmINodeL.ist = xDoc.GetElementsByTagName("myAge")
Dim Gender As XmINodeList =
xDoc.GetElementsByTagName(*myGender")

Msgbox("Name: " + name(0).InnerText + " &
Microsoft.VisualBasic.Chr(10) & " + "Telephone: " +
telephone(0).InnerText + " & Microsoft.VisualBasic.Chr(10) & " +
"Email: " + email(0).InnerText + """ & Microsoft.VisualBasic.Chr(10) &
"+ "Age: " +age(0).InnerText + "' & Microsoft.VisualBasic.Chr(10)
& """ + "Gender: " + Gender(0).InnerText + " &
Microsoft.VisualBasic.Chr(10) & ")

LS s XML Data s Ao Ul o 331 XmITextWriter Class ) aladiul (Sass

O | I PN |
o
| ol (eald gl
| il ples el
Save to AddrezsBook I ':'L""-
2l gLzl il
Read from AddressBook < AddressBook
<Mame =aléll e salhMame >
<hAddress»0uhl vl < Address =
< AddressBook =
C#:
private void btnSave_Click(object sender, System.EventArgs e)
try

{
XmlTextWriter XMLWriter = new XmlTextWriter

("AddressBook.XML", null);
XMLWriter.Formatting = Formatting.Indented;
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XMLWriter. WriteComment(*<ale (i sbi=dl™);
XMLWriter. WriteStartElement("AddressBook");

XMLWriter.WriteStartElement("Name");
XMLWriter.WriteString(tx_Name.Text);
XMLWriter.WriteEndElement();

XMLWriter.WriteStartElement("Address");
XMLWriter.WriteString(tx_Address. Text);
XMLWriter.WriteEndElement();

XMLWriter.WriteEndElement();
XMLWriter.Flush();
XMLWriter.Close();

mn «n

MessageBox.Show("~");

}
catch(Exception ex)
{
MessageBox.Show(ex.Message);
}
}
private void btnViewXML_Click(object sender, System.EventArgs e)
{
try
{

XmlIDocument doc = new XmlIDocument();

doc.PreserveWhitespace = true;
doc.Load("AddressBook.xml");
MessageBox.Show(doc.InnerXml," el & gisa™);

¥

catch(Exception ex)

{

MessageBox.Show(ex.Message);
}
}
VB.NET:
Private Sub btnSave Click(ByVal sender As Object, ByVal e As
System.EventArgs)
Try
Dim XMLWriter As XmlTextWriter = New

XmiITextWriter("AddressBook.XML", Nothing)
XMLWriter.Formatting = Formatting.Indented
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XMLWriter. WriteComment (sl ¢y stiall™)
XMLWriter.WriteStartElement("AddressBook")

XMLWriter.WriteStartElement(*Name")
XMLWriter.WriteString(tx_Name. Text)
XMLWriter.WriteEndElement()

XMLWriter.WriteStartElement("Address™)
XMLWriter.WriteString(tx_Address. Text)
XMLWriter.WriteEndElement()

XMLWriter.WriteEndElement()
XMLWriter.Flush()
XMLWriter.Close()
MessageBox.Show(" ")
Catch ex As Exception
MessageBox.Show(ex.Message)
End Try

End Sub

Private Sub btnViewXML_Click(ByVal sender As Object, ByVal e As
System.EventArgs)
Try
Dim doc As XmIDocument = New XmIDocument
doc.PreserveWhitespace = True
doc.Load("AddressBook.xml™)
MessageBox.Show(doc.InnerXml, "<l sise alall™)
Catch ex As Exception
MessageBox.Show(ex.Message)
End Try
End Sub
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s A5 dal e A web servicesd aladiul Alee i

e UL Jlstd g Jlw ) 4R e a3y M50 The web service server -1
. ASP.NETJI ;s 1S alasiuly SOAP U sS 5 s

s e bl Jui) 5 Jlw )l Client - ey 35 : The proxy object -2
oSl A e HttpWebRequest-) (8 44 =0 25 Cus web Services Serverl
Sl 6 5all a4 e 25 WebProxy

Web b Leday) oy All 5 (52 0 dalall dgal sl 5 52 The client application -3
: Sull Jsall 8 LS Services Server

Web Server

Web Service Methods

r—

Client

Web Service proxy

L

C# application

: Create a Simple Web Services Application :13.2

2a ASP.NET Web Services g 5 -ie Jwny 2 585 web services server sLisy g
oS & a8 a5 System.Web.Services Namespaces sei—wis
S b S5 ¢ 5 dall i ) Class WebService

C#:
using System;
using System.Web;
using System.Web.Services;
using System.Web.Services.Protocols;
[WebService(Namespace = "http://my_url.com/™)]
[WebServiceBinding(ConformsTo = WsiProfiles.BasicProfilel_1)]
public class Service : System.Web.Services.\WebService
{
public Service () {}
[WebMethod]
public int Add(int a, int b)
{
return a + b;
}
}
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VB.NET:
Imports System
Imports System.Web
Imports System.Web.Services
Imports System.Web.Services.Protocols
<WebService(Namespace="http://my_url.com/")> _
<WebServiceBinding(ConformsTo=WsiProfiles.BasicProfilel 1)>
Public Class Service

Inherits System.Web.Services.WebService

Public Sub New()

End Sub

<WebMethod()> _

Public Function Add(ByVal a As Integer, ByVal b As Integer) As
Integer

Returna+b

End Function
End Class
dail) o (AN Al pon wlipla basb dlldanyy B 5 A (el Juiial 2 Eua
JEil 8 ey LaS s SOAP- JsS 58 alaaiuls XML Jsé e Clientd) I 4l

P i |

Address .é:] http;!!localhost: 1624/ \WebSite3/Ser

Y! - P~ v ' Searct

Service

The following operations are supported,

Service A http:/localhost:1624/WebSite3/Service.asmx/Add - Micr.... [= |[E]X]
L[
u

File Edit View Favorites Tools Help

Click here for a con
»

i:j L;] 0 /'7 ' Search /} Favorites <)
Add Address @j http:/flocalhost: 1624/ WebSite3/Service. asmx/Add v E} Go  Links *
Test ¥ - ¢ o |searchweb + 2 e @i =

To test the operat

<7xml version="1.0" encoding="utf-8"
Parameter Valud  «int xmlns="http://tempuri.org/"{32 fint>

ot 110

b: éz i &] Done &J Local intranet

48, sDII File =) Gl LS 3y a3 Y ol s Client—) el LY
: b WS aladiud 55 Client Resourcesb
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Cit:
using System;
class Client_side

{
public static void Main(string[] argv)

{
My_main_class mm = new My_main_class();
int x = Convert.Tolnt16(argv[0]);
int y = Convert.Tolnt16(argv[1]);
int sum = mm.Add(X, y);
Console.WriteLine(sum);

k
ks
k

VB.NET:.
Class Client_side
Public Shared Sub Main(ByVal argv As String())
Dim mm As My_main_class = New My_main_class
Dim x As Integer = Convert.Tolnt16(argv(0))
Dimy As Integer = Convert.Tolnt16(argv(1))
Dim sum As Integer = mm.Add(X, y)
Console.WriteLine(sum)
End Sub
End Class

Web Services Server -\ Client - ¢ Connection Object sl (S LS
J A LS5 5 -0l ) Web Services Reference 4dbal elly 2y g jilie S5
- )
@ Solution 'web services Test' {1 projec )
- ¥ web services Test

T 2 T
Add Reference...

L add Web Reference...

Al 2w Slea o sl Sleall i e Web Services I <ulS o) sw JLEaY) o ua
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X

Add Web Reference

Mavigate to a web service URL (asmx or wsdl) and click Add Reference to add all the available services found at that URL,

) 2
}JRL: |http:,l’,l’www.Fadidotnet.org,l’WebService,l’ j‘ :}Go

Web services found at this URL:

Start Browsing for Web Services

Use this page as a starting point to find Web services, You can click the links
below, or type a known URL inko the address bar,

Browse to:
= Web services on the local machine

= Browse UDDI Servers on the local network
Query vour local network For UDDT servers.,

= UDDI Directory
Query the UDDI business registry to find companies and production Web

services.

» Test Microsoft UDDI Directory
Locate test Web services to use during development,

Cancel
Help

Ot ¢ Sleall Gai e Ll 5 LS gmaliall 3 A5l Methods - sle diu) aolaios Waaie
Juu¥ Web Services ) e ADO.NET I by 4 Juadl) 138 e Ul ¢ 52l &
.Clientd A XML =< Result -
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Using ADO.NET With Web Services :13.3

Ladiwe Client 3 (Al @lbibs Juw ¥ Web Services - Gebad) JUl) 8 Laadsul
e by Jail Web Services sbiih asaiw JUll 1aa 35 ¢ SOAP I JS 550
S Text oo 3be @bl sda (55 of oSy s Client 1 ) SQL Server Database
A5 1S I & Authenticationd) cilslac) e 55 Y 5 » siis eally o & ol Image
JSal) 8 LS 1S 4 Authentication 2 @ilalac) o 5S35 o casys « SQL Server
P i |

File  Ackion Wiew Help |0

B2 g |
% Internet Information Service
—|- B FADI-CYEER. (lacal comp)

HTTPHeaders |  CustomEmars | ASPMET | Server Estensions

| ‘webSite | ISAPIFiters | HomeDitectory | Documents | Directary Security

=27 ‘Web Sites Anorwmous access and authentication control
+ ) Default wieh Site Enable anonymous access and edit the
+ [0 FTP Sites w authentication methods for this resource.

e

+- % Default 3
Authentication Methods

Anonymaols access

Mo uger name/pazeword required to access thiz resource.

Account uged for anonymous access:

Username:  |FADI-CYBERMASPNET | |[ Browse... ]

Edit...

Pazsword: | |

Allow 115 to control passward - —
Eerver Certificate..

Authenticated access

Wiew Certificate. .
For the following authentication methods, user name and password
are required when Edit...
- ahohymous access is dizabled, or
- access iz restricted uzing MTFS access control lists

Digest authentication for Windows domain servers

[ Basic authentication [password is sent in claar text] Ay

Drefault domain: | | Select...

Realn: | | Select...

Integrated ‘wWindows authentication

[ QK l [ Cancel ] [ Help ]

83 g gall g Sl 822 e Jpand A Gladla ad Jari g (aas User 2aa Sua
(m—a Security =) (s Gladlall s a4 ey« SQL - Server I e
;AU JSal 8 WS s Microsoft SQL Server Ju =Wl Enterprise Manager-!

=27 Security

% Mews Login, ..
x Ur Wiew ’
= RE

Mew window From Here

+-[_7] Replication ‘

+-(_1 Suppo

+-[_] Metal Refresh
Export Lisk...
Help
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e dsaalbad C}"‘“j‘ Users 3l (e 1S ) (4 slidas (o) padiiall sl JAai &

A SQL Server Group
-y (LoCAL) (Windows NT)
+-[_] Databases

+ D Drata Transformation Ser

+-{Z7 Management
+-_1 Replication
= D Security
&3 Logins
Y5 Server Rales
+ % Linked Servers
=< Remote Servers

+ D Support Services
+-[_7] Meta Data Services

) JCa 8 LS5 il sac s

QBUILTIN'l,Administrators Windows G...  Permit masker English
4 SQL Server Login Properties - New Login Engish
Q F English
5 General l Server Holes] Databaze Access] English
% Mame: |
Authentigledl? erver Login Propertie e 0g
List Mame:s From: | \WFAD|-CYRER® j
Mames:
ﬁ _ wmware_uzer_ [ wrware usVMware User ~
ﬁ ACTUser [Application Center Tes Account used to launch the Application
k5 Administrator Built-in account for administering the co
# ASPMET [ASP.HET Machine & Account uzed for nning the A5F.NET
€ fadi
ﬁ Guest Built-in account for guest access to the —
ﬁ Helpdssistant [Remote Desklop Faccount for Providing Remote Assistarn
Defaulks ﬁ IUSR_FADI-CYBER [Intemet Gue Built-in account for anonpmous access
Add Search...
Add Name: |FADI-CYBEF|'\.-’-\SF'NET
QK | Cancel | Help |

I laa da st g Lgaladt ol oy 5 Al bt sa el lias il daall ajaail
LS5 SQL Server Login Properties 1! ;= Server Rolesd! s Database Access

SQL Server Login Properties - FADI-CYBERMASPNET X]

P | R e -

General] Server Foles  Database Access l

Specify which databases can be accessed by this login.

Databaze  Uszer

Ferrit

08
] :i
0@
] :i
0@
— B

Farthwind
PS5
master
model
mzdb

—.L.

Dratabaze roles for 'GIS"

Fermit in Database Roale
£ public

£ ob_owner

£ dh_accessadmin
€ db_securitpadmin
£ ob ddiadmin

L( | | £ |

aK | Cancel | Help |

AL & 55 5 gralial) e skt il 5 Ly i ) ciadal) maat iy Al

M ALl ail Client 2 Jeu s Jasis GIS pUad fLaY ddayiss 3 S8 Jrany o gt el
<ila sl=e Web Services 2 =25 Web Services Server-l () ada JAl) (e 5 jlis,
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sacld 4 Table dwes d0laidl & o585 Casa s Client ) () libull 3208 (e ol 138 00
AU JSal) 8 LS 5 aldl 13 (e il slee 5 bl and e (g gia 5 i)

Colurnn Marne | Data Type |Len-;|th | Al Mulls
_|©Country warchar 50 W
Info warchar 50 W

Server ) (e <Y1 cadls Web Services ) g il sac 8 oy o s o5
ul Jall 8 S 5 Explorer

Server Explorer Servicel.asmx.cs [Design] |
9% 8 " "
- @ Diata Conneckions EEI;- sqlCannection E‘E sglDatafdapker]

= 3 FADI-CYBER.GIS.dba
+ @g Database Ciagram
Tables
+ GIS
+ % Wigws
(& Stored Procedures
+ % Functions

Web Services 2 (A dday Al (pw ale Jariay o 58 (o3 ALl aid Client 2 Jow e
String  a=_isaals yies o 23l Method el (A dalay (as sl o2 4
tsb WS alll 13a e il glaw e (5 5ia5 Return Value

Ci:
[WebMethod]
public string GIS_Country(string country)

{
try

{
sqlDataAdapterl.SelectCommand.CommandText = "select * from GIS

where Country=""+ country+"";

DataSet ds = new DataSet ();
sglDataAdapterl.Fill (ds);

return ds.Tables[0].Rows[0][1].ToString ();

¥

catch (Exception){return "l Can not Find Your Country! Please Select
Another One";}

¥

VB.NET:
<WebMethod()> _
Public Function GIS_Country(ByVal country As String) As String
Try
sglDataAdapterl.SelectCommand.CommandText = "select * from
GIS where Country="" & country & ™"
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Dim ds As DataSet = New DataSet
sglDataAdapterl.Fill(ds)
Return ds.Tables(0).Rows(0)(1).ToString()
Catch el As Exception
Return "I Can not Find Your Country! Please Select Another One™
End Try
End Function

JUE 8 LaS 5 Leilis) o5 Al Web Service ) as adas 3 o s8iu Client Jl <yl &
Wl aa nsWeb Services Method - () 4 sall assd Clientl ) e g Gl
1 b LS Clientl alad) JSE ¢ S5 Al gall e Sla glae

= Simple GIS System Using Web Services

ALGER |4

The Arab Warld

L JIEQUTI
FALIA

COMOROS
=

Web 3 ) alll asd Jas s Leale Jarall die Cua Areas deas ali JS 550 jpaa aodai
2l S e Panel 13k ¢ s sl Jais GDI ) Slaéaty Jani ¥ S« Services
s vie U 3 &I 5 <o s ¢ Transparency-) Gleall g @il e 4l 4alal) o of Jasi

(b WSy ol JS e de g gall Panel A1 e Mouse Down -l
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C#:

private void panell MouseDown(object sender,
System.Windows.Forms.MouseEventArgs e)

{

localhost.Servicel sr = new GIS.localhost.Servicel ();
this. Text = sr.GIS_Country ("Jordan™);

}

VB.NET
Private Sub panell_MouseDown(ByVal sender As Object, ByVal e As
System.Windows.Forms.MouseEventArgs)
Dim sr As localhost.Servicel = New GIS.localhost.Servicel
Me.Text = sr.GIS_Country("Jordan")
End Sub

W L) a2y Mia 3 ) gas Binary Data gla ¥ Web Services ) aladied ¢Sayg
Gaelai (S « Streaming b paldd) Juadl) 8 s ot la gb g i) Sae1d (ha
O (A Juail) (B Euaal) wloa Al hal) uilyg ASP.INET ) o aliall oda

i Ggal) B gilinl g Remoting )
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Chapter 15
Remoting & Distributed Systems Programming &

Design

- The Distributed Systems Concept & Design

Design a Distributed eCommerce System by
Using ASP.NET and Web Services.

- Serialization Programming
e The Serialization (Classes & Members)

Using BinaryFormatter & SoapFormatter to
Serialize Objects & Images Through Network

- Remoting Programming

Remoting (Classes & Members)

Using Remoting Applications in Dot Net
Create an Advanced Distributed eLearning
System (Remote Class Room)

Create an Advanced Remote Desktop
Application With Remote (Mouse/Keyboard)
Control Features
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: The Distributed Systems Concept & Design - ¥ « 15

MA\J?MM@M‘;@@&\;QA&W&QJ;@}A\ Aaill (o yay
o Lo sy ()]st JS dand Cumn 336 Y) (e e saae (o el alew )58
& Jexiy Server JS e zmdbnll e dds @lltia o585 Cus Load Balance-b
a5 ol e leany ae Jead Cuay Julidie S5 5l Jaall @58 Gl e Lgaiany
JS ) alea) ari Business Applications Jlee¥) il s (8 Juadys ¢ algall

1deaiic SErVEr o et
IS 9 ) Lema Jalaty Al dgad 5l 5 Presentation =) ) aadiwall dgal 5 -1
:-hA

L

e ) ae) @l maen s Business Tierdlee Y gl s Ay 48de 4l 3 ¢ 3l 22
Jaa s 48y sk ol @dall 43y 5k 5l Discounts <le sadl) Clua 38yl Jie Jeally d8le
A e i (5ol dalal

acl @ o s singy o3 e 3all s s Data Source <l Jaisl acadall e 3all -3
Al e 4l L JS 5 agilibon sf LN e sbea Lgle Jadasd i)y bl

51 (Web Services)d Leadive sl lecasy ae o1 32Y) 038 (0 IS Jayy 2 o 8
Web Services &bl Juadll & 4ty W a9 DLL Reference S lgalaaiul
On bl Remoting 1 sl alasiud sy ouillall S is « Programming
Aladiuly Jay Hl A8 Jaadl) 138 e (AU £ 3adl (3 i CSgug ¢ 222340 Serversdl
8 Al DI cliSa alaainy Serialization J) o 82isY) 44S 5 Remoting
: SN JSAN s amy Slea e 32 g 50 (588

Client Tier Storage Tier
AN <
> s

—— 59

]
il

Presentation Business

Storage
Layer Layer 9

Layer

Loy o o s Cun e ) sall alail) dae jm Al 5 ddlell 5 5aY) e Web Services ) s
e ds3all Ol asfan G ¢ (A Y 3 ladll) (5 58IVl sl aadig

Slo adsdl 13 gsingy ASPINET J e ualls 48,310 alall Web Sited)
¢33 Sy adal ABC I eliy 4S5l aaiad g eite JSI jlaasl) 5 4S5l dualal) cladiall
Aty il gl A8 80 20855 LS ¢y 5230 A sy (531 AL ) geiiall Jpem il DHL I 5
% 50 I Jeai il a5 Ly gusy Gloalls ol 5 2,31 8 Gaiall (5L 31 9% 20
Al cilatia (ga STl claine 3 iy ol Gl
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;&L«S} ;\)';iﬁmelcaw\ oda ??‘SL?}M?M‘ ey gl Jd

Se G Sl w0 o) (Sars Presentation J axdied) dgals -]
Al ) ALYl #iie S e et 7y Dl ) pa e o585y ASP.NETA
dadlly aBsall e 4l yide gl Led reny Alls Shopping Cart J b bl
IRERIRY

5 e seadl) AUl ) ol jal AW e Ua aude a5 Business Part I -2
(J5eS DHL i 501 olic il

Ol G s 5 A8 58lL Aalal) cililyll 38 L sa 5 Data Source Part I -3
(Ol s Gyl 6 a ¢ Gl Cilaslaa 6 )

IS ) g Lo g Lvad g Cila plra b 5 gSdalf S pudilly dileiad] Cila pleal) pran 24 ol
54 6 gal) Cila gleal) ini ¥ g %MYM;M/‘;J Jw/gﬁkﬂﬂ/ﬂﬂu
Tl ! SUSaY) i ghasend a3 Lail Aaial] 4 B0

ABC I &y i sa Eum Web Services ) e 4abait¥) oda ¢ Ja )l sl adingus
Web Service 3} DHL 1 i sius 5 5SIY) adall sluls alall Web Service
o s (s ySIY) a8 salh Web Services ) o2 L) s s giall Jaa iy Aualal

8l lee. ALy AN e plaall Ui i) o

Data Type Field Name
String (Full Name) o2 ) ol
String il &8, + (Full Address) o)) sial!
.. oSUll
Integer (Zip Code) 4l 5adsall 3a
String MasterCard, OIS ¢! s Qlais¥) 48lay o8

VISA, Discover , American
o & 5 EXpress

Float g 2sall ilaall

String A8l alall Cluall o8

:JES b WS elidl Aalall Web Services b Method 41 o sSiug

C#

[WebMethod]

public bool Bank_Tier(string Customer_Name,string Address,int
zip_code,string payment_method,string ecard_number,float
depositor,string acount_number)

{

Il Check if the eCard number is correct

Il Check if the Account is Available

/[ Do The Transaction

// Return if the Transaction Done Successfully or not

¥
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VB.NET
<WebMethod()> _
Public Function Bank_Tier(ByVal Customer_Name As String, ByVal
Address As String, ByVal zip_code As Integer, ByVal payment_method
As String, ByVal ecard_number As String, ByVal depositor As Single,
ByVal acount_number As String) As Boolean

' Check if the eCard number is correct

' Check if the Account is Available

' Do The Transaction

" Return if the Transaction Done Successfully or not
End Function

DHL I élle; ¢ua DHL Customers Table I 3 el &5 38 4S8l o (o yidi
DHLA callasss (Y1 (40ld La s Ledl gie g aluall 8 5 (Jia) 48 53 (e ALalS) il sladll
530 ) Aaddl e 5l il shaall o3

Data Type Field Name
String (Full Name) o2 ) a!
String i) a8 5 + (Full Address) o sl
.. oSl
Integer (Zip Code) Auaall 5452l 3a
String Leia ol il o3 ) A8 3l
String (Primary Kay) Email (&5_5SIY) & 5l
Float (Do) slhadl alid) dla
cuani s 3 /method (e 4 e ain)
s AL () dndeall S g1 D glhaal] il
(O ) 4 Ak

:JES L WS DHL 4L 4slall Web Services b Method 31 ¢ sSiu

C#:

[WebMethod]

public string DHL_Tier(string Customer_Name,string Address, int

zip_code,string company_name,string email,float cost, int quantity)
{

Il Check the Company Account

// Store all information about the Customer

// Do The Transaction

/I if the Transaction Done Successfully

/I it Return The Number of Days that Need to Deliver the Product to

Customer

¥
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VB.NET
<WebMethod()> _
Public Function DHL_Tier(ByVal Customer_Name As String, ByVal
Address As String, ByVal zip_code As Integer, ByVal company_name
As String, ByVal email As String, ByVal cost As Single, ByVal
quantity As Integer) As String

' Check the Company Account

* Store all information about the Customer

' Do The Transaction

"if the Transaction Done Successfully

" it Return The Number of Days that Need to Deliver the Product to
Customer
End Function

Data Type Field Name
String (Full Name) o2 ) a!
String (Password) _s_ll 418
String (Primary Kay) Email (s 51 &yl
Integer <ilel o8 ) + (Full Address) o) sil
... oSUll
String (Zip Code) 4wl 54 sall 3

Gl 4 e () 2 s il e 5 (Ll il ol (Al aludl) o] Al Sllee aen Jaousi
Jsaall e (g ginin g Storage Tier ) 8525 g0 SULu 328 e (shopping Cart

Adal)

Data Type Field Name
String (Foreign Kay) Email s Sy & yll
String | Barcode (Foreign Kay) dlud s Ul
Integer G sllaal) 2aall
Date/Time allall g 5 ey )
Date/Time aloil) g g ey
Float sl dluall ila
String Check or Bank ) adall 45 )l
(Transfer..
String (DHL For Example) asledll 45 )k
Boolean (True/False) (Statues) ¥ ol adall &3 Ja
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83 () AdLaYl sl o5 8 siall lludl e g siay jaT Table 2 s o i

“Aa L)

Data Type Field Name
String sl Barcode (Primary Kay) sl 2,
String Lalod)
Integer 8 giall 2aal)
Binary dalull 5 ) gua
IS Ay yuall g 350l ey Ao (s 5t Cum Tax Al oluad 5 AT il sacld
:Zdjd

Data Type Field Name
Integer (Zip Code) el s gall e
Float Tax il

A g3 S - sieddl Discount madl) s A sall sl e (g siny JAT Jsaa

Data Type Field Name
Integer (Zip Code) 4l 5 sall 3
Float discount m=all

dniia Lghy s e dlenl)l e glee e g gint ) bl saeld oliy ) zlinin 0V

[E7 Webarm - Micrusaft tntermet Explorer
o Em vew Fnote Tk Hb

B0 sewth i Pt @

] e shos o e R TIR reWebFoma sspe

Full Address

Welcome To Our Stores

mman Jordan, Phene 0706284475

&

bore

il dsall 8 ls s ASP.INET

4Local it et

A3l Ul dsia (e @l Yl a5 o sy Register Me Now ) e Jhaxall axy

C#:
try
{

s i) sacld ) e slaall JA)

/I Check if All Information is Correct if Yes do:

sglConnectionl.0Open();

sglCommandl.CommandText = "insert into Clients_info
values("'+Email_TextBox.Text+",""+Pass_TextBox.Text+","'+Name_T
extBox.Text+","+Zipcode_TextBox.Text +

""'+address_TextBox.Text+™)";
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sqlCommand1.ExecuteNonQuery();
Response.Redirect(*http://www.fadidotnet.org/welcome.aspx™);
}

catch(Exception ex){msg_txt.Text = ex.Message;}
finally{sglConnectionl.Close ();

VB.NET

Try

¢ Check if All Information is Correct if Yes do:
sglConnection1.0Open()

sglCommandl.CommandText = "insert into Clients_info values(™ &
Email_TextBox.Text & "™,"" & Pass_TextBox.Text & "' " &
Name TextBox.Text & ™" & Zipcode TextBox.Text & ", &
address_TextBox.Text & "™)"
sqlCommand1.ExecuteNonQuery()
Response.Redirect(*http://www.fadidotnet.org/welcome.aspx')
Catch ex As Exception

msg_txt. Text = ex.Message

Finally sglConnectionl.Close ()

End Try

hsia) i€ Gun A8 AML Lalall cilatial) e (5 sind il dndeall ) St ol aay g
il Al 8 Ledada o5 Lh iy 55 A Aalud)

Spedialty Stores -

! STRATEGY!

Everyone’s
) Neghtife (Expansin), The Sime 2 pictures.

One place.

- B virecer

(e isa s Client  Information  Table = o dc  sall dadaily) 8 21y
alys Business Tire 4 La s o) il ddleiall ) s¥) 438 oy Presentation Tier-)
48 304 palall ASP.INET g 5 08a ae das 1 Web Services alasiuls baea Ly )
O bl Juadll o ity g ¢ AT I alas (e Serialization Object S <l slaall s i
052 Adla iad Remote Method JS g jiw Eua & 5 gall plbail) ciliida g0 A8da (IS

U SN Jaa el oda ) jainl S Ll
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Client Tier Business Tier Storage Tier

= :ﬁ_—j'fi—"‘ N =~ —f S S ;
User Web Web Business Data Client Storage
Interface Service Service Logic Access Interface
Client Layer

: Business Tier Web Services 2
) (Kl 5 Gl gadll g il eLl:u) e g siad Sy Web Services ) s3a aa 3
G Aads o)y o L) amy () 9 ) (e A shlaall A8Luall 4w ll Presentation Tier -l
e s sinn S A gall ey e (s ginan oY) Ol i g )b dag ol 38l Cus ad 5al
e 5 sins al Jl 5 2Ll Galall Barcode J) e G 5 o s 3L paladl Email S
i g Anbiadl ) 3l ) 9 3 (e A gllaall Adliall Aasll Method ) o3a aa yig adall 48 4k

C#

[WebMethod]

public float Business_Tier Get Net Cost (int zip_code,string
email,string barcode,string payment_method,int quantity)

{

float tax = Calculate_Tax(email,zip_code,barcode,quantity);

float dicount = Calculate_Discount(email,zip_code,barcode,quantity);
float DHL_Cost =
DHL_Cost(Products_barcode,Product_weighing,Company_ID,quantity;
float Product_Cost = Product(barcode,quantity);

return (Product_Cost + tax + DHL_Cost) - dicount;

¥

VB.NET
<WebMethod()> _
Public Function Business_Tier_Get_Net_ Cost(ByVal zip_code As
Integer, ByVal email As String, ByVal barcode As String, ByVal
payment_method As String, ByVal quantity As Integer) As Single
Dim tax As Single = Calculate_Tax(email, zip_code, barcode,
quantity)
Dim dicount As Single = Calculate_Discount(email, zip_code,
barcode, quantity)
Dim DHL_Cost As Single = DHL_Cost(Products_barcode,
Product_weighing, Company_ID, quantity)
Dim Product_Cost As Single = Product(barcode, quantity)
Return (Product_Cost + tax + DHL_Cost) - dicount
End Function
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o syind A Aaiiall 1) e gall 4 Jiias Aabodl o) 53 e 5030 4881 50 Als
il Web Service J) e Server ) () ardll o jai aiy Svs ¢l Cila slaa
toh WS el

C#:

[WebMethod]

public bool Payment (string Customer_Name,string Address,int
zip_code,string payment_method,string ecard_number,string
acount_number)

{

Return Bank_Tier( Customer_Name, Address, zip_code,
payment_method, ecard_number, Net_Cost, acount_number);

¥

VB.NET:
<WebMethod()> _
Public Function Payment(ByVal Customer_Name As String, ByVal
Address As String, ByVal zip_code As Integer, ByVal payment_method
As String, ByVal ecard_number As String, ByVal acount_number As
String) As Boolean

Return Bank_Tier(Customer_Name, Address, zip_code,
payment_method, ecard_number, Net_Cost, acount_number)
End Function

)ikﬁj\&m&ﬁwaug\wh&&o}&’k;ﬂgmgu&&us)
e yall 8 Casain | aaly oL 8 LS s Lsan das s 6000 Ly Jala 30 gl 5
alaill 5 Sl il 8 Leilankai s Remoting— s Serialization =) = Sl

As ) gall
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: The Serialization Programming - Wi

Jwe Serialization-) J2\A (1« Li€ay : The Serialization Classes & Members

Stream I aladinly Alaall 4S80 joe o) s JAT Y Sles e Objectd Serializing
) aladi) Wiy 5 « Remotingl s WebServicesd! alasiuly i 5u¥) e 5l Socket
System.Runtime.Serialization — oA &Gl 8 Serialization
5 Classes (= pdma 22e e Namespace <! 1xa s s3sy &us Namespace
Jsaadl Gy dglaal A0all 5 e 35Y1 e Object sV Serialization dee (8 aclus

Ac ) gall (J:'.AS\ el (8 Lgia BalainY) LiSay %;d\j Classes 4 s ?Ai ‘_,JLJ\

Jaad A Hll il 5l JS e Class ) 138 (5 sis g
Serialize J a3 ie s Object Y Serialization
Stream 41 = Object Serializing Jw_¥ Method
Serializing ) Jugiud aas5s Al Deserialize J1s

s Al 5 5 Object Y 4l =i 5 Stream- o« Object
Js85is 0 e Ju ¥ Lea (oo 58 JlapY) Al 3335
Namespace J ;e b s Soap

<us System.Runtime.Serialization.Formatters.Soap
Juadll 8 L 38y ¢ 5 piall Reference ) () 4%8lia) sy
Object 41 J yss Cus SOAP Al JsS 55 3 Jae 58S 5ildl
Jieay o AUl 44kl 5 « XML Serial Stream
e b s Binary Serial Stream ) Object-)

: Namespace-!
System.Runtime.Serialization.Formatters.Binary
o) 138 8 Aadal) ALY b Jaoadilly s 5 i (53

Formatters ,
Formatter &
FormatterServices

A5 IFormatter Interface 4 e s sisy Cua
A Jiiad Gllee 8 LegeadinsY |Convertible Interface
... Serializing Stream 41 »e 4llu )} (S S Object

FormatterConverter

138 (5 siny Cus Object Y (A sdic D ) a5l adding g
bt 28 5 4 53 2 68 J5Y) Tow Methods = Class -
AL pa&l D el s SUN s GetlD (<2 Object U
anl Lagie S 221 s Hasld -« s Object

5 True dad s 4l Jlulos a8 5 ad 53 3y 53 530 Object

e 3 ) 51 55l oo o3 S 13 L 3aat) False
.Y ol Object U ludus a8 5 ad 53

Getld ( object_name,out bool) ->to Setan ID
Hasld( object_name,out bool) - to Return the ID

ObjectIDGenerator

laal L Ui of (S Al Cilaslaal) S e (5 58n0
e Object Y Deserialize 4! s Serialize -

J5 FullTypeName ' 5 AssemblyName

Objects -l Data Types 4l <34 s=3 5 MemberCount

TP

SerializationInfo

[Serializable] Attribute b <=3 Of ¥ 5l oas Serializable Class (sf sLisy
Lede Serializing dwe oiy o) S S Classes 2 o= Class! 1xa o) <o yay Sus
sl JEdL =&l Bank Tier Serializable Class Jdasd JUeS L WS
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C#:

[Serializable]

public class Bank_Tier

{

public string Customer_Name;
public string Address;

public int zip_code;

public string payment_method,;
public string ecard_number;
public float depositor;

public string acount_number;
public Bank_Tier(){// Get_Session_ID();}

ks

VB.NET:

<Serializable()> _

Public Class Bank_Tier
Public Customer_Name As String
Public Address As String
Public zip_code As Integer
Public payment_method As String
Public ecard_number As String
Public depositor As Single
Public acount_number As String
Public Sub New()

' Get_Session_ID()

End Sub

End Class

Binary —S ) sa Juu y¥1 A8 jla aaat e 3V Jlas )Y Aleny (aldl el all o LISY
352 sall s BinaryFormatter ) pasivin J5¥) 8 XML Data sl Stream Data
Ll System.Runtime.Serialization.Formatters.Binary Namespace—! (e
SOAPFormatter Class <! (sesia <@ y2all s SOAP Protocol 2! e padiunsd SG
System.Runtime.Serialization.Formatters.Soap —l (o—ia 252 sall
.Namespace

C Y5l 1Y SOAP  Formatter I alasinly 3wl Class —U Serialization Jweals
40Ul Namespaces < s

System.Runtime.Serialization
System.Runtime.Serialization.Formatters.Soap

i) aa Lt wdaiui Gom Bank Web Services <) (= Instance dwss a 58 a5
Bank Server - . ldla )l o545l Presentation Tier—) o sy <l shadll
Binary Data < jleall Ao Ledaia ol NetworkStream- sl Remoting I alasiuly
A J5S 55 aladins XML File = <iba il g 348 JUS JL WS s XML File

: SOAP
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C#:

Bank_Tier bt = new Bank_Tier();
bt.acount_number = acount_number;
bt.Address = Address;
bt.depositor=depositor;

bt.ecard_number = ecard_number;
bt.payment_method = payment_method;
bt.zip_code = zip_code;

Stream str = new FileStream("bank_result.xml", FileMode.Create,
FileAccess.ReadWrite);

IFormatter formatter = new SoapFormatter();
formatter.Serialize(str, bt);

str.Close();

VB.NET:

Dim bt As Bank_Tier = New Bank_Tier
bt.acount_number = acount_number
bt.Address = Address
bt.depositor=depositor

bt.ecard_number = ecard_number
bt.payment_method = payment_method
bt.zip_code = zip_code

Dim str As Stream = New FileStream("bank_result.xml",
FileMode.Create, FileAccess.ReadWrite)

Dim formatter As IFormatter = New SoapFormatter
formatter.Serialize(str, bt)
str.Close()

b LS5 Lela) i Al bl e (g sy XML <ake Output I ¢ sSas

- <SOAP-ENV:Envelope
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" xmIns:SOAP-
ENC="http://schemas.xmlsoap.org/soap/encoding/" xmlns:SOAP-
ENV="http://schemas.xmlsoap.org/soap/envelope/*
xmlns:clr="http://schemas.microsoft.com/soap/encoding/clr/1.0"
SOAP-
ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/
">

- <SOAP-ENV:Body>

- <al:Forml x002B Bank_Tier id="ref-1"
xmlins:al="http://schemas.microsoft.com/clr/nsassem/Serializatio
n/Serialization%2C%?20Version%3D1.0.2309.39316%2C%20C
ulture%3Dneutral%2C%20PublicKeyToken%3Dnull*>
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../Test%20Projects/Serialization/bin/Debug/bank_result.xml##
../Test%20Projects/Serialization/bin/Debug/bank_result.xml##
../Test%20Projects/Serialization/bin/Debug/bank_result.xml##

<Customer_Name xsi:null="1" />

<Address id="ref-3">Amman Jordan</Address>

<zip_code>962</zip_code>

<payment_method id="ref-4">Master Card</payment_method>

<ecard_number id="ref-5">66-6655-444433-
55655</ecard_number>

<depositor>600</depositor>

<acount_number id="ref-6">3399948845</acount_number>

</al:Forml_x002B_Bank_Tier>

</SOAP-ENV:Body>

</SOAP-ENV:Envelope>

plasiuly S Network Stream 21 e bl Jle Y JUall 13a pladiul apdaiid asly
Jss e Object sl J4iadl Serialization =) o 33l LiSay LS « Remoting
AT sal L LealasinY Binary Data st XML

Object Jw_¥ BinaryFormatter Class ) (i saléiwy) 4 AUl JEall & i
SOAP I (e 3lii¥) A i LS ASEN ye AT ) Slea o Binary Data
e O B sea dlu ) 3wy JUeS s XML Stream-S Binary Data Jw_Y Protocol
:h WS s MemoryStream-) alasiuly Binary Stream ) Lebisas sy JAT )

:Ju Y1 el s & BinaryFormatter 31 alasial; : Y

C#.
using System.Runtime.Serialization.Formatters.Binary;
using System.Runtime.Serialization;

private void Send_Image_Using_BinaryFormatter
{

MemoryStream ms = new MemoryStream ();
pictureBox1.Image.Save
(ms,System.Drawing.Imaging.ImageFormat.Jpeg);
object op = (object) ms;

BinaryFormatter br = new BinaryFormatter ();
TcpClient myclient = new TcpClient (“localhost”,5000);
NetworkStream myns = myclient.GetStream ();

br.Serialize (myns,op);

myns.Close ();
myclient.Close ();

¥
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VB.NET
Imports System.Runtime.Serialization.Formatters.Binary
Imports System.Runtime.Serialization

Private Property Send_Image_Using_BinaryFormatter() As void
Dim ms As MemoryStream = New MemoryStream ()
pictureBox1.Image.Save
(ms,System.Drawing.Imaging.ImageFormat.Jpeg)

Dim op As Object = CObj(ms)

Dim br As BinaryFormatter = New BinaryFormatter

Dim myclient As TcpClient = New TcpClient("localhost", 5000)
Dim myns As NetworkStream = myclient.GetStream()
br.Serialize (myns,op)

myns.Close ()
myclient.Close ()
End Property

:JLsiaY) =al 0 A BinaryFormatter J) aladsiu

A Slaal) ATIal) anat i JLSE WY el 8 BinarFormatter — alaai Y
) a5 Jituall Object U Casting Jws a5 5 Deserialize 4 5 Serializel
Picture box 4l e 4 e mkiilasic ¢ 5 a0 5 .« MemoryStream Object
: Image Class ! (s 3352 5l s FromStream Method ) alaainl,

C#:
void Image_Receiver()

{

NetworkStream myns;
TcpListener mytcpl;
Socket mysocket;
Thread myth;

mytcpl = new TcpListener (5000);
mytcpl.Start ();

mysocket = mytcpl.AcceptSocket ();

myns = new NetworkStream (mysocket);
BinaryFormatter br = new BinaryFormatter ();
object op;

op= br.Deserialize (myns); // Deserialize the Object from Stream
MemoryStream mm = (MemoryStream) op; // Casting The Object to
MemoryStream Object
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pictureBox1.Image = Image.FromStream(mm);
mytcpl.Stop();
If (mysocket.Connected ==true)
{while (true){Image_Receiver();}}
}

private void server_Load(object sender, System.EventArgs e)

{

Thread myth;

myth=new Thread (new System.Threading
.ThreadStart(Image_Receiver));

myth.Start ();

ks

VB.NET
Imports System.Runtime.Serialization.Formatters.Binary
Imports System.Runtime.Serialization

Private Sub Image_Receiver()

Dim myns As NetworkStream
Dim mytcpl As TcpListener
Dim mysocket As Socket
Dim myth As Thread

mytcpl = New TcpListener(5000)

mytcpl.Start()

mysocket = mytcpl.AcceptSocket()

myns = New NetworkStream(mysocket)

Dim br As BinaryFormatter = New BinaryFormatter

Dim op As Object

op = br.Deserialize(myns) ' Deserialize the Object from Stream

Dim mm As MemoryStream = CType(op, MemoryStream) ' Casting
The Object to MemoryStream Object

pictureBox1.Image = Image.FromStream(mm)
mytcpl.Stop()

If mysocket.Connected = True Then

Do While True
Image_Receiver()
Loop
End If
End Sub
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Private Sub server_Load(ByVal sender As Object, ByVal e As
System.EventArgs)

Dim myth As Thread

myth = New Thread(New System.Threading.ThreadStart(AddressOf
Image_Receiver))

myth.Start()
End Sub

:Jla )Y mali o (8 SOAP ) aladin) ; Ll
A8 a8 pa A Julaall Gkl 3 J gt a5 XML Data S 6 seall Jas s Cas

C#:
using System.Runtime.Serialization.Formatters.Soap;
using System.Runtime.Serialization;

private void Send_Image Using_ SoapFormatter
{

server fr = new server ();

fr.Show();

MemoryStream ms = new MemaoryStream ();
pictureBox1.Image.Save
(ms,System.Drawing.Imaging.ImageFormat.Jpeg);
object op = (object) ms;

TcpClient myclient = new TcpClient ("localhost”,5000);
NetworkStream myns = myclient.GetStream ();

IFormatter formatter = new SoapFormatter();
formatter.Serialize(myns, op);
myns.Close();

¥

VB.NET:
Imports System.Runtime.Serialization.Formatters.Soap
Imports System.Runtime.Serialization

Private void Property SoapFormatter() As Send_Image _Using_
Dim fr As server = New server
fr.Show()

Dim ms As MemoryStream = New MemoryStream
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pictureBox1.Image.Save
(ms,System.Drawing.Imaging.ImageFormat.Jpeg)
Dim op As Object = CObj(ms)

Dim myclient As TcpClient = New TcpClient(*localhost™, 5000)
Dim myns As NetworkStream = myclient.GetStream()

Dim formatter As IFormatter = New SoapFormatter
formatter.Serialize(myns, op)

myns.Close()

End Property

:JLEY) als 1 8 SoapFormatter ) aladsin

Serialize- iuSlaall Al oo JUEY) mali 0 4 SOAP ) JsS 555 aladind
I 45 Jiiiwall Object —I Casting J—e=: o & »5 Deserialize —=
Picture box -l (e 4sa e gehaius lhate ¢ 5 5415 0 MemoryStream Object
: Image Class ) (s 535 5all s FromStream Method ) lasiul,

C#:
using System.Runtime.Serialization.Formatters.Soap;
using System.Runtime.Serialization;

void Image_Receiver()

{

NetworkStream myns;

TcpListener mytcpl;

Socket mysocket;

mytcpl = new TcpListener (5000);
mytcpl.Start ();

mysocket = mytcpl.AcceptSocket ();

myns = new NetworkStream (mysocket);
object op;

IFormatter formatter = new SoapFormatter();
op= formatter.Deserialize(myns);
myns.Close();

MemoryStream mm = (MemoryStream) op;
pictureBox1.Image = Image.FromStream(mm);

mytcpl.Stop();

If (mysocket.Connected ==true)

{

while (true)
{Image_Receiver();}

}
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private void server_Load(object sender, System.EventArgs e)
{

Thread myth;

myth=new Thread (new System.Threading
.ThreadStart(Image_Receiver)); // Start Thread Session
myth.Start ();

¥

VB.NET:
Imports System.Runtime.Serialization.Formatters.Soap
Imports System.Runtime.Serialization

Private Sub Image_Receiver()
Dim myns As NetworkStream
Dim mytcpl As TcpListener
Dim mysocket As Socket
mytcpl = New TcpListener(5000)
mytcpl.Start()
mysocket = mytcpl.AcceptSocket()
myns = New NetworkStream(mysocket)
Dim op As Object
Dim formatter As IFormatter = New SoapFormatter
op = formatter.Deserialize(myns)
myns.Close()
Dim mm As MemoryStream = CType(op, MemoryStream)
pictureBox1.Image = Image.FromStream(mm)

mytcpl.Stop()
If mysocket.Connected = True Then

Do While True
Image_Receiver()
Loop
End If
End Sub

Private Sub server_Load(ByVal sender As Object, ByVal e As
System.EventArgs)
Dim myth As Thread
myth = New Thread(New System.Threading.ThreadStart(AddressOf
Image_Receiver)) ' Start Thread Session
myth.Start()
End Sub
Binary ) leae sis i & oall 25 8 Serialization ) alasiu) 4,68 Uy 13%a 4
Remoting 4! oo Juadll 138 (e JUll ¢ jall 8 Cuaall aius « XML Datal s
e ) gall alaill g ISl Cilima A Lgwladinl
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: Remoting Programming : !

Ll aady ) ¢ QIS G s (A laa Al aral sall (0 Remoting -l & sia sa in
Remote JI e 325 54l s Remote Methods I aladial 54 jLia A& Za) ) il
oS as ) Web Services - iilae Remoting-! g Jwladll dulee 42355 Server
DS Gl aw oS3 <Client) < 1 4 Proxy Object Jwe Lealadinl allady Eua
Gl | jlacas Gl eludiy Serverdl oLl o o8 Cus

« Remote Server - cileaa e 3aliiwd Aoy ol cilpdaill (a0 e 5l [1S
Iase o 320 Lae Server ) (e dalae i lee (gl 2 adia DA (e ki i
i Con il 13 e J Y1 6 all 8 olia 35 535 Distributed  Systems—
Resultdl Juw ) aiy s 8 Server J) (Ao Lg Aalall dalladll 4ee 5 methods-!
¢ s dadiiinall JLai¥) 58 s Binary Data sl XML Data < Clients =)
@Ml 5 Proxy Object ) J Client A Y <35 « TcpChannel sl HttpChannel
Sl gLl sy Client J) & Server 41 (Ao 25 sall Remote Class ) s

Server Client

Remoting Channel Remoting
System System

Proxy

Server Object Client Object

: Using Remoting in Dot Net -1

Adae 235 G HTTP ) JsS 535 0 e (V) oy ylay Remoting I plasivl ¢Sy
JsS i p pladinly &35 5 Clients J1 s Server 41 gw XML Data S Jwd 3l

el il dglae (5555 Ca TCP Protocol I alasciuly atié 44l 43,k LI SOAP )
TCP - aladiul Laihy Juady 5 « Clients - A& 5 Server ) ¢ Binary Data <
;o allall 8 Channel

Lot Aay s JlatV) 58 CilS 1Y) 1 Y

e 2 Microsoft Windows Jaiall aldas andd wi &uoa el 488 63 4 sl
s 4 3.aa s TCP Channel 21 alaaiud e aal (e a1 s3a a5 ¢ clients
pladin) AMal) sda 8 Juads s Client) Leple Jempn (Al 20l aaai Y Sus Webdl
... HTTP JI (5 Juail TCP Channel 1 dglal &5 o<1« HTTP Channel

g dalady (520 s SOAP I J5S 555 aalasinl 54 HTTP Channel 2 jaa Las
‘ © ysal A Cas @sall 8 Remoting ) alasiad o 3L

TCP A e s XMLSHTTP Al jie ¢l s daadivaall 3Ll anda aaas oY
HttpChannel Classd! (5 Legia SIS i & gall Cieea g Binary Formatter=<
System.Runtime.Remoting.Channels.Http Namespace ¢ 25 sall 5
(a2 5all s TepChannel ClassH! s

) a3laa) ) System.Runtime.Remoting.Channels. Tcp Namespace-!
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Server J1 s Client 3 ¢ phall SIS A L& j23 caas Cus (g 5 05al) 4 References!
teb WS

C#:
HttpChannel http_Channel = new HttpChannel(Port_Number);

VB.NET:
Dim http_Channel As HttpChannel = New HttpChannel(Port_Number)

;4 WS TepChannel ) aladiul Als A

C#.
TcpChannel Tcp_Channel = new TcpChannel(Port_ Number);

VB.NET:
Dim Tcp_Channel As TcpChannel = New TcpChannel(Port._ Number)

(a3 52 sall 5 RegisterChannel Al aladinls deadival) sUsl Jaand cang <l 2ay
System.Runtime.Remoting.Channels 4! ;o= ChannelServices Class-!
:sh WS Server J1 s Client Ladd s skl SIS 38 @l 24y 5 « Namespace
C#:
ChannelServices.RegisterChannel(chan);

VB.NET:
ChannelServices.RegisterChannel(chan)

aladinly elld 5 Server J) (Ao 43S Lk Al Lﬁhl\ Class ) oy yai cany SlID 2y
(a3 g2 5all 5 RegisterWellKnownService Type Al
(s 252 54l s RemotingConfigurationClass-)
:Server Jl <k 8 b LS @l &4 5 System. Runtime.Remoting Namespace-)
C#:
RemotingConfiguration.RegisterWellKnownServiceType
(Type.GetType ("Class_File_Name, Distributed_Class_Name"),
"unique_Service_Name", WellKnownObjectMode.SingleCall);

VB.NET:
RemotingConfiguration.RegisterWellKnownServiceType
(Type.GetType ("Class_File_Name, Distributed_Class_Name"),
"unique_Service_Name", WellKnownObjectMode.SingleCall)

¥ &l yues L4533 RegisterWellKnownServiceType Method - 2ali
Axy )80y 5 Ml 5o jlua s DI File ) aul a0 Remote Classs) auls sl Type-)
058 O a5 4z 355 20 5 ) Object b galadl URT ) asd (SEH sisa g 5l 22l
3als « Application  Port s siss (e unique 2%~ URI  Object -
1x¢d SingleCall _las) 51318 Remote Instance Objectl g o5 bl yiaa 5 )Ll
Remote I ¢~ Instance ¢Liih » 54 Client JS! 2as New Instance sLis) (a
Remote Instance ) s pladinl iay 1348 Singleton sl o513 5 «Class
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& D9l pLaill s s 8 SingleCall plasiul =ai 5 «Clients - <1 Object
¢ Server Al g8 Al a Singleton alasiul eaas s User JSI Session aadieu
& o iyt i Client ) (S T 43 e Clients 2 JS () Gl shadd) eis
o Lgeadiul a3 3 8Ll ¢ 55 cows HTTP Channel sl TCP ¢! s Channel-
URI JI 42 s 655 Client Channel 4 & Port 41 a8 5 a5 £ ¥ 5 Server-)

: o LS Client A1 8 sl G a3 235 Object

Ci#:
HttpChannel http_Channel = new HttpChannel

VB.NET:
Dim http_Channel As HttpChannel = New HttpChannel()

: sk WS TepChannel ) pladiul Al
C#.
TcpChannel Tcp_Channel = new TcpChannel();

VB.NET:
Dim Tcp_Channel As TcpChannel = New TcpChannel()

:ob WS Server A & J) sa LS Client J1 2 RegisterChannelsliall Jass o ¢
Ci#:

ChannelServices.RegisterChannel(chan);

VB.NET:

ChannelServices.RegisterChannel(chan)

Ol i &us Remote Client =) o= New Instance Object «a s a s <lld 2y
»58 &ua Distributed Class 2w o=l DIl File 4V (A= Client Projectd) ¢s siss
Sheall O sias a5 axdiall Protocol J) (e s st 3l s URT ) <y et dulal) 3
ey a3 o Al deadll sl 5 axdisall Portd) o ) & (e 5 Server Jb (=lall DNS 2

(b WS @lld 2y g Server )

: TCP Channel plaaiu) Al 4
C#:
string URI = "Tcp://"+Remote_IP.Text+":Port/ unique_Service_Name
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VB.NET:
Dim URI As String = "Tcp://" & Remote IP.Text & ": Port/
unique_Service_Name "

: HTTP Channel plasiul Als 3
C#:
string URI = "Http://"+Remote_IP.Text+": Port /
unique_Service_Name";

VB.NET:
Dim URI As String =" Http://" & Remote_IP.Text & ": Port/
unique_Service_Name "

alasinly &b 24 5 Remote Class ) i« New Instance Object Ll a 58 @lld sy
ld <5 Activator Class 4l (e asasalls GetObject Method-)
rsh WSy ¢ olid e 53l URI ) 5 Distributed Class Typel

C#:

Distributed_Class_Name obj = (Distributed_Class_Name)
Activator.GetObject

(typeof (Distributed _Class_Name), URI);

VB.NET:

Dim obj As Distributed_Class_Name =
CType(Activator.GetObject(GetType(Distributed _Class_Name), URI),
Distributed _Class_Name)

sdaly dBada

3 Distributed Class 4 Y} MarshalByRefObject Class 4l ¢ ) s aby o cany
Cuysi ey System Namespace (e dsagally am)g a
s clleall 488 3éw 2w Distributed Class 1 Y MarshalByRefObject-
A1) s (A Sl Result A1 A Client J) Joasaw s Server 3 Je Process-!
S 5 Remote Class JI alaiul i Waxie MarshalByValueObjectd alasiu
... Client Side J (Je Axlladll dolec ot

& aliall o3a Gubaiy GV 4 8 i Gall 8 Remoting ) alasin) 46K Ly 180
g s walaall | 50alSl 5 ) g Lol Conpas S & 50 (anded s ()5S J5Y) (e 5 e
Baaaia J 93 (B (3 ga gall g Aollall ) 4 paldd) oSl
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: Distributed el earning System a4ai gL&d) ;¥ o

s 3 sl L) lers o 5y Distributed Class ¢Liil (e ¥ sl Y aUail) 13 LYy
Server 4! s= TepChannel 4l Ladivs Client 4 A Wi s Serverdb =il iyl
el alaall o 68y Cus Remote Classroom elis) JUall 1aa & (a yisin g Client )
) i Y e aleally paldll Sl o g 1 alSl 3 ) goa Euy oy g 43a ) 3 jualae

(U JSEN 8 LS g Baaata J 93 (B 0 g2 sall s Classroom ) 2 Ol

© FADI Abdel-qader

JS 4 oY) o )l s HitpChannel 2V s TCP Channel 2 JUiall 13 8 aadiwi
U IS a4l i pall alall JSAN () oS ¢ Lagia
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:(Server Project) ksl zali 5 Y f

= Remotting Server [Z]@

Camera Screen Size

siReal IP bl G Als 8 i i) IS e 058 of 0Sass Client A1 el
M SN 8 e sa LS Adaall AS03))

85 Remotting Client

: N | EMRB L 0447,

I g2 padiiinn ¢ Al mla 3 ) gua o o s (531 s Remote  Class - ¢ Lasy
user32.dl (e 32 5= sall s GetDesktopWindow  Method—! Leia s AP
a9 Byte Array ) 3, sall Jo ath o g3t o5 66 ) gall s I BitBIt Method- s
MarshalByRefObject 4 sk aaiiwin 2 Sty « Clients ) () el ) audaiws

(b WS ellh g ¢ Server Side ) e 5 eall Aallaa g Llal) ddee o3 s
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C#:

using System;

using System.Drawing;

using System.Drawing.lmaging;

using System.Runtime.InteropServices;
using System.lO;

public class ScreenCapture : System.MarshalByRefObject
{

[DHImport(“user32.dll")]

private static extern IntPtr GetDesktopWindow();

[DHImport(“gdi32.dII")]

private static extern bool BitBIt(
IntPtr hdcDest, // handle to destination DC
int nXDest, // x-coord of destination upper-left corner
int nYDest, // y-coord of destination upper-left corner
int nWidth, // width of destination rectangle
int nHeight, // height of destination rectangle
IntPtr hdcSrc, // handle to source DC
int nNXSrc, // x-coordinate of source upper-left corner
int nYSrc, // y-coordinate of source upper-left corner
System.Int32 dwRop // raster operation code

);

private const Int32 SRCCOPY = 0xCC0020;
[DllImport("user32.dll™)]
private static extern int GetSystemMetrics(int nindex);

private const int SM_CXSCREEN = 0;
private const int SM_CYSCREEN =1;

public Size GetDesktopBitmapSize()

{

return new Size(GetSystemMetrics(SM_CXSCREEN),
GetSystemMetrics(SM_CYSCREEN));

¥

public byte[] GetDesktopBitmapBytes()

{
Size DesktopBitmapSize = GetDesktopBitmapSize();
Graphics Graphic = Graphics.FromHwnd(GetDesktopWindow());
Bitmap Memlmage = new Bitmap(DesktopBitmapSize.Width,
DesktopBitmapSize.Height, Graphic);
Graphics MemGraphic = Graphics.Fromlmage(Memlmage);
IntPtr dc1 = Graphic.GetHdc();
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IntPtr dc2 = MemGraphic.GetHdc();

BitBlt(dc2, 0, 0, DesktopBitmapSize.Width,
DesktopBitmapSize.Height, dc1, 0, 0, SRCCOPY);
Graphic.ReleaseHdc(dcl);
MemGraphic.ReleaseHdc(dc2);
Graphic.Dispose();

MemGraphic.Dispose();

Graphics g = System.Drawing.Graphics.Fromlmage(Memlmage);
System.Windows.Forms.Cursor cur =
System.Windows.Forms.Cursors.Arrow;

cur.Draw(g,new Rectangle(System.Windows.Forms.Cursor.Position. X-
10,System.Windows.Forms.Cursor.Position.Y -
10,cur.Size.Width,cur.Size.Height));

MemoryStream ms = new MemoryStream();
Memlmage.Save(ms,System.Drawing.Imaging.ImageFormat.Jpeg);
return ms.GetBuffer();

¥
ks

VB.NET

Imports System

Imports System.Drawing

Imports System.Drawing.Imaging
Imports System.Runtime.InteropServices
Imports System.lO

Public Class ScreenCapture : Inherits System.MarshalByRefObject
<DllImport(*user32.dll")> _
Private Shared Function GetDesktopWindow() As IntPtr
End Function

<DllImport(*gdi32.dll")> _

Private Shared Function BitBIt(ByVal hdcDest As IntPtr, ByVal
nXDest As Integer, ByVal nYDest As Integer, ByVal nWidth As
Integer, ByVal nHeight As Integer, ByVal hdcSrc As IntPtr, ByVal
nXSrc As Integer, ByVal nYSrc As Integer, ByVal dwRop As
System.Int32) As Boolean

End Function

Private Const SRCCOPY As Int32 = &HCC0020
<DllImport(*user32.dll")> _
Private Shared Function GetSystemMetrics(ByVal nindex As Integer)
As Integer
End Function
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Private Const SM_CXSCREEN As Integer =0
Private Const SM_CYSCREEN As Integer = 1
Public Function GetDesktopBitmapSize() As Size
Return New Size(GetSystemMetrics(SM_CXSCREEN),
GetSystemMetrics(SM_CYSCREEN))

End Function

Public Function GetDesktopBitmapBytes() As Byte()

Dim DesktopBitmapSize As Size = GetDesktopBitmapSize()

Dim Graphic As Graphics =
Graphics.FromHwnd(GetDesktopWindow())

Dim MemlImage As Bitmap = New
Bitmap(DesktopBitmapSize.Width, DesktopBitmapSize.Height,
Graphic)

Dim MemGraphic As Graphics =
Graphics.FromImage(MemImage)

Dim dcl As IntPtr = Graphic.GetHdc()

Dim dc2 As IntPtr = MemGraphic.GetHdc()

BitBlt(dc2, 0, 0, DesktopBitmapSize.Width,
DesktopBitmapSize.Height, dc1, 0, 0, SRCCOPY)

Graphic.ReleaseHdc(dcl)

MemGraphic.ReleaseHdc(dc2)

Graphic.Dispose()

MemGraphic.Dispose()

Dim g As Graphics =
System.Drawing.Graphics.Fromlmage(MemImage)

Dim cur As System.Windows.Forms.Cursor =
System.Windows.Forms.Cursors.Arrow

cur.Draw(g, New Rectangle(System.Windows.Forms.Cursor.Position.X
- 10, System.Windows.Forms.Cursor.Position.Y - 10, cur.Size.Width,
cur.Size.Height))

Dim ms As MemoryStream = New MemoryStream
MemlImage.Save(ms, System.Drawing.Imaging.ImageFormat.Jpeg)
Return ms.GetBuffer()

End Function
End Class

il Calall Cauilay axsa s a5 DI File () Gilad) Class =) dasad oy 2Sbiy

ki s g Client 2 g 5 -8 4 References <) (e 438l a5 ¢ g 5 iall
. Severd) ¢ 238l Object ) Jle Casting 4 Jas
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: Remoting Server ) ¢L&i) : Y
AUl ) se¥) e Server ) gel (5 fias

Class Object Name
pictureBox pictureBox1
mainMenu mainMenul

WebCamCapture — External DIl WebCamCapturel
File

ais Server Object I ¢l 2 TCP Remote Channel Jeswsi s eLiils (Y a siiu
& LaS ella

C#.

TcpChannel chan = new TcpChannel(6600);
ChannelServices.RegisterChannel(chan);
RemotingConfiguration.RegisterWellKnownService Type(Type.GetTyp
e("ScreenCapture, ScreenCapture"),
"MyCaptureScreenServer",WellKnownObjectMode.Singleton);

VB.NET

Dim chan As TcpChannel = New TcpChannel(6600)
ChannelServices.RegisterChannel(chan)
RemotingConfiguration.RegisterWellKnownService Type(Type.GetTyp
e("ScreenCapture, ScreenCapture"),
"MyCaptureScreenServer",WellKnownObjectMode.Singleton)

Instance ) 4zl 5 MyCaptureScreenServer — Server Object I A, Lidd
2 5 Clients 2l JSI Instance Object ) usi aladiul iy 134 5 Singleton ¢S
Al alasin) s Client Request JSI New Instance Object sbis) Lia i 13) dlls
Server-)l (e Load 3 23 ¥ a5 Js¥) aladiuly aaiy o2 Lilla 8 5 SingleCall
|| QWS TR E FR AL N | ol Clients 3l (e 3 S de gana e aday ) 4l 8

... lets & Clients

Giaa 8l o<l o Picturebox ) 2 WebCamCapture Class - ks s
;s WS s WebCamCapture Class b =1l ImageCaptured

Ci#:
private void webCamCapturel ImageCaptured(object source,
WebCam_Capture.WebcamEventArgs e)

{

pictureBox1.Image = e.WebCamlmage;

¥
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VB.NET:

Private Sub webCamCapturel ImageCaptured(ByVal source As

Object, ByVal e As WebCam_Capture.WebcamEventArgs)
pictureBox1.Image = e.WebCamlImage

End Sub

main =) 2 2 s> sal) Start Button 2 (Ao Jasall vie | el < Jue & alaios (Y1
dlee JSI Period Time I 4d iy Joadiill 35S Ly alall Caaall 8 aucai s Menu
(b WS dld iy g 1 Milliseconds Sie sa 5 Lalail

C#:
this.webCamCapturel. TimeToCapture_milliseconds = 1,
this.webCamCapturel.Start(0);

VB.NET:
Me.webCamCapturel. TimeToCapture_milliseconds = 1
Me.webCamCapturel.Start(0)

: Remoting Client JJ ¢l : Ll
AUl se¥) (e L) (g 5

Class Object Name
pictureBox pictureBox1
mainMenu mainMenul

Timer timerl

TextBox textBox1
ScreenCapture Class — External ScreenCapture
Class in References

:z=b_dl Global Declaration 4 8 4l Objects ) s <l yaaiall oy oy 2 st 5

C#:

ScreenCapture obj;
TcpChannel chan;

string URI;

VB.NET:

Dim obj As ScreenCapture
Dim chan As TcpChannel
Dim URI As String

Incoming Remote -l A= Casting <! =« ScreenCapture Object) paiiwiu
Remoting - <Ly TepChannel Object -l pasiwiv g ¢ Instance  Object
Server Object Jb =&l URI 21 URI String Variable 4 & 23w s Channel

. Server I 8 4g; 23 &5 (gl

2 Remote Object s TCP  Channel - ulul) <Ly jaill g 53 o giias o
ob WS s & 5 lls (=l Constructer-!
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C#:
public Form1()

{

URI ="Tcp://"+textBox1.Text+":6600/MyCaptureScreenServer";
chan = new TcpChannel();
ChannelServices.RegisterChannel(chan);

obj = (ScreenCapture)Activator.GetObject(typeof(ScreenCapture),
URID);

¥

VB.NET:

URI ="Tcp://" & textBox1.Text & ":6600/MyCaptureScreenServer"
chan = New TcpChannel()

ChannelServices.RegisterChannel(chan)

obj = CType(Activator.GetObject(GetType(ScreenCapture), URI),
ScreenCapture)

TextBox V ¢« Server - g=lall DNS - sl Remote 1P I o i s Cigs
...Client A 8 44 ja3 3 53l Remote Object J1s Port ) 4y 4xis 5

38 J< Server ) (b seall sy EGus Timer 2 Sl 2 &) aain ) pall lal

3ddaa

Ci:

private void timerl_Tick(object sender, System.EventArgs e)
{

try

{
URI ="Tcp://"+textBox1.Text+":6600/MyCaptureScreenServer";

byte[] buffer = obj.GetDesktopBitmapBytes();
MemoryStream ms = new MemoryStream(buffer);
pictureBox1.Image = Image.FromStream(ms);

}

catch(Exception ex){timer1.Enabled=false;
MessageBox.Show(ex.Message);}

¥

VB.NET:
Private Sub timerl_Tick(ByVal sender As Object, ByVal e As
System.EventArgs)
Try
URI ="Tcp://" & textBox1.Text &
":6600/MyCaptureScreenServer"
Dim buffer As Byte() = obj.GetDesktopBitmapBytes()
Dim ms As MemoryStream = New MemoryStream(buffer)
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pictureBox1.Image = Image.FromStream(ms)
Catch ex As Exception
timerl.Enabled = False
MessageBox.Show(ex.Message)
End Try
End Sub

) TcpChannel ) i a8k @ Http  Channel () Jaai¥) 3138 J gl
Internet -l = Remote Methods -l saali (e (Saiin Warie s HttpChannel
WSDL — Web Services Definition Language - —uai lgisalinl s Browser

:Remote Object b p=all URI A A 4l Query

http://10.0.0.10:6600/MyCaptureScreenServer?wsdl

Ml S8 Y XML 4 Remote Interface Class 4L el

€] http://10.0.0.10: 6600/MyCaptureScreenServer?wsdl - Microsoft Internet Explorer E]@
Iy
N

File Edit ‘iew Favorites Tools Help

OBack . \ﬂ \ELI .;‘J /.- ) Search ‘izlfl\'f:"Favorites 6}( T 9 T ﬁ ?J

Address Qj hikp:ff10.0,0,10:6600/MyCaptureScreenServer fwsdl hd a GO Links ** ‘@ -

20PublickeyToken%3Dnull" xmins: xsd="http:/ /www.w3.0rg/2001/XMLSchema" e
amlns: xsi="http:/ /www.w3.org/2001/XMLSchema-instance”

sinlns: suds="http:/ /www.w3.org/2000/wsdl/suds"

amins:wsdl="http://schemas.xmlsoap.org/wsdl/"

smins: soapenc="http://schemas.xmlsoap.org/soap/encoding/"

amins:ns2="http://schemas.microsoft.com/clr/nsassem/ScreenCapture/ScreenCapture®o

2C%20Version%e3D01.0.2314.30913%2C%20Culture® 3Dneutral%2C%
20PublickeyToken%o3Dnull"
amins:ns0="http://schemas.microsoft.com/clr/assem/ScreenCapture®o2Co%
20¥ersion%301.0.2314.30913%2C%20Culture®o3Dneutral%2C%
20PublickeyToken%e3Dnull"

amins:ns1="http://schemas.microsoft.com/clr/ns/System"

zinlns:ns3="http://schemas.microsoft.com/clr/nsassem/System.Drawing /System.Drawinc

2C%20¥ersion%301.0.5000.0%2C%20Culture®o3Dneutral%2C%
20PublickeyToken%o3Db03f5f7f11d50a3a"
smins:soap="http://schemas.xmlsoap.org/wsdl/soap/">

- «types:

- «schema
targetMamespace="http://schemas.microsoft.com/clr/nsassem/ScreenCapture/Screen
2C%20Version%e3D1.0.2314.30913%2C%20Culture¥ 3Dneutral%2C%
20PublickeyToken%e3Dnull" zmins="http://www.w3.0rg/2001/XMLSchema"
elementFormDefault="unqualified" zttributeFormDefault="unqualified">
<import

namespace="http://schemas.microsoft.com/clr/nsassem/System.Drawing/System.L

2C%20¥ersion%3D1.0.5000.0%2C% 20Culture®3Dneutral®2C% |
<] 2]
@;‘]Done B Internet

DIl 2 e J sl (ho S Al Al 2 Class U i) S il G 5360Y) oliasi
DIl cale () Gl XML 2 53 s Cua « Remote Class-b o=l3)l File
Metadata - plasinls lld a3y Client <)zl » -4 References - g 42 o)
ol al Y e 3l gz gy ¢ W3exsd2001  Standard —) Leie s Namespace

:JusS bS5 Serializable Attribute 4 4 XML Namespace-b

C#:

using System;

using System.Runtime.Remoting.Messaging;

using System.Runtime.Remoting.Metadata;

using System.Runtime.Remoting.Metadata.W3cXsd2001;
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http://10.0.0.10:6600/MyCaptureScreenServer?wsdl

[Serializable,SoapType(XmINamespace=@"http://http://schemas.micro

soft.com/clr/nsassem/ScreenCapture/ScreenCapture%2C%20Version%3
D1.0.2314.30913%2C%20Culture%3Dneutral%2C%20PublicKeyToke

n%3Dnull™)]

public class ScreenCapture : System.MarshalByRefObject

{/l Your Methods with Return Values Only}

VB.NET:

Imports System

Imports System.Runtime.Remoting.Messaging

Imports System.Runtime.Remoting.Metadata

Imports System.Runtime.Remoting.Metadata.W3cXsd2001

<Serializable(),
SoapTypeAttribute(XmINamespace:="http://http://schemas.microsoft.co
m/clr/nsassem/ScreenCapture/ScreenCapture%2C%20Version%3D1.0.
2314.30913%2C%20Culture%3Dneutral%2C%20PublicKeyToken%3
Dnull™), Serializable(),
SoapTypeAttribute(XmINamespace:="http://http://schemas.microsoft.co
m/clr/nsassem/ScreenCapture/ScreenCapture%2C%20Version%3D1.0.
2314.30913%2C%20Culture%3Dneutral%2C%20PublicKeyToken%3
Dnull™)>

Public Class ScreenCapture : Inherits System.MarshalByRefObject
“Your Methods with Return Values Only

End Class

Remote I oS adla 4 Laily Juzmid HTTP Channel 41 sl TCP I oy ,Laadl
v HTTP Channel I aladiud <oyl e 4ae Joali Slea e 25 50 Object
o326 51 WINdOws o) s aldas (51 e (33 55 4358 ) AlaYly Juai) Ao oo 433 5380
... Local Network! i ks Juail TCP Channel 3 de w5 ¢lal iy oS
Distributed ¢l dplee Liada s i 5ol & Remoting I aladiul 4,48 Ly 134
5 sea J8 il ) & gaal) J63 5 a0 ddlia) Y i 45Uy 5 < eLearning System
salall Joadl) W aa ) cilasbaal) (e 2y 3al) aalaadly alall | el <115 A sLal
Remote gl ¢Lidi) A dS Joadll 138 (3o Sl 2 jall (8 i s «(VOIP-0
ASaill duald xe Desktop Application

~258~



Create an Advanced Remote Desktop (& aSaill mald i pldd) ; Ll
: Application With Remote (Mouse/Keyboard) Control Features

(X,Y) Mouse—)! cilaa) Jws )l (Ao gl pall s Jlie 8 Al 5 5 Sall 2 ains
2 839 sall g APL I J) 52 aladinly b JS oy g Server ) ) Kay Press Event-) s
Leia g J) sl (e pdiiia 22e Ao Caldll 12a @i Cua user32.dll el aadiial) Cala
adde haall o5 M jnput Button Type <) LedDa e Ju 3 Al 5 SendInput 41l
i) 3ali s SetCursorPos 4l s Mouse ! st Keyboard b

S g ¢ Al yall cldflaay) Je Moused) e PP NIRGITEN Mouse 1Y JIy X I
Server—l Desktop Screen - aaa 44 =4l GetSystemMetrics 41l alads il
(O yha 2y e aSaTl Jsall o8 aladiul (S5 ¢ (Height & Width)

~ Socket - == Serialization Object —< Server -} (A clilaayl Jlw ) -1
o Ay hall sda 3 A 81 5 J)all ) Al CULBIaaY ) pas L2 5 Ll
Ol Jua ¥ o) pals Gaasy o (Sa s cildinay) Jou ) ke 8 el

... Control Object 3 Juu )} dolee & aalains 52l Bandwidth-l

Methods I Client I oo i s Saill dlee 8 Remoting ) alasioul -2
o= Server Side ) (e Leiallae ddee (5 iy o5 s Serverdl (e 53 g gl
Server-) (e 33 92 sall Remote MethodsH) () aSaill Aalal) alihaay) Clientd!
s Es ¢ Serverl ) aSaill e glee J Y Gkl g gl (e A8 ylall 03 et s ¢
e eldaay 45 5 Clientd) e Wil Server A1 e 3352 5ll Methods ) sle xiu
. Server Side I

ASailly Aalall J)all S e (s gisaw 3 5 Distributed Class ) e Ll a saiw el
e Methods—l JS 1w 255 S5 System.MarshalByRefObject aasiwiv g ¢
s Unsigned Variables -l (= 4c gane o i dylall o8 ¢ Server Side-!
Hex b adll de sana led ) jais Lo pSaill 2y 5 Al dleal) dapda  pail LY Lgaain
ke JS gadd Al 5 Decimal

C#:

const uint MOUSEEVENTF_MOVE  =0x0001; //mouse move
const uint MOUSEEVENTF_LEFTDOWN = 0x0002; // left button
down

const uint MOUSEEVENTF_LEFTUP = 0x0004; // left button up
const uint MOUSEEVENTF_RIGHTDOWN = 0x0008; // right button
down

const uint MOUSEEVENTF_RIGHTUP = 0x0010; // right button up
const uint MOUSEEVENTF_MIDDLEDOWN = 0x0020; // middle
button down

const uint MOUSEEVENTF_MIDDLEUP = 0x0040; // middle button
up

const uint MOUSEEVENTF_WHEEL = 0x0800; // wheel button rolled
const uint MOUSEEVENTF_ABSOLUTE = 0x8000; // absolute move
const uint KEYEVENTF_EXTENDEDKEY = 0x0001;

const uint KEYEVENTF_KEYUP  =0x0002;

const uint INPUT_MOUSE =0;

const uint INPUT_KEYBOARD =1,
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VB.NET:

Const MOUSEEVENTF_MOVE As Integer = &H1 'mouse move
Const MOUSEEVENTF_LEFTDOWN As Integer = &H2 ' left button
down

Const MOUSEEVENTF_LEFTUP As Integer = &H4 ' left button up
Const MOUSEEVENTF_RIGHTDOWN As Integer = &H8 ' right
button down

Const MOUSEEVENTF_RIGHTUP As Integer = &H10 ' right button
up

Const MOUSEEVENTF_MIDDLEDOWN As Integer= &H20 'middle
button down

Const MOUSEEVENTF_MIDDLEUP As Integer = &H40 ' middle
button up

Const MOUSEEVENTF_WHEEL As Integer = &H800 ' wheel button
rolled

Const MOUSEEVENTF_ABSOLUTE As Integer = &HB8000 ' absolute
move

Const KEYEVENTF_EXTENDEDKEY As Integer = &H1

Const KEYEVENTF_KEYUP As Integer = &H?2

Const INPUT_MOUSE As Integer =0

Const INPUT_KEYBOARD As Integer =1

(= Kay Press Value J) Jia) dlae A Lealadin Structs J) (e de gana <o yzin o

Mouse Buttons Ja2Y MOUSE_INPUT = Server 2 A Client I J-8

Keyboard Button Press Value Jxs¥y KEYBD_INPUT-I5 Press Values
;b WS s INPUT Struct ) aladiuls leia JS e xind g

C#:

struct MOUSE_INPUT

{

public uint dx;

public uint dy;

public uint mouseData;

public uint dwFlags;

public uint time;

public uint dwExtralnfo;

¥

struct KEYBD_INPUT

{

public ushort wVKk;
public ushort wScan;
public uint dwFlags;
public uint time;

public uint dwExtralnfo;

¥
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[StructLayout(LayoutKind.Explicit)]
struct INPUT

{

[FieldOffset(0)]

public uint type;

// union

[FieldOffset(4)]

public MOUSE_INPUT mi;
[FieldOffset(4)]

public KEYBD_INPUT Ki;

¥

VB.NET:
Friend Structure MOUSE_INPUT
Public dx As System.UInt32
Public dy As System.UInt32
Public mouseData As System.UInt32
Public dwFlags As System.UInt32
Public time As System.UInt32
Public dwExtralnfo As System.UInt32
End Structure

Friend Structure KEYBD_INPUT
Public wVk As System.UInt16
Public wScan As System.UInt16
Public dwFlags As System.UInt32
Public time As System.UInt32
Public dwExtralnfo As System.UInt32
End Structure

<StructLayout(LayoutKind.Explicit)> _
Friend Structure INPUT
<FieldOffset(0)> _
Public type As System.UInt32

"union
<FieldOffset(4)> _
Public mi As MOUSE_INPUT

<FieldOffset(4)> _
Public ki As KEYBD_INPUT
End Structure

2 oo oSl dglae 243 40U Methods ) padius osusg
isa gy by Sus Mouse Y s X ) aldlaa) 24l 5 SetCursorPos 4l -
A fhse ey adl andiidn Sua ¢ Client ) o Al el @ldlaay) Je o Mouse-)
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sdalee JS 8 @VLANY) 2ae OVl s g 5l A5 L Ju yiua g SendInput 41l -
Virtual - 22l Legslé Keyboard - idls 4 S 104l LWl Reference Value
SendInput Method - alasiuw¥ 5 cale laaaall o3 530 Button ! Kay Code
SendKeystroke Method-!'s PressOrReleaseMouseButton Method (i
Input Structd (= Instance < _riw Caa Gl piall (e de gane Leia S ) jain
S Mouse 2 (3 ¢ g Input Type - 43 ) saiu g malss pall Aoy 86l je (s3I
¢l s Kay Buttonls s-dsall aldlas) 4l ) ya3 Mouse ) (e oS 134 Keyboard-!
VirtualKeyCode-ll 4 ) s Keyboard ) ¢ Jaxall 9\ 13) Wi « Right i Left
. 4dle haall 3 63 Button Jb =il

C#:

[DHImport(“user32.dll™)]

private static extern uint SendInput(
uint nlnputs, // count of input events
ref INPUT input,

int cbSize /[ size of structure

);

public void PressOrReleaseMouseButton(bool Press, bool Left, int X,
intyY)

{

INPUT input = new INPUT();

input.type = INPUT_MOUSE;
input.mi.dx = (uint) X;
input.mi.dy = (uint) Y;

input.mi.mouseData = 0;
input.mi.dwFlags =0;
input.mi.time =0;
input.mi.dwExtralnfo = 0;

if (Left)

{
input.mi.dwFlags = Press ? MOUSEEVENTF _LEFTDOWN :

MOUSEEVENTF_LEFTUP;
¥

else

{
input.mi.dwFlags = Press ? MOUSEEVENTF_RIGHTDOWN :

MOUSEEVENTF_RIGHTUP;
ks

SendInput(1, ref input, Marshal.SizeOf(input));
}

[DIImport(“user32.dll™)]
private static extern void SetCursorPos(int x, int y);
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public void MoveMouse(int X, int y)
{SetCursorPos(x, y);}

public void SendKeystroke(byte VirtualKeyCode, byte ScanCode, bool
KeyDown, bool ExtendedKey)

{
INPUT input = new INPUT();

input.type = INPUT_KEYBOARD,;
input.ki.wVk = VirtualKeyCode;
input.kiwScan = ScanCode;
input.ki.dwExtralnfo = 0;
Input.ki.time =0;
if ('KeyDown)
{
input.ki.dwFlags |= KEYEVENTF_KEYUP;
}
If (ExtendedKey)
{

input.ki.dwFlags |= KEYEVENTF_EXTENDEDKEY:;
}

SendlInput(1, ref input, Marshal.SizeOf(input));
}

VB.NET:

<DllImport(“user32.dll")> _

Private Shared Function SendInput(ByVal ninputs As System.UInt32,
ByRef input As Input, ByVal cbSize As Integer) As System.UInt32
End Function

Public Sub PressOrReleaseMouseButton(ByVal Press As Boolean,
ByVal Left As Boolean, ByVal X As Integer, ByVal Y As Integer)
Dim input As Input = New Input

input.type = INPUT_MOUSE

input.mi.dx = System.Convert. ToUInt32(X)
input.mi.dy = System.Convert. ToUInt32(Y)
input.mi.mouseData =0

input.mi.dwFlags = 0

input.mi.time =0

input.mi.dwExtralnfo = 0

If Left Then
If Press Then
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input.mi.dwFlags = MOUSEEVENTF_LEFTDOWN
Else
input.mi.dwFlags = MOUSEEVENTF_LEFTUP
End If
Else
If Press Then
input.mi.dwFlags = MOUSEEVENTF_RIGHTDOWN
Else
input.mi.dwFlags = MOUSEEVENTF_RIGHTUP
End If
End If

SendInput(1, input, Marshal.SizeOf(input))
End Sub

<Dllimport(*"user32.dll")> _

Private Shared Sub SetCursorPos(ByVal x As Integer, ByVal y As
Integer)

End Sub

Public Sub MoveMouse(ByVal x As Integer, ByVal y As Integer)
SetCursorPos(X, y)
End Sub

Public Sub SendKeystroke(ByVal VirtualKeyCode As Byte, ByVal
ScanCode As Byte, ByVal KeyDown As Boolean, ByVal ExtendedKey
As Boolean)

Dim input As Input = New Input

input.type = INPUT_KEYBOARD
input.ki.wVk = VirtualKeyCode
input.ki.wScan = ScanCode
input.ki.dwExtralnfo =0
input.ki.time =0

If (Not KeyDown) Then
input.ki.dwFlags = input.ki.dwFlags Or KEYEVENTF_KEYUP
End If

If ExtendedKey Then
input.ki.dwFlags = input.ki.dwFlags Or
KEYEVENTF_EXTENDEDKEY
End If

SendInput(1, input, Marshal.SizeOf(input))
End Sub
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o a2 id Server Jb (aldll Sl mha 3 ) seal Bitmap ) calas (3lahy L Ll
Jisaia s zaliipall Ll apaaly o i (Y15 ¢ Golad) JUill 3 Lali e ) ¢l gladl
by aa a9 Reference S Client b (38 e Sos DI ale ) @il ClassH!

» Serverd) by palall (il il

: Server J Y

s Ml s Remoting Registration Channel 2 e Server-l) zl » s sisyw
Juai¥) (e LiSan dua 43U &3 A1 5 Control Class 31 ) s s Juad¥ 5L oy yaty
(o LS lld g sasa Port e Remote Class 4l g

C#:

TcpChannel chan = new TcpChannel(6600);
ChannelServices.RegisterChannel(chan);
RemotingConfiguration.RegisterWellKnownService Type(Type.GetTyp
e("ScreenCapture, ScreenCapture"),
"MyCaptureScreenServer",WellKnownObjectMode.Singleton);

VB.NET

Dim chan As TcpChannel = New TcpChannel (6600)
ChannelServices.RegisterChannel(chan)
RemotingConfiguration.RegisterWellKnownService Type(Type.GetTyp
e("ScreenCapture, ScreenCapture"),
"MyCaptureScreenServer",WellKnownObjectMode.Singleton)

: Client 3 Wit

AIDA (e g ST i) QUL 8 4l Liad o3 el yall Client ) gl s 4nd
uoaal Virtual Kay Code -l s Mouse —b imalall Slfila aY) ar 8 5 jaly
AUl Sl 8 LeS 5 a5 e oLl A8 22l 5 ¢ Keyboard Buttons-b

#:/ Remotting Client E]
Monitaring
127.0,0.]

Remote Desktop With
Mouse/Keyboard Control

Developed By Fadi Abdel-qader
www.fadidotnet.org

© FADI Abdel-qader , www.fadidotnet.org
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:4Jull Namespaces ) pladiul ) ~lisis

System.Runtime.Remoting
System.Runtime.Remoting.Channels
System.Runtime.Remoting.Channels.Tcp
System.10
System.Runtime.InteropServices
System.Threading

:z<b_ll & Global Declaration I dskaia ) 201 Cay jlatl) A8Laly o8 @b 2ay
C#:
string URI,;
ScreenCapture obj;
TcpChannel chan;
bool connected = false;

VB.NET:

Dim URI As String

Dim obj As ScreenCapture

Dim chan As TcpChannel

Dim connected As Boolean = False

—laluser32.dil I (= Lpexiwin Al s MapVirtualKey Method aasiw s s s
Anddiiin S agle Liall G oM Button b =) Virtual Kay Code -
Control 3 5| Shiftl Jie < a1 48 o) Lgile Jaaall 3 Al Kol ) ) 51 48 )

P

C#:

[DlImport("™)]

private static extern uint MapVirtualKey(

uint uCode, // virtual-key code or scan code
uint uMapType // translation to perform

);

VB.NET:

<DllImport(*user32.dll")> _

Private Shared Function MapVirtualKey(ByVal uCode As
System.UInt32, ByVal uMapType As System.UInt32) As
System.UInt32

End Function

1 b WS 5 330a Start Method (8 JuaiV) 5L oy ety aladl 3 58I AUS; o st &
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Cit:
void start()

{
try
{

URI ="Tcp://"+textBox1.Text+":6600/MyCaptureScreenServer";
chan = new TcpChannel();
ChannelServices.RegisterChannel(chan);

obj = (ScreenCapture)Activator.GetObject(typeof(ScreenCapture),
URD);

connected = true;
timerl.Enabled = true;
textBox1.ReadOnly = true;

this.FormBorderStyle = FormBorderStyle.None;// Full Size Mode
this.WindowsState = FormWindowState.Maximized;
textBox1.Visible = false;

menultem5.Enabled = true;

}
catch (Exception){stop();};

¥

VB.NET:
Private Sub start()
Try

URI ="Tcp://" & textBox1.Text &
":6600/MyCaptureScreenServer"

chan = New TcpChannel

ChannelServices.RegisterChannel(chan)
obj = CType(Activator.GetObject(GetType(ScreenCapture), URI),
ScreenCapture)
connected = True
timerl.Enabled = True
textBox1.ReadOnly = True
Me.FormBorderStyle = FormBorderStyle.None ' Full Size Mode
Me.WindowState = FormWindowState.Maximized
textBox1.Visible = False
menultem5.Enabled = True
End Try

a5t (na 4 Start monitoring =) L) e 4l Start Method =) oo i g

54l a3 0 Remote Object 2 et s Juai¥) 33y s 4l Method slish
:Serverdu galidll CiSall mhaw 3 ) ga sy o 58 (53 Timer ) Sy
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C#:
void stop()

{
try

timerl.Enabled = false;
textBox1.ReadOnly = false;
connected = false;

this.FormBorderStyle = FormBorderStyle.Sizable; // Normal
Size Mode

this.WindowState = FormWindowState.Normal;

textBox1.Visible = true;

this.Width = 584;

this.Height = 440;

ChannelServices.UnregisterChannel(chan);//to Un Register chan
Channel

}
catch(Exception){}

¥

VB.NET:

Private Sub Stop()

Try

timerl.Enabled = False

textBox1.ReadOnly = False

connected = False

Me.FormBorderStyle = FormBorderStyle.Sizable ' Normal Size Mode
Me.WindowState = FormWindowState.Normal

textBox1.Visible = True

Me.Width = 584

Me.Height = 440

ChannelServices.UnregisterChannel(chan) 'to Un Register chan Channel
End Try

lra v s LS Remote Object <) (e iSall mha 3 ) gua s dolae o0
:Picture box e 3 pall e 5 lall ddee 5 S Timer 4 258

C#:
try

{
URI ="Tcp://"+textBox1.Text+":6600/MyCaptureScreenServer",

byte[] buffer = obj.GetDesktopBitmapBytes();
MemoryStream ms = new MemoryStream(buffer);
pictureBox1.Image = Image.FromStream(ms);}
catch (Exception){stop();}

~268~



VB.NET

Try

URI ="Tcp://" & textBox1.Text & ":6600/MyCaptureScreenServer"
Dim buffer As Byte() = obj.GetDesktopBitmapBytes()

Dim ms As MemoryStream = New MemoryStream(buffer)
pictureBox1.Image = Image.FromStream(ms)

Catch el As Exception

stop()
End Try

MoveMouse Method ) slexiuls » siiu Server J) ) Mouse I <bdlas] s pail g
Mouse Move Event = g5 Gl remote Class - (2 Laliéd e 5
;s WS Picture box-

Properties

| pictureBox1 System.WindDws.FDrrj

S eI
LocationChanged ﬂ

MouseDawn pictureBox1_M:
MouseEnker

MouseHover

Mouseleave

MouseMove pictureBox1_ j
Mouselp pictureBox1 My
Mowe

Paint
ul (Nl | j

MouseMove
Qcours when the mouse is moved.

Ci#:
private void pictureBox1_MouseMove(object sender,
System.Windows.Forms.MouseEventArgs e)

{
if (connected == true) {obj.MoveMouse(e.X, e.Y);}

¥

VB.NET:
Private Sub pictureBox1_MouseMove(ByVal sender As Object, ByVal
e As System.Windows.Forms.MouseEventArgs)

If connected = True Then

obj.MoveMouse(e.X, e.Y)

End If
End Sub

PressOrReleaseMouseButton —! () Mouse Button Event I ) eiwg
»2a 3ali; Mouse Down Events s Mouse up—) o— eile xinly Method
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& Event ) LS 13 False sl True e 4l e J5¥) &) sisa s )b 42 ) Method-)
Mouse up Eventdl Alla i Sl 5 True Leiad ¢S5 o casy laaie Mouse Down
Right sl Left ¢ s Mouse Jb 4dde Jaazall &3 3l Button ) (S yise s jlll 3aly
131 MouseButtons.Left I s e.Button 2 ¢l ¢us False sl True 4 23k
Left s 4zle Lxall a5 530 Mouse Button ) of (e Jay ¢lld (lé Trye <uils

:3all Y )y X clilaa) al pll g Gl e s L 3305 Right I Alls 8 uSall

C#:
private void pictureBox1_MouseDown(object sender,
System.Windows.Forms.MouseEventArgs e)

{

if (connected == true)

{
obj.PressOrReleaseMouseButton(true, e.Button == MouseButtons.Left,
e.X, eY);

ks
¥

private void pictureBox1 MouseUp(object sender,
System.Windows.Forms.MouseEventArgs e)

{

if (connected == true)

{
obj.PressOrReleaseMouseButton(false, e.Button == MouseButtons.Left,
e.X, e.Y);

ks
ks

VB.NET:
Private Sub pictureBox1_MouseDown(ByVal sender As Object, ByVal
e As System.Windows.Forms.MouseEventArgs)
If connected = True Then
obj.PressOrReleaseMouseButton(True, e.Button =
MouseButtons.Left, e.X, e.Y)
End If
End Sub
Private Sub pictureBox1_MouseUp(ByVal sender As Object, ByVal e
As System.Windows.Forms.MouseEventArgs)
If connected = True Then
obj.PressOrReleaseMouseButton(False, e.Button =
MouseButtons.Left, e.X, e.Y)
End If
End Sub

azle baall a3 5301 Keyboard b u=La) Buttons -1 Kay  Code ) sl
1ok WS s Form Jb 4alall Kay upls Kay Down &las ) st
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Properkies

I Forml System.'u'-.-'indu:uws.Fnrms.FDrrj

AP =IEE

ForeColorChange -
GiveFeadback

HelpReguested

ImeMode”hange:

InputLanguagect J

InputLanguageCt

keyDown Forml_KeyD j
keyPress
keyvlp Forml_KeyUp
| =eam | ﬂ
KeyDown
Qcours when a key is First pressed,

C#:

private void Forml_ KeyDown(object sender,
System.Windows.Forms.KeyEventArgs e)

{

If (connected == true)

{

e.Handled = true;
obj.SendKeystroke((byte) e.KeyCode, (byte) MapVirtualKey((uint)
e.KeyCode, 0), true, false);

ks
ks

private void Form1_KeyUp(object sender,
System.Windows.Forms.KeyEventArgs e)
{

if (connected == true)
{
e.Handled = true;
obj.SendKeystroke((byte) e.KeyCode, (byte) MapVirtualKey((uint)
e.KeyCode, 0), false, false);

}
}
VB.NET:
Private Sub Form1_KeyDown(ByVal sender As Object, ByVal e As
System.Windows.Forms.KeyEventArgs)
If connected = True Then
e.Handled = True
obj.SendKeystroke(CByte(e.KeyCode),

CByte(MapVirtualKey(System.Convert. ToUInt32(e.KeyCode), 0)),
True, False)
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End If
End Sub

Private Sub Form1_KeyUp(ByVal sender As Object, ByVal e As
System.Windows.Forms.KeyEventArgs)
If connected = True Then
e.Handled = True
obj.SendKeystroke(CByte(e.KeyCode),
CByte(MapVirtualKey(System.Convert. ToUInt32(e.KeyCode), 0)),
False, False)
End If
End Sub

L) e elld a2y 5 e, Handled = Trued! aladinls Buttons 41 dsleld calal Agadl L
»aa 2alis SendKeystroke Method 2 (A 4gle Laxall st 53 Kay  code
Virtual Kay - Byte ) 2l J5¥) ¢ Jul) saill e <l sisa 55k 4aa 51 MethodH!
Shift Kay ¢ s« Keys-ll 1lal Scan Code Il AUl sl s 4dde Jazaall 23 53 code
Saill 50 gee e ol Caps look Mode - caas cui€ 13 i Control Kay
&> unassigned Integer Code -1 aud o el 2as @lld S5  Keyboard Jb dalall

ool Al el e Al MapVirtualKey 2 ) e.KayCode! o«

4 False s KayDown s caaall S ala 6 Tryue deed 23l Bl yise o 5Ll L
i o1 G false dad ol ) yise s Ll 2al s KayUp s &aall S ddls
. Jshall el 6l Extended Keys-!

pladiul (3 g Remoting = aladiouly day (pe aSaid aldai oLy 44 Uiy 1358
b il de ) gall LAY avanal g sl (449 ci cigll 8 Serialization=)
Mail i 3s) A POP3 43 Emil’s Juwu ¥ SMTP Jf aladial 3k oo Al Juadl

e Ggall A Box
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Chapter 16
SMTP & POP3 Programming

- SMTP Protocol
1. SMTP Concept
2. Using SMTP in Dot Net
3. Advanced SMTP Programming

- POP3 Protocol

1. POP3 Concept
2. Using POP3 in Dot Net
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: SMTP & POP3 Programming :16

2o e Jile )l Jla) e Jsisall s SMTP Aae e e 6 3l 138 (3 s s
Ale ! Download - dkee (e J siasall s POP3) 5 Mail Server! ) s Sy
O s A Mail Serverdl (e

SMTP — Simple Mail Transfer Protocol Proqra[nminq Nl
o A 2l Jusial 5 Jh) Sllee 25555 0 58 Malil Serverd o) s peall
sl JSEl LS g ) el A3 ) cu iyl e

E-mail Server
("Mail Delivery Agent (MDA))

Remote MTAs

f Mail User Agent (MUA) ] Mail Transfer Agent n.nnf /

)

Workstation

Ja ¢l s Qutgoing Jw oY) e J sall s Message Transfer Agent — MTA
Jibu ! Incoming

O 2S5 filtering A ke e J sl s Message Delivery Agent -MDA
Al J g

2 ALl Al 536 ) dlee e Jsiwadls Message User Agent -MUA
POP - Post JsSsisnahaiuldleall i 455 Client Jidiwall 21 Database
s Al sl ) ksl Offiice Protocol

E-mail Server
( POP3 Server | ﬁ
Workstation
f POP3 Client i (
[ —— Mail folders.
.‘ :

= bl JS5 SMTP Simple Mail Transfer Protocol- J5S 51 padian
. Jill Incoming Jeasis Outgoing Jus) <lilee 5} MTAJ
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<Ly salall Internet Providerdl (o SMTP b @l elif e 5SU Y o Cany (3]
352 sl Outlook Express gl n J3A (e by (alall Account! 4 et aalains
£l UA (e el yall 4 jad kit SMTP il €l ¥ i€ 13 Windows! g
Control Panel >> : (e Leiiny &g [1S) 32 b e Virtual SMTP Server
Sl JSall 3 LS SMTPIIs 1S (e JS Jinii e S5 Add/Remove Programs

To add of remave a component, click the checkbox. A shaded box means that only
gartofll'-eootwormwibeimtded To see what's included in a component, chick
etals.

Internet Information Services (lIS)

-. £ Intemet Information Seev

To add or remove a component, click the check box. A she

Dggmmmwuw' of the component wil be installed. To see what's included i
¥l 5 Message Queuing Subcomponents of Intemet Information Services (1ISE
1 MSN Fxnlover >V L 2 Common Files B

Description: Includes Web and F] |1 @) Documentation
transactions, Active § | IFile Transter Protocol (FTP) Service

Total disk space required: ¥ & FrontPage 2000 Server Extensions
Space available on disk: V] %3 Inteinat nformation Services Snapn
[eg HEASMTP Service|
¥ M Woldwide WebSevice  LMQ82
: Q__,Jt.ﬁ\ JaE) PLERS 1S3 (= Serverd dlac) &
. Computer Management = |OFX
Bl Fe Ation Vew Wndow Heb =&lx]
e+ OESER @ CE————
[= 3 Systen Took I — I
+ (L4 Event Viewer General Access | Mestages | Debvesy | LDAP Routing | Security
* g Shared Folders

D5 Oolouh SMTPVirusl Sorve

1P addess:
[1221681.100 =] [Advanced |

=1 1 Services and Agpkcations W Limit rumbet of connections 1o

- trrerret nford  CONguRe muipks identtie: for this virtual serves
o ) webSkes | Addest

¢ QAFTPStes | [P adaess [ TCP Por 1
- & Defak Sy o]

“ -~

ad. | e | Remove | J (e ]

EMQ_82 [Tok ] come | Ho |

Namespace I (< SMTP— Js—Ssig paladi & pihiga Jaca 3

Al padid LBA (e Al s SmtpMail oSS e (s 53a3 5 System. Web. Mail
JsS 55 asadll PortJ\ ;A; 25 Port ) e b )l Jlw )Y aadius Al Send
Sl 3) JIi 3o 24l " overloaded Method " Send 4Al ,is3 3 SMTP
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P ol 38 IS S ¢l ya syl dn )l ) aal s Jises o ae Lgaladioul
D AU G e L)

SmtpMail.Send(string from, string to, string subject, string body)

3 Al) Jonpall Ol e 4w gy (AL 5 S pall (O e 4 aaia sy S5 e sl
Al ) gl s Al ) sind A ign

Form1.cs [Design] |
o =) i o
I SMTP - eMail Sender - fadi822000@yahoo.com 4

From

- Subject

l
To ]
l
SMTP Server [

Send it

zl b o8 Mail ehal jelsi 2113) « System.Web.Mail Namespace 8Ll o8
DAl 2SI S, W8 5 (Referencesd) l System.Web Namespace

Cit:
using System.Web.Mail,

VB.NET:
imports System.Web.Mail;

o LS Ll ) e 5
Cit:
try
{
string from = textBox1.Text;
string to = textBox2.Text;
string subject = textBox3.Text;
string body = textBox4.Text;
SmtpMail.SmtpServer = textBox5.Text;
SmtpMail.Send(from, to, subject, body);

¥
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catch (Exception ex)
{ MessageBox.Show(ex.Message);

¥

VB.NET:

Try

Dim from As String = textBox1.Text
Dim to As String = textBox2.Text

Dim subject As String = textBox3.Text
Dim body As String = textBox4.Text
SmtpMail.SmtpServer = textBox5.Text
SmtpMail.Send(from, to, subject, body)
Catch ex As Exception
Msgbox(ex.Message)

End Try

LTS Ay Adaada

2 SSALE IS (e SMTP- Jnii e 28 Gamy (08 da IS8 Jramy 2550 128
(SMTP Virtual Server 4 Gaus 48y j=i o5 53l 5) SMTPIL paladl [P 5 ol
ae 2y Ll SMTP Server) (e Loyl oSl coay « SMTP Server Textbox b
CDO?2 - Microsoft Collaboration Data Objects Version 2 4siSall aladiul

« CDO2 Object ) J swa sl aakaivn ¥ by &l 51y Exception e doass s Y1
=l 8l JSdy Jead s Windows 2000 s Windows XP g eeasiul 25y salall 8
Ll Microsoft Exchange Server2003 g« sl SMTP Virtual Server-) cus i
Exceptionl (e Juasicasud 55 51 Exchange Version 5 axiu < 1)
LSl Gl
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SMTP Advanced Programming :as& i<Y) ¢ ja)

3¢ CDO2 plaaiuls SMTP Al e il Jla Y davesy JU Gibad) JU) yiay
4LxYL HTML Format-l alaatiul o3y Qutlook—) gl y Jie mal s oLa3) 2ie 3alal)
o RSV 2 ) Jlsial 5 JlayY @l LA sae elidary Landa g ciliale Jlu ) A1Sa) V)

... POP33) 5 HTTPA alasinls Ja

SMTP alasily 5 SV g yall Sl 5 Jls s sy Ty el s Ly 585 o g
Sty 585 O s POP3 s ehial i 5y o and POP3H alasin duiy POP3 1
Microsoft  axxiws of 5l Windows Server g— il <0l s POP3  Service-)
zlisd (s g ladie 3) POP3 padiny s salae| 5 &l jlea e Exchange Server
I ABLLYL Windows  Server s el Ao < Domain Controller 25 s

de Active Directory-) <

Namespace JoA = iy pal g all oda aladd WY jlies aed Cigi Gigall Caand
sHTML Formatd! s=21 MailMessage u«3S)) alastiul s System.Web. Mail
POP3) 4oyl (815 Al )l e laale Jls ) 43S ac Al Mail Attachment o=l
System.lO s System.Net s System.Net.Socket Namespace plasi—ul a 31
2 B Jilu )y dga g asd Alery JLill Serverd) ae pald Session Jae sl Cus
e bl vie g dalal) Cowa Treelist sl List BoX (o2 Lefiunds o 5 Ladsa s illa
Advanced Jw=!s Mail Server2) ;= 4 I Download Jes: Clientd) o5& Wlas)

: b WS MailMessage o< (1« Object 22l &8 SMTP eMail Sender

Cit:
using System.Web.Mail;

try
{

MailMessage mm = new MailMessage();
mm.From = textBox1.Text;
mm.To = textBox2.Text;
/[ mm.Cc =
/[ mm.Bcc =
mm.Subject = textBox3.Text;
mm.Headers.Add("Reply-To", “fadi822000@yahoo.com");
mm.Headers.Add("Comments", "This is a test HTML message");
mm.Priority = MailPriority.High;
mm.BodyFormat = MailFormat.Html;
mm.Body = "<html><body><h1>" + textBox4.Text +
"</h1></html>";
SmtpMail.Send(mm);
}

catch (Exception ex) {MessageBox.Show(ex.Message);}

VB.NET:
imports System.Web.Mail;
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Try

Dim mm As MailMessage = New MailMessage

mm.From = textBox1.Text

mm.To = textBox2.Text

mm.Subject = textBox3.Text

mm.Headers.Add("Reply-To", “fadi822000@yahoo.com™)
mm.Headers.Add("Comments", "This is a test HTML message")
mm.Priority = MailPriority.High

mm.BodyFormat = MailFormat.Html

mm.Body = "<htmI><body><h1>" + textBox4.Text + "</h1></html>"
SmtpMail.Send(mm)

Catch ex As Exception

Msgbox(ex.Message)

End Try

2SI L LS5 ad calal) aid 21530 5 Mail Attachment (SIS alasiul

C#:

MailAttachment myattach =

new MailAttachment("Your_Attached_File_ path.extension”,
MailEncoding.Base64);

VB.NET:

Dim myattach As MailAttachment = New
MailAttachment(*'Your_Attached_File path.extension”,
MailEncoding.Base64)

aainila e 5 Design J dlee bk ¢ JalS (S5 SMTP zeali g (e Lingil 88 138
el 30a 5 ¢80 5 (353 o e
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POP3- Post Office Protocol Version 3 Programming : Lt

MUA - Mail 3 ¢ > & Jwra M) s POP31 J oS 58 0 ddala g ol il Wiaas LS
e e Jsmall 45 € 8 (08 TCPA J S 58 3 (eea 110 Port A= User Agent
Mail Serverdl (= el Download Jee J2& (e Client ¢se il Al Al Jua s
) oLl Clientd Sles & Lulul 352 5all s Mail Folder o8 dibus il Jadas Eup
- Sl Jgal

E-mail Server
( POP3 Server

Workstation
( POP3 Client | :
l —— Mail folders

o= Interactive Mail Access Protocol — IMAP Js< iy POP3 - Jiladl (3
ol s Mail serverdl 4 oSl il Mail Folder el aaddivall audaivg albla
Al N 5o 58 () 3 gl iy A s IMAPY &) e e 028 iinis 52 Olgs 8
4 ACEA (<15 Client ge SST (e Leie) i alain Cua Serverd) dIA (e bl o
3} Mail Folder-) ~>~ Mail Server Administrator Jibu )l sala 00 aSa5 o4

R i N | | kil 83 gana Lglaw Bl 8 () <3

E-mail Server

([ mapsever )
—

Workstation
( IMAP Client

| |

il A x4 el B2 Mail - Server e o8 Mail - Folder— o sy
(o= (ST IS e ()8 Ll LS (8] ) 5 el AalS 5 andiiaall asl (4 Authentication
e 435S POP3) aladind 3 Sl S i) maaiy 131 Mail  Folder—! das 450 50a0
Mail Server —d33Y,Clientl s» daull 8 a8a3 5 o3 Nada ull 390 e

&2 Administrator
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a1 a3 dy 3 ina y fa g Jils ) 36158 Alend POP3I alaic ) Uiy 8 Luil Lay g
Ay & System. 1O 5 System.Net s System.Net.Socket Namespace alaaiul
sy 25 g sl ke 2LAN Socket) pladiuly Serverd! ge =l Session Jee
crua gald Treelist sl List BOX (8 Leistic Lty o sy Ladga g s 8550308
Mail 2 s« 4l ) Download Jws: Client) a s Walaa) e ozl die g dalall
.Textbox & e 25 Mail Folderdl ) Server

Al JRA A jeday LS aaa New Form eLash &8 (saldail

Form1.cs [Design] ] Forml .cs
o

™ POP3 - fadi822000@yahoo.com

POP Server  [mad alcpordan com ' —
User [suppot@aliojordan com : -_ f
vt |

HTML Code J&& ok s )l o & - Message:

= P
[ Read Last Come Emal l
Status
.

: 4l Namespaces 4l & o

C#:

using System.Net;

using System.Net.Socket;
using System.lO;

VB.NET:

imports System.Net
imports System.Net.Socket
imports System.lO

alaaiuly Serverd) s Session LY Stream-l)s Socket) ge Jalaill oy 43l Jaay

Stream Socket J) axaivs s POP3 Serverdl (e Al ) 3¢l 85 TCPA J < 55
:s2 Serverdl A Commands 1 s <l @bl
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USER (USER USER_NAME) Password - s User Name ) J&.)
PASS (PASS PASSWORD) ) il cillee o) jaY
Authentication

RETR (RETR Message Number) POP3 ) (3 Al Jll calad aadind
... Byte Array = aa 5

STAT il dae g 3aaa Jila ) 3 s g 48 jadl
inbox 4 4 sl

QUIT POP3 Server I &= Session ) 3]

Lahaie o8 — il QKD Cly o dmy (5T) el all Alay & A0 iy jlactl) A8Lialy o8 5
: (Global Declaration-!

C#:

public TcpClient Server;// sl Cazgs g o w Al J € 53 30 (e (S (3lELE)
sl

public NetworkStream NetStrm;// a2abuall Sl slaa Jlu )Y 4a0i5d (8 gus
public StreamReader RdAStrm; // 3 sl (e 33,) 5l Cila glaall 3¢ jal

public string Data; // s ud) () el sY1 i 8 Lgalaiiny

public byte[] szData; // 3 < sll (e 330 sl ULl o Ha

public string CRLF = "\r\n";// .. x> slan Jaad el pll 3 Lealadiny

VB.NET:

Public Server As TcpClient

Public NetStrm As NetworkStream

Public RdStrm As StreamReader

Public Data As String

Public szData As Byte()

Public CRLF As String = """ & Microsoft.VisualBasic.Chr(13) & " &
Microsoft.VisualBasic.Chr(10) & ™"

s QU 2 Sl dslaly 28 Connect Buttons! 4

C#.
/[ create server POP3 with port 110
Server = new TcpClient(POPServ.Text,110);

try

{

/l initialization

NetStrm = Server.GetStream();

RdStrm= new StreamReader(Server.GetStream());
Status.ltems.Add(RdStrm.ReadLine());

/I Login Process
Data = "USER "+ User.Text+CRLF;
szData = System.Text.Encoding.ASCII.GetBytes(Data. ToCharArray());
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NetStrm.Write(szData,0,szData.Length);
Status.ltems.Add(RdStrm.ReadLine());
Data = "PASS "+ Passw.Text+CRLF;

aaiiaally palall 3 ) sl (8 saia 3ol 8 Al 5 yall al 5 adiivual) an) (pe 2SU 2ay
szData = System.Text.Encoding.ASCII.GetBytes(Data. ToCharArray());
NetStrm.Write(szData,0,szData.Length);
Status.ltems.Add(RdStrm.ReadLine());

Send STAT command to get information ie: number of mail and size
STAT ¥ alaaiuly POP3 Server (8 5 sa sall Jilus )l 22c 46yl

Data = "STAT"+CRLF;

szData = System.Text.Encoding.ASCII.GetBytes(Data. ToCharArray());

NetStrm.Write(szData,0,szData.Length);

Status.Items.Add(RdStrm.ReadLine());

: Disconnect Buttond) ) AWl 2 <1 ALl 8

C#.

/I Send QUIT command to close session from POP server

Data = "QUIT"+CRLF;

szData = System.Text.Encoding.ASCII.GetBytes(Data. ToCharArray());
NetStrm.Write(szData,0,szData.Length);
Status.ltems.Add(RdStrm.ReadLine());

//close connection

NetStrm.Close();

RdStrm.Close();

VB.NET:

Server = New TcpClient(POPServ.Text, 110)

NetStrm = Server.GetStream

RdStrm = New StreamReader(Server.GetStream)
Status.Items.Add(RdStrm.ReadLine)

Data = "USER " + User.Text + CRLF

szData = System.Text.Encoding.ASCII.GetBytes(Data. ToCharArray)
NetStrm.Write(szData, 0, szData.Length)
Status.Items.Add(RdStrm.ReadLine)

Data = "PASS " + Passw.Text + CRLF

szData = System.Text.Encoding.ASCII.GetBytes(Data. ToCharArray)
NetStrm.Write(szData, 0, szData.Length)
Status.Items.Add(RdStrm.ReadLine)

Data = "STAT" + CRLF

szData = System.Text.Encoding.ASCII.GetBytes(Data. ToCharArray)
NetStrm.Write(szData, 0, szData.Length)
Status.ltems.Add(RdStrm.ReadL.ine)

Data = "QUIT" + CRLF

szData = System.Text.Encoding.ASCII.GetBytes(Data. ToCharArray)
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NetStrm.Write(szData, 0, szData.Length)
Status.ltems.Add(RdStrm.ReadL.ine)
NetStrm.Close

RdStrm.Close

Aialy a8 (5a Y1 Al )l o) 8 s acal 5381 JSE )3 ) sl (8 saia (e Jilus )1 36 il
: Read Last Come Email Button-) ) ALl 2 <1

Cit:
string szTemp;
Message.Clear();

try
{

/I retrieve mail with number mail parameter
Data = "RETR 1"+CRLF; // e 8 ) yall Allis 511 o8 5 apaail

szData = System.Text.Encoding.ASCII.GetBytes(Data. ToCharArray());
NetStrm.Write(szData,0,szData.Length);
szTemp = RdStrm.ReadLine(); // Wil ab s Cga JS50 Al ) 0 333
if(szTemp[0]!="-")
{
while(szTemp!=".")
{
Message.Text += szTemp+CRLF;
szTemp = RdStrm.ReadLine();
}
}
else
{Status.ltems.Add(szTemp);}

catch(InvalidOperationException err){Status.ltems.Add("Error:
"+err.ToString());}

VB.NET:
Dim szTemp As String
Message.Clear
Try
Data="RETR 1" + CRLF
szData = System.Text.Encoding.ASCII.GetBytes(Data. ToCharArray)
NetStrm.Write(szData, 0, szData.Length)
szTemp = RdStrm.ReadLine
If Not (szTemp(0) ="-"C) Then
While Not (szTemp =".")
Message. Text += szTemp + CRLF
szTemp = RdStrm.ReadLine
End While
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Else

Status.ltems.Add(szTemp)
End If
Catch err As InvalidOperationException
Status.ltems.Add("Error: " + err.ToString)
End Try

Aie el aadatid Jag iy JU 12 g 3 gall 8 4fiaa ya g POP3-) Jae 4 Uiy 138
Calo aladinl aadatod Cuaa g g Kaan al Al QutlOOK-L 4nd JWlS & 5 piia Jand
OS5 e g e (e Yy 83 51 s Sl i yad 5 bS] s iYL (alad) DLLA
Al JS1 558 a8y ) 6l Jila )l aa d Tree List dee gokaind LS HTML Code
PSR [ ) 1) FC RN REIVEEG IV LN IS 4 [ g VI ICPEN P PUSICAPI SRR IV A N

¢ 52 gl 5_a 1 Al )l e 58y a5y (53

i 3 Ay B dna Jalal 3 da FTP ) 8 Al Juaadl) b Eyaall saus
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Chapter 17
FTP Programming

- Introduction to FTP — File Transfer Protocol

- Create a Simple Application to Transfer Files By
Using COM Components

- Create a Simple Application to Transfer Files By
Using Web Classes Components

- Create a Simple Application to Transfer Files By
Using Socket Programming & Streaming Libraries
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: FTP — File Transfer Protocol Programming 17

JsSsim sa s Application Layer— <Y sS si o yaT J5S 58z s U faw Cagus
<Ll uploading -V s downloading I dlee & pulasl (S8 axiiny 3 5 FTP
sy e el Al g AN Glae plel SealalSy FTP Serverd (A)s o=
25 FTP Al el Portl (e ity Server—) » & <o Client/Server
Serverdl 2w &uaTCP Connection Oriented Protocol-! plaiul 21 Port-!
clilee ¢l ya) 2zy5420 Session sLiib Client) gl o)1 LY aca g
Ay G sl el e 40 gall 2y sl e 28U s Authentication ¢gaail)
s Obea A Sl ¥l a g alA (e UL JLiiul b Cogus (g2l g POrt) a8 ) a3

sl JS) 8 LS dlaall 038 a5 Serverd) 4 20 Portdl e

Server waits for connection

Listening :
on port 21

FTP client FTP server

Client connects

connection

Client uploads file
control link

------------------------------------------------

upload link

Sl Y 5 asy FTP Server =S & e Chery Gy @liad FTP Gead Jpeit) Ad2adla
s AU O G eday LS 5 1S ae bl &5 FTP Servicesd) of o
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Windows Components Wizard

Windows Components
You can add o temmave components of Windows »P.

Internet Information Services (1IS)

conponant YomumothMMAMb&MNww
m“ ) of the component will be nstalied To see what's ncluded in a component. cick Detads

Components: SMM of Intemet Infomation Services (IS}

v “E, Intemet Information Services Snaprin

Desciption: Inchades W |V 1 SMTP Seevica 11M8
vansactor] | ¥ ) Wodd Wide Web Serice 23M8 ¥

Spoce avadable on dak: Descrighiorc  Provides support to create FTP sites used to upload and download fles

Total disk space required: 56.2MB
Space avalabie on dak: 12623M8

| ok [ coe |

Administrative Tools a3 Control Panel ¢ Services — Lelmii (s Sl & (ha
s Hall JSAl 8 yedas LS5 Services o

o Services [« O
Fle Azion Vew b
-« BFRE ® e m
Services (Loca)
FTP Publishing Nove |Desogron |Sabs | etpTpe A
RYOCOM Server Proce.., Providesls... Rarted  Avomak
S.K‘Elfu-;'m R 0HCP Cloet Mansges h,,, Qated  Agommek
Ragart the seevice RoOutrtated ok Tra., Mortarsh,.. Quted  Adomipk
Rolutrinred Travaac,.. Coordnate... Stated  Manud
) o 0NS Cheer Roschves ... Sated  Automic
s PP cornectay and Robrrce Reporting Sar... Alws oo, Sated  Automagk
admiresty stion throuh the Jrbarmet RaEvert Log Erablosov... Sated  Agomati
Il cematnon Services 00N v < o Mo s

RyHrIp s This servic.,.  Sarted

Manusl
Rt tafaco ... Erabios o, Drabied
Rylis Admin Alows adm.., Rated  Akomaic
2:«»1(%(... Manaes C... Maous .
< >

\ Edorded A Randard /

- Gl JSED 3 LS jelay Gy 1S 4 25U
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Mot Meader Nave P Addres:

1 FIP SRes

B Defauk FIP S2e
< & Dol SNIP Vetunl Server
% Domars
S wn Conrechng 15 t
@ Curent Setsns
L » ( wipud\ Sproct Broaerm
Hexd
Aote
[ Log vasts
p Listey
INIC @
MS005 @
0K, ool Heb |

FTP Commands : ¥.si
JsS 5 pacty din juSas ) Telnetd) dalae FTP Al aladiul) 5 Juaty) dulee 4uls
e sl Servera) ae cublaill dlee LA (e iy Al 5 el Y1 (e e sana FTP
s Hul) Al 8 LS dlaall 038 iy Remote Hostl

cv C:\WINDOWS\system32\cmd.exe - ftp fadi-co

Microsoft Windows XP [Uersion 5.1.26001
(C> Copyright 1985-28081 Microsoft Corp.

C:\Documents and Settings\FADI>ftp fadi-co
iConnected to fadi-—co.

228 Microsoft FTP Service

User {(fadi-co:<{noned>: FADI

331 Password required for FADI.

Password:

238 User FADI logged in.

ftp> ?

Commands may bhe abbreviated. Commands are:

delete literal prompt

debug s put

dir mnde lete pud
disconnect ndir quit

get mnget quote

glohb mkdip recv

hash mls remotehelp
help mput rename

lcd open rodipr

:FTP Commandsd) a8 ¢ i La 5

Alall oLisY (@aail) dlaal 4 slhas USER <username> & PASS

<password>

a0 Servers) (e cale Jy 3l ardig RECV s RETR <filename>

3 Serverdl ) calall xd ) aasie SEND s/ STOR <filename>
gﬁLﬂ\ﬁu\Qpaﬁ

L oy ) bl A gl dapla ol TYPE <type indicator>

Db LS

-a ASCII —e EBCDIC — | for
Binary Data - L<Byte

s s (53l 5Size>

) Passive ) g dualall g 55 waail PASV
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Jurdl 24 Passivedl s 8 43) 3 Active
. Serverd! A 5

uploading & s Juai¥) s asdl Status 5| STAT
Downloading

ae daladll S agle (o jlata g LS 8 Delete , cd , mkdir , rename ...
DOS alai & Glalaall 5 culalal)

Remote Host) ae dudall L3y Close s QUIT

: COM Components aladiul cui &gl & FTP) aa Jaladl) 3 Ll
¢ > 525 |TC — Internet Transfer Control swe FTP aladin) Cayi &Ggall acas
New Windows ¢ibadeal4COM Components Controls— ¢

: Sull Jsall 8 LS Application

Form1.cs [Design] |

: 4dUll Namespaces 4dlals o8 o

Cit:
using System.lO;
using System.Reflection;

VB.NET:
imports System.lO
imports System.Reflection

: Upload Button-! () Jull a <)) Adlza) o
C#:
private void buttonl_Click(object sender, System.EventArgs e)
{
Filelnfo thisFile = new Filelnfo(tbFile. Text);
Type ITC;
object[] parameter= new object[2];
object ITCODbject;
ITC = Type.GetTypeFromProgID("InetCtls.Inet");
ITCObject = Activator.Createlnstance(ITC);
parameter[0] = (string)tbServer.Text;
parameter[1] = (string)"PUT " + thisFile.FullName + " /" +
thisFile.Name;
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ITC.InvokeMember("execute", BindingFlags.InvokeMethod,null,
ITCObject, parameter);

¥

VB.NET:
Private Sub buttonl_Click(ByVal sender As Object, ByVal e As
System.EventArgs)

Dim thisFile As FileInfo = New Filelnfo(tbFile. Text)

Dim ITC As Type

Dim parameter(2) As Object

Dim ITCObject As Object

ITC = Type.GetTypeFromProgID("InetCtls.Inet™)

ITCODbject = Activator.Createlnstance(ITC)

parameter(0) = CType(tbServer.Text, String)

parameter(1) = CType("PUT ", String) + thisFile.FullName + " /" +
thisFile.Name

ITC.InvokeMember("execute", BindingFlags.InvokeMethod,
Nothing, ITCObject, parameter)
End Sub

Namespace (xa 29> 5l s Type Class 2 A (e ITCA oy pai Al 4 o5
) e (8 Lgaladiny @l g Object & 53l (e Array L e &5 System.Reflection
ITC Control ) (a3 52 5all s INnVvokeMember 4l J) FTP Serverd) 5 aldll

... Object

M\uﬁw‘)eﬁygﬂ\uﬂd\ﬁu}a
C:\Inetpub\ftproot
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: Web Class<! aladiuly cud cgall (A FTPA aa Jaladl) o WG

Namespaces (s—=a 325 gallyweb  Class pladiwls FTP—I A ss p —Sa
sWebRequest — g Jalaill 8 LaS 4 aa Jalaill ke 40 &5 5 System. Net
LiiSay G HTTP- s (8 Lgne Lilalad ) 5 Classes webResponse—)

. b WS a5 FTP Protocold ae Jalail Lgia saliiuy)

<M s WebClient o2& aladiul dot net Framework 2 a=2 3 3 WebClient -
44y )23 a1y 5 System.Net Namespaces ¢ 4dle il 25 (53l 5 FTP ae Jaladll ae
AT

Cit:
using System;
using System.Net;

namespace Web_Client

{

class Program

{
public static void Main(string[] args)
{
string filename = "ftp://ms.com/files/dotnetfx.exe";
WebClient client = new WebClient();
client.DownloadFile(filename, "dotnetfx.exe");

¥
¥

VB.NET:

Imports System

Imports System.Net
Namespace Web_Client

Class Program

Public Shared Sub Main(ByVal args As String())
Dim filename As String = "ftp://ms.com/files/dotnetfx.exe"
Dim client As WebClient = New WebClient
client.DownloadFile(filename, "dotnetfx.exe")
End Sub
End Class
End Namespace
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p b S Gy s FTP s Jaall a5 Joaail aadiins s FtpRequestCreator -
C#:
using System;
using System.Net;

namespace FTP

{
public class FtpRequestCreator : IWebRequestCreate

{
public FtpRequestCreator()
{
}

public System.Net.WebRequest Create(System.Uri uri)
{

¥
k
k

VB.NET:

Imports System
Imports System.Net
Namespace FTP

return new FtpWebRequest(uri);

Public Class FtpRequestCreator
Implements IWebRequestCreate

Public Sub New()
End Sub

Public Function Create(ByVal uri As System.Uri) As
System.Net.WebRequest
Return New FtpWebRequest(uri)
End Function
End Class
End Namespace

download or upload a file on an FTP Jaxl sasiu s FtpWebRequest -
s WS Ledy ya3 o 5 Server

C#:

using System;
using System.Net;
namespace FTP

{
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public class FtpWebRequest : WebRequest
{
private string username = "Fadi";
internal string password = "fff";
private Uri uri;
private bool binaryMode = true;
private string method = "GET";

internal FtpWebRequest(Uri uri)

{
this.uri = uri;
¥
public string Username
{

get { return username; }
set { username = value; }

¥

public string Password

{

set { password = value; }

¥

public bool BinaryMode

{
get { return binaryMode; }
set { binaryMode = value; }

¥

public override System.Uri RequestUri

{

get { return uri; }

¥

public override string Method
{
get { return method; }
set { method = value; }

b
public override System.Net.WebResponse GetResponse()

{
FtpWebResponse response = new FtpWebResponse(this);
return response;

}
}
}

~294~



VB.NET:

Imports System
Imports System.Net
Namespace FTP

Public Class FtpWebRequest
Inherits WebRequest
Private username As String = "Fadi"
Friend password As String = "fff"
Private uri As Uri
Private binaryMode As Boolean = True
Private method As String = "GET"

Friend Sub New(ByVal uri As Uri)
Me.uri = uri
End Sub

Public Property Username() As String
Get
Return username
End Get
Set(ByVal value As String)
username = value
End Set
End Property

Public WriteOnly Property Password() As String
Set(ByVal value As String)
password = value
End Set
End Property

Public Property BinaryMode() As Boolean
Get
Return binaryMode
End Get
Set(ByVal value As Boolean)
binaryMode = value
End Set
End Property

Public Overloads Overrides ReadOnly Property RequestUri() As
System.Uri
Get
Return uri
End Get
End Property
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Public Overloads Overrides Property Method() As String
Get
Return method
End Get
Set(ByVal value As String)
method = value
End Set
End Property

Public Overloads Overrides Function GetResponse() As
System.Net.\WebResponse
Dim response As FtpWebResponse = New
FtpWebResponse(Me)
Return response
End Function
End Class
End Namespace

roh LS Ly a3 Qg Serverd) di (e 2l dddead axiin s FtpWebResponse -
C#:
using System;
using System.lO;
using System.Net;
using System.Net.Socket;

namespace FTP

{
public class FtpWebResponse : WebResponse

{
private FtpWebRequest request;
private FtpClient client;
internal FtpWebResponse(FtpWebRequest request)

{

¥
¥
¥

VB.NET:

Imports System

Imports System.10

Imports System.Net

Imports System.Net.Socket

Public Class FtpWebResponse

Inherits WebResponse
Private request As FtpWebRequest

this.request = request;
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Private client As FtpClient
Friend Sub New(ByVal request As FtpWebRequest)
Me.request = request
End Sub
End Class

J A leal aadt iy o gw 31 Stream— el 205w s FtpWebStream -
teb WS (P JS G yay g

C#:

using System;

using System.lO;

using System.Net.Socket;

namespace FTP

{

internal class FtpWebStream : Stream

{

private FtpWebResponse response;
private NetworkStream dataStream;

public FtpWebStream(NetworkStream dataStream, Ftp\WebResponse
response)

{
this.dataStream = dataStream;
this.response = response;
¥
by
¥
VB.NET:

Imports System

Imports System.lO

Imports System.Net.Socket
Namespace FTP

Friend Class Ftp\WebStream
Inherits Stream
Private response As FtpWebResponse
Private dataStream As NetworkStream
Public Sub New(ByVal dataStream As NetworkStream, ByVal
response As FtpWebResponse)
Me.dataStream = dataStream
Me.response = response
End Sub
End Class
End Namespace
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Streamd! alsdiuls Server Jga () Client Ja e <ile a8, bt Jla 2 )
:Socket-l

Stream 2 o Jwlaiys Client / Server (el oLh 6}9" g eyl 2a “5'3
plasiul Stream-l) sue Al 5 Byte Array Y <alal) Jasats o 585 <o s Library
L&l o8 Clientd) sl Jlu yYl salall ¢ 3l 4as 5d s « TCP Connection s Socketl

s Hul JSEN 8 LS daa g g e

Form1.cs [Design] | Forml.cs

: Al Namespaces aadius < g

C#:

using System.lO;

using System.Net;

using System.Net.Socket;
using System.Text;

VB.NET:

imports System.lO

imports System.Net
imports System.Net.Socket
Imports System.Text

;a2 <l AU L8 Send Buttond) 4
C#:
try
{
Stream fileStream = File.OpenRead(textBox1.Text);
/I Alocate memory space for the file
byte[] fileBuffer = new byte[fileStream.Lengthl];
fileStream.Read(fileBuffer, 0, (int)fileStream.Length);
// Open a TCP Connection and send the data
TcpClient clientSocket = new TcpClient(textBox2.Text,8880);
NetworkStream networkStream = clientSocket.GetStream();
networkStream.Write(fileBuffer,0,fileBuffer.GetLength(0));
networkStream.Close();

}

catch (Exception ex){MessageBox.Show(ex.Message);}
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VB.NET:

Try

Dim fileStream As Stream = File.OpenRead(textBox1.Text)

Dim fileBuffer(fileStream.Length) As Byte
fileStream.Read(fileBuffer, 0, CType(fileStream.Length, Integer))
Dim clientSocket As TcpClient = New TcpClient(textBox2.Text, 8880)
Dim networkStream As NetworkStream = clientSocket.GetStream
networkStream.Write(fileBuffer, 0, fileBuffer.GetLength(0))
networkStream.Close

Catch ex As Exception

Msgbox(ex.Message)

End Try

kil a5 Stream Object — 4 )33 5 allus ) 295 (o301 Calall 36 )8 Al 8 Liad
— Airadiy Lidd 5 Byte ¢ sl (e 4d siaan () 4dy 23 (50 29Y Socketd) e 4l )
Liad 3 aay 5 FileStream (s 3252 sall s Read Al alasiuly 4% & FileBuffer
Al fiaa Jlu ) a5 Ea TCP Connection-) alaaiuls Server-l) aw Jual oLl

... NetworkStream Class a2t Serverd) J) FileBuffer-)

LS aaa & g pdie o liily o8 4y a3 5 Calal) Juiind e J sl 58 5 Server = s daw s
Sl JSEN b jelay

Form1.cs [Design] |
Blizasassnainn e iy
File Transfer Server

IbConnections

: il Namespaces ) padies < g
C#:
using System.Threading;
using System.Net;
using System.Net.Socket;
using System.Text;
using System.lO;

VB.NET:

imports System.Threading
imports System.Net
imports System.Net.Socket
imports System.Text
imports System.lO
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1 b WS handlerThread lees) Sd s 26 Method-) 4l o

C#:

public void handlerThread()

{

Socket handlerSocket = (Socket)alSocket[alSocket.Count-1];
NetworkStream networkStream = new
NetworkStream(handlerSocket);

int thisRead=0;

int blockSize=1024;

Byte[] dataByte = new Byte[blockSize];

lock(this)

{

// Only one process can access

/Il the same file at any given time

Stream fileStream = File.OpenWrite(@"c:\upload™);
while(true)

{
thisRead=networkStream.Read(dataByte,0,blockSize);
fileStream.Write(dataByte,0,thisRead);

If (thisRead==0) break;

fileStream.Close();

}

IbConnections.ltems.Add("File Written");
handlerSocket = null;

¥

VB.NET:
Public Sub handlerThread()
Dim handlerSocket As Socket = CType(alSocket(alSocket.Count - 1),
Socket)
Dim networkStream As NetworkStream = New
NetworkStream(handlerSocket)
Dim thisRead As Integer =0
Dim blockSize As Integer = 1024
Dim dataByte(blockSize) As Byte
SyncLock Me
Dim fileStream As Stream = File.OpenWrite("c:\upload™)
While True
thisRead = networkStream.Read(dataByte, 0, blockSize)
fileStream.Write(dataByte, 0, thisRead)
If thisRead = 0 Then
" break
End If
fileStream.Close()
End While
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IbConnections.ltems.Add("'File Written™)
handlerSocket = Nothing
End SyncLock
End Sub

5458880 Port | = TCP Connection zidl ¢lly5 sapa 5 Al Al AU, a8
;b WS listenerThread Lees! oS4 g Lple iiaill 5 al il

Cit:
public void listenerThread()
{
TcpListener tcpListener = new TcpListener(8880);
tcpListener.Start();
while(true)
{
Socket handlerSocket = tcpListener.AcceptSocket();
if (handlerSocket.Connected)
{
IbConnections.ltems.Add(handlerSocket.RemoteEndPoint. ToStri
ng() + " connected.");
lock (this)
{
alSocket.Add(handlerSocket);
}
ThreadStart thdstHandler = new
ThreadStart(handlerThread);
Thread thdHandler = new Thread(thdstHandler);
thdHandler.Start();

¥
ks
ks

VB.NET:
Public Sub listenerThread()
Dim tcpListener As TcpListener = New TcpListener(8880)
tcpListener.Start()
While True
Dim handlerSocket As Socket = tcpListener.AcceptSocket
If handlerSocket.Connected Then

IbConnections.ltems.Add(handlerSocket.RemoteEndPoint. ToString + "
connected.")
SyncLock Me
alSocket.Add(handlerSocket)
End SyncLock
Dim thdstHandler As ThreadStart = New
ThreadStart(handlerThread)
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Dim thdHandler As Thread = New Thread(thdstHandler)
thdHandler.Start()

End If
End While
End Sub
: Form Load gl Juei Tay Guas ) M) 35S0 ddlsaly o8
Cit:
private void Form1_Load(object sender, System.EventArgs e)

{
IPHostENtry IPHost = Dns.GetHostByName(Dns.GetHostName());

IbConnections.Text = "My IP address is " +
IPHost.AddressList[0]. ToString();

alSocket = new ArrayL.ist();

Thread thdListener = new Thread(new ThreadStart(listenerThread));
thdListener.Start();}

VB.NET:
Private Sub Form1_Load(ByVal sender As Object, ByVal e As
System.EventArgs)

Dim IPHost As IPHostEntry =
Dns.GetHostByName(Dns.GetHostName)

IbConnections.Text = "My IP address is " +
IPHost.AddressL.ist(0). ToString

alSocket = New ArrayL.ist

Dim thdListener As Thread = New Thread(New
ThreadStart(listenerThread))

thdListener.Start()
End Sub

o ey Lead Lid g listenerThread  Method -V 245 o5 Thread—) alasiuly
Client) ¢ b il 6l J 58wl Cus 8880 Port I e 4l s TepListener-
Jusi ol Lgd 2w 30 5 handlerThread A1) elexiul @l1d aay 5 Port I 1aa e
sl Ll 8 Lt A5 5 Lelel 8 o5 Byte  Array - Leis 3335 Stream  Data—!
alall ol (e (5 980 s3I 5 Stream-) 41 U e Cus fileStream. Write) alasiul

. DataByte Array-ls thisRead
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(A g o la Ja Y FileStream Class 4 g Serialization 3 aladia) Luald
CROAS 3 il gina & A Py Jls Y Serialization-! 5 e (e saldiwt) Li€ay

LaS el yall Al SN ()5S 5 ¢ la) il sl e lelsy A Gaplall e caldl)
JiasS b

[® File Receiver By Fadi Abdel-gader fadidotnet.org g@@ E# File Sender - By Fadi Abdel-gader, fadidotnet.org E@@

Automatically Save to [

Suceessfully Saved to: C:AFUll_Wersion IPg C:\Dacuments and SettingsifaditMy Documenl kst =

Send The File T | [127.0.01

s Y el 0 Y f

LS « Byte Array () 4l ) 3 el alel) s 2 FileStream Class I 4 axaioin
Serialization < 4l ) &b s 5 alal) aul calad Filelnfo Classdl aaadiuiu g

b LS Aleall 038 o33 5 BinaryFormatter Classd) olaiul Object

C#
string FileName;

openFileDialogl.ShowDialog();

textBox1.Text = openFileDialogl.FileName;

Filelnfo TheFile = new FileInfo(textBox1.Text); // Get The File Name
FileName = TheFile.Name;

FileStream fs = new FileStream(textBox1.Text,FileMode.Open);
byte[] buffer = new byte[fs.Length];

int len = (int)fs.Length;

fs.Read(buffer,0,len);

fs.Close();

BinaryFormatter br = new BinaryFormatter ();

TcpClient myclient = new TcpClient (text_IP.Text,7000);
NetworkStream myns = myclient.GetStream ();
br.Serialize (myns,FileName);

BinaryWriter mysw = new BinaryWriter (myns);
mysw.Write(buffer);

mysw.Close ();

myns.Close ();

myclient.Close ();

VB.NET:
Private FileName As String

~303~



openFileDialogl.ShowDialog()

textBox1.Text = openFileDialogl.FileName

Dim TheFile As FileInfo = New Filelnfo(textBox1.Text) ' Get The File
Name

FileName = TheFile.Name

Dim fs As FileStream = New
FileStream(textBox1.Text,FileMode.Open)

Dim buffer As Byte() = New Byte(fs.Length - 1)

Dim len As Integer = Clnt(fs.Length)
fs.Read(buffer,0,len)

fs.Close()

Dim br As BinaryFormatter = New BinaryFormatter ()
Dim myclient As TcpClient = New TcpClient (text IP.Text,7000)
Dim myns As NetworkStream = myclient.GetStream ()
br.Serialize (myns,FileName)

Dim mysw As BinaryWriter = New BinaryWriter (myns)
mysw.Write(buffer)

mysw.Close ()

myns.Close ()

myclient.Close ()

:JLEY) zals yo Wilh

C#:

NetworkStream myns;
TcpListener mytcpl;
Socket mysocket;
Thread myth;
BinaryReader bb;

void File_Receiver()

{

mytcpl = new TcpListener (7000);

mytcpl.Start ();

mysocket = mytcpl.AcceptSocket ();

myns = new NetworkStream (mysocket);

BinaryFormatter br = new BinaryFormatter ();

Object op= br.Deserialize (myns); // Deserialize the Object from Stream

bb = new BinaryReader (myns);

byte[] buffer = bb.ReadBytes(Buffer_Size);

FileStream fss = new FileStream(@textBox1.Text + (string) op,
FileMode.CreateNew, FileAccess.Write);
fss.Write(buffer,0,buffer.Length);

fss.Close();
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mytcpl.Stop();

listBox1.ltems.Add ("Successfully Saved to: " + textBox1.Text +
(string) op);

If (mysocket.Connected ==true)

while (true)

{

File_Receiver();

}
}
}
VB.NET:
Private myns As NetworkStream
Private mytcpl As TcpListener
Private mysocket As Socket
Private myth As Thread
Private bb As BinaryReader
Private Sub File_Receiver()
mytcpl = New TcpListener (7000)
mytcpl.Start ()
mysocket = mytcpl.AcceptSocket ()
myns = New NetworkStream (mysocket)
Dim br As BinaryFormatter = New BinaryFormatter ()
Dim op As Object
op= br.Deserialize (myns) ' Deserialize the Object from Stream
bb = New BinaryReader (myns)
Dim buffer As Byte() = bb.ReadBytes(Buffer_Size)
Dim fss As FileStream = New FileStream(textBox1.Text + CStr(op),
FileMode.CreateNew, FileAccess.Write)
fss.Write(buffer,0,buffer.Length)
fss.Close()
mytcpl.Stop()
listBox1.ltems.Add ("Successfully Saved to: " & textBox1.Text +
CStr(op))

If mysocket.Connected =True Then
Do While True
File_Receiver()
Loop
End If
End Sub

e ¢ Gl Ggal) Ay B Adiaa g (§dg FTP ) JeSgign Jee Ay sk Uiy 13Sa g

Network =1 8 Walaiion g pud &) £) gl g (§ud (e A ¢ 5l b Cuaal)
. Security Programming
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Part5

Network Security Programming

Chapter18 Cryptography & Network
Security Programming

Chapter19 Socket Permissions
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Chapter 18
Cryptography & Network Security Programming

- Cryptography in Dot Net:

e Symmetric Encryption
= DES (Data Encryption Standard)

e Asymmetric Encryption
= RSA (Rivest Shamir Adleman)
= Digital Signature Algorithms
= Hashing Algorithms

e Using Security Encryption Standards With
Network Applications
= Create an Advanced RSA Client Server
Chat System.
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: Network Security Programming : 18

unauthorized Access Jsaall e Jsaall pe calblall dolasy (Y1 e 3SAI (ol
- Lgal g cllad 32 plaaiuly

ouadill ¢la s yadall Data Encryption & Decryption -
Al Jus ye il 4508 (e (3330 Authentications -
Cladlall 5 alubudl 2di s vass Set Policies & Permissions -

Security - alaaiuly Wil Lal S5 i) dleall cadlad aes o sl 8 Caaes
JSaD 3 LS a5 A il LAl (e dedin de gana Jle (s 513 3l s Namespaces
Sall

System.Security.|
183 Cryptoaraphy
{} Permissions

{} Policy
{} Principal

: Cryptography Namespace Overview : ¥l

Gy adi Alhlee (ads le JSaigd Al ASW o4 5 :Cryptography in NET
D)l IS axats s (uSally s Cipher Text ) Clear Text oo clild) s
o L i) (5 kel wliand y ¢ DY) ie Lo _ppi ol g Jl Y didee Jid L)

et At ) aludl A0

Llaad 4513 (5 ) Lkl axdiv 438 5 Jilaiall o 5LuY) :Symmetric algorithms -A
Al Conad LSt jua il old g el Aulae ;\ﬁ‘j@y@ﬁ‘;ﬁjwléﬁjw\
Classes—! (=« de sy Jlaiall Gl s & gall Giacn g A Blatall joall 48 HlaS

;2 Algorithms

: DES-Data Encryption Standard ) alaaiuly yuédil) acay 3 (W3S -
DESCryptoServiceProvider

RC2CryptoServiceProvider : RC2 Algorithms as (3l (u3S) -
RijndaelManaged : Rijndael Managed Algorithms acx 3l (.31 -

CSVASLAN e Ll ) g Al 1) i o Jolaiall coslull padal) d salieal) 45y k)
Laa Calilall o2a (ymny 3855 385 lan dalle () 5S5 38 ) Ul Fas (8 48, jlall o3 aladinly
aaall e claliz @il ¢l &l daal clilae Ledde (5 yaiy (3 i 8 o Al ) 088 ) (505
dlee Jany A Gl oda Ja o35, Network Bandwidth-) o o st a8 Sl Jalell
CryptoStream - ileall a2l addiiu g 4ndi Stream-) (s sinse e a5 e Gl
clél ~Uiia g Encryption Kay séedall ~lide el aaliss aladiul o3y Sus Class
Llee A (palisal) i aladiul b sy s |V Installation Victor Decryption sl
FileStream s) MemoryStream-! g i) (IS andig gyl iy i)
(=3 RC2 5 TripleDES sl DES ¢! s il ¢ 535 Stream Data-! 44 i ¢
(a5 Lga LA 58 55 21y Cum SoCKeE ) (5 sina o il pladiind (5 AN Jlal
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iy (o0 el o) e il (1e 58 5 SSL — Socket Secure Layer ) ¢ s 13
AR g JU5aS 5 ¢ Al cllaall o) ya) 6 daals s ala IS8 cus juyl b
t Sl JEall A LS5 16 Bits (e oealidall SIS (<5 3 TripleDESY

Symmetric Stream Encryption Example:

CH#.:

byte[] Key = {0x01, 0x02, 0x03, 0x04, 0x05, 0x06, 0x07, 0x08,
0x09,0x10, 0x11, 0x12, 0x13, Ox14, 0x15, Ox16};

byte[] IV = {0x01, 0x02, 0x03, 0x04, 0x05, 0x06, 0x07, 0x08,
0x09,0x10, 0x11, 0x12, 0x13, 0x14, 0x15, 0x16};

string phrase = msg.Text;
MemoryStream ms = new MemoryStream();

TripleDESCryptoServiceProvider tdes = new
TripleDESCryptoServiceProvider();

CryptoStream csw = new CryptoStream(ms,tdes.CreateEncryptor(Key,
IV), CryptoStreamMode.Write);

csw.Write(Encoding.ASCII.GetBytes(phrase), 0, phrase.Length);
csw.FlushFinalBlock();

byte[] cryptdata = ms.GetBuffer();

textBox1.Text=Encoding.ASCII.GetString(cryptdata, 0,
(int)ms.Length);

VB.NET:

Dim Key As Byte() = {&H1, &H2, &H3, &H4, &H5, &H6, &H7,
&H8, &H9, &H10, &H11, &H12, &H13, &H14, &H15, &H16}

Dim IV As Byte() = {&H1, &H2, &H3, &H4, &H5, &H6, &H7, &HS,
&H9, &H10, &H11, &H12, &H13, &H14, &H15, &H16}

Dim phrase As String = msg.Text

Dim ms As MemoryStream = New MemoryStream()

Dim tdes As TripleDESCryptoServiceProvider = New
TripleDESCryptoServiceProvider()

Dim csw As CryptoStream = New CryptoStream(ms,
tdes.CreateEncryptor(Key, 1V), CryptoStreamMode.Write)

csw.Write(Encoding.ASCII.GetBytes(phrase), 0, phrase.Length)
csw.FlushFinalBlock()

Dim cryptdata As Byte() = ms.GetBuffer()
textBox1.Text=Encoding.ASCII.GetString(cryptdata, O,
Clnt(ms.Length))
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Symmetric Stream Decryption Example:

C#:

byte[] Keyy = {0x01, 0x02, 0x03, 0x04, 0x05, 0x06, 0x07, 0x08,
0x09,0x10, 0x11, 0x12, 0x13, Ox14, 0x15, Ox16};

byte[] IVv = {0x01, 0x02, 0x03, 0x04, 0x05, 0x06, 0x07, 0x08,
0x09,0x10, 0x11, 0x12, 0x13, 0x14, 0x15, Ox16};

ms.Position = 0;

byte[] data = new byte[1024];

CryptoStream csr = new CryptoStream(ms,tdes.CreateDecryptor(Keyy,
IVv),CryptoStreamMode.Read);

Int recv = csr.Read(data, 0, data.Length);

string newphrase = Encoding.ASCII.GetString(data, O, recv);
textBox1.Text=newphrase;

VB.NET:

Dim Keyy As Byte() = {&H1, &H2, &H3, &H4, &H5, &H6, &H7,
&H8, &H9, &H10, &H11, &H12, &H13, &H14, &H15, &H16}
Dim IVv As Byte() = {&H1, &H2, &H3, &H4, &H5, &H6, &H7, &H8,
&H9, &H10, &H11, &H12, &H13, &H14, &H15, &H16}
ms.Position =0

Dim data As Byte() = New Byte(1023)

Dim csr As CryptoStream = New CryptoStream(ms,
tdes.CreateDecryptor(Keyy, 1Vv), CryptoStreamMode.Read)

Dim recv As Integer = csr.Read(data, 0, data.Length)

Dim newphrase As String = Encoding.ASCII.GetString(data, 0, recv)
textBox1.Text=newphrase
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C#:

public byte[] Encrypt(string strData,CspParameters PrivateKey)

{

RSACryptoServiceProvider rsa = new
RSACryptoServiceProvider(PrivateKey);

byte[] data = rsa.Encrypt(Encoding.Unicode.GetBytes(strData), false);
return data;

¥

public byte[] Decrypt(byte[] en_data,CspParameters PrivateKey)
{

RSACryptoServiceProvider rsa = new
RSACryptoServiceProvider(PrivateKey);

byte[] data = rsa.Decrypt(en_data, false);

return data;

ks

VB.NET:
Public Function Encrypt(ByVal strData As String, ByVal PrivateKey
As CspParameters) As Byte()

Dim rsa As RSACryptoServiceProvider = New
RSACryptoServiceProvider(PrivateKey)

Dim data As Byte() =
rsa.Encrypt(Encoding.Unicode.GetBytes(strData), False)

Return data
End Function

Public Function Decrypt(ByVal en_data As Byte(), ByVal PrivateKey
As CspParameters) As Byte()

Dim rsa As RSACryptoServiceProvider = New
RSACryptoServiceProvider(PrivateKey)

Dim data As Byte() = rsa.Decrypt(en_data, False)

Return data
End Function

—= Instance Object «L—) ¥ o ey 4l Methods —JI alaai WY
KeyContainerName -l (A aball 7L5sall ) 3 »8 CspParameters Class—!
1o WS s CspParameters ClassJw g=\all Instance Object 4! (= Proparity

C#:
public byte[] mymsg;

Try /] 8
{

CspParameters cp = new CspParameters();
cp.KeyContainerName = text_private. Text;
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mymsg = Encrypt(text_msg_to_send.Text,cp);
text_encrypted.Text = Encoding.Unicode.GetString(mymsg);
}

catch (Exception ex){MessageBox.Show(ex.Message);}

try// il <l

{

CspParameters cp = new CspParameters();
cp.KeyContainerName = text_privatel.Text;

byte[] my_msg = Decrypt(mymsg,cp);
text_decrypted.Text = Encoding.Unicode.GetString(my_msg);
}

catch (Exception ex){MessageBox.Show(ex.Message);}

VB.NET:
Public mymsg As Byte()

Try 1 ..- :~-x
Dim cp As CspParameters = New CspParameters
cp.KeyContainerName = text_private. Text

mymsg = Encrypt(text_msg_to_send.Text,cp)
text_encrypted.Text = Encoding.Unicode.GetString(mymsg)
Catch ex As Exception

MessageBox.Show(ex.Message)
End Try

Try 'ualill &l
Dim cp As CspParameters = New CspParameters
cp.KeyContainerName = text_privatel. Text

Dim my_msg As Byte() = Decrypt(mymsg, cp)
text_decrypted.Text = Encoding.Unicode.GetString(my_msg)
Catch ex As Exception

MessageBox.Show(ex.Message)
End Try
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DSACryptoServiceProvider for Digital Signature Algorithm ;s
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tob WS el JS Qg ¢ False aa s Sall s True dad as e 32U 13 Al gall

C#:

using System;

using System.Security.Cryptography;
using System.Text;

public class MD5HashHelper

{

public byte[] GetHash(string message)
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{
byte[] data;
data = UTF8Encoding.ASCII.GetBytes(message);
MD5CryptoServiceProvider md5 = new MD5CryptoServiceProvider();
return md5.ComputeHash(data, 0, data.Length);

¥

public bool VerifyHash(string message, byte[] hash)

{

byte[] data;

data = UTF8Encoding.ASCII.GetBytes(message);

MD5CryptoServiceProvider md5 = new
MD5CryptoServiceProvider();

byte[] hashTemp = md5.ComputeHash(data, 0, data.Length);

for (Int32 counter = 0; counter <= hash.Length - 1; counter += 1)

{
if (hash[counter] != hashTemp[counter])
{
return false;
}
}
return true;
}
}
public class DigitalSignatureHelper
{

private RSAParameters m_public;

public byte[] CreateSignature(byte[] hash)

{

RSACryptoServiceProvider RSA = new
RSACryptoServiceProvider();
RSAPKCS1SignatureFormatter RSAFormatter = new
RSAPKCS1SignatureFormatter(RSA);
RSAFormatter.SetHashAlgorithm(*"MD5");
m_public = RSA.ExportParameters(false);
return RSAFormatter.CreateSignature(hash);

¥

public bool VerifySignature(byte[] hash, byte[] signedhash)

{
RSACryptoServiceProvider RSA = new RSACryptoServiceProvider();

RSAParameters RSAKeylInfo = new RSAParameters();
RSAKeylInfo.Modulus = m_public.Modulus;
RSAKeylInfo.Exponent = m_public.Exponent;
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RSA.ImportParameters(RSAKeyinfo);
RSAPKCS1SignatureDeformatter RSADeformatter = new
RSAPKCS1SignatureDeformatter(RSA);
RSADeformatter.SetHashAlgorithm(*"MD5");

return RSADeformatter.VerifySignature(hash, signedhash);

ks
¥

VB.NET:

Imports System

Imports System.Security.Cryptography
Imports System.Text

Public Class MD5HashHelper

Public Function GetHash(ByVal message As String) As Byte()
Dim data As Byte()
data = UTF8Encoding.ASCI1.GetBytes(message)
Dim md5 As MD5CryptoServiceProvider = New
MD5CryptoServiceProvider
Return md5.ComputeHash(data, 0, data.Length)
End Function
Public Function VerifyHash(ByVal message As String, ByVal hash
As Byte()) As Boolean
Dim data As Byte()
data = UTF8Encoding.ASCI1.GetBytes(message)
Dim md5 As MD5CryptoServiceProvider = New
MD5CryptoServiceProvider
Dim hashTemp As Byte() = md5.ComputeHash(data, 0,
data.Length)

Dim counter As Int32 =0

Do While counter <= hash.Length - 1
If hash(counter) <> hashTemp(counter) Then

Return False

End If
counter +=1

Loop

Return True

End Function
End Class

Public Class DigitalSignatureHelper
Private m_public As RSAParameters
Public Function CreateSignature(ByVal hash As Byte()) As Byte()
Dim RSA As RSACryptoServiceProvider = New
RSACryptoServiceProvider
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Dim RSAFormatter As RSAPKCS1SignatureFormatter = New
RSAPKCS1SignatureFormatter(RSA)
RSAFormatter.SetHashAlgorithm(*MD5")
m_public = RSA.ExportParameters(False)
Return RSAFormatter.CreateSignature(hash)
End Function

Public Function VerifySignature(ByVal hash As Byte(), ByVal
signedhash As Byte()) As Boolean
Dim RSA As RSACryptoServiceProvider = New
RSACryptoServiceProvider
Dim RSAKeyInfo As RSAParameters = New RSAParameters
RSAKeylInfo.Modulus = m_public.Modulus
RSAKeyInfo.Exponent = m_public.Exponent
RSA.ImportParameters(RSAKeylInfo)
Dim RSADeformatter As RSAPKCS1SignatureDeformatter =
New RSAPKCS1SignatureDeformatter(RSA)
RSADeformatter.SetHashAlgorithm(*"MD5")
Return RSADeformatter.VerifySignature(hash, signedhash)
End Function
End Class

A8l Methods ) aladiny
C#:
DigitalSignatureHelper ds = new DigitalSignatureHelper();
byte[] hashi;
byte[] hash2;
byte[] signedhash;

try /] <80 a8 sill Al 65

{
MD5HashHelper md5 = new MD5HashHelper();
hashl = md5.GetHash(textBox1.Text);
signedhash = ds.CreateSignature(hashl);
MessageBox.Show("Signature Created Successfully!);

ks

catch(Exception ex){MessageBox.Show(ex.Message);}

try //g s daaa (ge S
{
MD5HashHelper md5 = new MD5HashHelper();
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hash2 = md5.GetHash(textBox2.Text);

It (ds.VerifySignature(hash2, signedhash))
{

MessageBox.Show("Signatures verified Successfully!™);

¥

else

{
MessageBox.Show("Signatures verification failed!");
}
}

catch(Exception ex){MessageBox.Show(ex.Message);}

VB.NET:

Dim ds As DigitalSignatureHelper = New DigitalSignatureHelper()
Dim hashl As Byte()

Dim hash2 As Byte()

Dim signedhash As Byte()

Try'o< 0 a5l 2l 5
Dim md5 As MD5HashHelper = New MD5HashHelper()
hashl = md5.GetHash(textBox1.Text)
signedhash = ds.CreateSignature(hashl)
MessageBox.Show("Signature Created Successfully!")
Catch ex As Exception

MessageBox.Show(ex.Message)
End Try

Try '@5}3}' daia (g X
Dim md5 As MD5HashHelper = New MD5HashHelper()
hash2 = md5.GetHash(textBox2. Text)

If ds.VerifySignature(hash2, signedhash) Then
MessageBox.Show("Signatures verified Successfully!")
Else
MessageBox.Show("Signatures verification failed!")
End If

Catch ex As Exception
MessageBox.Show(ex.Message)

End Try
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:JAsS L LS5 byte Array & 42335 hash code-! 153 Method

C#:

SHA1Managed shaM1 = new SHA1Managed ();

byte[] my_kayl= ASCIIEncoding.ASCII.GetBytes(* convert this text to
hash code");

byte[] hashed kayl = shaM1.ComputeHash(my_kay1);
MessageBox.Show(ASCIIEncoding.ASCII.GetString(hashed_kay1l));

SHA256Managed shaM2 = new SHA256Managed();

byte[] my_kay2= ASCIIEncoding.ASCII.GetBytes("convert this text to
hash code™);

byte[] hashed kay2 = shaM2.ComputeHash(my_kay?2);
MessageBox.Show(ASCIIEncoding.ASCII.GetString(hashed _kay?2));

SHA384Managed shaM3 = new SHA384Managed ();

byte[] my_kay3= ASCIIEncoding.ASCII.GetBytes(*"convert this text to
hash code™);

byte[] hashed_kay3 = shaM3.ComputeHash(my_kay3);
MessageBox.Show(ASCIIEncoding.ASCII.GetString(hashed _kay3));
SHA512Managed shaM4 = new SHA512Managed ();

byte[] my_kay4= ASCIIEncoding.ASCII.GetBytes(* convert this text to
hash code");

byte[] hashed kay4 = shaM4.ComputeHash(my_kay4);
MessageBox.Show(ASCIIEncoding.ASCII.GetString(hashed_kay4));
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VB.NET:

Dim shaM1 As SHA1Managed = New SHA1Managed

Dim my_kayl As Byte() = ASCIIEncoding.ASCII.GetBytes("convert
this text to hash code")

Dim hashed_kayl As Byte() = shaM1.ComputeHash(my_kay1)
Msgbox(ASCIIEncoding.ASCII.GetString(hashed _kayl))

Dim shaM2 As SHA256Managed = New SHA256Managed

Dim my_kay2 As Byte() = ASCIIEncoding.ASCII.GetBytes("convert
this text to hash code™)

Dim hashed_kay2 As Byte() = shaM2.ComputeHash(my_kay?2)
Msgbox(ASCIIEncoding.ASCII.GetString(hashed_kay2))

Dim shaM3 As SHA384Managed = New SHA384Managed

Dim my_kay3 As Byte() = ASCIIEncoding.ASCII.GetBytes("convert
this text to hash code")

Dim hashed_kay3 As Byte() = shaM3.ComputeHash(my_kay3)
Msgbox(ASCIIEncoding.ASCII.GetString(hashed_kay3))

Dim shaM4 As SHA512Managed = New SHA512Managed

Dim my_kay4 As Byte() = ASCIIEncoding.ASCII.GetBytes("convert
this text to hash code")

Dim hashed_kay4 As Byte() = shaM4.ComputeHash(my_kay4)
Msgbox(ASCIIEncoding.ASCII.GetString(hashed_kay4))
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C#:

using System.Text;

using System.Security.Cryptography;

using System.Net.Sockets;

using System.Net;

using System.lO;

using System.Runtime.Serialization.Formatters.Binary;

public byte[] mymsg;

public byte[] Encrypt(string strData,CspParameters PrivateKey)

{

RSACryptoServiceProvider rsa = new
RSACryptoServiceProvider(PrivateKey);

byte[] data = rsa.Encrypt(Encoding.Unicode.GetBytes(strData), false);
return data;

¥

try
{

CspParameters cp = new CspParameters();
cp.KeyContainerName = text_private. Text;

mymsg = Encrypt(text_msg_to_send.Text,cp);
text_encrypted.Text = Encoding.Unicode.GetString(mymsg);

object op = (object) mymsg;

BinaryFormatter br = new BinaryFormatter ();

TcpClient myclient = new TcpClient (text_IP.Text,7000);
NetworkStream myns = myclient.GetStream ();

br.Serialize (myns,op);

myns.Close ();
myclient.Close ();

¥

catch (Exception ex){MessageBox.Show(ex.Message);}
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VB.NET:

Imports System. Text

Imports System.Security.Cryptography

Imports System.Net.Sockets

Imports System.Net

Imports System.lO

Imports System.Runtime.Serialization.Formatters.Binary

Public mymsg As Byte()
Public Function Encrypt(ByVal strData As String, ByVal PrivateKey
As CspParameters) As Byte()

Dim rsa As RSACryptoServiceProvider = New
RSACryptoServiceProvider(PrivateKey)

Dim data As Byte() =
rsa.Encrypt(Encoding.Unicode.GetBytes(strData), False)

Return data
End Function

Try

Dim cp As CspParameters = New CspParameters
cp.KeyContainerName = text_private.Text

mymsg = Encrypt(text_msg_to_send.Text,cp)
text_encrypted.Text = Encoding.Unicode.GetString(mymsg)

Dim op As Object = CObj(mymsg)

Dim br As BinaryFormatter = New BinaryFormatter

Dim myclient As TcpClient = New TcpClient(text_IP.Text, 7000)
Dim myns As NetworkStream = myclient.GetStream()
br.Serialize (myns,op)

myns.Close ()
myclient.Close ()

Catch ex As Exception
MessageBox.Show(ex.Message)
End Try

- Server ) i Jiia) Lils
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C#:

using System.Text;

using System.Security.Cryptography;

using System.Net.Sockets ;

using System.lO;

using System.Threading;

using System.Runtime.Serialization.Formatters.Binary;
using System.Runtime.Serialization.Formatters;

public byte[] mymsg;
NetworkStream myns;
TcpListener mytcpl;
Socket mysocket;
Thread myth;

public byte[] Decrypt(byte[] en_data,CspParameters PrivateKey)
{

RSACryptoServiceProvider rsa = new
RSACryptoServiceProvider(PrivateKey);

byte[] data = rsa.Decrypt(en_data, false);

return data;

¥

void RSA_Server ()// e JS&y Al )l Jlsin)

{

mytcpl = new TcpListener (7000);

mytcpl.Start ();

mysocket = mytcpl.AcceptSocket ();

myns = new NetworkStream (mysocket);

BinaryFormatter br = new BinaryFormatter ();

object op;

op= br.Deserialize (myns); // Deserialize the Object from Stream

mymsg = (byte[]) op;
text_encrypted.Text = Encoding.Unicode.GetString(mymsg);

mytcpl.Stop();

while (true)

{
RSA_Server();
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try // Al a5 clé

{

CspParameters cp = new CspParameters();
cp.KeyContainerName = text_privatel.Text;

byte[] my_msg = Decrypt(mymsg,cp);
text_decrypted.Text = Encoding.Unicode.GetString(my_msg);
}

catch (Exception ex){MessageBox.Show(ex.Message);}

VB.NET:

Imports System.Text

Imports System.Security.Cryptography

Imports System.Net.Sockets

Imports System.lO

Imports System.Threading

Imports System.Runtime.Serialization.Formatters.Binary
Imports System.Runtime.Serialization.Formatters

Public mymsg As Byte()

Private myns As NetworkStream
Private mytcpl As TcpListener
Private mysocket As Socket
Private myth As Thread

Public Function Decrypt(ByVal en_data As Byte(), ByVal PrivateKey
As CspParameters) As Byte()

Dim rsa As RSACryptoServiceProvider = New
RSACryptoServiceProvider(PrivateKey)

Dim data As Byte() = rsa.Decrypt(en_data, False)

Return data
End Function

Private Sub RSA_Server() ' JSa Ala )l Juéiul
mytcpl = New TcpListener(7000)
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mytcpl.Start()

mysocket = mytcpl. AcceptSocket()

myns = New NetworkStream(mysocket)

Dim br As BinaryFormatter = New BinaryFormatter

Dim op As Object

op = br.Deserialize(myns) ' Deserialize the Object from Stream

mymsg = CType(op, Byte())
text_encrypted.Text = Encoding.Unicode.GetString(mymsg)

mytcpl.Stop()

Do While True
RSA_Server()
Loop
End Sub

Try' Al )l jadn la

Dim cp As CspParameters = New CspParameters
cp.KeyContainerName = text_privatel.Text

Dim my_msg As Byte() = Decrypt(mymsg, cp)
text_decrypted.Text = Encoding.Unicode.GetString(my_msg)
Catch ex As Exception

MessageBox.Show(ex.Message)
End Try

iddl cllles £ ;Y Cryptography= g Jebail) 488 Juadl) 13a 8 Uiy 1388
S DES 1 Jia pididl) plaa aladicd 3k Uy WS « 44480 e Al jall Data ) i
(o Cuaal) sl ¢ cud il Ay A Digital Signature 3y RSA s Hashing
Cliaa g G @ gal) Aiy B Lgaladil g Socket Permission 2 ¢ (AL Juadl)

REATINA]
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Chapter 19
Socket Permissions

- Permission Namespace Overview
- Security Action

- Socket Access property

- Socket Permissions
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: Permission Namespace Overview : 19

A o s cladlall (e g )53l A3 s 2l & Permission Namespace-! ac s
Role- based —!'sldentity Permissions—s Code access permissions
...permissions

A0l Classesd ¢ JS e Code access permissions 2 (s

WebPermission: The ability to make/accept connection to/from the
web.

OleDbPermission: The ability to access databases with OLEDB.
SQLClientPermission: The ability to access SQL databases.
UlPermission: The ability to use User Interface.

PrintingPermission: The ability to print.

FilelOPermission: The ability to work with files.

SocketPermission: The ability to make/accept TCP/IP connections on a
transport address.

SecurityPermission: The ability to execute, assert permissions, call into
unmanaged code, skip verification and other rights.

AUl Classes J e Identity permissionss! (aukai

PublisherldentityPermission: Software publisher's digital signature
StrongNameldentityPermission: Assembly's strong Name

URL IdentityPermission: URL from which the code is originated
ZoneldentityPermission: Zone from which the assembly is originated
SiteldentityPermission: Location of web site from which the code is
originated

s PrincipalPermission Class 4 (e Role- based permissions 4 (s s

Glaas 4 Socket) plaaiul Cladla 1t e dliSaS 5 :Socket Permission
w—a SocketPermissionAttribute s SocketPermission alaaiuly il Al
et JUaS 5 System.Security.Permissions Namespaces—!! s System.Net-!
b ab g ¢ Listener Application) ge Juai¥! (30 c2e Client Host Address g«
sAccess Kindlsagleadl & 55 Led 215 SocketPermission Attribute —a e
&) s Transport) ¢ 35 Portl o8, 5 Permissiond! 43le (3uass (s3I Host) o) i

UDP 5| TCP 4a50 & sl 42 54

&> e Socket-b loopback 127.0.0.1 Addressdl Juail aia JUall 138 8 & i
335l Socketd! g 53 o kil (ks 5 Portsl

[SocketPermission(SecurityAction.Deny, Access="Connect",
Host="127.0.0.1",Port="All", Transport="All")]
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b WS s by y Al leadl & o3 aas3 e SecurityAction objectd) LSy

[SocketPermission (Security.ﬁ.ction.l, Aocess="Connect”,
@5 Demand
@ Deny
@5 InheritanceDemand
@5 LinkDemand
@ PermitOnly
@5 RequestMinimum
@5 RequestOptional
@r RequestRefuse

sa3as dolee ¢l ja) (e (paa Client Host zlewdl 235 :Assert

Stack- 4dhia & 255 ) Classes gren e Gladlall Guks =i 5 :Demand
Defined Abstractl el

Abma Alee ¢l a) o Client Hostdl gie 235 :Deny

Classal & e M) Class (Ao Sladiall 5ulai Lead s ¢ InheritanceDemand
Sl

... 24l Client Userd! lae Access) gren wiay 43 5 :PermitOnly

s laa 5ba 33l ~leadl o aall dilee £ 53 0as3 Access propertyd) s

5 IP Address & Binding Jwe ¢ Client Socket 4 7l 5l il Accept
sl Portd!

Remote Host-l &= connect J«= ¢« Client Socket - zleud) 5 xid Connect
Jdaadl)

Portdl &8, 5 Permission ) 4ile (8uaws 3l Hostdl ol sie 2as5 Port ) s Hostd!
dadlall Gubkd e AVl 3] 4alS y yai ekains Port property-! ) b daaly A
(Portsdl e e

3aliy axdiall Socket) ¢ 55 Led <o miv )5 Transport property-)) sass | pal
Al el LAl

Socket -l gaex (e Permission—l oda (3-kai 3) Socket! & s 2as5 ¢ 930 All
.Types

JuisS;  Datagram  Protocols saaiw3 Socket— <ailS 13 Connectionless
UDP JsSsis

JUS5 Oriented  Protocols 2353 Socket-) <3\ 13 ConnectionOriented
TCP JsSsi5

5 _ils s230a3 et ) TCP

5 _ilas sa3aa3 bt ) UDP

o Instance Object B&ial JMA e Socket Permission 2 alasiul Load (Say g
O li€ay 5 42 5 3 yall Permission ) ¢ s 2:aa3 o5 SocketPermission Class-!
el sl aasall Permission ) e sl zlend @ll3 s Permission State ) L) 4l
Connect Juadl &) s Network Access ) wast J3A (e 2 55 53 Permission !
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5 TCP ) s padiadd)l J S 535l ¢ 55 2uaai 2% Accept Incoming sl Outgoing
s 4 Remote Machine U IP Address - i <Ll aay 5 Laa (8N 51 UDP
a4 Local Machine - IP -V 5l Access incoming - aiall i = lauil

(b WS @l by 5 « Connect Outgoing

SocketPermission mySocketPermission =
new SDcketPermissinn[Networki&ccess.l, TransportType.Toen, IP Lddress, Port):
e A '
i Connectionless
ConnectionOriented
Tep
Udp

State -l 1 a2 3) SocketPermission Class— Socket State - 2l (1<ay s LaS

JocketPermission mySocketPermission= new SocketPermissiDn(PermissiDnState.i\lone);

Unrestricked

x5 « Union Method 2 plasiuly élly 5 Socket Permission (e ST zed (Say S
:JEsS L WS 5 aa SocketPermission Object () aius el

C#:

SocketPermission mySocketPermissionl= new
SocketPermission(PermissionState.None);
mySocketPermissionl.AddPermission(NetworkAccess.Accept,
TransportType.Tcp, IP, Port);

SocketPermission mySocketPermission2 =new
SocketPermission(NetworkAccess.Connect, TransportType.Tcp, IP,
Port);

SocketPermission mySocketPermissionUnion =
(SocketPermission)mySocketPermissionl.Union(mySocketPermission2

);

VB.NET:

Dim mySocketPermissionl As SocketPermission = New
SocketPermission(PermissionState.None)
mySocketPermissionl.AddPermission(NetworkAccess.Accept,
TransportType.Tcp, IP, Port)

Dim mySocketPermission2 As SocketPermission = New

SocketPermission(NetworkAccess.Connect, TransportType.Tcp, IP,
Port)
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Dim mySocketPermissionUnion As SocketPermission =
CType(mySocketPermissionl.Union(mySocketPermission2),
SocketPermission)

Intersect - alasiuly <liy s Union Permission List o ST gas Liagl ¢Sy LS
1ok WS s Method

Cit:

SocketPermission mySocketPermissionintersect =
(SocketPermission)mySocketPermissionl.Intersect(mySocketPermissio
nUnion);

VB.NET:

Dim mySocketPermissionintersect As SocketPermission =
CType(mySocketPermissionl.Intersect(mySocketPermissionUnion),
SocketPermission)

(e Lelisad 0Sas XML Data ) Aaladl Permission List - J Ll aplaiasi
3¢) 8 FromXml Method ) alaainly el 5 5 A1 5« Permission List ) XML
:JEsS b sy XML ) Permissiond) Jis=3l ToXml Method s XML o«

C#.
mySocketPermissionl.FromXml(mySocketPermission1.ToXmi());

VB.NET:
mySocketPermissionl.FromXml(mySocketPermission1.ToXmi());

« Deny) (s 3aal 5 JLialy Security Permissions 41 Gulat aulaio
:(Assert,PermitOnly

C#:

SocketPermission sp = new SocketPermission(PermissionState.None);
sp.AddPermission(NetworkAccess.Accept, TransportType.Tcp,"0.0.0.0"
,0);

sp.AddPermission(NetworkAccess.Connect, TransportType.Tcp,"0.0.0.0
II'O)

Il sp.Deny; /] gl

I sp.Assert;//z el

sp.PermitOnly();

VB.NET:

Dim sp As SocketPermission = New
SocketPermission(PermissionState.None)
sp.AddPermission(NetworkAccess.Accept, TransportType.Tcp,"0.0.0.0"
,0)

sp.AddPermission(NetworkAccess.Connect, TransportType.Tcp,"0.0.0.0
II'O)
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' sp.Deny; /] gl
' sp.Assert;//z Lol
sp.PermitOnly()

J8 (e Juai¥) aidd Socket Permissions <) 4 aaddivs Jaw Jle Gadaty oY) 4 s
5 3aa 81 8 (e el 35%8 ¢ amia 5l JaiVU Client A zlawd) 5 L J S 535
Gladlia a5 o5 (45 Socket ) alasinls Serverd) J) Client J Jles e | aal&l

... Server J ga Juai™l

: Server 3 gl 3 Yl
:Jall JSal 3 LS Picturebox le o siags

oLl Secure Camera System - Socket Permission - Server E]@

C#:

void StartMethod ()

{

TcpListener mytcpl;
Socket mysocket;
NetworkStream myns;

SocketPermission sp = new SocketPermission(PermissionState.None);
sp.AddPermission(NetworkAccess.Accept, TransportType.Tcp,"0.0.0.0"
,0);

sp.AddPermission(NetworkAccess.Connect, TransportType.Tcp,"0.0.0.0
*,0);

I sp.Deny; /] o=é )
Il spAssert;//z e
sp.PermitOnly();

mytcpl = new TcpListener (5020);
mytcpl.Start ();

mysocket = mytcpl.AcceptSocket ();
myns = new NetworkStream (mysocket);

pictureBox1.Image = Image.FromStream(myns);
mytcpl.Stop();
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if (mysocket.Connected ==true)

{
while (true)
{
StartMethod ();
}
}
}
VB.NET:

Private Sub StartMethod()

Dim mytcpl As TcpListener

Dim mysocket As Socket

Dim myns As NetworkStream

Dim sp As SocketPermission = New
SocketPermission(PermissionState.None)

sp.AddPermission(NetworkAccess.Accept, TransportType.Tcp,
"0.0.0.0", 5020)

sp.AddPermission(NetworkAccess.Connect, TransportType.Tcp,
"0.0.0.0", 5020)

' sp.Deny; /] u=d

spAssert;//z el

sp.PermitOnly()

mytcpl = New TcpListener(5020)

mytcpl.Start()

mysocket = mytcpl.AcceptSocket()

myns = New NetworkStream(mysocket)

pictureBox1.Image = Image.FromStream(myns)

mytcpl.Stop()

If mysocket.Connected = True Then
Do While True
StartMethod()
Loop
End If
End Sub
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: Client ) zali y il

.l Secure Camera System - Socket Permission - Client E]

Server localhost Port 5020

. Connect to The Server And Start
i The Stream

Stop The Stream

liztB o1

Cit:
private void timerl_Tick(object sender, System.EventArgs e)

{

try{
MemoryStream ms = new MemoryStream();// Store it in Binary Array

as Stream
pictureBox1.Image.Save(ms,System.Drawing.Imaging.ImageFormat.Jp
eg);
byte[] arrimage = ms.GetBuffer();
ms.Close();
TcpClient myclient = new TcpClient
(txt_host. Text,int.Parse(text_Port. Text));//Connecting with server
NetworkStream myns = myclient.GetStream ();
BinaryWriter mysw = new BinaryWriter (myns);
mysw.Write(arrimage);//send the stream to above address
mysw.Close ();
myns.Close ();
myclient.Close ();}
catch (Exception ex){timerl.Enabled=false;
listBox1.ltems.Add(ex.Message );
}
VB.NET:
Private Sub timerl_Tick(ByVal sender As Object, ByVal e As
System.EventArgs)
Try

Dim ms As MemoryStream = New MemoryStream ' Store it in
Binary Array as Stream

pictureBox1.Image.Save(ms,
System.Drawing.Imaging.ImageFormat.Jpeg)

Dim arrimage As Byte() = ms.GetBuffer()

ms.Close()

Dim myclient As TcpClient = New TcpClient(txt_host. Text,
Integer.Parse(text_Port.Text)) ‘Connecting with server

Dim myns As NetworkStream = myclient.GetStream()
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Dim mysw As BinaryWriter = New BinaryWriter(myns)
mysw.Write(arrimage) 'send the stream to above address
mysw.Close()
myns.Close()
myclient.Close()
Catch ex As Exception
timerl.Enabled = False
listBox1.ltems.Add(ex.Message)
End Try

SocketPermission-) sl Permission Attribute 3 aay G JLiaY) SliSay 43 LaY
55 Jueill ) aSlall pa g i i€ Alla b gl (gl aladiial G A B
SocketPermission 4! aladiul Jumid Runtime ¢l Cladlall sda juad 20l
e 5 L s AulKa) (5 5 Al JS Dl a5 < i 13) Ll instance Object

... Attributed! alasiul Juad; lavie ¢ SLlS b ,ll Scope I s st

Enand) alba ¢ cud cigal) Ay A Socket Permission <) ga Jabaill 3k U 1358 ¢
i &gl Ay B Lgaladid g Multithreading 3 ¢s JA) s 3ad) A4
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Part 6

Multithreading

- Chapter 20 Multithreading (Using &
Managing)
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Chapter 20
Multithreading Using & Managing

- Introduction to Threading in Dot Net

- Threading Classes & Members
- Multithreading & Network Applications

~337~




: The Concept of Threading : 20.1

sl of Gy Jiril) Aalail 8 Multitasking 3 » seie Multithreading ) a see e
o Jamy () AlSa) V) A8LYL A e Juaiie Thread (Ao Juss of 43S el
2 Multitasking 2 3 S8 s aay 2 sgiall 12 S cThread o ST e gl )
e el iy o sy 530 Jui il AU 8 e lbanll a3 803 ey ¢ Jusnall el
o llanll o3a 33l Sy ¢ At ) &y e 5 Thread JSU by sl (385 el

s Sull JSal 8 WSy Task Manager 3 J3a (e Jasdall aUas

Edl Windows Task Manager Q@EI

File Options Wiew Shut Down  Help
Applications | P s | Performance | Metworking | Users
Irmage Mame User Mame CPJ . Mem Usage
taskmgr.exe FaDI oo 3,060 K
mevsftsn, exe FADI Jula] 4,236 K
MpfAgent.exe FADI oo 3,752 K
Threading.exe FaDI 81 11,604 K
Threading.wshost.exe FADI oo 11,832 K
sqlmangr . exe FaDI oo 3,420K
ckfmon. exe FADI Jula] 2,320 K
realsched. exe FADI aa B K
acratray exe FADI oo 1,792 K
McYSEscn.exe FADI oo 5,016 K
hpztsbi0.exe FaDI oo 2,428 K
hpcmpmgr.exe FADI Jula] 4,516 K
schedhlp.exe FADI [} 2,120K
TruelmageMonitor.... FAaDI oo 2,012 K
MpfTrav.exe FADI oo 8,216 K
mcagent, exe FADI Jul] 3,685 K
nascink exe FADI Jula] 2,503 K
mivsshld. exe FADI [} 4,508 K
wnnlaver fre FANT ns ammaK ¥
[Ishow processes from all users
Processes; 58 CPU Usage: 100% Cornmit Charge: 477M [ 9130

aaaly Qi i o gy g liala e ol pllaall (e Gara Jlaie Jaag zealijn JS o JaaY
AUl Ol LaaY @l 3 s dalall 33 mlladll e algall

Process B

Thread B1
12.5%

Thread B2
12.5%

Process A
2 $$8001d

Thread D1
25%

Process D

~338~



LS 4 Interrupt dwe (e Wiy 3) Jaiil) oUss 3 Thread b £Sail) oS aSly
) Aalie cllenll s2a (S ¢ 4 AbOrt Joess 4lal) Lyl 5 cud g (S0 4iliy) LiSay
L s Lealtiul lie Loy L oLl User-)

Frocess Process
Global Data Global Data
Global Data Global Data

Thread Thread
Instruction nstruction
Instruction nstruction

: Threading in Dot Net : 20.2

ity o Sy ¥ 4) Likaa 5 ¢ Sl cilma o & Threading ) alasiuly Wl Lid
=3 Las FOrm b g=ladl Thread ) s (Ao Jang 4558 Ul 8 o5 6 gali )
Leaaid Ll 3) ¢ lagd Gaamy o3 L s 5 Ay jladl Alead) olgiil any V) (s Al dilee (ol 2
Cal gy Caguy HAT sl ol i ane ) a5 Laa JLiuY) el Infinity Loop
P oiel Op WA ASEA) s3] Jall 5 ¢ el e mali il

4a 5 5 Synchronous Programming a-e! iall dse ) alasind e stV o JsY)
e all Aas )b a3l 4 yAsynchronous Programming aiel jiall e dsa jull i
Asynchronous Socket -l s Streaming b (=l

e Jeany adaa 5 el pull (alall Thread 2 o< Infinity Loop =) doad ¢ AU
e Aallaall A S Cus Multithreading AU (oevs e 138 5 ¢ Juaiia AT Thread
s AUl RN Jaay ¢ asli) &3 A Thread J) 5 gl _db g2l Thread )

Process
Global Data
Global Data
Thread Thread
Instruction Instruction
Instruction Instruction

Gl 3 LS Ll IS5 Gl s graliall e g3 sie IS AMal) 038 & Jans g
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System.Threading = <aai ¥ sl caay o 5ol 8 Threading 2 plasiny
Thread ) (= Instance Object (lEiil o 58 maa Thread < =il s <Namespaces
Thread Start - A L Thread Jdwe 2 5 ) Method 2 a3 &5 Class

tok LS Baad 58 glady 53 il @l S Jee (Say Delegate

Ci:
Thread my_thread = new (new ThreadStart (my_method));

VB.NET:
Dim my_thread As Thread = New (AddressOf my_method)

iy _thread.

0 IsThreadPoclThread &
i Join

i ManagedThreadld

7% MemberwiseClone

0 MName
f{" Priority
iy Resume
W SetAparkmentstate
i SetCompressedstack
CER——
i Suspend
5 Threadstate
i ToSkring
i TrySethpartmentState w

Thread 2 J3a ¢« Threading - oass (Al Slilasd) peny 2Sail) GliSey aif JaaY
S.. &l . RS g_r‘j\} StOp J\} Start il QLM (XYY (.\.A‘ Yy 48la1 g (-\j L.SJJ‘ ObJeCt
Aalladl (e Lilgs Thread ) <Y Abort J aaiivs WS 5 Thread 1 <l

Thread Class Methods I aai : ¥l
A il 5aT Thread 28w aty Wile i) 2135 50 S 8 Thread 2 1ad padius s Start
a a8 Sl Method

Al Abort Jee xie Thread ) sl Led st Al 355810 oSail a33505 4] 00N

@ e Jmani V5 caBige JSiy Jall Thread — L&Y a3 w5 Suspend
.88 gill a5 & Threadd) oS Al & Exception
A oda pia g Juiady g 3 SIA (e 48] 5 Sl S5 Thread ) Sy ~a3%5.5 5 Abort
38N & Thread J) An Y (S el il 42 Closing Eventd! 2 Method
Alaaiuly i g <5 48 2ay Thread J) 2 g s )Y 224505 5 Resume

. Suspend I
Al duia )3 8 Thread J) <Y 235 5 Sleep
Thread Class Properties ! aaf : Lils
e Cangll 5 Al o 21 Thread ) e 48 e 5l 12a Set 5 Get 23l s Name
bl A Multithreadss) g Jalaill Jagss
Thread I 13¢ 4 yeall 431l 48 32 5 3223 Set 5l Get 21l CurrentCulture
Gl oUas 8 dexdial) 421l 43 add Get 235 CurrentUICulture
Yol daaiill a8 sl Thread 3 S 13) 46 aal Get 2315 IsAlive
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Jasss 5l Jans Thread I 1S 13 &8 jaa 5l a3 Set s Get 33555 IsBackground
.Backgrount Proccessd! 4

Pool queue g3 Thread 1) 1S 13} 44 12 Get 235 IsThreadPool Thread
N ol Threaddl (s 4 sandl

<=l Thread b (=lall Unique 1D ) 4 =<l Get 335 Managed Thread1d
el 5 Ml Thread -4l sY1 48 jaa i aaail Set 5l Get 24U Priority
roh WS W s ey s Normal ¢S5 ozl

th.Priority = ThreadPriority.

tog SboveMormal
s Belowhormal
s Highest
- Lowest
s Mormal

) 45506V Al Leinaa) (sa Ll 2oy Cuan
e is Yl Qs 58 Ja M) Thread - 4dla 4 2l Get 2alis ThreadState
. False s True

:First Thread Program in Dot Net <as <sall é Thread - Jas JUis
Al JLal 3 LS New Form asesis 43l 4 o saia

Threading

listBox1

Start a Mew Thread
Abort it
Suspend

Get Info

u}

: 2 Thread LY
C#.
using System.Threading;

;rhread th;

private void Start_ New_Thread_Click(object sender, EventArgs e)

{
th = new Thread(new ThreadStart(xx));

th.Start();
}

VB.NET:
Imports System.Threading

E’rivate th As Thread
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Private Sub Start New_Thread_Click(ByVal sender As Object, ByVal e
As EventArgs)
th = New Thread(AddressOf xx)

th.Start()
End Sub
;8 9 J< Thread 4 <y
th.Suspend()
BSIA e Sl IS5 Thread ) <layy
th.Abort()

o5 Cuma =l ull Closing Event ) ;= Abort Method ) aia s Lails Jocady
bl elila) xie Thread J) gdebs

=l Thread ) g Gla glaal) 4818 48l

listBox1.ltems.Add(th.ApartmentState)
listBox1.ltems.Add(th.CurrentCulture)
listBox1.ltems.Add(th.CurrentUICulture)
listBox1.ltems.Add(th.IsAlive)
listBox1.ltems.Add(th.IsBackground)
listBox1.ltems.Add(th.IsThreadPool Thread)
listBox1.Items.Add(th.ManagedThreadld)
listBox1.Items.Add(th.Priority)
listBox1.ltems.Add(th.ThreadState)

il akay s aals Jlader | A3 e S 235 Infinity Loop = Method I ¢s i3
A alaainy Lle s La aal o Infinity Loop A plhaaiul ey 9« FOrm Text A e
Al o3a 8 Thread

C#:

void xx()

{

inti=0;

while (true) { i++; this. Text = i.ToString(); }
}

VB.NET:

Private Sub xx()
Dimi As Integer =0
Do While True
i+=1
Me.Text = i.ToString()
Loop
End Sub
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r AUl JSall 8 WS =l ll Quitput A o sSam

MTA

Arabic (Jordan)
English {United States)

True
False
False
3
Mormal
Funning
Start a Mew Thread
Get Info Abart it
Suspend

s ClSdd) clas 1 & Multithreading ) aladsiad)
dia) yiall dnae pll aatiad Al Gl SN Glias p A Multithreading ) alaaiuly mat,
Lo s 5 Aluluiia Cilma sl o2a (4 2uduill 4aula o 3) Synchronous Programming
Jumiall G g il 3) ¢ A lall Adaall (e sLgii¥) caal (5 Al Clllae 2 (g wiay g
i dlaal) o oAy shas 3 UGN 1) Uyt a8 dglee JSI Juadie Thread alasi)

bl Qo 3 38 Ala Al jua g A

: Clients o s 3V <lss » 8 Threading ) plasiul -1

Connect 4 AREANY alla = ‘Ol el Juady) = Connect Loy, 0 adls aladil -
$332 Laa B gl (g 3alias 438) gall Adae (3 ¢ s Serverdl OS s a5 Method
Aaxial Alal o 8 Jais s J sl dlee aLa) cpad aiu) e geelill il 5 L)
Juad¥) dglany alill Jiadia Thread

Jw ¥ Als 8 Jomdy ¢ al all JUiad) 5 Ja Y dulee 3 Client I alasiu -
G_Al_'\)A\ Ol S Y dald g dnlee JST (Jiaiic Thread aladiul are (gl Hiall
Jhinly Jadiie ()5S Caa Server-) pads () ddbisa) Glaglatll e de ganse Jlu )
OIS 1) Al Jiall 5t Aapal) plaiiod Allall o3 8 Jumiys ¢ Ll ) aly o3 ) Claglal
AR e 23 DU el el QL) s 8 Ll cdgal) (] s Aaddad e HIY Jla,Y)

i) G el 855 W 23 Thread I alasind s 0 Thread)
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: Server 2l Slias » 2 Threading 2! alasil -2
pladin) Al 8 Juadic Thread plaaiul e 1Y ¢ AcceptSocket J sl Al alasial -
2 AaiuY) e el ) el i 451 3] Al yiall s 0l 3 AcceptSocket J sl Al
Infinity 2 33le aua o Cia AcceptSocket 4l e Thread - plasiul are 4lls

.Loop

sdiald s

56 e Server U S 15 i 3l 5 ) ) 5l 1 S 5
128 5 Al) by g alla o Jsad () (523 Laa i 1) i 3 Client Reqouest ¢
<l Clients 2 aae of s s Y (Ao Jargas galiall OIS 13 ali gy Jlad el
el Jiall e Asad) ) e palll G a W AIAN 0da by ¢ dbgma e ael g Ad
Jsall lee SLSY asynchronous Programming

saia) Jial) el el s (2 Multithreading 2 aladia Jo Jhia

s Text Ju) Client A (S Cus Client/Server sl y JUal) 1aa 8 (2555 8 g
Tow Threads alasiul Text Jl 5 sall Server J) Jsiwws s Serverdl ) Images
D) s S Oleny

85’ Images Sender/ Client Form Q

Server llocalhosk

- -

Hello Server

: Client 3 Jlu )Y el Y

C#:

void send(byte[] arrimage)
{

try

{

TcpClient myclient = new TcpClient (txt_host. Text,5000);
NetworkStream myns = myclient.GetStream ();
BinaryWriter mysw = new BinaryWriter (myns);
mysw.Write(arrimage);//send the stream to above address
mysw.Close ();

myns.Close ();

myclient.Close ();

catch (Exception ex){MessageBox.Show(ex.Message );}

¥

void send(string msg) // overloading method
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{

{
TcpClient myclient = new TcpClient (txt_host. Text,7000);

NetworkStream myns = myclient.GetStream ();
StreamWriter mysw = new StreamWriter (myns);
mysw.Write(msg);

mysw.Close ();

myns.Close ();

myclient.Close ();

¥

catch (Exception ex){MessageBox.Show(ex.Message );}

ks

VB.NET:
Private Sub send(ByVal arrimage As Byte())
Try
Dim myclient As TcpClient = New TcpClient (txt_host. Text,5000)
Dim myns As NetworkStream = myclient.GetStream ()
Dim mysw As BinaryWriter = New BinaryWriter (myns)
mysw.Write(arrimage)
mysw.Close ()
myns.Close ()
myclient.Close ()
Catch ex As Exception
MessageBox.Show(ex.Message)
End Try
End Sub

try

Private Sub send(ByVal msg As String) ‘ overloading method
Try
Dim myclient As TcpClient = New TcpClient (txt_host. Text,7000)
Dim myns As NetworkStream = myclient.GetStream ()
Dim mysw As StreamWriter = New StreamWriter (myns)
mysw.Write(msg)
mysw.Close ()
myns.Close ()
myclient.Close ()
Catch ex As Exception
MessageBox.Show(ex.Message)
End Try
End Sub

: Server J) Judiny) mali y Lils

C#:
Thread mythl;
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Thread myth2;

private void Form1_Load(object sender, System.EventArgs e)
{

mythl=new Thread (new System.Threading
.ThreadStart(Image_Receiver));

myth1.Start (); // Start Thread 1

myth2= new Thread (new System.Threading
.ThreadStart(text_Receiver));
myth2.Start ();// Start Thread 2

¥

NetworkStream ns;
TcpListener tcp;
Socket sock;
StreamReader sr;

void text_Receiver()

{
tcp = new TcpListener (7000);// Open The Port
tcp.Start ();// Start Listening on That Port
sock = tcp.AcceptSocket ();// Accept Any Request From Client and
Start a Session
ns = new NetworkStream (sock);// Receives The Binary Data From Port
sr = new StreamReader (ns);// Convert Received Data to String
textBox1.Text = sr.ReadLine();

tcp.Stop();
while (true)

{
text_Receiver();// Back to First Method
}
}

NetworkStream myns;

TcpListener mytcpl;

Socket mysocket;
void Image_Receiver()

{
mytcpl = new TcpListener (5000);// Open The Port

mytcpl.Start ();// Start Listening on That Port
mysocket = mytcpl.AcceptSocket ();

myns = new NetworkStream (mysocket);
pictureBox1.Image = Image.FromStream(myns);

mytcpl.Stop();
If (mysocket.Connected ==true)//if Connected Start Again
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{

while (true)
{
Image_Receiver();// Back to First Method
}
}
¥
VB.NET:

Private mythl As Thread
Private myth2 As Thread
Private Sub Form1_Load(ByVal sender As Object, ByVal e As
System.EventArgs)

mythl = New Thread(New System.Threading.ThreadStart(AddressOf
Image_Receiver))

mythl.Start() ' Start Thread 1

myth2 = New Thread(New System.Threading.ThreadStart(AddressOf
text_Receiver))

myth2.Start() ' Start Thread 2
End Sub

Private ns As NetworkStream
Private tcp As TcpListener
Private sock As Socket
Private sr As StreamReader
Private Sub text_Receiver()
tcp = New TcpListener(7000) ' Open The Port
tcp.Start() ' Start Listening on That Port
sock = tcp.AcceptSocket() ' Accept Any Request From Client and
Start a Session
ns = New NetworkStream(sock) ' Receives The Binary Data From
Port
sr = New StreamReader(ns) ' Convert Received Data to String
textBox1.Text = sr.ReadLine()
tcp.Stop()
Do While True
text_Receiver() ' Back to First Method
Loop
End Sub

Private myns As NetworkStream
Private mytcpl As TcpListener
Private mysocket As Socket
Private Sub Image_Receiver()
mytcpl = New TcpListener(5000) ' Open The Port
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mytcpl.Start() ' Start Listening on That Port
mysocket = mytcpl. AcceptSocket()
myns = New NetworkStream(mysocket)
pictureBox1.Image = Image.FromStream(myns)
mytcpl.Stop()
If mysocket.Connected = True Then 'if Connected Start Again
Do While True
Image_Receiver() ' Back to First Method
Loop
End If
End Sub

A Al JS (3Me) s 5 Threading Aportd! i ala el ) olaisy) cany s
... FormA! Closingdl &aa & Thread) @3 Jé Teplistenerd! Jis Socketlb
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Appendixes (A)

- System.Net Namespace

- System.Net.Socket Namespace
- Socket Option Members

- System.Threading Namespace

- TAPI 2 Telephony Functions

- Remoting TCP / HTTP Channels Members
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1- System.Net Namespace Classes

Transport 31 s Application Layer ) 4a« » Namespace I o3 asig
slglaladind g Classes -1 o2 a2} (a9 Web Protocols s Layer

Class
Authorization

Cookie

Dns
EndPoint

GlobalProxySelection

HttpVersion

HttpWebRequest
HttpWebResponse

IPAddress
IPEndPoint

IPHoStENtry

NetworkCredential

SocketAddress
SocketPermission

WebClient

WebEXxception

\WebPermission

Description

Provides authentication messaging for a web
server.

Provides a set of properties and methods used
to manage cookies. This class cannot be
inherited.

Simple domain name resolution functionality.

Identifies a network address. This is an
abstract class.

Global default proxy instance for all HTTP
requests.

Defines the HTTP version numbers supported
by the HttpWebRequest and
HttpWebResponse classes.

HTTP-specific implementation of the
WebRequest class.

HTTP-specific implementation of the
WebResponse class.

Internet Protocol (IP) address.

A network endpoint consisting of an IP
address and a port number.

Container class for Internet host address
information.

Provides credentials for password-based
authentication schemes such as basic, digest,
NTLM, and Kerberos authentication.

Stores serialized information from EndPoint-
derived classes.

Controls rights to make or accept socket
connections.

Provides common methods for sending data to
and receiving data from a resource identified
by a URI.

The exception that is thrown when an error
occurs while accessing resources via the
HTTP protocol.

Controls rights to access HTTP Internet
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Class Description

resources.
WebPermissionAttribute Specifies permission to access Internet
resources.
WebProxy Contains HTTP proxy settings for the
WebRequest class.
WebRequest Makes a request to a Uniform Resource
Identifier (URI). This class is abstract.
WebResponse Provides a response from a Uniform Resource

Identifier (URI). This class is abstract.

2- System.Net.Socket Namespace Classes

TCP & UDP 4l g Transport Layer- i Ao bl JS&s 38 5
e i Al Classes<! ad) (5 Socket Programming

Class Description

LingerOption  |Contains information about the amount of time it will
remain available after closing with the presence of
pending data (the socket's linger time).

MulticastOption Contains IP address values for IP multicast packets.
NetworkStream Provides the underlying stream of data for network

access.

Socket Implements the Berkeley Socket interface.

SocketException The exception that is thrown when a socket error
occurs.

TcpClient Provides client connections for TCP network services.

TcpListener Listens for connections from TCP network clients.
This is essentially the TCP server class.

UdpClient Provides User Datagram Protocol (UDP) network
services.

3- Socket Options Class:

Al rany 41 dald g CUSAN Ciliaa (4 dagal) Classes ) (e oudISl) 138 iy g
3 Network Layer J) s siwa o &) g Juay) dulaay Ao 4l sal (gf Jptaty
LaS Al Lalad) dipuall g Audi Socket A1 s siwn e Sia ol Transport Layer-!
e
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Jocket host:
host.Set3ocketOption (3ocketoptionLevel. |

SocketOptionName, walue]; IF‘
MoDelay ﬂ IPvE
oukOFBandInfine Socket
PacketInfarmation Tep

ReceiveBuffer Udp
ReceivelowWater

Receive Timeout
Reusesddress

SendBuffer J
SendLowiwater

SendTimeout j

) AL 35 Al Socket Option A1 s sima J5¥) (8 3aag &l yina g b 43306 3aly
e ol Leba 3y 55 Al Option 3 dse 8 (ALY sirag bl B a3ay 9 (gl Option
o Lilaal) s 138 Object Value sAY) s g ) 3k ¢ Lgad (B 4uis ol
Aall) ML Le o yaat gf s il 1Y) g False o) True Lef 3L (2b ) of zlawdl
: 6N Socket Option Name ) aal (a9 ¢ W s 35 Al

Member name

Description

AcceptConnection

Socket is listening.

AddMembership

Add an IP group membership.

AddSourceMembership

Join a source group.

BlockSource

Block data from a source.

Broadcast Permit sending broadcast
messages on the socket.

BsdUrgent Use urgent data as defined in
RFC-1222. This option can be
set only once, and once set,
cannot be turned off.

ChecksumCoverage Set or get UDP checksum
coverage.

Debug Record debugging information.

DontFragment Do not fragment IP datagrams.

DontLinger Close socket gracefully without
lingering.

DontRoute Do not route; send directly to

interface addresses.

DropMembership

Drop an IP group membership.

DropSourceMembership

Drop a source group.

Error

Get error status and clear.

ExclusiveAddressUse

Enables a socket to be bound for
exclusive access.

Expedited

Use expedited data as defined in
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RFC-1222. This option can be
set only once, and once set,
cannot be turned off.

HeaderlIncluded

Indicates application is
providing the IP header for
outgoing datagrams.

IPOptions Specifies IP options to be
inserted into outgoing
datagrams.

IpTimeToLive Set the IP header time-to-live
field.

KeepAlive Send keep-alives.

Linger Linger on close if unsent data is

present.

MaxConnections

Maximum queue length that can
be specified by Listen.

Multicastinterface

Set the interface for outgoing
multicast packets.

MulticastLoopback

IP multicast loopback.

MulticastTimeToLive

IP multicast time to live.

NoChecksum Send UDP datagrams with
checksum set to zero.
NoDelay Disables the Nagle algorithm for

send coalescing.

OutOfBandlInline

Receives out-of-band data in the
normal data stream.

PacketInformation

Return information about
received packets.

ReceiveBuffer

Send low water mark.

ReceiveLowWater

Receive low water mark.

ReceiveTimeout

Receive time out.

ReuseAddress

Allows the socket to be bound to
an address that is already in use.

SendBuffer

Specifies the total per-socket
buffer space reserved for sends.
This is unrelated to the
maximum message size or the
size of a TCP window.

SendLowWater

Specifies the total per-socket
buffer space reserved for
receives. This is unrelated to the
maximum message size or the
size of a TCP window.
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SendTimeout Send timeout.

Type Get socket type.

TypeOfService Change the IP header type of
service field.

UnblockSource Unblock a previously blocked
source.

UseLoopback Enable Or Disable a Loop Back
Connection

4- System.Threading Namespace Classes

el ) (b daadiuial) session- s Aluadia Session Jead Threading-) piiuy
(s 4 gaxa System. Threading as2<is Asynchronous— -3 < sl o2 9
b WS A g Threadings) cbles 3031 b axdiud Al g Classes-)

Class
AutoResetEvent

Interlocked

ManualResetEvent

Monitor

Mutex

ReaderWriterLock

RegisteredWaitHandle

SynchronizationLockException

Thread

ThreadAbortException

Description

This event notifies one or more waiting
threads that an event has occurred.

This class protects against errors by
providing atomic operations for
variables that are shared by multiple
threads.

This event occurs when notifying one
or more waiting threads that an event
has occurred.

This class provides a mechanism that
synchronizes access to objects.

A synchronization primitive that grants
exclusive access to a shared resource to
only one thread. It can also be used for
Inter-process synchronization.

This class defines a lock that allows
single-writer and multiple-reader
semantics.

This class represents a handle that has
been registered when calling the
RegisterWaitForSingleObject() method.

This exception is thrown when a
synchronized method is invoked from
an unsynchronized block of code.

This class creates and controls a thread,
sets its priority, and gets its status.

This exception is thrown when a call is

~354~




Class

Description
made to the Abort() method.

ThreadExceptionEventArgs This class provides data for the

ThreadException event.

ThreadInterruptedException  This exception is thrown when a thread

ThreadPool

ThreadStateException

Timeout

Timer

WaitHandle

is interrupted while it is in a waiting
state.

This class provides a pool of threads
that can be used to post work items,
process asynchronous 1/0O, wait on
behalf of other threads, and process
timers.

This is the exception that is thrown
when a thread is in an invalid state for
the method call.

This class simply contains a constant
integer used when we want to specify
an infinite amount of time.

This class provides a mechanism for
executing methods at specified
intervals.

This class encapsulates operating
system-specific objects that wait for
exclusive access to shared resources.

sl gl ‘_,a Threading 513 ‘_,a aadid Al Methods-! aa)

Public Method Name
Abort()

AllocateDataSlot()

Description

This overloaded method raises a
ThreadAbortException in the thread on
which it is invoked, to begin the process of
terminating the thread. Calling this method
usually terminates the thread.

This static method allocates an unnamed data
slot on all the threads.

AllocateNamedDataSlot() This static method allocates a named data

FreeNamedDataSlot()

GetData()

GetDomain()

slot on all threads.

This static method frees a previously
allocated named data slot.

This static method retrieves the value from
the specified slot on the current thread,
within the current thread's current domain.

This static method returns the current domain
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Public Method Name

GetDomainlID()

GetHashCode()

GetNamedDataSlot()
Interrupt()

Join()

ResetAbort()
Resume()

SetData()

Sleep()

SpinWait()

Start()

Suspend()

Public Property
Name

ApartmentState
CurrentContext

CurrentCulture

Description
in which the current thread is running.

This static method returns a unique
application domain identifier.

This method serves as a hash function for a
particular type, suitable for use in hashing
algorithms and data structures like a hash
table.

This static method looks up a named data
slot.

This method interrupts a thread that is in the
WaitSleepJoin thread state.

This overloaded method blocks the calling
thread until a thread terminates.

This static method cancels an Abort()
requested for the current thread.

This method resumes a thread that has been
suspended.

This static method sets the data in the
specified slot on the currently running thread,
for that thread's current domain.

This static and overloaded method blocks the
current thread for the specified number of
milliseconds.

This static method causes a thread to wait the
number of times defined by the iterations
parameter.

This method causes the operating system to
change the state of the current instance to
ThreadState.Running.

This method will either suspend the thread,
or if the thread is already suspended, has no
effect.

: Threading-k &alill Properties ad) (g

Description

Sets or gets the apartment state of this thread.

This static property gets the current context in
which the thread is executing.

Sets or gets the culture for the current thread.
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Public Property
Name

CurrentPrincipal
CurrentThread

CurrentUICulture

IsAlive
IsBackground
IsThreadPoolThread

Name
Priority

ThreadState

Description

This static property sets or gets the thread's
current principal. It is used for role-based
security.

This static property gets the currently running
thread.

Used at run time, this property sets or gets the
current culture used by the Resource Manager to
look up culture-specific resources.

Gets a value that indicates the execution status of
the current thread.

Sets or gets a value that indicates whether a
thread is a background thread or not.

Gets a value indicating whether a thread is part of
a thread pool.

Sets or gets the name of the thread.

Sets or gets a value that indicates the scheduling
priority of a thread.

Gets a value that contains the states of the current
thread.

5- TAPI 2 Telephony Functions:

TAPI Initialization and Shutdown

Function Description

linelnitializeEx | Initializes the TAPI line abstraction for use by
the invoking application. Synchronous.
API Example:
public static extern int linelnitialize(ref int R TAPI,
int hinst, LineCallBackDelegate fnPtr,ref int
szAppName, ref int dwNumL.ines);

lineShutdown Shuts down the application's use of TAPI's line
abstraction. Synchronous.
APl Example:
[DllImport(*Tapi32.dll", SetLastError = true)]
public static extern int lineShutdown(int
hLineApp);

Line Version Negotiation

~357~



Function

lineNegotiateAPIVersion

Description

Allows an application to negotiate a
TAPI version to use. Synchronous.
APl Example:
[DllImport("Tapi32.dll", SetLastError =
true)]public static extern int
lineNegotiateAPIVersion(int hTAPI, int
dwDevicelD, int dwAPILowVersion, int
dwAPIHighVersion, ref int
IpdwAPIVersion, ref lineextensionid
IpExtensionID);

Line Status and Capabilities

Function

lineGetDevCaps

lineGetDevConfig

lineGetLineDevStatus

lineSetDevConfig

Description

Returns the capabilities of a given line
device. Synchronous.

APl Example:
[DHImport("Tapi32.dll", SetLastError =
true)]public static extern int
lineGetDevCaps(int hLineApp, int
dwDevicelD, int dwAPIVersion, int
dwExtVersion,ref linedevcaps
IpLineDevCaps);

Returns configuration of a media
stream device. Synchronous.

APl Example:
[DHImport(“tapi32.dll")] static extern
long lineGetDevConfig(long
dwDevicelD, ref VARSTRING
IpDeviceConfig, string
IpszDeviceClass);

Returns current status of the specified
open line device. Synchronous.

APl Example:
[DllImport("tapi32.dll*")] static extern
long lineGetLineDevStatus(long hLine,
ref LINEDEVSTATUS
IpLineDevStatus);

Sets the configuration of the specified
media stream device. Synchronous.
APl Example:
[DHImport(“tapi32.dll™)] static extern
long lineSetDevConfig(long
dwDevicelD, Any IpDeviceConfig,
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lineSetStatusMessages

lineGetStatusMessages

lineGetID

lineGetlcon

lineConfigDialog

long dwsSize, string IpszDeviceClass);

Specifies the status changes for which
the application needs to be notified.
Synchronous.

APl Example:
[DHImport("Tapi32.dll", SetLastError =
true)]

public static extern int
lineSetStatusMessages(int hLine,int
dwLineStates, int dwAddressStates);

Returns the application's current line
and address status message settings.
Synchronous.

APl Example:
[Dlmport(“tapi32.dil™)]

static extern long
lineGetStatusMessages(long hLine, ref
long IpdwLineStates, ref long
IpdwAddressStates);

Retrieves a device ID associated with
the specified open line, address, or call.
Synchronous.

API Example:
[Dllmport(“tapi32.dil™)]

static extern long lineGetID(long hL.ine,
long dwAddressID, long hCall, long
dwSelect, ref VARSTRING
IpDevicelD, string IpszDeviceClass);

Allows an application to retrieve an
icon for display to the user.
Synchronous

API Example:
[DlImport("tapi32.dil")]

static extern long lineGetlcon(long
dwDevicelD, string IpszDeviceClass,
ref long Iphlcon);.

Causes the provider of the specified
line device to display a dialog box that
allows the user to configure parameters
related to the line device. Synchronous.
APl Example:
[DHImport("tapi32.dll™)] static extern
long lineConfigDialog(long
dwDevicelD, long hwndOwner, string
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lineConfigDialogEdit

Addresses
Function

lineGetAddressCaps

lineGetAddressStatus

lineGetAddressID

IpszDeviceClass);

Displays a dialog box allowing the user
to change configuration information for
a line device. Synchronous.

APl Example:
[DHImport("tapi32.dll™)] static extern
long lineConfigDialogEdit(long
dwDevicelD, long hwndOwner, string
IpszDeviceClass, Any
IpDeviceConfigln, long dwsSize, ref
VARSTRING IpDeviceConfigOut);

Description

Returns the telephony capabilities of an
address. Synchronous.

APl Example:

[DHImport(“tapi32.dll™)] static extern long
lineGetAddressCaps(long hLineApp, long
dwDevicelD, long dwAddressID, long
dwAPIVersion, long dwExtVersion, ref
LINEADDRESSCAPS IpAddressCaps);

Returns current status of a specified address.
Synchronous.

API Example:

[DllImport(*“tapi32.dll")] static extern long
lineGetAddressStatus(long hLine, long
dwAddressID, ref LINEADDRESSSTATUS
IpAddressStatus);

Retrieves the address ID of an address
specified using an alternate format.
Synchronous.

APl Example:

[DllImport("tapi32.dll"™)] static extern long
lineGetAddressID(long hLine, ref long
IpdwAddressID, long dwAddressMode,
string IpsAddress, long dwSize);

Opening and Closing Line Devices

Function

lineOpen

Description

Opens a specified line device for
providing subsequent monitoring
and/or control of the line.
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lineClose

Address Formats
Function

lineTranslateAddress

lineSetCurrentLocation

lineSetTollList

Synchronous.

APl Example:
[Dllimport("Tapi32.dll", SetLastError =
true)] public static extern int
lineOpen(int hLineApp, int
dwDevicelD, ref int IphLine, int
dwAPIVersion,int dwExtVersion, ref int
dwCallbacklnstance,int dwPrivileges,
int dwMediaModes,ref int
IpCallParams);

Closes a specified opened line
device. Synchronous.

APl Example:
[DHImport("tapi32.dll™)] static extern
long lineClose(long hLine);

Description

Translates between an address in
canonical format and an address in
dialable format. Synchronous.
APl Example:
[DllImport("tapi32.dil"™)]

static extern long
lineTranslateAddress(long
hLineApp, long dwDevicelD, long
dwAPIVersion, string
IpszAddressin, long dwCard, long
dwTranslateOptions, ref
LINETRANSLATEOUTPUT
IpTranslateOutput);

Sets the location used as the context
for address translation.
Synchronous.

APl Example:
[DllImport("tapi32.dll")] static
extern long lineSetCurrentLocation
(long hLineApp, long dwLocation);

Manipulates the toll list.
Synchronous.

APl Example:
[DHImport(“tapi32.dll™)] static
extern long lineSetTollList(long
hLineApp, long dwDevicelD, string
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IpszAddresslin, long
dwTollListOption);

lineGetTranslateCaps Returns address translation

capabilities. Synchronous.

APl Example:
[DHImport(“tapi32.dll™)] static
extern long
lineGetTranslateCaps(long
hLineApp, long dwAPIVersion, ref
LINETRANSLATECAPS
IpTranslateCaps);

Call States and Events

Function
lineGetCalllnfo

lineGetCallStatus

lineSetAppSpecific

Making Calls

Description

Returns fixed information about a call.
Synchronous.

API Example:
[DHmport(“tapi32.dll")] static extern
long lineGetCallinfo(long hCall, ref
LINECALLINFO IpCallinfo);

Returns complete call status information
for the specified call. Synchronous.

API Example:
[DHImport(“tapi32.dll")] static extern
long lineGetCallStatus(long hCall, ref
LINECALLSTATUS IpCallStatus);

Sets the application-specific field of a
call's information structure. Synchronous.
API Example:

[Dlmport(“tapi32.dil™)]

static extern long
lineSetAppSpecific(long hCall, long
dwAppSpecific);

Function Description

lineMakeCall | Makes an outbound call and returns a call
handle for it. Asynchronous.
APl Example:
[DHImport(“tapi32.dll™)]
static extern long lineMakeCall(long hLine, ref

~362~



long IphCall, string IpszDestAddress, long
dwCountryCode, ref LINECALLPARAMS
IpCallParams);

lineDial Dials (parts of one or more) dialable addresses.
Asynchronous.
APl Example:
[DHImport(“tapi32.dll™)] static extern long
lineDial(long hCall, string IpszDestAddress,
long dwCountryCode);

Answering Incoming Calls
Function Description

lineAnswer | Answers an incoming call. Asynchronous.

APl Example:

[DllImport(*Tapi32.dll", SetLastError = true)]

public static extern int lineAnswer(int hCall, ref string
IpsUserUserInfo, int dwSize);

Toll Saver Support
Function Description

lineSetNumRings | Indicates the number of rings after which
incoming calls are to be answered.
Synchronous.
API Example:
[DlImport("tapi32.dll")] static extern long
lineSetNumRings(long hLine, long
dwAddressID, long dwNumRings);

lineGetNumRings | Returns the minimum number of rings
requested with lineSetNumRings.
Synchronous.
API Example:
[Dlmport(“tapi32.dll")] static extern long
lineGetNumRings(long hLine, long
dwAddressID, ref long IpdwNumRings);

Call Privilege Control
Function Description

lineSetCallPrivilege | Sets the application's privilege to the
privilege specified. Synchronous.
APl Example:
[DHImport(“tapi32.dll™)]
static extern long
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lineSetCallPrivilege(long hCall, long
dwCallPrivilege);
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Call Drop Functions

Function Description

lineDrop Disconnects a call, or abandons a call
attempt in progress. Asynchronous.
APl Example:

[DHImport("Tapi32.dll", SetLastError = true)]
public static extern int lineDrop(int hCall,
string IpsUserUserInfo, int dwSize);

lineDeallocateCall | Deallocates the specified call handle.
Synchronous.
APl Example:
[DHIImport(“tapi32.dll™)] static extern long
lineDeallocateCall(long hCall);

Call Handle Manipulation

Function Description

lineHandoff Hands off call ownership and/or changes
an application’s privileges to a call.
Synchronous.
APl Example:

[DllImport("tapi32.dll")] static extern
long lineHandoff(long hCall, string
IpszFileName, long dwMediaMode);

lineGetNewCalls Returns call handles to calls on a
specified line or address for which the
application does not yet have handles.
Synchronous.

APl Example:
[DHmport(“tapi32.dll")] static extern
long lineGetNewCalls(long hLine, long
dwAddressID, long dwSelect, ref
LINECALLLIST IpCallList);

lineGetConfRelated | Returns a list of call handles that are part
Calls of the same conference call as the call
specified as a parameter. Synchronous.
APl Example:
[DllImport("tapi32.dll*")] static extern
long lineGetConfRelatedCalls(long
hCall, ref LINECALLLIST IpCallList);
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Location and Country/Region Information
Function Description

lineTranslateDialog | Displays a dialog box allowing the user
to change location and calling card
information. Synchronous.
APl Example:
[DHImport(“tapi32.dll™)] static extern
long lineTranslateDialog(long
hLineApp, long dwDevicelD, long
dwAPIVersion, long hwndOwner, string
IpszAddressin);

lineGetCountry Retrieves dialing rules and other
information about a given
country/region. Synchronous.
API Example:
[Dlmport(“tapi32.dll")] static extern
long lineGetCountry(long dwCountrylID,
long dwAPIVersion, ref
LINECOUNTRYLIST
IpLineCountryL.ist);

Request Recipient Services
The following two functions are used only in support of Assisted
Telephony.

Function Description

lineRegisterRequestRecipient | Registers or deregisters the
application as a request recipient
for the specified request mode.
Synchronous.
API Example:
[DllImport("tapi32.dll")] static
extern long
lineRegisterRequestRecipient(long
hLineApp, long
dwRegistrationinstance, long
dwRequestMode, long bEnable);

lineGetRequest Gets the next request from the
Telephony dynamic link library.
Synchronous.
API Example:
[DHImport(“tapi32.dll™)] static
extern long lineGetRequest(long
hLineApp, long dwRequestMode,
Any IpRequestBuffer);
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6- Remoting TCP / HTTP Channels Members

12 4aldll Members ) pai (a9 HTTP Channel 2 ¥ sl
Member Name Availability Description

allowAutoRedirect |[Client A Boolean value that determines
whether the client will handle
HTTP redirects.

bindTo Server A string representing an IP
address for the server to bind to.

clientConnectionLimit |Client An integer defining how many
concurrent connections can be
opened to the server.

connectionGroupName |Client A string representing a group
name if the
unsafeAuthenticatedConnectionSh
aring property is set.

credentials Client An ICredentials instance that
allows a client to pass credentials
for password- based authentication
schemes such as Kerberos
authentication.

exclusiveAddressUse  Server A Boolean value that forces the
server to use the listening IP
address and port exclusively so
that another application cannot
steal the listening TCP port.

listen Server A Boolean value that determines
whether to allow activation to
hook into the outside listener
service.

name Client and |A string representing the name of
server the channel.

port Server An integer value that specifies
what TCP port the server will
listen on or what port the client
will send TCP packets from. If the
value O is selected, the
infrastructure will choose a port
automatically.

priority Client and An integer value that defines the
server priority of the channel when
multiple channels are available.
proxyName Client A string identifying a proxy if the

client communication must pass
through a proxy.

proxyPort Client An integer identifying the port on
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Member Name Availability Description

which a proxy is listening for
communication from a client.

suppressChannelData Server A Boolean value that prevents the
server channel from returning
channel properties.

timeout Client An integer that specifies how long
the client channel will wait for a
Server response.

unsafeAuthenticatedC |Client A Boolean value that indicates the
onnectionSharing client will supply credentials and a
group name for the connection.

useAuthenticatedConn Client A Boolean value that tells the

ectionSharing server to reuse a connection from
an authenticated user.
uselpAddress Server A Boolean value that forces the

channel to use a specific IP
address instead of using the
machineName property.

machineName Client and |A string representing the machine
server name of the listening server.

144z 4aldl) Members ) s ¢ TCP Channel 3 Lt

Member Name Availability Description

bindTo Server A string representing an IP address
for the server to bind to.

exclusiveAddre Server A Boolean value that forces the

ssUse server to use the listening IP

address and port exclusively so that
another application cannot steal the
listening TCP port.

machineName |Client and server A string representing the machine
name of the listening server.

Name Client and server A string representing the name

Port Server An integer value that specifies what
TCP port the server will listen on or
what port the client will send TCP
packets from.

Priority Client and server |An integer value that defines the
priority of the channel when
multiple channels are available. A
larger value indicates greater
priority.

rejectRemoteR |Server A Boolean value that determines
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equests whether the server will only accept
requests from the local host.

suppressChan |Server A Boolean value that prevents the

nelData server channel from returning
channel properties.

uselpAddress Server A Boolean value that forces the

channel to use a specific IP address
rather than the machineName

property.
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ASCII Code Table:

Table 1:

Dec HxOct Char Dec Hx Oct Htrml Chr
0 0000 NUL (rmll) 32 20 040 &#32; Space
1l 1 001 30H (start of headinhg) 33 21 041 &#33; !
2 2 00Z 3TH (start of text) 34 22 04z &#34; "
3 3 003 ETx (end of text) 35 23 043 &#35;0 #
4 4 004 E0OT (end of transmission) 36 24 044 ##36; %
5 5 005 ENQ (enquiry) 37 Z5 045 #3702 %
6 6 006 ACE (acknowledge) 358 26 046 &#38; =
7 7 007 BEL (bell) 39 27 047 &#39; "
& & 010 E3 (backspace) 40 2§ 050 &#40; |
9 9 011 TAE (horizontal tab) 41 29 051 &#41; )

10 & 012 LF (WL line feed, new line)| 42 24 052 &«#d<; *

11 B 013 VT (wertical tah) 43 ZB 053 &##43; +

1z C 0l4 FF (NP form feed, new page)| 44 2C 054 &#d4d; |

13 D 015 CR (carriage return) 45 2D 055 &#45; -

14 E 01f 30 (shift out) 46 ZE 056 &#d46; .

15 F 017 31 (shift in) 47 ZF 057 &«#47;

1 10 020 DLE [(data link eszcape) 45 30 060 &#45; 0

17 11 021 DCL1 (dewvice control 1) 49 31 08l &#49; 1

13 12 022 DCZ [dewvice control 2) 50 32 062 &#50; 2

19 13 023 DC3 [dewvice control 3) 51 33 063 &#51; 3

20 14 024 DC4 [device control 4) 52 34 06d &#5Z; 4

21 15 025 NAE [(negatiwe acknowledoe) E3 35 065 &#537 5

22 16 026 3TN (synchronous idle) 54 36 066 &#5d4; 6

23 17 027 ETE (end of trans. block) E5 37 0687 &#55: 7

24 18 030 CALN [cancel) 56 38 070 &#56; 8

25 19 031 EM  [(end of medium) 57 39 071 &#537:; 9

26 1d 032 SUE [(substitute) 55 34 072 &#58; @

27 1B 033 ESC [escape) 50 3B 073 &#59; ;

28 1C 034 F3 [(file separator) 60 3C 074 &#60; <

29 1D 035 G3 (group Separator) 61 3D 075 &#61; =

30 1E 036 B3 (record aeparator) 62 3E 076 &#6; =

3l 1F 037 U3 [(unit separator) 63 3F 077 &«#63; ¢
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Dec Hx Oct Html Chr] Dec Hx Oct Html Chr
64 40 100 «#64; @ | 95 60 140 «#96;

65 41 101 «#65; 4 | 97 51 141 &«#97; a
66 42 102 «#66; B | 95 562 142 &#93; b
67 43 103 «#67; C | 99 53 143 &#99; «©
65 44 104 «<#658; D |100 64 144 «#lo0; d
£0 45 105 «#69; E |10l &5 145 &#l0l; &
70 45 106 «#70:; F |10z 66 146 «#l0Z; L
71 47 107 «#71; G |103 &7 147 «#103; O
72 43 110 «#72:; H |104 63 150 «#1l04: h
73 49 111 «#73; I |105 &9 151 &#105; 1
74 4k 112 «#74: T |los 64 152 &#106; ]
75 4B 115 «#75; E |107 6B 153 &#107; k
76 4AC 114 «#76: L |108 6C 154 &#1l03; 1
77 4D 115 «#77; M |1l09 6D 155 «#109; m
78 4F 116 «#78; N |110 6E 156 «#1l0; n
70 4F 117 «#79; 0 |111 &F 157 &#ll1l; o
80 50 120 «#S80; P |112 70 160 &#11Z; p
g1 51 121 «#81; 0 |113 71 161 «#113; O
g2 52 122 «#G8Z; B |114 72 162 &#114; ¢
83 53 125 &#83; 3 |115 73 163 &#l15; =
g4 54 124 «#84; T |116 74 164 «#lle; ©
85 LE 125 «#85; U |117 75 165 «#ll7;: u
86 55 126 #0867 V |118 76 166 «#ll5; v
87 57 127 «#87; W |119 77 167 &«#ll9; w
88 58 130 «#838; X |120 78 170 &#120; =
80 50 131 «#89; T |121 79 171 «#121;: ¥
a0 SA 132 &«#90; I |122 74 172 &#12Z; =
a]l BB 133 «#91; [ |123 7B 173 &#123; |
0z GC 134 «#92; % (124 7C 174 &«#1z24; |
Q3% ED 135 &#93; ] |125 7D 175 &#125; }
04 S5E 136 «#94; 4 |126 7E 176 #1267 ~
QL 5F 137 «#95;  |127 7F 177 &#127; DEL
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