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F 1 Yir®ession FOF n fuifUl THFpuv RIHGIFESE ssion KOF m1 i M-8 L
6 B F X p ZHOE BOHLKSteningb B FeByer #OF Sekbian FOF 1N X

TCP/IP Application Layer Transport Protocol Listener Port Number

Protocol
HTTP , HTTPS TCP 80 443
Hypetext Tranger Protocol
FTP TCP 20 21
File Transfer Protocol
SMTP TCP 25
Simple Mail Transfer Protocol
SNMP TCP 161 162
Simple Network Management Protocol
Telnet TCP 23
POP3 TCP 110
Post Office Protocol Version 3
DNS UDP 53 137
Domain NameSystem
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Server
ServerSocket( port# timeout ) Client
accept() Socket( host port# )

OutputStream —-———1— |——-- CutputStream

InputStream InputStream

close() cloze()
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F nbkis@etwork Layer + Data Link Layer In OSI ModEDF  ATKCP/IP BU&yer

wAcpBF MMk c¢T df xf T 3OF FmeciipAdub Wi B#QEM b m HBY
.Packet HOfF 3

Destination HDF 3 RO¥sicalAddress HOF MK F 6 Top @ MyBr Mk /IHEHD 115
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a. ARP request is broadcast
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Ethernet IOF ARBBF 6B KM g WITHBF 4T 9T M

4 K p FAREY I v Brgadcabt MAR RddressrrisFFRFFFFFF o FMXJTIOF ap 3 b

ARP OF Destination AddresstOF ¢ T a4 F mx/1IOF LUKHOMAC WOFm 10 FMiok Kw t

a r Jnwerface$ FOF MMNC Addrdé€s IOF wm@fbebl 4OFB ¢ T Protdééim MK F B

ARP KOF n HOw b Qabma@d prampteQfpcgoiif/elM p s U F WI3F bbb CMp
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C:\WINDOWS\system32\cmd. exe

Ethernet adapter Local Area Connection:

Media State . .
Description . .

Physical Address.

roller

Ethernet adapter Wireless Network Connection:

Connection-specific DNS Suwffix . @ lan

Degecription . . . . . . Intel(R> PROAWirelesz 3945ABG MNetuwor
k Connection

Physical Address. . . . B8-13-82-BA-28-2E

Dhcp Enabled. . . .

Autoconf iguration E

MAC AddresstOF  n lOw bméyibBF IOBT YT B 4T 93T M

o+ Mark C:AWINDOWS\system32\cmd. exe = Elﬂ
[<]

C:\Documents and Settings\FADI»arp

Displays and modifies the IP-to-Physical address translation tables used by
address resolution protocol (ARP).

IARP -5 iTnet_addr eth_addr [if_addr]
IARP -d inet_addr [1f_addr]
IARP -a [1net_addr] [-N if_addr]

-a Displays current ARP entries by interrogating the current
protocol data. If inet_addr is specified, the IP and Physical
addresses for only the specified computer are displayed. If
more than one network interface uses ARP, entries for each ARP
table are displayed.

-g Same as -a.

inet_addr Specifies an internet address.

-N if_addr Displays the ARP entries for the network interface specified
by 1f_addr.

Deletes the host specified by inet_addr. inet_addr may be
wildcarded with ¥ to delete all hosts.

Adds the host and associates the Internet address inet_addr
with the Physical address eth_addr. The Physical address is
given as 6 hexadecimal bytes separated by hyphens. The entry
1s permanent.

eth_addr Specifies a physical address.

if_addr It present, this specifies the Internet address of the
interface whose address translation table should be modified.
If not present, the First applicable interface will be used.

Example:
> arp -s 157.55.85.212 00-2a-00-62-c6-09 _... Adds a static entry.
> arp -a .... Displays the arp table.

iC:\Documents and Settings\FADI>arp -a
Interface: 192.168.1.67 --- 0x5

Internet Address Physical Address Type
192.168.1.254 00-14-7f-54-c¥-0a dynamic

ARP TabletOF n lOw bmédsBF IOET YT D AT 3T M

Serial Encapsulation b 4 mBEbcapsulation HOF N MMACP OB c h Afl/handc p B
0B  Y9xp bxuwr 3 DaatbimibLaydnk WF w Bfernat &icapsulation ™M Y
a b b Raut®r KB mAthédnet WK OB F Eocipsygatom T HKBERouEe® b bl 3
oY me Seral Bhaafgsmation Gateway HORoutetO®Franmes IOF bf hpw wT $
dxp bhbXwr 2 bRPB Péint td Point Ryokodol WOF 1 K F MbkYl KAFB mc T
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PPPoOA i Point to Point  LUKB®PRak 1 Point to Point over Ethernet ¢k F KM T |
Frame Relay tOF OveY AT¥l ™

APPLICATION LAYER
| | DaTA|
I ————————————— Message or stream of data
TRANSPORT LAYER
[ i TCP Header Cn"\]
I ————————————— Transpoet Protocol Packet
NETWORK LAYER

| P Header | TCP Heager | DTA|

e o e e o o v e+ N@OWOCK Laye¢ Dtagram

NETWORK INTERFACE LAYER

[Et.‘tr'\e: Header | IP Header | TCOP Header | C-‘J:.l

T ————————————— Ethernet Frame
PHYSICAL NETWORK
I Ethernet Encapsulation
Network Packet e

A~ PPP Encapsulation

Ethernet IP TCP I |
Header Header Header DATA 1|

Router IOF m wT1 $PPPoE BF ‘EnceBiidiin QF 17 ymid bR | sOF 9T ™M

b Hbb bModeftha fF[p > b BF 9 Etbgrmbtp OF wF BB WFBX bIFTTPp WFT p Y |
P pMADOAddress FOF wT p 1B [Efhénetb O p mt€rnai BB | Kfwsaeh bil X B
PPP 1 Pointto Point_ KOF Y p 3B Infeiinal MaslembvBRR a¢0FT Ta F p 3> b BF 9

1. 8 bl HOHpHeoBa
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User Specific Application
| | | r—
http-server,
i FiP wWww ‘ SNMP
[ l l . |
[- Sockets Application Interface |
UDP-User Datagram } :."‘I!:?-Tnnspon Control Pmncol
| | |
P-Internet Protocol
| |
PPP-Point-to-Point Pfotocul“‘[ ﬁ-&dﬂms Resolution ontoq
. I o @ |
Serial Communication Lines Ethemet/IEEE 802.3

Wp IMo@em OF Ethepnet KB mva Enpapdyl@ibn HQFT 2c T myp (bYBIOROFA T 9T ™
WSehB@ b HOF 9 fDmta SHDRHead &AW Tpr MERUFRalOF b c F pteb acsT wHc |
q6 P 2w pNetwork Layer | TFehsport @ HKbfeader THOF at gAdeumbE OH T ™M
cT Fpt whgme lOBF pavtseadep ZHOIFT v HOw Optionk THPFY W Tach T ¢
b UDPw OFDatey 2M8F weCtbh wtdABK aKpt B bMbMbhbmMp?3 p-~
atclOF pBP fOPF ® 2KRM&EF xF T IOF b poTop o F KT ADROF 1O °

¢ A1 F B I500BptdsY m Ethemea Frame A0 n HbUy F

iThe minimum size of an Ethernet frame is 64 bytes
fields is: Destination Address (6 bytes) + Source Address (6 bytes) + Frame Type (2 bytes) +

Data (46 bytes) + CRC Checksum (4 bytes). The minimum number of bytes passed as data in

a frame must be 46 bytes. If the size of the data to be passed is less than this, then padding

bytes are added. The maximum size of an Ethernet frame is 1518 bytes. The breakup of this

size between the fields is: Destination Address (6 bytes) + Source Address (6 bytes) + Frame

Type (2 bytes) + Data (1500 bytes) + CRC Checksum (4 bytes). The maximum number of

bytesof data that can be passed ihitp/afc.netirffel@b.letmif r ame i s

IOF adAbBHt 3Ttc EDBNIOF D g blom7 becHl pHBFIOFC TE YoKY2F M pwe
Data _ FOF wdAcpB c¢T WHOM Hahg HEworkAdapteCGamdCT Y IOF  b'!
Application Layer HHranap¥rt Layer HOMNetwark Layer _ HOF linknl@mr a X

c b IOF WpBigbiE HF xrgsé@taton Layer HOEncadiig. IOF a F p 3 b Bf -
Application IOF 6 B F X p 2 OFp wil fbl 3 Lh FK1 TKFK |
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Sending Host Receiving Host
Application Layer Application Layer
F’ad-:et{ Data Data
-
Transport Layer b 4 Transport Layer
TCP segmant TCP segment
il
Internet Layer h 4 Internat Layer
IP datagram IP datagram
- Y
Data Link Layer v ¥ Data Link Layer
Frame Frame
Fs Fy
Physical Network . 4 k. 4 Physical Network
Layer Frame Layer Frame
| |
Metwork media

TCP/IP KOF S%¢F XF T 9 HOF

p MNPEZKew Sniffing

tOF

boFneHrbvibF OF bF hpw bc Fp B

wT AB Hherea MKOFT GeBBFFXKP PP avkpve b B 3 a

http://www.ethereal.com/download.html: Mk M 113 JF 3 OF WLUmB IOF

Public  wb mNAT 800 Rauies HBmHTTPE DN™ HBRM1 IOF aFp> bBF n 4
AP

bt Ac bIOF M 9 x HHEHEeal KPBTF Skep/B2 gasm YM™Mmb BYFBF Mo mBc W T °

A LyGEb m 3 p tOF

p ADSL Router

b bl 3

U SNet@orkrintesfdde Gard c HOF

0B
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8 12, 62a0/y 10,0.0.10 Broadcast ARP who has 10.0,0.1387 Tell 10.0.0.10

9 12.623015 10.0.0.138 10.0.0.10 AP 10.0,0.138 15 at 00:0=:50:8d0:F2:50

10 12.623%22 10.0.0.10 81.10.124.2 DNS  Standard guery A v, google. com

11 12.682%06 §1.10.124.2 10.0.0.10 DNS  Standzrd query response CNAYE wwv. 1, google. com A 64,233,
12 12684542 10.0.0.10 GL2318.13  tcp L7L7 » hatp [SYN] Seq=0 Ack=0 Win=63335 Len=( M&S=146(]
13 12.813088 &4.233.183.203  10.0.0.10 TP hittp » 1717 [SvN, ACK] See=0 Ack=L Win=8150 Len=0 WeS=14
1412, 814031 10.0.0.10 64,233, 183003 TCP 1717 » http [ACK] Segel Ack=l Win=83935 Len=(

1512, 814201 10.0.0.10 64.233. 188,103 HTTP  GET / HTTRALL

1612, 574800 64,233, 183 103 10.0.0.10 TP hitp s 1707 [ACK] Seqel Adk= 346 w 185 Len-0

17 12,970418 64, 233, 1 10.0.0.10 C TCP Winoow Update] heep » 1717 [ACK] seq=l Ack=34

18 13. 027054 64.233.183.103 10.0.0.10 TP [TCP segment of a reassemb]ed PDU]

1913.033358 64.233.185.205  10.0.0.10 HTTP  HTTR/L.L 200 oK (text /1)

20 13.033388 10.0.0.10 G181 Tep L7L7 » hatp [ACK] Seq=348 Ack=1677 win=83535 Len=(

21 14, 013520 PlanetTe 30:6e:ch Spanning-tree-(For STP RST. Root = 32768/00:12:38:67:23:20 Cost = 200000 Port
22 16, 015309 PlanetTe_30:68:cY Spanning-tree-(far STF RST Ruut = 32768/00:12:&9:67:23:20 Cust = 200000 Part
2316,229507 10.0.0.10 pLIIRI08 TP 17D s mTTp Sep=3d6 Ack=1677

T8 13027054 64 235,160 103 10.0.0.10 TCR [TCP segntD‘F e DU] '

19 13.033358 64.233.185.103 10.0.0.10 HTTP  HTTR/1.1 200 ok (text/tml)
20 13, 033388 10.0.0.10 64.233,183.103 TCP 1717 = http [ACK] Seq=346 Ack=1677 wWin=8%

21 14.013510 PlanetTe_30:6e:c% sSpanning-tree-(for STP RST. ROOT = 32768/00:12:a4%9:67:23:20 Cost
22 16.015309 P'IanetTe 30:6e:28 nanninng-—tres-for TR B Root = 32?68/00 12:a9:67:23:20 Cost

B2 15 (39% hytes on wire, 399 bytes captured)

IfEthernet II, sSrc: 10.0.0.10 €00:11:09:d0:13:21), Dst: 10.0.0.138 (00:0e:50:8d:f2:50)
: ternet Protocol, Src: 10.0.0.10 (10.0.0.10), Dst: 64.223.183.103 (64.233.183.103)
1 Traf don Cuntm] Protocol, Src Port: 1717 (1717), Dst Port: http (80), Seq: 1, ack: 1
1 Hypertext Tra 1

pQGadgle MUMB UMAT IO dUxp bk HBFames KGO  How HBva By 1 FOB2br smb B F
HTTP HOF

10.0.0.138 F x iGatewaym HOF IMALCFAddI®Es IOF A4 K bFYPHIOF 9xF b W
n 9K RdutprtOfOR a f LI uPBroagcastOfessage A8 JIWIOF TepTKdF un Mk 95§

Client OF awm4dT1thHh wTt MAD Kadresg MAF pa/FIMREKREeo0aBkp HORF
IP, OF ptwm p L DN$ Reguedt Query biFx@uoglct@F o FMxK oK pF’
ab VWxF cx/Tt F Mk DNSHTabld HE®oglE F KUK Addsp¥s Kb m T M B H
c T @aoodlem 80OF 3 IP Agdeed®FIOF Y LWOM Gpogl&OR T O KOF tvim 3b 53D
AFMXNIOF agBYM ub @Bdogled OF p Pilm B M ABNQFTabie SHBF/ pOF HOm B
MUmB 2 whbf 3 IOF  wc Y HbIOF X m8@tycss KO FrpABOIGOR M a4 S Al
HTTP Protocol _ KOF aGopgeb®F 3 abb
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MMn? 9Yps Yxp hxHIFP, PPBRK aWpmbp B OmT Bk DHOYM O DF
. bc FpBIOF

ahtipr//www.google.com bfF XBbM YxphxwF nd9K Wlmse nlow b
. A F Mmx /1 KF KFMDMS OlFEFTER v v b m pl A Al UagleM b1t mc b
Al KOF MAA3 amiTt wnptTt BNSTaplOfF IOF cd w2 &a BIHOK KO& b E
ISP i Internet Service Provider HOF  Wp F /1 HOF DbIS Sewep KRBp mC 1  p MIOI
w> JFf >3 OF
W &3tewsdy b cReuter pBBF F x IOpté&way ¢ONS BRF/1 T\ BA b hp T
. w1t A3 F p OF
ARP. IOF b bl 3Gaigway cHOF> IMPIBprddiess IOF a1 K-42c 9KOF abrT
bsBK abTt LWIOMP, HOF2 wm ShopsiseidBsct3BFNIACE HORT 453t b N1
n AKPop ThorTTOM b 2 b TeAIGH@BRY 40F [ RHUENVREdYssE A 1O
nlow i lOpckep wsBKdace Port IOF ¢ RApplichomst FOF o mb BB
Gateway HOF HOw U HBrc M g ADMPOF Wa&SayOFOF ¢ T P p /1B KC
4 x p b xuiFF Gewal HOFRoutelQwOF  EthernetaEXicapsulation, b
.PPP Encapsulation b
n FONATbimNefwHdk Address Translation KOF ap> bhx €8 XxT dIJfF HIOI
UT BFMc IOF  wiPnivate IB afs> HlFprr | chdsvF b 19K p POBIEE IOF oY
Gateway WReu®r IOF 1 IObl3 Pgldic IB HDFT™> pWWHGAMOF EYx nAK ¢
111 bbbl OF cH2pMYEIOF MK F B

NAT TAELE
Public address Private address
220.16.16 5 192 168.50.50

192.168.50.50
98.10.10.5

IF PACKET
DST: 98.10.10.5 80
SRC 220 16.16.5: 12002

IF PACKET
DET. 98.10.10.5 80
SRC 192,162 50,500 12002 |

.

NAT HOF I RFHPR bupbkbpF | B bbida aAB Yxp bbwivbly ®WBI KOF 3 «
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Wbl OF ¢ T WPublic v KOF Rdu@iF OB PRIMBIFOHI TKE: 4T 37T M
Gateway HOF n HOw 1924681650 BPF ©p 1 W Lkemt O MEOF M 23T Cc WT ¢
NAT Table n HBecord wT Ro¥itgrdOF Rauterd tOM98.p02685 Mk M ct pF 3 IOF

UcF Hb Redordg IOR b MDKQMal Solirce Port And IP, OF WY ® ayhsr > MO®
Source Port And IP, FOF p 17 7 NMb pafwrx Jal@kenglios b [fajRse d@rOF

bTpT 4mbPortdpt PRautER B B Rublip B IOPAPackelOwd O ¢ A by F
NAT Table . IOF n HPackeP gOFSowrcd Port OF aA4fF b MYMTM wb?IIl ¢t

. ¢ T Gatew®F HOF n lOw Respgndg HOFOM ¢ 18 npbirReeptgHrck® 1t F p

aX HIWWISenk@r HMHTTPHREequest HOF b 1 Hb@dieBay c OP-F a WH T

p M Request HOF Routgr HHORespokdm HOF HIFPToprve® IOF amUurT
Source IP And_ KOF p Pestirafion iPSAKd Port HOFRespdnse HOF LM

.Request IOF c Hortp mtT mB IOF
b b 3 Private IP And Port KOF © B pRedpdnse? IOFRoWEOMOF -8a A b BT
c T F nxResponsg Packet ¢Of O MDestihptiart [ AndDPort  HOF

CF ntT KORoutgT fOAB a1 b T Requedtc FOB HOBIATHT e x KOF m
Packet Bd€ination HOFPrivatd PortAndIP, IOF WY m Ja B A OF c ¥ ¢by b

wbl IOF nAK WpbmTtvms WAAKEN g F b c F Ah®Y F b

Y% pbxXxwF wbBivm PUHloIMb 9> WWp B BEWE bhBT A3 F

TCP / UDP Connection Establishment 1 . 2

_Flxw UWAA brhHpu? bhHpBKF PpAIKF am4yt WpF 1Ol
nlOw Y9rBMANBIOF B WwWKmMBTB bf ®BpyBp ABIOR Ooob b F
Three-way hand- n B Bbh bc FpB W&RI X P0F w b MBFRV p ®MKkc Ta h H

1. bl IOF ¢ T spaleFm ™Mk F B
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@ Initial sequence

number and
other data
Initiating Target sequence (2) | Target
host number + ACK of host

initiating host's
sequence number

() ACK of target
sequence number

TCPFIO b m b M b Vhpe®Vay hprsshakéOFOF m @ mbpb | MIOF

F Mk Seqver biOM n KSwquence Nshbgr TavA HABh alp pFIIOMbh 3 b bhg
Acknowledgment b bcpM3pppYBD NbhbpFTCEC abTt 2317Tc? brF

b Hp ®AKRowlrdgment b F Hp Héguercer Number KOF b 9fF UB2KOF P p A OF
. WKF hbpw ab pMIWOF cAHBAD

nne dTpsB. n29A9AA bfF hpu?d amur FKPpXKM-3whHhAT IOF
. b24Y b He IOF AekRoMledgmentb B Y p MIO

Wp ! F 98 URPF TegQFFERalOF Tbmbmbmp 3 bbeld AB bfrHbbF

® Y c Haknowedgments b f hpbobhFRopvMpiIGF abTtwm w4 3F BIOF 3 blX K

FMk a8 clOfF bIOF _ TCPIKIPF cdT s YHOFH raudP fOFe B b whHom
. b BbY HOF

TCP & UDP Header Encapsulation 1 . 3

FATT POPc WP B YDE tOM bm b M p 3 IOArarmsgort llmyeld BOF b ayfH /BAIOE T:
TCP, IOF pUnitabts Mk albp Bipeant BA v Mbp WF Mk UMAABIKF aF
bfr HpHWBP WFA pffultidast FBMGadicast b bfF BHpwF Mk WmMAAB OF
b Eomribation Oriented bbbl 3 W/l bthT pTcMICPpHBAO pupw bFf

RTP-Real Time_ IOF b pxf BB Stredswm bprbg P [HNURR THEROBF/BT bAFH Fpr @
brF Hp WEDPMORA b BY WM aB 6 bxbbxMm uMotosolOF b M HY K
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N1 /Stiebm mb bl Patégratd®vb bl BroagidasOmilulticast Mnicast. b
SCTP Stream Control Transport . IOF  WricAst $iream b A U TTCPRb fOBp wF
TCP/IP Stack OF n 9K Middsgth bR LUb 18IB2 aKp s Prptac® pT1pt b
Unicast, b b fidRPp OF b M bm BMulticgst 95 GTFeF pEMAED n AK #ihp p Y-
aFpabBrF?2 bfF hpwF wt A8 K Yp IMultidagibSti€dn MMk OB

UDP, AKO p xp HOFOF N lOm b@p A b IOBP, da0F T T MOBWdQ™WM p HmbT b &1 p [
.RTP MK M

TCP Encapsulation 1. 3. 1

FBRufter HOF DCata Elomm Y OF oMb BB nAK _ FmMbB abchOF dYf T
n s o YDPeliverdd Mr $Sequence aT ABHIOF UThphHhIOF dTm bwmbbmlIO
1. 1B bl IOF 2/ kgsfen IOFOF M T bp b

TCP Header lOF m @ m»»b IMHOF
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