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Socket Class Declaration:

System.Net.Sockets.Socket MySocket = new Socket (
AddressFamily. // Network Layer Example: InterNetwork
,SocketType. //Socket Transport Type For Example: Stream
,ProtocolType. //Transport Protocol For Exmaple TCP ) ;
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AcceptConnection
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Description

Socket is listening.

AddMembership

Add an IP group membership.

AddSourceMembership

Join a source group.

BlockSource

Block data from a source.

Broadcast Permit sending broadcast
messages on the socket.

BsdUrgent Use urgent data as defined in
RFC-1222. This option can be set
only once, and once set, cannot
be turned off.

ChecksumCoverage Set or get UDP checksum
coverage.

DontFragment Do not fragment IP datagrams.

DontLinger Close socket gracefully without
lingering.

DontRoute Do not route; send directly to

interface addresses.

DropMembership

Drop an IP group membership.

DropSourceMembership

Drop a source group.

ExclusiveAddressUse

Enables a socket to be bound for
exclusive access.

Headerincluded

Indicates application is
providing the IP header for
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outgoing datagrams.

IPOptions

Specifies IP options to be
inserted into outgoing
datagrams.

IpTimeTolive

Set the IP header time-to-live
field.

KeepAlive

Send keep-alives.

MaxConnections

Maximum queue length that can
be specified by Listen.

Multicastinterface

Set the interface for outgoing
multicast packets.

MulticastLoopback

IP multicast loopback.

MulticastTimeTolLive

IP multicast time to live.

NoChecksum Send UDP datagrams with
checksum set to zero.
NoDelay Disables the Nagle algorithm for

send coalescing.

OutOfBandiInline

Receives out-of-band data in the
normal data stream.

Packetinformation

Return information about
received packets.

ReceiveBuffer

Send low water mark.
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ReceiveLowWater Receive low water mark.
ReceiveTimeout Receive time out.
ReuseAddress Allows the socket to be bound to

an address that is already in use.

SendBuffer Specifies the total per-socket
buffer space reserved for sends.
This is unrelated to the
maximum message size or the
size of a TCP window.

SendLowWater Specifies the total per-socket
buffer space reserved for
receives. This is unrelated to the
maximum message size or the
size of a TCP window.

SendTimeout Send timeout.

TypeOfService Change the IP header type of
service field.

UnblockSource Unblock a previously blocked
source.

UselLoopback Enable Or Disable a Loop Back
Connection

SetSocketOption Al J3A (e L oLl liSay Al Socketd) <lalae) s 3.1.1.1 Jsaal)
(Microsoft MSDN u<a4ll)
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:Synchronous TCP Socket Programming-) 4 jtazs :3.2

Ay 5% salal) Ay Jafiaad) ik dsas e Gl 2 0¥ TCPY YA (e Juail Blee (51 6l 2 Y
Peer-to- dla i Peer Clientd! sl Client/Server Architectured) dla & Serverd! i ca kil
e galall duadll lail e sledll (10 3y 34l Peer Architecture

Juatl em, oy Jadd aal g oyl clllia Lémtg} UnicastS Jul yill Al & L TCpdl pladin) WiCay
3.1 J8 ma gy dal ) (10 &e ganas TCPA a5 cJaie X1 Connection pasady Cuay Gkl
Serverdb 4l [lial s Causiual 5 Clientdb 4] Hlindl 5 Jaaiall g ylall ST Ja el 028

Server Client
socket() socket()
bind()
Tisten()
accept() |- connect()
recv() |- send()
send() = recv()
close() |= »| close()

Canatuall g Jaatall 8yl 0 TCPA DA e Jbai) ) e aw s 3.1 S

Juaidl i yhall SIS 2ie Socket Class-! «ayad iy TCPA aladiuly Javus Jual) mali oLy
Ul JSAIL ol

TCP Socket Class Declaration:
System.Net.Sockets.Socket MySocket = new Socket(
AddressFamily.InterNetwork //InterNetwork = IPv4
, SocketType.Stream // Streaming Session
, ProtocolType.Tcp) ;

1P Ll 5 yans il o pdally Jlai¥) A glas s Connect A1l JMA (e oty dacaial) iyl 8
APEndPoint Classdl J3a (e sl 5 pilie Chaiusall Ca skl Port Numberdis Address
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TCP Socket - Using The Connect Method:

// Pass The IP Address and The Port Number Directly
MySocket.Connect ("127.0.0.1", 5000) ;

// Or Pass it By Using The IPEndPoint Class

System.Net.IPEndPoint ServerAddress = new

System.Net.IPEndPoint (System.Net.IPAddress.Parse("127.0.0.1"), 5000) ;
MySocket.Connect (ServerAddress) ;

(e b g Canatiuall g Juaiall G Sihie Stream Session Jee ay Juai¥l ke & il aay
O 3oaiue Jua¥) ddee o o U Lagl ADA (e oy JLEY) s JlasY) dlee 8 oead) DA
dlys Array of Bytes ) Ledbu) ol all clibull Jysad dlae e dglad) (8 Y Jlu)Y) 2ie (4 k)
e ol Jua) Alla (8 Dl Ll ) ol el UL £ 55 e <l adiay 5 L Encoding dee JA (1
ASCIl sl Unicode <uilS 13 43 dalall jue il 46 )l Cuny Bytes ) string (e o) @l gas

.JisS Code

TCP Socket - Start Sending & Receiving in The Client Socket:

// For Sending:

byte[] TheStringAsByteArray = UnicodeEncoding.Unicode.GetBytes ("Hello
World!'") ;

MySocket.Send (TheStringAsByteArray) ;

// For Receiving:

//The initial declaration of the array indexes

byte[] ReceivedData = new byte[1024];

MySocket.Receive (ReceivedData) ;

string ReceivedMessage = UnicodeEncoding.Unicode
.GetString (ReceivedData) ;

// To Close The Conncetion:

MySocket.Close() ;
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Network IPdl L) a5 Bind I Jae a5 Socketdl iy yad Aol 8 Caad Gl oyl (& Ll
IS ey el 2ay Jlai¥) Gl Juisia) WSS e s Al Transport Portdb cauaiuadly (alal)
oy Juadl calla Jli) die o3 luas s30a58 3 52l TCP Portd) Sle caiaill dlee 1ag Listen 4l
A oy g Jaliaall 5 Jeaidl G Sessiond) sl W s a8 Al s Accept Al ) 8 il aly a

Gl il lee (3 Jaadio JSG 4xe Jaladll o4y S ald Socket Class Object e

TCP Socket - The Server Part:

// The Server Socket Declaration
Socket ServerSocket = new Socket(
AddressFamily.InterNetwork, SocketType.Stream , ProtocolType.Tcp) ;

// Any = Use All IP Addresses of the Server
IPEndPoint ipend = new IPEndPoint (IPAddress.Any, 5000) ;

// Bind Both The Network IP and The Transport Port
ServerSocket.Bind (ipend) ;

// -1= Allow for Unlimited number of Connections
ServerSocket.Listen (-1) ;

// Make a Special Socket For Each Client
Socket New_Client = ServerSocket.Accept()

// Sending:

byte[] SendingBuffer =
UnicodeEncoding.Unicode.GetBytes ("Welcome to Our Server") ;
New_Client.Send(SendingBuffer) ;

// Receiving:

byte[] ReceivedBuffer = new byte[1024];

New_Client.Receive (ReceivedBuffer) ;

string msg = UnicodeEncoding.Unicode.GetString (ReceivedBuffer) ;

Uy Listend) 4lee 200 Whiled) Jie IS5 dlaa piay g 2 Y JLiin) s Jl ¥ dolee ) Sl
Y ) Jerg adan ol ) sall aae olgil ol dume dlan g yei€ La da s 31 o ) ey Clninall Sy
ool g gs JLEa¥ )5 Jo Y1 Al Jeab (3o 2 Y6 Qs w38 35 While SIS Al g True aass
Sl diadll & Wla 4a il 23 L ga g ole JS0 iyl dee e @l Jig ¥ (S G’ Thread

Al e S

TCP Socket - The Server Part With Using Threading:
void StartTheServerOnNewThread ()
{

Thread ServerThread = new Thread (new

ThreadStart (ServerMethod)) ;

ServerThread.IsBackground = true;
ServerThread.Start () ;
}
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void ServerMethod()
{

Socket ServerSocket = new Socket (AddressFamily.InterNetwork,
SocketType.Stream, ProtocolType.Tcp) ;

// Socket Binding
IPEndPoint ipend = new IPEndPoint(IPAddress.Any, 5000);
ServerSocket.Bind (ipend) ;

// Lestening
ServerSocket.Listen (-1) ;

while (true)
{
Socket New_Client = ServerSocket.Accept()
byte[] buffer = new byte[1024];
New_Client.Receive (buffer) ;
string ReceivedMessage = UnicodeEncoding.Unicode.GetString (buffer) ;
}
}

‘Ldal ) 44,k 5 Cross Threading Exception-) :3.2.1

Windows Control 1= Thread-! lls Ja ge Ledliinl o Al GUlll e ) zliag Lo Lail
(AUl sa 4 a6 Lesalall A Listbox Windows Form Controld! Jiss Formd (e 252 50

Cross Thread Exception:
void ServerMethod()
{

Socket ServerSocket = new Socket (AddressFamily.InterNetwork,
SocketType.Stream, ProtocolType.Tcp) ;

// Socket Binding
IPEndPoint ipend = new IPEndPoint (IPAddress.Any, 5000) ;
ServerSocket.Bind (ipend) ;

// Lestening
ServerSocket.Listen (-1) ;

while (true)
{
Socket New_Client = ServerSocket.Accept()
byte[] buffer = new byte[1024];
New_Client.Receive (buffer) ;
string ReceivedMessage = UnicodeEncoding.Unicode.GetString (buffer) ;
listBoxl.Items.Add (ReceivedMessage) ;

}

}
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Juiiu) sie Cross-Thread operation not allowed exception gls ) aiw zali jll 185 Nie
Jaxs Listbox Control ¢f o8 ) 2sm 3 & cuddl s Listhox e e 4 las sy iy gl
A ) bl el maly Y 138 adls Control) @l ade el e Al Thread e
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Solve The Cross Thread Exception:
void ServerMethod()
{
Socket ServerSocket = new Socket (AddressFamily.InterNetwork,
SocketType.Stream, ProtocolType.Tcp) ;
// Socket Binding
IPEndPoint ipend = new IPEndPoint (IPAddress.Any, 5000) ;
ServerSocket.Bind (ipend) ;
// Lestening
ServerSocket.Listen (-1) ;
while (true)
{
Socket New_Client = ServerSocket.Accept()
byte[] buffer = new byte[1024];
New_Client.Receive (buffer) ;
string ReceivedMessage = UnicodeEncoding.Unicode.GetString (buffer) ;

// Create a delegate to handle the cross-thread calls

this.Invoke (new mydelegate (ViewText) , ReceivedMessage) ;
}

}

// to pass the received text using this delegate

private delegate void mydelegate (string PassedData) ;

private void ViewText (string PassedData)

{
listboxl.Item.Add (PassedData) ;

}

G Ally LLh Bl S5 String g5 oo i)l Do delegate —aaiy il Jal 8 Ll
Delegated] J3a (e o sy Cogu sl (aill WM (e U e G i)l Main Thread
LY 13 Hgladl i) Jall o Jall 138 x5 Listbox Control) ) Invoked! alla alasiul
Ll I False  dad ol dlhy elmuyl o dlh Gy Ak amn WS
Juls Ly Gas e Leaa g5 Control Class) ¢« CheckForlllegalCrossThreadCalls

;duﬂsg;eusiEAJ)g

Disable The Cross Thread Exception Warning:
public Forml ()
{

InitializeComponent () ;
Control.CheckForIllegalCrossThreadCalls = false;

}

Al )il Glaal Juzadl 081 38 k) alasiul gy oS
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Synchronous UDP Socket Programming Including Unicast, 4 4 juee :3.3
:Multicast and Broadcast Socket

& Socketd i ) i Uit UDP i TCP (30 bl (8 ple S5 UDPJ 4y jleas )
J8 Session sL&) ey a5t ¥ UDP o ey candl s JLial s Ju,Y) oy dhaial) Gyl
A JLgin) g add aaaall ol siall ) e YL UDPA 6555 TCPA (A ) sa LS Jla )Y ddlae
dlee b UDPJ a5t ¥ 3 UDPA O34 (e JLia) s Jlu,Y) dolee 8 dpnlal 4y jlaxall o2 jind
O Y ol AL Jeaia 4] Jupal) okl IS 1) sl Adeny o gy Y IS A1) Jsaay (g0 (3

UDPJ JYA (e Juat¥) 4y jlase 3.2 JSa

UDP Server UDP Client
socket() socket()
bind()

recvfrom() |- sendto()
sendto() »| recvfrom()
close() close()

UDPJ 34 (e sl &y ama (5 3.2 Sl

Transport Port 415 Network [P Bind dae & Socketdl i =i ob ol (i yha 4
i) s Ja Y Alee Tag o8 Cupaivaddly p2la) Number

Multicast s Unicasts <lly Jlu )Y 4asladinl 4508 s 4e pull e UDP Protocold s W
dlene (8 i Lié Unicasts Jul il aladinl (S 3l TCPA! UsS2; Broadcast s
daaill 138 8 Cpins Capatiaall g Juaitall G pilie Jlaidl oL} cililee i e 533 Y ) UDPA
s Multicast s Unicasts Juwy! Gob A3 UDPY DA e Juiiay s Juay) 4as

.Broadcast
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i) led o Ay ReceiveFrom  alall plaasuly Jusiwy) 5 SendTo Al alasiuly Jlw )
Ade Jaiveall sl 4l Jus yall ) 3

UDP Socket - Unicast Client:

void ClientSender ()

{

// Create The UDP Socket

Socket client_socket = new Socket(AddressFamily.InterNetwork,
SocketType.Dgram, ProtocolType.Udp) ;

// The Unicast IP End Point

IPEndPoint ipend = new IPEndPoint (IPAddress.Parse("127.0.0.1"),
5000) ;

// Encoding

byte[] buffer = UnicodeEncoding.Unicode.GetBytes ("Hello Unicasting
UDP World!") ;

// Send the Text
client socket.SendTo (buffer, ipend) ;

// Close The Socket
client socket.Close();

}

void ClientReceiver ()
{
// Create The UDP Socket
Socket client_socket = new Socket (AddressFamily.InterNetwork,
SocketType.Dgram, ProtocolType.Udp) ;
// The Unicast IP End Point
IPEndPoint ipend = new IPEndPoint (IPAddress.Parse("127.0.0.1"),
5000) ;
byte[] buffer = new byte[1024];
EndPoint ip = (EndPoint)ipend;
while (true)
{
client socket.ReceiveFrom(buffer, ref ip);
string ReceivedMessage = UnicodeEncoding.Unicode.GetString (buffer) ;
}
}
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Transport Port 41 s Network IP Bind Jse & Socketd i yai oy canaindl oyl
ool LS lld 5 QL) Jl )Y e Tag o Cpaiiadlly (alal Number

UDP Socket - Unicast Server:
void UDP_Server ()

{

// Creation Socket

Socket sock = new Socket (AddressFamily.InterNetwork,
SocketType.Dgram, ProtocolType.Udp) ;

// Socket Binding
IPEndPoint ipend = new IPEndPoint (IPAddress.Any, 5000) ;
sock.Bind (ipend) ;

while (true)

{
// Receiving
byte[] buffer = new byte[1024];
EndPoint ip = (EndPoint)ipend;
sock.ReceiveFrom(buffer, ref ip);
// Encoding
string ReceivedMessage = UnicodeEncoding.Unicode.GetString (buffer) ;

}
}

dae) 2 ¥ 4 cudly UDPY) & SendTo J s ReceiveFrom A1 aladiul aiy L salall
Juiay) 5l Ju,¥)s Socketd) caai L o4 Cua TCPA (& Jall g LS Jlai) dleal (Gaa
ReceiveFrom allall W 35 WS Senddl Alls e 4l Jupadl olsie eyl o Y @l 5 5000
Ll Reference Value= EndPoint object 4 aed ali) I (e ULl Ju je 48 j2a 4184
EndPointdl 4ad Jasais AbA (0 Jla )Y &3 ) Portdl a8 s Ala )l calia () sie o Wikay
Gl Jusyall )2 Jla U o) sial) 3 alasiind Liayl (Say WS Ljp. TOString() (kWS string )

:JisS SendTodl I ReceiveFromdl J3a (e Waliy) &3 Sl EndPointd) 4ed 2l

UDP Socket - Send a Replay By Using The EndPoint Object:
EndPoint ip = (EndPoint)ipend;

sock.ReceiveFrom(buffer, ref ip);

// To Send a Replay, For Example:

byte[] buffer = UnicodeEncoding.Unicode.GetBytes ("Received,
Thanks.”) ;

sock.SendTo (buffer, ip);
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:Multicast < UDPA! aladiuly Jul jill 4y jlazs :3.3.2

Class D J) plasiuls One-to-many 4e sexs ) (add e JuoY) 4l e Multicastd) <=
UDP Transport 4! J3a (e clldl J&s dlee 55 [P Protocol & Subnet Mask
IGMP — Internet Group 4! s Gle geaall 5l Aleal Gals JS555 0 223355 Protocol
JSAl (e sy WS 5 Internet Protocol Modeld! ¢ = 3> 4 3l s Management Protocol
paa Jl ) b G clilll i) Jsea gl (e @33l Clilae e 5 5iny [GMP JsS5i0 0l 3.3
A G 305 3l 4 2asy 315 Max response Timedl e Laff g sias 5 il ) JSH el
e zsoAl Join to Group de seae ) an) Adeadl ¢ 55 S5 ccorresponding report
1als (Membership Query ie seaall e Glaslas gla ) S <Drop From Group 4 sess

Ae garall |P ) ) 5

8-bit

&t Type Max Response Time

16-bit Checksum

32-bit Group Address

IGMP JsS 555 € i g5 3.3 JSall

ekl 3 239.255.255.255 1 224.0.0.0 ¢« IP Multicasting & Ranged) gasais &
= 2 34)) Scope-Relatived! sl e sl Dynamic s Static o sw JS& L) (3 sk 230 sapaas
s S Ll ) ki Multicast Rangess! clhanads J s il slaal)

http://www.iana.org/assignments/multicast-addresses

Jah e Ldle ) o3 s UnicastS Backbone Tunnelsd) g» Multicast Packetsd) Jai o
Unicastd) «sluls Backbone Tunnel e Al L Router os JuJi s Routerd! ) 4.l
s ashs Routerd! ) saaly 45w Ju b Gus 403 8 Bandwidthd) oo 58S i Lo sa s

Broadcast= s e e leay s

JLia) 5f Jla U Leabinin il s < pally Fdd) Cillaall e Jalaill S s Al 3 o sl
z b Ao sana (e Y5 JLa )Y 5 Ao sene e s AN Sl aleaiIS Multicast Groupd) o
.Multicasting= Jlu Y ddee (84, )5 pall Glalae YI an
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: Join || Drop a multicast Group 4c seae (e z 3 Al sl slaaiV) :3.3.2.1

:Socket) cay et aey Ul AL Join a Group 4e sexe ) sleai) dlee

UDP Socket - Join to Multicast Group:

// Socket Declaration
Socket MySocket = new Socket (AddressFamily.InterNetwork,
SocketType.Dgram, ProtocolType.Udp) ;

// IP Declaration
IPAddress Multicast IP = IPAddress.Parse("224.0.0.1");

// Join to The Multicast Group Using The SocketOption
MySocket.SetSocketOption (SocketOptionLevel.IP,
SocketOptionName .AddMembership, new MulticastOption(Multicast IP));

auw Socket Optiondl 8 wsill Q[P Infrastructure) ¢ = » s Multicastingdl of Gus
eloa¥l g g baas SU yiae Ul 3 « SocketOptionLevel.IP Jlial o3 i [P (s sia e
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UDP Socket - Set The Number Of TTL In a Multicasting Socket:
// Set The Number Of TTL in the SetSocketOption
MySocket.SetSocketOption (SocketOptionLevel.IP,
SocketOptionName .MulticastTimeToLive, 1) ;
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UDP Socket - Sending In Multicasting:
Byte[] buffer = Encoding.Unicode.GetBytes ("Hello My Group") ;

IPEndPoint IPEnd = new IPEndPoint(Multicast IP, Port Number) ;

// The First Way (Send After Joining)
MySocket.Connect (IPEnd) ;
MySocket. Send (buffer) ;

// The Seond Way (Send Directly)
MySocket.SendTo (buffer, IPEnd) ;
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UDP Socket - Receiving In Multicasting:

// Binding

IPEndPoint ipend = new IPEndPoint (IPAddress.Any, Port Number) ;
MySocket.Bind (ipend) ;

// Join To The Multicast Group

IPAddress Multicast Group = IPAddress.Parse("224.0.0.1");
MySocket.SetSocketOption (SocketOptionLevel.IP,
SocketOptionName .AddMembership, Multicast_Group) ;

byte[] buffer = new byte[1024];
EndPoint ip = (EndPoint)ipend;

// The First Way if we need to know the sender address:
MySocket.ReceiveFrom(buffer, ref ip);

string ReceivedFrom = ip.ToString() ;

// The Second Way:
MySocket.Receive (buffer) ;

string ReceivedMessage = UnicodeEncoding.Unicode.GetString (buffer) ;
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UDP Socket - Sending as Broadcasting:

// Normal UDP Socket declaration

Socket MySocket = new Socket (AddressFamily.InterNetwork,
SocketType.Dgram, ProtocolType.Udp) ;

// Declare the EndPoint destination as Broadcast
IPEndPoint iep = new IPEndPoint(IPAddress.Broadcast, Port Number) ;

// Enable The Broadcasting at The Socket Level
MySocket.SetSocketOption (SocketOptionLevel. Socket,
SocketOptionName.Broadcast, true);

// Send The Data Normally
byte[] data = Encoding.ASCII.GetBytes ("Hello All");
MySocket.SendTo (data, iep);

// Finally Close The Socket
MySocket.Close() ;
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UDP Socket - Receiving In Broadcasting:

// Normal UDP Socket declaration

Socket MySocket = new Socket (AddressFamily.InterNetwork,
SocketType.Dgram, ProtocolType.Udp) ;

IPEndPoint iep = new IPEndPoint(IPAddress.Any, Port Number) ;
MySocket.Bind (iep) ;

EndPoint ep = (EndPoint) iep;

byte[] buffer = new byte[1024];
MySocket.ReceiveFrom(buffer, ref ep);

string ReceivedMessage =
Encoding.ASCII.GetString (buffer) ;

string ReceivedFrom = ep.ToString() ;
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